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The Internet has become firmly established in our lives. It helps us to communicate with friends,
meet new people, learn, listen to your favorite music and watch movies. The Global network capacity
1s increasing every year. But, as it turns out, the Internet can bring not only benefits but also harm.

How to prevent its harmful effects? We offer you a number of practical recommendations, using
which you can avoid many Internet threats. They will help to protect not only communication with
people on the world wide web, but also to reduce unwanted risks when using online games and
mobile phone.



Basic rules of safe use of the Internet
1. Protect your computer:

update your operating system regularly;
use an antivirus program,;

use a firewall;

back up important files;

be careful when downloading content.




2. Protect yourself online:

disclose personal information with care;
think about who you're talking to.;

remember that the Internet 1s not all information is reliable and not all users Frank.




3. Observe the rules:

- the law must be obeyed even in the Internet;

- when working on the Internet do not forget to take care of the rest as well as
yourself.




Five rules regarding email:

1.Never open suspicious email messages or attachments mail received from strangers.
Instead, remove them immediately, by selecting a command from the messages menu.

2. Never reply to spam.

3. Use the spam filter of your ISP or of the work program me with e-mail (if you have
an Internet connection).

4. Create a new or use a family email address to Internet queries, discussion forums,
ete.

5. Never send " chain letters." Instead, delete them immediately.



Close questionable pop - UPS

Pop — up Windows are small Windows with content that prompts you to go to link.
When you display this window in the safest way its closing is by pressing the x icon
(usually located in the top right corner.) It is impossible to know for sure what action
will follow after pressing No buttons.




Beware of scams

It's easy to hide your identity online. It 1s recommended to check the personality of
the person with whom the communication takes place (for example, in the discussion
groups.) Never disclose personal information on the Internet, for except for people
you trust. When you request the provision of personal for information on the website,
always view the terms and Conditions the use of" or "the Policy of protection of
confidential information" to ensure the provision by the operator of the web site,
information about the purposes of the information received and its transfer to other
persons.
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This 1s important!

When you register on the sites, do not specify personal information (number mobile phone, address of
residence and other data).

You should know that if you publish photos or videos online —everyone can watch them.
Don't post pictures which depict other people. Make it only with their consent.
Publish only such information about a publication which you will not regret.

Unwanted emails from strangers are called "Spam". If you got this letter, don't answer it. If you answer
that the email, the sender will know that you are using your email it's a mailbox, and it'll keep sending
you spam.

If you received a message from an unknown address, it is better not to open. Such emails may contain
viruses.

Do not add strangers to your contact list in ICQ.

If you get e-mails with unpleasant or insulting you content, if someone is behaving in your respect in
appropriate so, report it to the adults.

If the person you met on the Internet offers you meet in real life, then warn him that you will come to
meet with an adult. If your virtual friend 1s really who he is he's telling you he'll be okay with you taking
care of his own safety.
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