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OcTopoxHo, noaaenkal

Yem onacHbI CauTbl-nogaenku?
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no
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Kok ne cmams xepmboi mowennukof?

YyKOI KOMMbIOTEP

He MoxeTe BOMTU?

C nomolupto BKOHTaKTe Bbl MOXeTe:
€ vc.com

= HalTu Ntoaeit, C KOTOPbIMU Bbl KC
= Y3HaTb 60ONblE O NOAAX, KOTOPb

BKoHTakTe?

Kax onpedenums noddenky?
Kax odesonacumscs?

Mozapaensem! Bul Buinrpany 500 py6nei Ha 6anaHc MODHNBHOTO TenedoHa or AH

BHUMaHUe Ha
Hacmosiwuu

Ucnone3yl
yHKUUOHar
bpay3sepa:

«U36paHHoE»,

«3aKknaoku»!

lposepsiti
aopec
caumal!

adpec catmal
[Mpu HasedeHuuU
MbILWU pearsbHbIl
adpec
omobpaxaemcs
80 ecnsbisatoujeli

SInpexc

Hanpércs sBcé

| Ham 15 net u Mbi XOTUM NOAENNUTLCA Nogapkamu!

{ Bol Bbin cny4aliHbim 06pa3om BLIOpaHki HALWUM KOMMLIOTEPOM ANA NONYYEeHN
| pybneii Ha MoBUNLHbIA!




OcTopoXxHO, nogaenka!
>

WARNING!!! Quick System Scan Results W

?

Kak obmaHbIBalOT B UHTEpHeTEe? P antivirus Onllne Scanner detected
lNMpocaT noaTBepAUTbL NOrnMH/Naponb. ~ dangerous spyware on your system!
MNMpepnaratoT 6ecnnaTHbIN aHTUBUPYC. Ostacad b rogr e can deowpe Yo v taesod corpromin
a yctaHaBnuBaloT BpegoHocHoe 0, Bupychil. = =" e

MpocsaTt ornpaBute CMC (nnatHoe). @ Spyware.lEMonsterb Spyware  CRITICAL A
W Zlob.PornAdvertiser.Xplisit Spyware High
#'  Trojan.InfoStealer.Banker.s Trojan

e npafda? Kax pacnoghams ooman?

Baw akkayHT 366HOKHDOBGH 33 PacCbInky Cnam-cooblenmi ), H3 OCHOBaHNH MHOMOYACNEHHBIX wanob ot
nonb30BaTENeH. AnA BOCCTAHOBNEHMA GHKETEI BaM HeobX0AnMD npoﬁ‘m NPOLEAYPY aKTHBAUMH, AKTHEAUMA

BXO/] Ha CalT BKOHTaKTe:

NPOM3BOAMTCA B GBTOMATHHEKOM PEXHMME W ABARETCA abcontoTHo BecnnaTHoM, OTnpasbTe e cooblueHme
TekcTom 151178 Ha Homep 8353, B oTeeTHOM cc coobluenme Bel Nony4MTe KOA aKTHBALMH, KOTOPLIM =

) i B: b
HeobX0AMMO BEECTH Hiike, ECAM B TEYEHHE MECALa Ball aKKayHT He Oy AeT aKTHBMPOBaH, Mbl OCTABNAEM 3a cOBOH |Anmme e o e e P e b

NPaeo YAanuTL ero, Baw HoMep TenedoHa::

Goprar: 7gFEERERERE

Comuefaemscs? l l

CMeHa napons

CmeHu napornu

Bawa cTpanvua 6bina B310MaHa, v € Hee paccbinanca cnam, Yrofiel 370 npekpatnoce, Bam Heafixoano
K a@KK ayH mam , aKTUBUPOBATD CTPaHHLY.

KO m O b I e TaKxe Mbl COBETYEM Bam CMEHNTL NAPOAb OT NOYTOBOM AWKKa K NPOBEPHTL Bal KMNbHOTED Ha BHPYCH!.
p HHKorAa He ykasbleanTe Balw Naponib 0T CTRaHHUL! HUr A€, kpome caiita http://vkontakte.ru,

3akpot
cmpaHuuy, [lposepb Aemopu3sytcs
6r10KuUpoBKa cucmemy rnod ceoumu
nponana? |aHmueupyco akkayHmamu u
Bce ybeduce, . e il i ot o
8 nnopsioke! 4ymo ece 8 bl S o S )

I Opﬂ aK e I TpebyeTca noaTeepkaee |

ucriosib 3ye wb ! Kak MeHs MOr 1 B3NOMATD? BHAMATENEHO H3y|HTE 3TOT PaBAEN, NDEXAE el BO306HOBNATE NOMb308aHHE

caiTom, uTobbl H3h {POBOK 33 CNaM B




OcTopoxHo, cnam!

[lepeoHayaribHO ¢/1080 «SPAM »
rosisusiocb 8 1936 2.
OHo pacwughposbiganock Kak
SPiced hAM
(ocmpasi eemyuHa) u bbiro
moeapHbIM 3HaKOM OFis1 MSICHbIX
KOHCepeos.

OtnpasuTtb NnatHoe CMC, onnatnTb HaBA3aHHYO
ycnyry.

[Mony4YnTb NNATHYI NOAMUCKY HA HEHYXHYHO
MHdOpMaLnIO.

[MoTepaTb YYETHbIE U (UNN) MHbIE JaHHbIE.

byds Guumamenen!

Hacmpou =
6e3onacHocmb crionb3yu
6pay3epa U no4moso dononHumeribHble 3
npozpammbi (nodkrio pacwupeHust Hcnonbsyu
anmucuwurz, sawumy| 6paysepos, Harpumep | AHMUBUPYC L
om cnama u op. AddBlock (nozeonsem ¢patiepsors!
8CMpPOEeHHbIe cpedcmas 6nokuposames CIAM u

3auwumel)! peknamHbie 6moku), WOT
(Mokasbleaem pelimuHe
alima cpedu UHmMepHem-
‘ nons3oeameried)!

[Mposepsu
HaoéxHocmb

rocmasujuka

ycrye, ucrosnb3yu

UHGOPMaUUOHHbI

e cepsuchl «who
is»!

paccainka
He3anpauwuesaeMbIX
nony4yamesnem
3/1eKMPOHHbIX
coobuweHul

KOMMep4YeCcKoeso U
HeKoMMep4YecKoco

st

7N

Yutau
nepenucry
(1}

) KOHTAKTE



[lepcoHanbHbIe AaHHbIE U
nuyHasa uHgopmauma B UHTepHeTe

[NepcoHarbHble daHHbIE —
meosi YacmHasi cobcmeeHHOCMb,

[NepcoHarnbHble OaHHbIe
oxpaHsem ®edeparsibHbil

npexaoe yem rybriukosams uUx 3akon Ne 152 — O3
u (unu) nepedasamb mpembUum
i Suyam, nodymad, cmoum su?

* 80% nNpecTynHMKOB BepyT MHGOPMaLMIO B COL,. CETAX.

* JlnyHasa nHdopmaLumsa NCnonb3yeTcs AN Kpaxkv naposien.

* JlnyHasa nHgopmaumsa ncrnonb3yeTcs Ang coBepLleHns
TaKMX NPECTYMNMEHUN KakK: LUaHTaX, BbIMOraTesibCTBO,
ockopbneHune, kneeBeTa, KWAHEMMUHT , XULLEHNE!

lpu He ny6nukyt
peaucmpauuu 8 UHgopmayuro
coyuanbHbIX Hacmpod 0 CBOEM
cemsx credyem npusamHocmab MeCmoHaxoXxo0eHuU
ucronb308ame 8 couy. cemsx u uu(unu)
morsbKo UMs unu dpyaux cepsucax MamepuaribHbIX
[NcesdoHuUM (HUK)! ueHHocmsix!

«O nepcoHarbHbIX 0aHHbIX»

KT0 MOXET MUCaTb MHe MMdHble coobuenna

K10 Biaut poTorpadim, Ha KOTOPbIX MEHA OTMETHIH
KT0 BUAMT BHA.E03aNHCH, Ha KOTOPBIX MEHA OTMETIN
KTo MOXET BURETE CTMCOK MOMX 3y Ano3annceit

Koro B1aHO B CTCKE MOMX ApY3eil # NOANHCOK

KT0 MOXET BIET MOMX CKPBITBIX Apy3eit

Bce nonb3oBaTen
Bee nonb3oBaTent
Bce nonb30BaTend
Bce nonb3osatenu
Beex apyzeit

Toneko 8

Xopowo nodymad, He dosepsiti

Kakyto c80U ceKkpemal
UHghopmauyuro He3HakoMmuam

MOXHO u3 MlumepHema!

nybnukosams
8 lhmepHeme!




AHOHMMHOCTb B CeTu

Mucrep AHOHMM
Dl Sl gl
MUN®!
Bedu cebsi s
UHMepHeme 8eXXriueo,
Kak 8 pearsibHOU XU3HU

T Criedbl npebbigaHus 8 MIHmepHeme
1€ XpaHsamcs 0oreo,
Oaxxe NpoKcu U aHoOHUMau3epbl He
rmomoaym cKpbImbCs!

Haiigeno 674 yenoseka Mo nonynsipHocTi ¥

& Fapuk Xapnamos
# "

Perwon g . 3 ¥ s Py
Tapuk Xapnamos a A T NoarTeepxxaénHan cTpannya

& Mocksa, Pocons Buibop cTpaHs!

vy B o~ [aHHas 0TMeTKa 03Ha4aeT, YTo cTpaHuua Mapuka
Wikona -
Bbina NnoaTEEPKASHa 3AMMHMCTPaLWEN BKoHTaKTE,

BoibepuTe periion

YHusepoTer
Fapuk Xapnamos

Mocksa, Poccus Beifiop yHsepanTeTa

Pz OdomumanbHble akkayHTbl 3HAMEHUTOCTEN Bceraga
: NpoxoaaT npoueaypy Bepudukaumm

Mmu moryT okasarbca:
MaHbsakn, negounel, n3BpaLleHLbl. 3aBrekatoT B CBOW CETU, CKIIOHSAIOT K COBEPLUEHWIO
pasBpaTHbIxX gencTteun! Takoe obLieHne MOXET ObITb ONAaCHbIM A5 XXU3HW!
NHTepHeT-XAMbI (Tponnn) npoBouunpyroT Ha HeobayMaHHbIe NOCTYMNKM U HEOBOCHOBaHHYO
arpeccuio!
KnbepnpecTynHuku 3a4acTyto 06MaHOM NOXMLLAIOT YyXX0e UMYLLLECTBO!
Xakepbl UCMONb3YIOT aHOHUMHOCTb 4119 pacnpoCTpaHeHUs BpegoHOCHOro NPorpaMmMHOro
obecneveHus, 3aBnageHns y4€THbIMU JaHHbIMM, MAATEXHbIMU PEKBU3UTAMU, MEPCOHANbLHOM




OTKprTbIe CeTHn, Yyxad TexXxHUKa

Hedpexroe omuomenue k nuunod ungpopmayuu MO)Keén) npufecmu k e€ ymepe!

Byab oCcTOpOXeH B OTKPbITbIX M HEGE30MaCHbLIX CETSX.
MNogkntoyeHune
K NOXXHOW CETU MOXXET MOMEHTAalIbHO NULLUTL TebS BCeN
nepcoHanbHON MHdopMaunn, XpaHsLWENCS B TBOEM

3MEeKTPOHHOM YCTPOWCTBE: NPECTYNHUKY CTaHYT AOCTYMHb

naponu, v apyras MHgopmMauus.

OnacHO ocTaBnNATbL CBOW YYETHbIE JaHHbIEe Ha YCTPOUCTBE,
KoTopoe Tebe He NPUHAANEXNT, STUMN AAaHHBIMU MOTYT

BOCMOJ1b30BATbLCA

naponks

B uyxoii komnsloTep

C | & https;//mail.yandex.ru/neo2/#inbox

Heckonsko npocmeix npafun, komopeie cnedyem codntodams npu padome § omkpoimoix cemsx unu c ucnonspofanuem Keyxod>»

lpu pabome ¢ nybnu4YyHbIM
ycmpoucmaeoMm ucrosnb3yu rnyHKm
«4y)KoU KOMIbomepy.
Ucrnionb3yt pexum «rnpusamHo20
rnpocmompa»

8 bpaysepe.

Bcez0da ucrnonb3yl KHOMKY

«8bIUMU» rpu 3agepuieHuu
pabomel ¢ pecypcom.
Omeka3sblealicss om coxpaHeHUsl

naposis npu pabome Ha «4y)KoOM
‘ OMIibrOmMepe».

mexHuKu:

Ucnonb3yt 6&3onacHoe
coeduHeHue ¢ noymodu u
cepsucamu (besonacHoe
coeduHeHue 0603Ha4eHo
3aMKOM

C 3eJ/1EHLIM MEKCMOM,).

He ocmaenst 6e3 npucmompa
ycmpoticmea docmyria 8
cemb (menegoH, nnaHuwem
HoymObyK).

Ucnonb3yt wugposaHHble
XpaHunuuwa 0aHHbIX, Komopble
rnomoaym 3awumums meou
JIU4Hble halrnebl.

Ucrionb3ytl crioxHble naposiu,
cocmosiwue U3 fporucHbIX U
3aeniasHbIX flamuHCcKux byke u
uughbp, a makxe cumMeorsios.
Ucrnonb3yt monbKo
OMKpbimble cemu 8
HadexXHOCMU KOmophbIX Mhbl
YBEpEH.




YcnoBus ucnosnb30BaHUsA NPOrpaMMHOro npoaykra

Jlobas ycriyea 8 MHmepHeme umeem UUeH3UOHHOe coaiawieHus U (Unu) ycrosus Uucrnosib308aHUs. /7,DLI ycmaHoseke
rpoecpaMmHbIX npoOmeoe (0cobeHHO om Heu38eCMmHbIX npou3eodumenel:l) cnedyem 8HUMamesibHO Yumamb MmeKCmabl
coaiaweHut, eedb rocre TIPUHAMUA coeriaweHuUs 8C4 omeemcmeeHHOCMb U rocsiedcmeusi Ucrosib308aHUsi

npoepaMmMHO20 rpodykma rioxamcsi Ha mebsi!

NMoaTBepxpana cornawieHue «BCrenyr» Tbl MOXe
OdopmnTb NNaTHbIE NOANUCKN/YCYTK;
[MpenocTaBUTL NPUIOXKEHMIO/NPOrpaMmme OBLLMPHbIE
npasa;

JInwnTbes nepcoHanbHbIX AaHHbIX, XPaHALLMXCS
Ha 3fIEKTPOHHOM YCTPOWNCTBE;

CtaTb 3BeHOM 60THeTa u (unn) CIAM cetu;
CTaTb XXepTBOWN MOLLUEHHWNKOB.

IMOMHMU: nrobbie coznaweHusi 06 ucrnonb3o08aHuU NMPo2paMMHbIX MPoAyKmMos u
ycriye, 0axe om npoeepeHHo20 npouseodumerisi, mpebyrom eHUMamesibHO20
usy4deHus!

Ymodur ue cmams xepmboi pnoymoimnennukof :

Ucnonb3ceams
JIUUEH3UOHHbIe

MpOOyKMbI BHUMamernbHO 3HakoMUMbCsl "
posepeHHo2o C NTUUEH3UOHHBIM Co2allieHUeM; € ucrnorb3oeams
rpou3sgodumens; 10003pUMEsbHOE

10.

L eHSHOHHOR COornatente
© ycnosusaMM

n iicra, npouTuTe
HeoBXoAuMO NPUHSITE €ro YCIoBNs.

Ana

Jh c 3A0 «Jlab Kacriepckoro» ¢ 4
]
TeneM o TIPeNOCTABIEHII

i1 JIMLIEH3MHN Ha TIpor 0

obecriezenua (I10)

[BHUMAHWE! BrumartensHo Tech ¢
I 0 mepen pabotsr ¢

MPOrpaMMHEIM ObecriedeHIeM.
Haxatiie Bamy KHOMKM TONTBEDKAEHMA COMIACHA B OKHE C T

©3A0 7 K 0%, 1997-2010

< Hasan ][ A cornacen ] [ Ortena

Npasina nonssosanna caiiron BKoWTaKTe

cTapenet Caim BKowTaxTe

Bal

AarmicTpaus Caiira npeanarset Ban yenyr (cepeiscsi) Cai
Jirom BKe

.43

1. Cratyc Npasin nonb3osanms Caiirom BKonTakTe




MoOunbHble ycTtpouctBa/MoburnbHbIN UHTEPHET

BHumaHue! [lepcoHanbHbIe daHHbIe!

3Hau: .
Ce200Hs MmoburibHbIe ycmpoucmea

CospeMeHHbIl MObUIIbHbIU
mernegoH/rnaHwem - 3mo He
rnpocmo cpedcmeo cesa3u unu

Kpacuseasi ugpywka,

a rosIHoUeHHoe KOMMYHUKaUUOHHOEe
ycmpolicmeo He ycmynaroujee
1o npouseodumeribHOCMU U
yHKUUOHasy nepcoHasribHOMy
KomMrbromepy.

310 NPUNOXeHWe NONYHUT A0CTYN K
YKa3aHHbIM HWXe AaHHbIM

codepxkam 8axkKHyH UHGbopMayuro: YCTaHOBUTL €ro?
Criucok KoHmakmos;
JluyHble ghomoepaghuu/sudeosanucu;
LaHHbie docmyna K aeKmpoHHOU

e CoobueHuns

royme u UHbIM aKkKkayHmam & cemu,

[laHHble 0 6baHKOBCKUX

Kapmax/nnamexax;

Umerom ripussisky K barnaHcy cum- o Jnunas uncpopmauusa
apmbl oriepamopa ces3u. s

e CereBom 0OMeH faHHBIMKU

e [amare

e [InaTHbie ycnyru
Codntodai npocmoie npabuna ucnonszofanus ‘

modunsHoix yempotcmb:
e TenedoHHblie BbI30BbI

OTmeHa YcTaHoBUTL

ycmaHo8u MobUIIbHYH 8epCUK0

aHmueupyca Ha ceoé

MObubHOE ycmpoucmeo;

ycmaHo8U MpUIIoXeHUs, OMKIII0YU QOYHKUYUIO
wuhpyrowue meou daHHbIe - asmorioOKIIYeHUS K

OHU 3aWUmMsim nuYHble haiisbi; OmKpbImbiM Wi-Fi cemsim
ycmaHaenusat npusoxeHust ucnonb3yu moribko
MOJTbKO U3 MPOBEPEHHBIX sawuweHHbie Wi-Fi cemu;

UCMOYHUKO8, BHUMame ibHO 05ﬂ3amef:’bHO npasusibHO
yumaii om3bIebl 3aeepwad pabomy c

nonb3oeamerned ny6nuyHbIM Wi-Fi;

8HUMameribHO u3y4yal rpaea,
3anpawusaemeble
MOBUMbHBIMU MPUIIOXEHUSIMU;
ucrosnb3yt mosibKo
rposepeHHbIe MObUIIbHbIE
cepsuchil.




OcTtopoxHo, MOLUEHHUKN!
[NMpeaynpexaeH - 3HA4YNT, BOOPYKEH

[MTOMHU: Yem 6ornbwe BeemupHas NaymuHa rnpoHUKaem 8 Xu3sHb roded,
mem 60r1bLWe rosensaemcs 3110yMbILUIEHHUKOS, MbIMaroUUXCs 8CEMU 803MOXHbIMU MyMsMU UWUmb mebs 0eHea!

Kapounr u Quuunr

Kapp,m-lr - cNoco® MOLUEHHMYECTBA C UCMNONb30BaHNEM
©aHKOBCKMX KapT. npeCTyI'IHI/IKVI noxXmuwaroT PEeKBU3UTbI
KapTbl CO B3JIOMaHHbIX CepBepoB UMHTEPHET-MarasnmHoOB,
nnaTexXHbiX CUCTEM UITN C MNMEePCOHAribHOro KOMrbloTEpa
nonb3oBartesia.

PULNHroBbIe COOOLEHUS - 3TO YBEAOMIEHUS,
OTNpaBfeHHbIE OT UMEHN aAMUHUCTPATOPOB BAHKOBCKMX
unn - gpyrmx nnatexdHolx cuctem. OHW  npu3biBatoT
nonb3oBaTenen NPonUTM No anbLMBOK CCbINKE, YTOOLI
yKpacTb  KOH(bmaeHuuanbHble  gaHHble. [encrtBus
nogobHoro poga HaueneHbl Ha GaHKOBCKUI CYET wunu
YYETHYIO 3anncb B BUPTYyasribHOW MNSiaTeXHOW cUcTeme.
Kak TOnbkO NPEecTynHUKU NonyyarT Heobxogumyro mMm
MHOPMaLNIO, OHXM MOMEHTarbHO WUCMOMb3YT ee AN
aocTtyna K 6GaHKOBCKOMY CHETY.

+7 (495) 500 5550 8 (800) 555 5550
@ C6epbank OH/l@LiH

@ Bxop 8 Chepbank On/lailn

OTKpblBanTe BKAAAbI
€ noBbiLeHHol
o] cmaekoll

Py
itibank YBenoMIieHse o MoNy4eHUs nnarexa

3aperucTpuposaHo 3a Homepom ENM202-16

Veawaemuii wIHenT,

20 centabpa 2004r. Ha Baur rexyunit cxer G5 nony4eK nepeson B
KHOCTPAKRON BANIOTE Ha CyMMy, npeBsuwarouye USD2,000. B
cooteercTBRH ¢ IlomesoBarensckum cornamennen CitibankR Online, Bart

ReoBXORHMO TOATEEPTHTE STOT NEPEROY ANA 10 Y o
saynenenns Ha Baw rexyumii ever. Jina noarsepkaenus nnarexa
npocum Bac saittit B nporpammy ynpasnckia Bawnm cuerom CitibankR.
Online # cIeAOBATE NPEANOKEHHH M HHCTPYKUKAM.

Ecnu nopreepxgene ve Gyger y BT 48 vacos,

6yReT BOIBpalleR OTNPABKTENO.

Jnz sxoaa B nporpamey CitiBankR Online, naxmute croga >>

C yeaxenuen,
Cny:ba CitibankR Alerting Service

TOMATYICTA, HE O TEEYATTE HA 370 OMOBEUENHE.

22 mirtsa yousmadt 1 Sy aheypieste armens Caded Adaing
Sevice, safiegome Alerting Savice logn an vetror cdme

BHIDAAHME: 770 e

: 300 Ty 7 Bu rery, morzmane ¥ Coiene 107 naceame
FEGETE EIDOS (T I (B




OcTtopoxHo, MOLUEHHUKN!
[NMpeaynpexaeH - 3HA4YNT, BOOPYKEH

«Hurepuiickue» nucema, nefeposmuas ydaxa u nonpowasixu!

(T

YBGAOMHGHMH O BblUrpbille:

B nucbme coobuiaetca o TOM, YTO Tbl Bbivrpan
KPYNHYO cymmy pfeHer. Llenb MoOLUEHHMKaA -
BbIMaHUTL y Tebs [eHbrn 3a nonydveHue
Boivrpbiwa. O6bIMHO OH CNUCbIBAaeT 3TO Ha
Hanor. [loTtepsiB 6OUTENbHOCTb, Thl MOXeLlb
nepeBecTM  KPYMHYyD  CyMMYy  Ha  C9eT
MOLLEHHMKOB.

MonpowanHn4yecTBO:

MoLEeHHNKN OaBAT Ha XanocTb U OTNpaBnaloT
nMcbmMa € npocbOboOM O MNoMoLwM sKoBbl OT
GnaroTBOpUTENbHLIX  OpraHu3auumn nnm
HY>XZaloLWmnxXcs fioaen.
B pencrButenbHoOCTM Takme cooOLeHus
coaepaT CCbIfNKM Ha peanbHble opraHn3aunm
N PoHAbl, HO PEKBU3UTLI ANA NepevncreHus
AEHEXHbIX CPEACTB YKa3blBalOTCA FIOXKHbIE.

«Hueeputuckue» nucbma:
B TekcTe Takoro nucbMa oBbIYHO COAEPXKUTCA
NMHopmMauunsa 0 TOM, YTO y aBTopa NUCbMa eCcTb
MHOIO AeHer, MorfyYeHHbIX He COBCEM
3aKOHHbIM NYTEM, WU MOSTOMY OH HE MOXeT
XpaHUTb AeHbrM Ha cyeTy B HaHkax cBoeMu
cTpaHbl. EMy cpoyHO Heobxoaumm c4yeT 3a
pybexoM, Kyda MOXHO MepedncriuTb OeHbrN.
ABTOpbl NOAOGHLIX NUCEM nonpocAT Tebs
OBOHanNMUUTL KPYMNHYK [OEHEeXHY CymMMy, B
KayecTBe Bo3HarpaxgeHunsa obeluas ot 10% o
30% OT 3asBreHHOW B nucbMe cyMmbl. Maes
MOLLUEHHMYEeCTBa 3akryaeTcs B TOM, 4TO
nonb3oBaTenb NpefoCcTaBuT SOCTYN K CBOEMY
CYeTY, C KOTOPOro nosxe GyayT cnucaHbl BCe

PLEASE INEED YOUR HELP Bostowrrep yKpaia 1,5 M Y CMEPTEILIO GOMBIDIX ieTeli
MISS SUSSAN DUNGA, 77
ABIDJAN,COTE DTVOIRE,

FROM SUSSAN DUNGA,

My name is Miss Sussan dunga. The only daughter of Late
General Mohammed dunga the former Director of military

inteligence and special acting General Manager of the

Steria Leone Diamond mining coperation (SLDMC ). T am

contacting you to seek your good assistance to transfer and
invest USD 18 million belonging to my late father which is
deposited in a bank in Abidjan. This money is revenues from




3awmTa ot MoLleHHu4yecTBa!

Ymodor He cmame xepmboii mowennuka, codntded npocmoie npaluna:

YO0ansd nucbma, Komopble
codepxxam He
omHocsawyrocs K mebe
UHGopMayuro, cesi3aHHyo C
OeHeXHbIMU cpedcmeamu,
0C0b6€EeHHO
0om Heu3eecmHbIX oded.

YBenomMneHue o nony4eHuH nnare:
3aperucTpuposaHo 3a Homepom EM202:

Voawaemuii KIHEHT,

20 centabpa 2004r. Ha Baw texywnit cxet 6unt nonyuex nepeson &
HKHOCTPAHROI BAMIOTE Ha CyMMy, npeBrwaouyio USD2,000. B
cooteetcTBRH ¢ IlonesoBarenscxkum cornamensnen CitbankR Online, Bart
HeOBHOLHMO IOATBEPANTS STOT NEPEBOR IS ET0 YCIEIHOro
sayycnenns Ha Baw rexynii euer. flag nontsepiaeHus nuarexa
npocu Bac saittit B nporpanmy ynpasncrug Bauntm cxerom CibankR
Online i c/1EA0BATE NPEANOKEHHE M HHCTPYKUHAM.

Ecnu nontsepxaense He Gyaer nonyweno B Tevenye 48 vacor, niarex
6yReT BOIBpaIER OTNPABKHTENO.

Monb30BaTeNt OTNPABMI BaM CK]
AnA NpocMoTpa NMCLMA, BESANTS

] 3@noMHWTE MeHA

He 6y0b cnuwkom
dosepyusbIM, rposepsit
8CH0 UHGhopMayuro,
codepxkallyr npocbbbi
0 MOMOWU, UHa4ye
MOMOWb roMom
nompebyemcs mebe
camomy.

Exatepina BaGinesa

Posurrenn Gonvusix gereii, Pycdhora it poronrepexiie oprannsamnt nuyT 27-1emmomw0 Exarepinty

+7 (495) 500 5550 8 (800) 555 5550
@ C6epbank OH/l@lH

OTKpbIBaWTe BKAAAb!
€ No8blweHHol
cmaskoli

¢ https://online.zberdank.ru/CSAFront/index.do

He coobwati
MOCMOPOHHUM
niuyam ceou
repcoHarbHblIe
OaHHble,
HOMepa c4yemos,
MUH-KOObI U M. 1.

He nepexodu
10 CChIfIKam,
yKa3aHHbIM
8
nodo3pumeribHbIX
rnucbMmax.

From: Information Desk <info@euroonlinelottery.com>
Subject: EU / Commonwealth Lottery Promotions

Your email address was selected to claim the sum of $ 500,000.00 in the 201
lottery.
To claim your prize, please contact our agent in Lagos, Nigeria.

Contact person: Mr. Marshall Ellis e-mail: marshallellis11@live.com
Phone: +2348036954742

Congratulations!

eneral Mohammed dunga the former Director of military
te]igence and special acl:ing General Manager of the

MoGinsue NpHAOXERHA




Kak BUPTYAJIbHAA ceTb MOXeT BNUATL

KOAEKCH POCCHACKON GEAEPALMM

FrPAXXAAHCKUA
KOAEKC

POCCUMNCKOWN ®EAEPALIU

YACTMU NEPBAS, BTOPAS,
TPETbA U YHETBEPTASA

YroJIOBHbIA
KOAEKC

POCCUNCKOW ®EAEPALIUMA

OPUUMANDbHBIA TEKCT

KOAEKC PO

OB AAMUHUCTPATUBHbIX
NPABOHAPYLUEHUAX

OOHUMANBHLIA TEKCT

TR U ——
o tom s e 8 st 3008 ¢

Wiy

Ha PEAJIBHYIO XxusHb

[MOMHW: 3a BUPTYAJIbHbIE npecTtynneHna
oTBevaroT
no PEAJIbHOMY 3akony

CT. 272 YK P® - HenpaBoMepHbI JOCTYN K KOMMbOTEPHOW
NHpopmaumn

(Ao 5 net nuweHna ceoboabl);

cT. 273 YK P® — Co3gaHume, ncnonb3oBaHMe 1 pacnpocTpaHeHne
BPEO4OHOCHbIX NporpamMmm anst 9BM (5 net nuweHns cesoboabl);

CT. 274 YK P® — HapyLweHune npasun akcnnyataunmn 3BM, cuctem 9BM
NN nx cetn (0o 5 neTt nuweHna ceoboabl);

cT. 129 — KneBeta (0o 5 net nuwieHus ceoboabl);

cT. 130 — OckopbneHue (0o 3 neT nuweHusi ceoboabl);

CT. 159 — MoweHHn4yecTBO (00 10 NeT nuweHns ceodoabl);

CT. 165 — [NpnynHeHne nmyLLecTBeHHOrO yuepba nytem obmaHa unm
3noynoTtpebneHns gosepuem (o 5 neT nuweHnsa csoboabl);

CT. 146 — HapyLleHne aBTOPCKUX U CMEXHbIX NpaB

(Ao 10 neTt nuweHusa ceoboabl);

CT. 242 — HesakoHHOE pacnpocTpaHeHune nopHorpadmnyeckmnx
MaTepuanoB Unu npeamMmeToB ( Ao 5 NeT nuweHns ceoboabl);

CT. 242 (1) — 3roToBneHne n obopoT MaTtepuanos Unu npeamMmeToB

C NOpHorpagmM4eCcKMMm N300paxkeHnsIMM HECOBEPLLUEHHOSTETHNX

(Ao 15 neTt nuweHusa ceobobl).




3anomMHu npocTbie npaBunia 6e3onacHoOCTy:

CH 8 C80UX
3HaHusx? Ucrionb3yu
y4YemHyto 3arnuch ¢
o2paHU4eHHbIMU
npasamu!

He pabomati om umeHu
adMuHuUcmpamopa (root)
- amo ybepexem

om 6onbwuHcmea
3apaxkeHul;

6e3 Heobxodumocmu

He denal «0enbpelK»,
«PassfioyuKy»,
«pymosaHue»

ModpobHee

0 npaeunax
qumau

e SHuuknoneduu
6e3onacHocmu

10
3

aHmMuUpPYCHYH
3awumy (nydwe
becrinamxbil
aHmusupyec,

YeM HUKaKoz20;
KOMMepYecKue
rnpoepammb|
npedocmasrnsaom
ooronHuUmeribHble
yHKyUU U
yoobcmea);
PeeynspHo 0bHoensu
cucmemy u
aHmusupyc;

pura
e30NacHoro
UHTEpHeTa

JIATA BESONACHOID MHTEPHETA

* Hacmpou

oornonHumeribHble
yHKUuUU (6:10KUPOBKY
peknambl 8 bpaysepe,
yHKUUU aHmMuuwuHeaa,
6I10KUPOBKY 8CMIIbl8arOWUX
OKOH, pexxum be3onacHo20
rioucka);

Ucnonb3yt oghuyuansHoe
JTUUEeH3UOHHOoe U (urnu)
€c80600HOE€ rnpoepaMmHoe
obecrieyeHue;

g lNpeanoxurs o Genit

cnuMcox

HOBOCTM IYR/IMKALIMM

IxonomErencreo Hudorpaduea PosurensM u nesaroraM

Yuumebigal
peKkomeHdayuu
rpoepamm 3auumal
(He 3axo0u Ha
calmbl, KOmopsble
MOMEYEHbI Kak
ornacHsle, He
omkKpsbleau ¢halsibl,
Komopble briokupyem
aHmusupyc);
OepaHu4usali spemsi
pabombi
8 lHmepHeme — xusu
peasibHOU XU3HbH!

TIowsx o CadTy

http://www.ligainternet.ru/encyclopedia-of-security

14




Bonpocbl gns obcyxaeHus

YeM onacHbIl canTbl noaaenku?
Kak pacno3HaTtb nogaenky?

Yro Takoe Cnam? Kak 6oporbcs co Cnamom?
Kakue cywectByoT MeToAabl 6r1okupoBku Cnam pekrnambi?

YTO OTHOCUTCSA K NepCoOHasribHbIM AlaHHbIM, @ YTO K IM4HOM (KOH(bMAEHLUMaNbHOMN)
uHcpopmauun?

Kakyto nHcpopmauuio MOXXHO nyGrmkoBaTb B ceTu?

NMoyemy He cTOUT NyGNUKoBaTb CBOM NOJSIHbIE AaHHbIe?

AHOHMMHOCTb B CEeTU: NpaBAa UMy BbiMbIcen?
Kakue npaBuna noBefeHus B CETU HYXXHO cobnopaTtb?

Kakume onacHocTu nogcteperaloT Hac B OTKPbITbIX CETAX?
Kak He cTaTb XXepTBOM NpecTynHUKa Npr UCNOSIb30BaHUU OTKPbITbLIX ceTen?
Kakne npaBuna nonb3oBaHUA 4y)XOU TEXHUKOWN HY>KHO MOMHUTbL?

JIlnueH3noHHoe cornawweHune/npaBusa Nosfib30BaHUA: YATATb UJSTN HET?
Noyemy BaXXHO 3HaTb NpaBusia UCNOJIb30BaHMA NPOrpPaMMHOro NpoayKTa/UHTEepPHeT-
pecypca?

Buabl UHTepHeT-MOLWEeHHNYecTBa (00 beKTbl MOLLEHHUYEeCTBA)?
Kakue BMabl npectynneHun pacnpocrpaHeHbl B UHTepHeTe?
Kak He cTaTb XXepTBOM KNbepnpecTynHuka?




Xouelwb caenatb UHTepHeT 6e3onacHee?
Ucnonb3yu cneumnanbHble MHCTPYMEHTbI!

OEAEPANLHAR UTYKBA 110 HAIIZ0PY B COEPE CBA3M, MHOOPMALMOHHBIX TEXHONOMMA W
MACCOBBIX KOMMYHUKALA

Y - EAVHbI PEECTP
I_I p M Cb”-l a M chln KM H a OnaCH bl e Ca MTbI AOMEHHbBIX MMEeH, yka3aTteneil CTpaHuL CaToB B ceTh «MHTepHeT» 1 CeTeBbIX ajpecos,

NO3BONSIOLMX MACHTUDULMPOBATL CaATEI B CeTH «MIHTEPHET», COAepXaLme

B ED'M H bl Vl PeeCTp 3a n pe I.I."é H H bIX Ca IZTO B : VMHOOPMALWIO, PACNPOCTPaHeHue KOTOpoit B Poccuiickoin ®eaepauyy 3anpeieHo
eais.rkn.gov.ru | ) -

HHTEepHeTa

Otnpasnsn coobuieHns 06 onacHOM KOHTEHTe
Ha ropsune nuHumM Jlnrm 6es3onacHoro MHTepHeTa:

o ) . CoobwmTb 06 ONacHOM KOHTEHTe
ligainternet.ru/hotline : L T —

D
MOXHOCTS COOBLLTE SHOHMMHO HAN OCTABUTL CBOI 3pEC ane!
an 6

CoobLuan 0 Nofne3HOM KOHTEHTE: @ HuGepnpyieE
ligainternet.ru/encyclopedia-of-security/included-white-li

st.php

Mpepnoxutb B 6enbiit ciucok

PerucTtpupyincs B coumarnbHOW CETU, NOCBALLEHHOMN
KnbepbeszonacHocTu: i
social.ligainternet.ru

o Q) Sesonachoro
Ncnonbsyin WEB-couUneTp: S WiTepHera

www.ligainternet.ru/proxy

Wpeanbhbiii cepeuc Ans B
Aeten — Gnokupyer gocr

YuTtan sHumknoneauto 6e3onacHoCcTu: . 2 508 Bpegowociae cal
www.ligainternet.ru/encyclopedia-of-security h
e gl

Ges BPeAHOro KOHTeHTa | o :

23
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Jlura 6esonacHoro MHTepHeTa
Mbl nenaem MHTEPHET YunLle

X Jura B - ]
% £30M1aCcHOr0 —r—
WHTEpHeTa CEEEE [ A s

- ' : : e oo
BuisiBnssem n 6 OKMUpyem onacCHbIN e s e O e e

KOHTEeHT, Cn OCOGCTByeM nounmMKe

Tlwra G230NACHOTO KHTSPHET — KDjM=SAER W KANTONES S5TOTET=A S POSCH 0DFS-A3aLG.
003034437 ANA NDOTVEOLEACTER DICIDOSTOZHE0 ON3CHD KOTE-T 50 S02MND=0A 02T

LM ITITH — HERODEHE-4/ 0309070 KDSTEHTS T{TEM CEVI000TEA33L4M NDDIDE0TAErEH0m
OCOODUWRCTER, PNICT-AKOS HNTEOHET-DaRKS W DRSOSEX NONE30SITENSR.

MoppepxuBaeM nonesHble canuTbl U S —

LnA DRAnMIagm STOR Lend W3 CT3SAT N2D2s COTOA CReRouMe 3203

NDOTHSORRACTEME P3CINOCTPIHE-A0 ONBCS0MD KOSTEHTA S C2TH. KOTOP/I0 OORS/OTCR S20TH 302
n TByeéM UX BUTU e o S oot T

053en/mars2 ADOPECCANHANEHON COODIECTSA, JMACTHAKDS HHTEOHET-DEiKa SNA S5pa00TE
WSE-AEM02 CIVODET AL CODDUECTSE 20 MBTENE-S DET/MVD0S3R G0N W CORSIHR
429305 5 veTepRETe

33352 PRANSH0A MOMOLU SETAM 1 DOSDOCTKAM, KOTODSIE MDAMSIM WNi KOSSE-=piV 00D330M
CTAM #EOTE2NM D30ID0STOZHEHAR 0IZ0-0T0 KOTEHTE B 0TI MNTEDHET

OK333:92 COREACTENA rOC)A3DCTEE-uM CTRYKTYDaM 8 Copele C Bnanensiavin w-TepeT-
DEC/DO0E, 33ANTIOUHIVIACA CO3R24A2M 1 DECIDOCTOIHEEM OR3CHOTD KOSTENTE SETCKaR
MOD=OMDITAR, MO 3453 FADKOMI-M. ST PIWAIVE 1 FXCTPRWASWE

YHECTE 8 P330R0OTKR 3MDAORITENEHLN IHALHETVS, HANDIENE-HLN H3 MKSALILIEO 07309010
KOSTEHTa 8 CoT MsTepmeT

MpepcraBnsiem Poccuio B Mupe e

Yaewse Jusu npucosdunsomes % Tuse 5a S05p0RILHAY KAUGATK, MR CIMLK
MPUNLMGR Ha c357 KSRBGMEILEMSS SIS 830 AERMEAHOSTES § SOOMSTTEMSUY
< ¥emasaw Tuzu

Yaenasu JTusu MOsym Cmam MMMSpuRsKus, OfySSTEDOM SPINUIAYLL,

npedemasumeny cpadems Macsoesl LNHIPUIYUL U FUAUSUS AUYE, XSRS sorestoee snser
LM S03MONKOST U MEAGKUS SMESTU Peauadl @c1ad s Gapudy s onasHuA e
xokmsomaN & csmu Hxmapuam

Yioae Tusi OSULYGMER @ MOIMORKKOM  PEAUME, SSGM  SacTymR

pedtmaaic ooy semat AT, Spuby € GNACKIM KIKMIEIAN & Cemy HXmapKam.

PaspabatbiBaeM n 6ecnnatHo BHeapsieM o~ g o o

SazuaMIACTET U PRcypaos.

nosie3Hoe nporpaMmmMHoe obecneyeHme piecho oo ettt ey

T3 003033 N0w NOASETHKE MiKOMCSRSA PO MONSUMTENECKA C0S2T N S03TNAENALT NOMOWEAK
TipesagesTa PosooKoR Senenzim Wrode Ligranes.

NoopobHee 0 Hac YMTanTe Ha cauTe:

WWW.LIGAINTERNET.RU 17




Cnacunbo 3a BHUMaHue!

WWW.LIGAINTERNET.RU
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