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lNMpakTnyeckue BOoNpocbl NOCTPOEHUA CUCTEMDI
UHdopMaLuMOHHON 6e3onacHOCTU MHorocpunuanbHOro 6aHka

puumeHko AHgpen AnekcaHaposuy
HayanbHuk Cnyx6bl nHpopmaumoHHon 6e3onacHocTn banka «BospoxaeHune» (OAO)




TpeboBaHUA K cucteme nHpopmaumoHHon 6esonacHocTu baHka
OCHOBbIBaAKOTCA Ha nonoxeHnsax CrtaHpapTta baHka Poccun
«ObecneyeHue nHcpopmaLMOHHON 6Ge30MNacCHOCTHU
opraHusauum 6aHKoBCKou cuctembl Poccunckon degepauun.
OGLwmre NnonoXxeHuna»
CTO BP UbbC-1.0-2008
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«Monutnka nucdpopmaLMoHHOMN 6e30nacHOCTH
baHka «Bo3poxaeHue» (OAO)>»
(NMB-2008)

YcTaHaBnuBaeT obLune nonoxeHus no obecneyeHuto
MH(POPMaLIMOHHON 6e30MacHOCTM B KOPNOpPaTUBHOU
MHpOpPMaLMoHHON cnucteme OTKPbITOrO akLIMOHEPHOIO
obuwectBa baHk “Bo3poxaeHune”
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Cay:x0a MvHPOPMALIMOHHOM 0€30IIACHOCTH

YaoctoBepsowmm LleHtp KopnopatneHoun UHdopmaumoHHon Cucrtemsol

OTpen BHeapeHUs U CONpPoOBOXAEHUA cucTeM obecnevyeHus MHpopMaLMOHHON
Ge3onacHocTu

OTaen kpuntorpadmyeckon sawnutbl MHhopmauum

OTtpen agMUHUCTpaTOPOB Ge30nNacHOCTU

Otaen nicpopmaumoHHOM 6e30NacCHOCTU aBTOMAaTU3NPOBaHHbIX 6AHKOBCKUX
cucrtem

OT1aen 6e3onacHOCTU NNaTeXHbIX CUCTEM

OTtaen ayauTta v atTectauum MHGPOPMaALIMOHHBLIX CUCTEM
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AoMmuHucTpaTtop 6e3onacHocTu baHka

* KOHTpOnb BLINOMHEHNS YCTAHOBIEHHLIX B BbaHke TpeboBaHui No obecnevyeHunto
6e3onacHOCTN MHdOpMaLMK OrpaHUYEHHOro AOCTYyNa, NPeaoCTaBNeHUS
nosib3oBaTenamM nosIHOMOYMIA MO OOCTYNY K MHPOPMaLMOHHBIM akTMBaM (pecypcam)
KNC baHka

* PernameHTtauma 0eUCTBUA N KOHTPOSMb agAMUHUCTPATOPOB MHPOPMaLMOHHbLIX aKTUBOB
KWNC BbaHka B 4acTu NpUMEHEHNS CPEeACTB pasrpaHUyeHnsa goctyna u apyrnx cpeacTs
obecneyeHunsa Nb, a Takke cpeacTs aHTUBUPYCHOW M aHTUCMaMOBOW 3aLUUThI

* OnepaTtnBHOE U NOCTOSIHHOE HabnwageHue, cbop, aHanu3 n obpaboTka gaHHbIX Nofg,
3agaHHble uenu, onpegensiemble CMUB KNC baHka, ¢ ncnonb3oBaHUEM
cneunanm3anpoBaHHbIX U LUTATHbIX CPEACTB perncTpauum AeNCcTBMin NoNbL3oBaTeNen,
npoueccos, npoueayp

« CornacoBaHue cnyXebHbIX 3an1CcoK (3asiBOK M T.M.) Ha NpegoCcTaBreHne NoTHOMOYUN,
KonupoBaHue nHdbopmaumn 1 T.4.

LleHTpanbHbIN annapat baHka — 4 agMmuMHucTpatopa 6e3onacHoCcTU (NOCMEHHO)

dunuan baHka — rnaBHbIU crieynanucT nNo 3awurte nHopmaumm (3a4acTyro — Ha
BHeLITaTHOW OCHOBE)
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KomnnekcHble peweHusa npu nocTtpoeHnn cuctemol UB nnu
cneunanm3anpoBaHHble NPOAYKTbI?

 Ha pblHKe npeobnapaloT peleHns cneymanmampyrowmecs Ha otaesibHbIX
HanpaeneHuax Ub

CnoXHO NOosny4YnTb NPOAYKT OAMHAKOBO XOpPOLUO paboTalowmini B pasfiMyHbIX
oonactax Ub

e KomnnekcHble peweHusa NnpMMeHMMbl B OCHOBHOM AJ11 HEOONbLUMX KOMMaHUMN

MNMpu peann3auumn TpeboBaHMM No odecneyvyeHUro MHPOPMaLMOHHOMN
Ge3onacHOCTU B KopnopaTuBHOMN nHcopmauuoHHon cucteme baHka
NPUMEHSAITCA NPOAYKTbI U peLleHUsA KOMNaHUN, 3aHMMaLWKUX nuaupyroLlee
NnonoXeHue Ha pbiHKe peweHnn B obnactn b

m—— BO3POXAEHUE
VA

BAHK

BAHK, KOTOPbIA BCErAA C TOBOA




OGecneyeHne nHchopmauMoHHOU Oe30NaCHOCTHU NpU
UCNOJIb30BaHUMN CPEeaCTB 3JIEKTPOHHOMN NOYThI

TpeboBaHusA K cucreme:

KoHTponb 3a cogepXXMmbiM BCe NOYTOBOMU nepenucku B baHke

XpaHunuiie ucxogsiien nepenmckm ¢ BO3MOXHOCTbI BOCCTaHOBIIEHUSA U
CPOKOM XpaHeHus1 AaHHbIX 0 5 net

LleHTpann3soBaHHOEe XpaHeHMe 1 ynpaBiieHne B YCITIOBUAX pa3BeTBNEeHHOMN
CTPYKTYpbl BbaHka

OnepaTnBHbLIX U TMOKMK AOCTYN K UHpOpMaLIMM B XpaHUnuLLe

BbisiBneHue un npeceyvyeHue paktoB HapyLleHUA 3akoHa «O
NnepcoHanbHbIX AAHHbIX»
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 C 3awuuweHHbIM XpaHUNULEM KOpNopaTUMBHOIo Macwutaba
e C BO3MOXHOCTbI BOCCTAaHOBIIEHUSA AaHHbIX
e C BO3MOXHOCTbI HAaCTPOMKU ANUTESIbHOCTU XpaHeHus (Ha nbdon cpok)

 C 3awmTomn ToNbKO YTO co3AaHHbIX AOKYMEHTOB, 63 Heo6XoANMOCTH
npeaBapuTenbHOro MHAEKCUPOBaHUA

e C rmbKMMun HacTpouKkamMmm nonMTUK 6e3onacHoOCTU
e C BO3MOXHOCTbI UHTErpaLmm ¢ ApyrumMmu peLueHuaMm

 [lonHbIX KOHTPONb 3a NepenMcKou ¢ aoKasartesibHOM 6a3oun ans
paccnegoBaHUA UHUMOEHTOB
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* W3BeCTHbLIN NpousBoAuTESib, C YCMELWHbIM ONbITOM BHEAPEHUS peLueHun B
KpynHeuwmnx 6aHkax Poccum

* 100% poccuinckas KOMnaHus
* bBbIicTpoe BHeagpeHue

 Pab6ora Traffic Monitor abconoTHO Nnpo3pa4yHa n HaCTPOUKUN MOry ObITb
U3MeHeHbl agMUHUCTPATOPOM 6e30NacHOCTH

* Bbicokasi npon3BoaUTENIbHOCTb
* [lonHbIX U LEeHTpanu3oBaHHbIA KOHTPOSb BCEU Nepenucku

* Hanuune ceptucdpukata PCTIK Poccumn
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Tpe6oBaHusA K cucrteme:

 Cucrema 3awnTbl KOpnopaTuBHON MH(POPMALMOHHON CUCTEMBI,
paboTarowan Ha eAMHON UHTEerpUPoOBaHHOU TEXHONOIMYeCKoMn
nnatdopme

 [MonHoe MHCNEeKTUpoBaHNEe KOHTEeHTa Web-CTpaHI/ILIbI

* 'mbkas apxuTeKkTypa, BO3MOXHOCTb aBTOMaTU4eCKOMN YCTAaHOBKU U
oOHOBNEHNA nporpaMMHoro obecne4yeHus

« Camooby4eHune u 6roKMpoBKa HexenartesnbHbIX web-cautoB
o dunsTpaums NpUNoOXeHNN ans agpecHoro onoknpoesaHusa UHTepHeT-

nengxepos (IM), knueHToB hannoodbmeHHbIX ceten (P2P),
HeaBTOPU3OBAHHOIO TYHHENMpPOBaHUA

* Bblcokas nponyckHasi CNHOCOGHOCTb
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NMomMumo 3aWmnTbl OT BUPYCOB, LLMMOHCKUX npunoxeHun n URL-cpnnerpauum
cucTemMa npenocTtaBnsaeT cpeacTBa AnA peanusauum 6e3onacHbIX NOAUTUK
ucnornb3oBaHuAa NHTepHeT-pecypcoB NyTeMm:

* "Bbipe3aHusa” BpeaAOHOCHbIX 1 NOAO3PUTENbHbLIX CKPpUNTOB U3 web-cTpaHul,
web-noyTtbl, Tena email

* BrnokupoBaHusi Bcex CKpMNTOBbIX BUPYCOB U 3KCNJIONTOB.

* BbnoknpoBaHuUsi U3BECTHbLIX U HEU3BECTHbIX HA MOMEHT npoBepku HTML- n
HTTP-akcnnontoB

dononHuTtenbHbIe ONUUM:

* YaaneHue 13roB ActiveX

* BO3MOXHOCTb pa3peLlunTb BbINOJIHEHUE TONLKO npeaonpenesrieHHbIM
noBepeHHbIM ActiveX obbekTam

* BO3MOXHOCTb pa3pellnTb BbINOSIHEHUE TOSMIbKO NpeAyCTaHOBSIEHHbIM
noBepeHHbIM ActiveX o6bekTam

 bnokupoBaHue Java-annneTtoB

» 3anpert cookie-channos

 BnokupoBaHue CTpaHuL, coagepXKawmx onpeaeneHHble KiYeBble CroBa
éscl:_KaHMpOBaHMe 3awmncppoBaHHOro KOHTEHTa Npu goctyne K web-ctpaHuue no
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* Bbicokasi npou3BoAUTENILHOCTb U MacLITabUpyemMocTb

 CkaHupoBaHue Web-Tpacuka B pexmme peanbLHOro BpeMeHu
* [lpocToTa KOHUrypupoBaHus U ynpaBrneHuUs
 BanaHcupoBKa Harpysku

* YcnewHbIn ONbIT BHEAPEHUA B KPYMHbIX KOMMaHUSAX

 Hanuune ceptucdpukata PCTIK Poccumn
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MoHuTOpPUHIr 1 ynpasrneHue coobiTuamm Ub

TpeboBaHus K cucrteme:

e CnocobHOCTb nony4yatb U obpabaTbiBaTb AaHHbIE C OFPOMHOIO
Konu4yecTBa nporpamMMHo-annapaTHbIX KOMMJIEKCOB ceTu (cepBepoB,
MeXceTeBbIX 3KpaHOB M AP.) pa3nnUyHbIX BEHAOPOB

* [pepocTaBneHue pe3ynbLTaTOB aHanu3a coobITUIM B peXume pearnbHOro
BpeMeHuU

* loppepxKa pasnNyHbIX METOAOB OOHapPYXeHUA aTak

e BO3MOXHOCTb CO3aHUA COOCTBEHHbIX NPaBUI1 KOppensauum

* LleHTpanu3oBaHHOE XpaHeHUe AAaHHbIX, MOCTYNarLWmnX OT BCEX CUCTEM
e [TMbKasa cxema co3gaHuUA OTYETOB

e MawTabupyemocTtb
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Cucrtema ocyLiecTBnseT:

e COop nHpopmauum o cCoObLITUAX C Pa3fIMYHbLIX YCTPOUCTB obecnevyeHus
UHhopMaLUMOHHON 6€30NacHOCTU U CeTeBbIX YCTPOMUCTB

* Busyanusauuro cobbITUM Ha KapTe CEeTU B PeXXUMe peanbHOro BpeMeHun

* NMoapepxKy CUrHaTYpPHbIX U «NOBeAeHYECKUX» MeTOAOB OOHapyXeHUsA
aHomManuum v aTtak

* BO3MOXHOCTb CO3aHUA COOCTBEHHLIX NpaBuUn Koppenauun

* BO3MOXHOCTb ynpaBneH1Usl akTUBHbIMU CeTeBbIMU YCTPOUCTBAMU B LiensxX
GnoKupoBaHUA BpefoHOCHOro Tpaduka

* PaspeneHne NosIHOMO4YMU NO ynpaBrieHUo

* NMoppepxKy npoTokonoB coopa cobbiTn Syslog, SNMP, RDEP, SDEE

e BpeMeHHbIe MeTKU COObLITUN

* YBeaomrneHue 06 obHapyxeHHbIX npobrnemax no e-mail, SNMP, syslog

* YnpaBneHue yepe3 rpacdhmnyecknn web-nHrepcenc, Java-uHrepcpenc m ap.

UcTouyHMKamMm coObITUN MOryT ObITb MPAaKTUYECKN BCE TUMbI CETEeBOro
obopyaoBaHusa, cpeacrtBa obecnevyeHmnss UHhopMaLMOHHON 6e30MNacHOCTH
NPUNOXeHUNn
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Nn penmMmyullectBa UCNOJIb30BaHUA

O630p AaHHbIX B peanbHOM pexume BpemMmeHu ot Bcex UC
LleHTpanM3oBaHHOe XpaHeHUe AaHHbIX, nocTynarwwmx ot scex UC

Knaccudmkauus yrpos no ypoBHSIM ONMACHOCTU ANS BbiSIBNIEHUA peanbHbIX U UTHOPUPOBaHUA
JNIOXHbIX

CnocobHOCTb arperMpoBaTthb AaHHble C 6OMbLIOro KonMyecTBa NporpaMMHo-annapaTHbIX
3M1eMEeHTOB CeTU (CepBepoB, MeXCeTeBbIX 3KPaHOB U Ap.) pa3NUYHbIX BeHAOPOB

MowHana 6a3a npeaycTaHOBNEHHbIX NPaBuUI Koppensauum cobbITun 6es3onacHocTy,
CYLLEeCTBEeHHO ynpoujalowas agMUHUCTPUPOBaHUE CUCTEMbI

AHanu3 gaHHbIX MO MHOMUM HapyLlweHnAMm Ge3onacHoOCTU: OT aTak Ao KOopnopaTUBHbLIX
NONMUTUK

NMpoBepka cuctemMbl 6e3onacHOCTU Ha cooTBeTCcTBME cTaHaapTtam (ISO 27001, PCI DSS u ap.),
a TaKxe ApYyrMmM HOPMaTUBHbLIM U 3aKOHOAAaTeNbHbIM aKkTam

LLnpokne n ru6kne BoO3MOXXHOCTM MOHUTOPUHIa pacrnpegerieHHbIX CUCTeM 60nbLIOro
MacuwTaba

Hannuyue ceptudukara ®CTIK Poccum
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BHeapeHue ykaszaHHbIX CpeACTB B paMKax cucteMmbl MHOpPMaLMOHHOMU
6e3onacHocTu KUC BaHka oka3anocb NPakTU4YeCKU Norie3HbIM Ans
cucrtemaTusaumm n ynopsigovyeHus geatenoHoctn Cnyxo6bl Ub baHka
no o6ecne4yeHnro MHPOpPMaLMOHHON 6€30MNaCHOCTU, YTO B KOHEYHOM
uTore cnoco6CcTBYeT CHUXKEHUIO OnepaLmMoHHOro pucka B npouecce
OCHOBHOM geAaTeribHOCTU baHka
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Cnacun6o 3a BHuMmaHue!

pumeHko AHgpen AnekcaHgpoBuY
HauyanbHuk Cnyx6bl nHhopmMaunoHHon 6esonacHocTu baHka «BospoxaeHne» (OAO)




