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15.1. Be3onacHOCTb 3NfIeKTPOHHOM
KoOMMepLuun

4% ¥ =00



COCTABJIAKOLWUE BE3OINACHOCTHU

[loHsaTMe «6e3onacHOCTb» B PYCCKOM SA3blKe TPaKTyeTcs Kak
COCTOSIHME, NMPU KOTOPOM OTCYTCTBYET OMAaCHOCTb, ECTb 3alluTa OT Hee.

be3onacHocmb 2351IeKMPOHHOU KOMMeEpUuu — 3TO COCTOsSIHUE
3aLLUULLEHHOCTN UHTEPECOB CYOBLEKTOB OTHOLUEHWN, COBEpLUAOLLMX
KOMMepYeckme onepaunm (cgenku) €  NOMOLWbIO  TEXHOMOru
9JTIEKTPOHHOWN KOMMEPLUNU, OT Yrpo3 MaTtepuaribHbIX U UHbIX MOTEPb.

[MoHsATMe «be3onacHOCTby nNpeanonaraeT Tpy COCTaBNALLMX:

=  cusnyeckyro  OesonacHoCTb, NOA  KOTOPOWM  MOHUMAaETCS
obecrneyeHne 3alnUTbl OT MNOCAraTeNibCTB Ha XW3Hb U FNUNYHbIE
NHTEpPECHI COTPYAHUKOB;

=  3KOHOMMYECKyt ©6e3onacHOCTb, Nojd KOTOPOW MOHMMAaEeTCs 3alluTa
9KOHOMMYECKNX MHTEPECOB CYyObLEKTOB OTHOLWIEHMIA, a Takxke
obecnevyeHne 3alnTbl MaTepuanbHbIX LIEHHOCTEW OT MOXapos,
CTUXUNHbIX 6eaCTBUI, KpaXK APYrux nocsaraTenbCTB;

=  MHdOpPMALMOHHYD 6e3onacHoCTb, MNod KOTOPOW MOHMMAaeTCs
3awuTa nHpopmMaummn ot MoauduKkaunmn (MCKaXXeHust, YHUYTOXEHUS)
N HECAHKLIMOHNPOBAHHOIO MCMNONb30BaHUA.
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WHO®OPMALIMOHHAA BE3OINACHOCTD

ObecneveHne nHdopmaunoHHON 6e30NacHOCTN OCHOBBLIBAETCH Ha
Kpuntorpadudeckux unum  WwundpoBanbHbIX CUCTEMAX, KOTOpble
obecneumBaldT  KOHGudeHyuanbHoCmMb,  aymeHmugukayur U
uesrocmHocme NHopmMauun.,

KoHgudeHuyuanbHocmpe npegnonaraeT 3awmty UHdopMaLmm
OT HECaHKLUMOHMPOBAHHOIO [OCTyna  MpU ee XpaHeHun u npu
nepedaye. [Joctyn K MHpopmMauum UMeeT TOMbKO TOT, ANS KOro oHa

npegHasHadeHa. LLlucpposaHue OaHHbIX obecriequsaem
KOHgbudeHyuarbHOCMb.

AymeHmudbukayus npegnonaraet He0b6xXxoaAMMOCTb OAHO3HAYHOM
naoeHTupukaumum oTnpaBUTENS nocnaHus. Obecrneqyusaemcs

3/1IeKMPOHHOU UughposoU rnoodruckto U cepmugukamom.

LenocmHocmb npeanonaraet, YTo MHMopMauusa OOImKHa ObITb
3awmuieHa oT HecaHKUMOHMPOBaAHHOM MoanduKaunum npm ee XxpaHeHnu
n npun nepegadye. Obecriequsaemcs 3NIeKMPOHHOU Uugposou
MOOruUCHHo.
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KPUNTTOIMPADUA

Bce cucrembl wuncdpoBaHna paboTtaldoT nNo  onpeaerieHHow
METOLOM0rnn, KOTopaa BKMOYaeT OOMH UMMM HECKOSIbKO ariropuTtMoB
lWWndopoBaHUA (MaTteMaTuvecknx dopmyn), Krryen, UCMonb3yeMblx
STUMU anropnTMamMin, a TaKke CUCTEMbI YNpaBfieHNs KItoyYamu.

Kpunmoezpachuss - 910 crneuyuanbHaa obnactb MaTeMaTuKw,
OoTBevaroLlada 3a 3aluTy MHpopmMaLmu.

[TlosgBneHue 3NeKTPOHHbLIX NfaTeXHbIX CUCTEM N LUEPOBLIX AeHer
cTano BO3MOXHO TOSIbKO C pa3BUTMEM 3TOW 0bnacTtn 3HaHun. lNoatomy
Oarnee paccMOTPUM OCHOBHble MeTodbl LLUNGPOBAHUA U KIOYeBble
NOHATMA KpunTorpaduu.

[lpobnema HaOEXHOCTUM  ONEKTPOHHbLIX MnaTtexem Uu  Ux
3aLlLUMNLLEHHOCTN - CerogHa oaMH M3 Hambonee BaXHbIX (PaKTOPOB,
BNUAIOLLNX Ha OoBepue KIMeHTOoB. DYHKUMOHUPOBaHWE MnaTeXHbIX
cucteMm B Internet BO3MOXHO TONMbKO Npu obecrnevyeHun ycroBumn
besonacHocTw.

g e

Y



/v"

15.2. L]
2. lLn
dopoBaHue coobLL
eHUn

<
¥ =oe



METOAbI LLIWPPOBAHUA

CnocoboB LWndpoBaHNs COOOLLEHMA OrPOMHOE KONMYECTBO, HO
BCE UX YCNOBHO MOXHO pa3gennTb Ha Ase 6onbLInX rpynnbi:

=  MeToAdbl WMdpPoBaHUS  3aKPbITbIM  KIHOYOM  (CMMMETPUYHbIE
anropnuTMbl)

=  MeToAdbl WNdpPOBaHUS OTKPLITbIM  KITHOYOM  (aCCUMETPUYHbIE
anropuTMbl).

Camas gpeBHaAsa kKpuntorpaduyeckasa onepaumsa - metoq Llesaps.
[MpeacraBnsieT cobon UMKNMYECKMW caBur andpaBuTa Ha OAOWH LUar,
MOXHO MCMNOoNb30BaTb CABUIN HA ABe No3nuun unun Tpu n 1.4. BennumnHa
casura (4ucno 1, 2, 3...) - 3TO KIKOY, C NOMOLLBK KOTOPOro MOXHO
3alumdopoBaTb U paclumdpoBaTb TEKCT U coobLLiEeHME.

[MogoOHble MeToAbl CMULLKOM MPOCTbl U He ABMATCA HaOeXHON

3awmTton. Cenyac LWNMPOBKY U pacluMdppoBKy COODLLEHUN NPOU3BOAUT
nporpamMmMHoOe obecrieyeHne, a KIouu BCTaBfIEHbI B 3TO NporpaMmMHoe

obecneyeHue.

¥ sTooe



METOObl LULWOPOBAHUA 3AKPbITbIM KITFOHOM

CyuwiecTtBytoT 6oree KpuntocTonkne metodel. [nsa 3ameHbl 6epyTcs
He OOQMHO4YHbLIE DOYKBbI, @ HAabopkl Mo ABe OyKBbI U Boriee, a B Ka4ecTBe
KITHOMEN MCMNOMb3YHTCA HE NMPOCTO YKcna, a KoMoOuHauum DyKB 1 Yncen u
T.O. Y BCeX YNOMSHYTbIX anropuTMOB eCTb obuwass 4epTa, OHMU
MCNOMNb3YIOT OAMH W TOT Xe  Knod (maponb) Ans WndpoBaHUS
CcoOobLLEHNS N ero paclUnNdPOBKM.

MeToabl B Kpuntorpadpuun, KOTopble UCMoMb3yoT ONA LWNMPOBKA U
paclUUPpPOBKN COOOLLEHNA OOMH U TOT K€ K4, Ha3blBalOTCS
wudpoBaHneMm 3aKpbITbIM  KAKYOM (MM CUMMETPUYHbBIMU
anropuTmMamm), a UCNosnb3yeMbln KoY — CeKPEeTHbLIM (CUMMETPUYHBIM).

AnroputMmbl CMUMMeTpPUYHOro wundpoBaHUA UCMOMb3YIOT KMNHOYun
He oYeHb Oonblon AfWHBI U MOryT ObICTPO LwWKndpoBaTb bonbLune
obbembl AaHHbiX.  OcHOBHOM npobnemon sBnsietca 6OesonacHasd
nepefgada 3aKpbITOro Knw4va MpoOTUBOMONIOXHOW CTOPOHE, MNO3TOMY
CUMMETPUYHLIA CEKPETHLIN KN4 HUKOrda He nepegaercsa Mo
He3alMLLEHHbIM KaHanam CBA3M.
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LIM®POBAHUE OTKPbITbIM KITFOYOM

CyLecTBYOT METOAbI, B KOTOPbLIX AN LUNAPOBaHUS UCMONb3YeTCS
OOuMH Knod, a Aans  pacwudpoBkn - apyron. [NporpammHoe
obecrneyeHne KaxaoW CTOPOHblI reHepupyeT ABa Knkoda, CBA3aHHbIX
Mexay cobo no onpegeneHHoMy npasuny. Mo ogHOMY  Knoudy
BOCCTaHOBUTb APYro HEBO3MOXHO.

OauvH un3 Knw4en OTKPbITbIM (0OLwenocTynHel - public) ans
LUNCPPOBKK, OPYron KNo4Y 3aKpbITbiM (NepcoHanbHbIiM - private) aons
pacLUUPOBKH.

MeToabl B Kpuntorpaguu, OCHOBaHHble Ha MPUMEHEeHUU napbl
KIMOYen (3aKkpbiTbi UM OTKPbITbIM), HasbiBalOT WU poBaHUEM
OTKPbITbIM KINHOYOM (MU aCCUMETPUYHBIMU anroputMmamm).

MiMea Takyko napy Knwoden, OTKPbITbIM K4 MOXHO nepenaBaTb
napTHepy Oaxe 4epe3 raszety. C MNOMOLLbIO OTKPLITOMO Krova OH
LWNdpYyeT coobLleHne, U gaxe OH He CMOXET ero pacwmdposaTb, Tak
KakK pacmdpoBaTb MOXHO TOSIbKO C MOMOLLbIO BTOPOro, CEKpPEeTHOoro
Kroya.

Ha noucku CekpeTtHoro Krnwya C MNOMOLLBbD  KOMMbHTEPHbIX
nporpamMmm MoryT YWTW rofbl.



LINMPPOBAHUE OTKPbITbIM KITFOHOM

Kaxabin nonb3oBatenb WMMEET ABa Kr4ya, CEKPETHbIN  KITHoY
rEHEPUPYETCH KaXkabIM MOSfib30BaTENEM CaMOCTOATENbHO, oba Knroya
MaTEMaTUYECKN CBA3aHbl, OTKPbLITLIE KITHOYM MOMELLAKTCA B OTKPbLITHIN
cnpaBoYHUK. [1ogoOHbIE MEeToabl ABNAOTCA Bonee KpUNTOCTOMKUMU MO
CpaBHEHUIO C METOAAMU LLNMPPOBAHNA 3aKPbITbIM KIOYOM.

OcHoBHOM npobnemon KpunTorpadpuyeckmnx cUcTem -
pacrnpocTtpaHeHne  knwden. ACUMMETPUYHbLIE  MeToabl  bonee
npucnocobneHbl anga Internet, HO Mcnonb3oBaHME OTKPbLITLIX KITHOYEn
TpebyeTr wux [OOMNOMHUTENbHOM 3aWnTbl W UAEHTUPUKauum aOngd
onpeneneHns CBA3N C CEKPETHLIM KITHOHOM.

LLlndppoBaHne nepenasaembix 4yepes Internet gaHHbIX no3Bonser
3alUUTUTb NUX OT NOCTOPOHHUX nuy. OgHako Ans noriHom 6e3onacHoCTuU
OOIMKHa OblTb YBEPEHHOCTb B TOM, YTO BTOPOW YYaCTHUK TpaH3akuuu
SBMNSAETCA TEM NINLIOM, 3a KOTOPOE OH cebs BbIAAET.

B peanbHOM Mupe Hanbonee BaXXHbIM NOEHTUDOUKATOPOM FIMYHOCTU
SABMAETCA €ero noanucb. B 3NeKTPOHHOM KOMMEPUUMN TMPUMEHSETCS
9NMEKTPOHHbIN 3KBUBANEHT TPaaAULUMOHHOW NoanncK - undgposas noanmch



15.3. UndbpoBas nognuckb (ALIM) u
cepTudUKaT Krnro4va noanumcu
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LUPPOBAA NMOAINUCH

Cuctembl uupoBon noanmcu MNO3BOMAOT co3daBatb B
SNEKTPOHHbIX OOKYMEHTaxX aHarior cobcTBeHHOpy4YHOW noanucu. [pwu
9TOM peYb HEe MOET O TEXHOSOrmsax, Mo3BOSIAIWMX COXPaHUTbL B
SNIEKTPOHHOM  BMAe  rpaduyeckoe  n3obpaxeHue  nognucwy.
MexaHnambl  UMPPOBOM  NOAMUCKA  OCHOBAHbl  HA  CIOXHbIX
MareMaTudeckux 3agadax - 9To Habop undp, MO3BONAKOLLUN
ngeHTupuumpoBaTb NMuo, copMmMpoBaBLLEE 3Ty MNOAMNUCb, HO WU
obecneynTb HEM3MEHHOCTb JOKYMEHTA rnocne noanucu.

LincopoBasi nognnckb - 3TO PEKBU3UT INEKTPOHHOIO JAOKYMEHTA,
KOTOPbI y>Ke He NO3BONMUT OTpULIATb NOASMHHOCTb 3TOr0 JOKYMEHTA U
HeceT MHdopMaLMIO O N1Le, KOTOPOE MMEET NPaBO Ero CTaBUTb.

[locnegHune rogbl HabnogaeTcs npoLecc rmyo®okoro
NPOHUKHOBEHNSI CcUCTEM UMdpoBOM nNoannucu B OWU3HEC-NPOLIECCHI
OonblUMHCTBA OopraHusauunmn: cnctembol «KnneHT-6aHK», aneKTPOHHbIN

NOKYMEHTOOOOPOT, 3MNEKTPOHHbLIN BU3HEC 1 SNEKTPOHHAA KOMMEpPLWS,
KNUPWHT 1 T.0.
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NMPABOBOE PEINYIIMPOBAHUE 9L

B Hactosiee BpemMsa  CUCTEMbI  «KMUEHT-OaHK»  OypHO
pPa3BMBaAOTCA M COBEPLLUEHCTBYHOTCA. He TONMbKo topuagndeckue, HO U
dounsnyeckne nuua B HacTosdlWlee BpemMsa MOryT 3aBOoAuUTb CYeTa B
BbaHkax 1 ynpaensTb CBOMMMU cyeTaMu yepes Internet, He Bbixoasa u3
ooma. bnarogapa TexHonorum umdcpoBOW MoANUCKU CTario BO3MOXHO
JOYHKLIMOHMPOBaHME 3NEKTPOHHbLIX NNaTeXHbIX cucteMm B Internet.

B CLLUA 3akoH o6 3UI sctynun B cuny yxe 1 oktadps 2000 r.
3aKOHbl, aHanornyHble amMepuKaHCKOMY, MPUHANM Ha CEeroAHsLLIHUN
MOMEHT MHOrMe CTpaHbl Mupa, BKIovas EBponenckmn Cotos,
Taunang, benopyccuto.

[paxgaHckuin kogekc P® 3akpenun BO3MOXHOCTb MCMNOMb30BaHUS
LUnuppoBon Noannucu Hapsaay C MHbIMKA aHanoramm cobCTBEHHOPYYHOW
noannucu B SNEKTPOHHOM O0KYMeHToobopoTe. C MOMEHTaA NPUHATUS
nepBon 4acTtun [paxagaHckoro kogekca PP cuctembl 3NEeKTPOHHOro
OOKYyMeHToobopoTa cTann rnonHOCTLIO PUANYECKN NeranbHbIMU. bblin
npuHAT PeneparnbvHbin 3akoH 1-P3 «O6 3anekKTpoHHOU uUudpoBoOMn
noanucun» 10 aHBapsa 2002 r, kotopbin BCTYNUN B gencrteme ¢ 10
niona 2002 r.



TEXHONOI'NA UCTNOJTIb3OBAHUA UM

B npuHaTOM 3akoHe BBoAWUTCS cnegywouwee noHsatne OLUI
«3/IEKMPOHHasa uugposasi rnoornuck - 3TO PEKBU3UT INIEKTPOHHOIO
OOKYMeHTa, npefHa3HavyeHHbIW Oana 3awnTbl 4aHHOMO 3f1EKTPOHHOrO
OOKYMeHTa oT nogaernku, NonyYeHHbIN B pesynsraTe
KpunTorpadguyeckoro npeobpasoBaHus NHdopmauunm C
NUCMOSIb30BAHMEM  3aKPbITOrO  Krkova 3MNeKTPOHHOM  LUudposomn
nognucm 1 MNO3BONAWMA  MaeHTUdUuMpoBaTbe  BnagenbLua
ceptudukara Knwoda noanmcu, a TakkKe YCTaHOBUTb OTCYTCTBUE
NCKaXXeHUsa MHopMaLnn B NIEKTPOHHOM JOKYMEHTE.

U3 onpederneHus criedyem, 4to

= QJreKTpOHHas uundpoBas MoagnuCb MnonydeHa B pesynbrarte
KpunTorpadgu4yeckoro npeobpasoBaHud NHopmMmaunm C
NCMOSIb30BaHNEM 3aKpbITOro Krtoya

=  OUIT ncnonbayetcsa gns cosgaHusa cepTudukaTtoB U Noanucu
TpaH3aKuum

= B MexaHuame OJUIT wucnonb3ywTcsa OBa Kpuntorpadpuyeckmx
KItoYa: OTKPbITbIN U 3aKPbITbIN, KOTOPbLIE rEeHEPUPYHOTCA aBTOPOM
COOOLLEeHUS.



TEXHOJ1I0I'MA UCTOJNTIb3OBAHUA 3UI

B mexHoso2uu yugpoeou nodnucu ucrnosib3yemcs
wugposaHue OMKPbLIMbIM KITFOYOM Haobopom.

OTnpaBnsemMbii OOKYMEHT lundppyeTtcs 3aKpPbITbIM, a
pacLIMPPOBLIBAETCHA OTKPbITbIM KITHOYOM.

OmkpbimblIU K104 UI - 9TO obwenocTynHas

nocrnenoBaTefibHOCTb CMMBOMOB, NpPeAHasHayeHHasi anst rnpoBeEPKU
9JIeKTPOHHOW noanucu. [Nony4vaTtenb OKYMEHTA, NCMNOMb3ys OTKPbITLIN
Krtod, nposepdaeT AU, OTKpbITLIW KITHOY MNO3BOSAET TOSbKO MPOBEPATL
cywectsytowyto UM, HO He no3BonseTr pacnucatbCca (noanucatb).
Cos3paHne OLIT BO3MOXHO TONMBLKO C MOMOLLbI 3aKPbITOro Krroya,
KOTOPbIN MMEETCS TOSbKO Y Briagernbua Noanucu.

3akpbimbiu krroy  ILIT - nocnegoBaTenbHOCTb CUMBOJSIOB,
npegHasHadeHHaa Ans  BbipaboTkn OJOUIT m mn3BectHaas ToOMNbKO
NpaBOMOYHOMY NnuLy - Bragenbuy. Briageney ncnomnb3yeTt 3TOT KIoY
On4a co3gaHns CBOeu Noanucuy nog KaXkabiM JOKYMEHTOM.
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TEXHOJOrnms UMoPOBOU NoONMUCHU

1. FeHepupyeTcs napa Knoden (ons Kaxxgonu KoMmnaHum ceosi napa
kroden). OTKPbITbIN  KITHOY  U3BECTEH BCEM, 3aKkpbITbll - TOMbKO
KOHKpeTHOMY nuuy. bepetca nobon damn (TeKCT, My3blka, BUAEO,
KapTWUHKa), npornyckaetca 4epe3 WU3BECTHbIM MaTemMaTu4ecKkum
anropuTM «XalunpoBaHUA», B pe3ynbraTte MnoflydaeTca HOBbIN doauns
HeboMnbLLIOro pasmepa, coaepxawunu pesynsrar nepeBapuBaHng
NcxogHoOU MHopmauum anroputMom. Pesynbrar nepeBapuBaHUga U
ectb QUI. 3TOT anropntm gaBndeTcsa 3akpbITbIM KITHOHYOM, U3BECTHbLIM
TOJIbKO KOHKPETHOMY InLLY.

Ecnn nobaBuTtb 0anH €eOMHCTBEHHLIN Npoben K ncxogHomy dpainy,
pesynsraTt nosiydaetca gpyron. Anroputm yCTOMYMBO nosnyyvyaeT OgHy v
Ty XX€ CMeCb M3 OQHOM U TOW Xe MHPpopmMauun. AnNroputM aBndeTcs
OLHOCTOPOHHMUM.

2. VlcxogHbin doann nepenaerca BMECTeE C LmMdpoBOU MOAMUCHIO.
[pyraa cTtopoHa C MNOMOLLbID OTKPLITOrO Kr4va paclundgpoBbIBaET
(BOCCTaHaBnMBaeT M3 MOAMUCU) UCXOOHbLIN dhaiyl U CpaBHUBAET C
npucrnaHHbiM  gannom. WX nonHoe COOTBETCTBUME  ABMHAETCH
OOoKas3aTenbCTBOM, YTO  MNpucnaHHoe  cooblleHne  nognucaHo
KOHKPETHbLIM NULIOM.
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ANEKTPOHHbIN CEPTUDUKAT

[Ona onpeneneHna CBA3M OTKPbITOrO Krkya C  3akpbIiThbiM
KITlO4OM Heobxoauma eepughukayusi OTKPbITOro Knwo4va. [ns atmnx
Lenemn Ucnosb3yrTCs ANEKTPOHHbIE cepTUdUKaThl.

A/IeKMPOHHbIU cepmugukam (U  cepTUdUKaT Krouda
noanucu) npencraensger cobon uUMPPOBON OOKYMEHT, KOTOPbLIN
CBA3bLIBAET OTKPbITbIA KMKOY C KOHKPETHLIM Monb3oBaTtenieMm (Mnu
NPUNOXEHNEM) W, OOHOBPEMEHHO, BKMHOYAET B CebA OTKPLITbIN
KITHOY 3N1EKTPOHHOW LM pOoBOW NOANUCK.

CepTudukaTr BblgaeTcsl yAOCTOBEPSAIOLMM LEHTPOM YYACTHUKY
NH(POPMALIMOHHON CUCTEMbI AONA MNOATBEPXAEHUA NOASMHHOCTMU
9MEKTPOHHON UUpoBON Noanucu N naeHTudukaumm ernagensua
cepTndounkarta Krnoda nognmcu (CoaepXuT ANIEKTPOHHYIO LNPPOBYIO
NoANUCb YNOTHOMOYEHHOIO NULUA YOOCTOBEPSIOLWLENO LEHTPA).

[nsa 3aBepeHuns 3MNeKTPOHHOro cepTtudumkara MCnonb3yeTcd
9NEeKTPOHHas LmdopoBas nognucb OOBEPEHHOIo nvua
yaocTtoBepsitoulero ueHtpa — LleHTtpa ceptudpukauum (LIC).

s _ e
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ANEKTPOHHbIN CEPTUDUKAT

[TonynspHble NCTOYHUKN cepTuduKaTtoB - KomnaHum Thawte
(http://www.thawte.com) n VeriSign (http://www.verisign.com), ogHako
CYLLEeCTBYIOT W Opyrue cuctembl ceptudukaumm, takme kak World
Registry (IBM), Cyber Trust (GTE) n Entrust (Nortel). B Poccuu
anctpubbtotopom SSL-cepTudmukatoB komnaHum Thawte cerogHs
ansietca "PocbusHec-KoHcanTuHr" (http:/www.rbe.ru).

TexHono2usi yughpoesbix cepmuuKkamos:

1. YUT1006bI BOCMNONBL30BATLCA CEPTUPMKATOM, MOTEHUMASIbHbLIN
NoKynaTtesib OOMMKeH npexae BCero nosiydnTb 3TOT cepTudoukaT y
HadeXHOro UCTOYHMKa cepTudmkaToB. [na atoro emy (Heobxoanumo
KakMM-TO obpa3omM aokasaTb MNOANMMHHOCTb CBOEW JIMYHOCTU), a TakxKe
nepegatb UICTOYHUKY CEPTUMPPUKATOB KOMUKO CBOEro OTKPLITOro Knro4a.

2. Ecnun oH 3axo4eT yto-nnbo Kynnth B Internet, emy agoctaTtovHo
0obaBuUTb K 3aka3y CBOK ONEKTPOHHYK noanucb W KOMuIo
ceptndpukata. OToen oOCnyXmBaHUsI MOKynaTtenem KomnaHun, B
KOTOPOM OH COBEPLUMIT MOKYMKY, MpoBepsieT cepTudukar, 4YTobbI
ybeaunTbCcA, YTO K 3aKasdy NPUIioXKeH NOASIMHHBIM cepTUdUKAT, a TakxKe
BbISICHAET, HE aHHYNMPOBaH NN cepTUUKar.
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CJIENAA NOANMUCH

Cnenas nmognucb - 3TO PEKBU3UT JNEKTPOHHOro OOKYMeHTa
(panna), KoTopbIN yXXe He NO3BONUT OTpuuaTb NOASIMHHOCTL 3TOrO
OOKYMEHTa Mpu  YaCcTUYHOM  3aKPbITUM  HEKOTOPOW  YacTu
nHopmaumm B  ITOM  OOKyMeHTe (danne) ocnennaowmm
doakTopom.

bnarogaps crnenou noanucu cTano BO3MOXHO
JOYHKLUNOHMPOBaAHUE 3NEKTPOHHbIX MraTeXHblX cuctem B Internet c
NCMONb30BaHNEM LIMMPPOBLIX HalNMU4YHbLIX, ANEKTPOHHbLIX OeHer, web-
[EHET.

ANEeKTPOHHbIe AeHbrn (Mnn umdpoBasi HaNU4YHOCTb) - 3TO
OYeHb DonbluMe Yucna nnu ansbl, KOTOPbIE N UrPaOT POSib KYNop
N MOHET.

Y undpoBOM HaANMYHOCTM €CTb KaK [OOCTOMHCTBA, TaK W
HegocTaTKu. OCHOBHbIMW JOCTOMHCTBAMU SIBNSIETCA aHOHUMHOCTb
UnudppoBon HanMMYHOCTU (OHA He HeceT UWHJopmMauuM O CBOEM
BnagenbLe) U BO3MOXHOCTb OCYLLECTBMATL MUKponnaTexu (MeHee
Oo4HOro gonnapa).
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MPOLIECC CO30AHUA SJNIEKTPOHHbBIX OEHET

1. CtaB yyacTHMKOM nnaTtexHonm cuctembol PayCash
nonb3oBaTenb 3aBoAUT cyeT B DaHKe-y4yacTHUKe cuctembl. Ha cuyer
BHOCSATCS pearnbHble AeHbrn. C4eT MOXHO 3aBecTu Yepes Internet, He
BbIXO44A M3 goma.

2. Ha KOMIMbloTEPE nonb3oBaTens yCcTaHaBIMBaeTcs
nporpammHoe obecnedeHne (Kowernek), C MOMOLLbIO KOTOPOro
KOMMNbIOTEP BbLIYMCNSET HEOOXOOAMMOE KONIMYECTBO UMAPOBbLIX MOHET
N UX HOMUHamnbl Ong 3anpolleHHOUW CyMMbl. [Jna MOHET co3galoTcs
CllydYavHble cepunHble HOMepa, Ha KOoTopble CTaBUTCA crienas
noonucb (MHQOpPMaUMS O CEePUMHbIX HOMepax 3aKpbiBaeTcs
ocrnennsawmmMm dakTopom). PesynesraTt oTchifiaeTcs B 6aHK.

3. baHk nognuceiBaeT CKperJieHHble crenon noanucblo Ymcna
CBOM CEKPETHbLbIM, 3aKpbITbiM KIMKOYOM N MPOU3BOOUT nebetoBaHune
CyeTa KIIMeHTa Ha COOTBETCTBYHOLLUYHO CYMMY.

4.  AyTeHTU(UUMPOBAHHbIE MOHETbI  OTCbIaloTCs  0bpaTHO
Nofib30BaTenNto, KOTOPbIN CHAMAET CBOK cnenykw noanuck (yaansiet
mueHTmcpmumpymmyro ero noanucs).

CepulHble HoMmepa Co8MECMHO C rnoornucbro baHKka u S18r1s9KMCcs
ANIEKMPOHHBIMU  O0eHb2aMu. XPaHATCA ONeKTPOHHbIE [OEHbrM Ha
KOMMbOTEPE Nonb3oBaTens unu Smart-kapre.
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BE3OIACHBIE NMPOTOKOJIbl CEAHCA CBA3U

[apaHTamMn 6e30MacHOCTU SNIEKTPOHHbIX MMNATEXHbIX CUCTEM
SABNSAOTCA CTaHAapThbl 6€30NacHOCTW.

B kadectBe cTaHgapTtoB  6e30MacHOCTU  BbICTynawT
NPOTOKOSIbl CeaHca CBA3W, obecrneynBaowne 6HesonacHyro
nepenavy gaHHbIX.

Hanbonee pacnpoCcTpaHEHHbIMU cTaHgapTamu
6e3onacHOCT BUPTYarbHbIX NraTexen sBnsoTCS:

o npotokon SSL (Secure Socket Layer Protocol),
obecrneynBaoWnm  WINPpoBaHNE nNepenaBaeMbiX 4Yepes
NHTepHeT aaHHbIX

= ctaHpgapt SET (Secure Electronic Transactions),
paspabotaHHbin  kKoMmnaHmamu Visa wn  MasterCard wu
obecne4ymnBaownm 6e3onacHocTb U KOHUAEHUMANbHOCTb
COBEPLUEHUS CAENOK NPU NOMOLLM NNIaCTUKOBLIX KapT.
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NMpotokon SSL — cTaHOapT, OCHOBaHHbIK Ha MeTogax
LWWNPOBAHUA C  OTKPbITbIMK  KNovaMu, paspabotaH KoMnaHuen
Netscape. 3Ta BCEMUPHO UM3BECTHAA KoMMaHusi-pa3padboTymK
nporpamMmHoro obecnevyeHnsa anga pabotel ¢ pecypcamu Internet.

[MpoTokon obecneyvBaeT 3alUTy [OaHHbIX, MNepedaBaeMbiX B
cetax TCP/IP no npoTokonam npunoXXeHnn 3a cyeT WndpoBaHUa U
ayTeHTUUKaUMM CEepPBEPOB U KIMEHTOB. OTO O3HA4aeT, 4To
lwndppyetca Bcsa nHdopmauusd, nepegasaemas u nonydaemaa Web-
bpaysepom, Bknodass URL-agpeca, Bce oTnpaBnsieMble CBeOeHUS
(TakMe Kak HOMepa KpeaWUTHLIX KapT), OaHHble Ana goctyna K
3akpbITbiM Web-cantam (MMsi nonb3oBaTens 1 rnaporsib), a Takke Bce
cBegeHuq, noctynatwowme ¢ Web-cepsepos.

[Tonb3oBaTtenu, cosepliatowme nokynkn B Internet, o3aboyeHbl
HaOEeXHOCTbO CpeacTB, MPUMEHSAEMbIX MPU BbINOSTHEHUU NIATEXEN B
NHTepHeTe C wucnonb3oBaHMeM OaHKOBCKMX MSIATEXHbIX KapT.
[MpoTokon SSL nos3BondeTr pewuntb 4YacTb npobnem 6Ge3onacHocTy,
OQHaKO €ero pofib B OCHOBHOM OrpaHu4ymBaeTca obecrneyeHnem
LUNJOPOBaHUA NepenaBaeMblX JaHHbIX.



CTAHOAPT SET

[ToaTomy coBmMmecTHO KomnaHusamm MasterCard mn Visa npwu
nogepxke Netscape, IBM, Versign n pgpyrux Obin paspabotaH
ctaHpapt SET (Secure Electronic Transaction specification -
BesonacHble 3fIEKTPOHHbIE TPaH3aKUMN).

[lpoTtokon SSL B OOMbLUMHCTBE CrlyvyaeB WCMONb3yeTcs And
nepefgayn nHgopmMaumm o KapTtax.

B ocHoBe cneundukaummn SET nexut kpuntorpadpusa c
NCNoSib30BaHMEM MYONUYHbLIX (OTKPLITbIX) KrYen U LUPpPOBbLIX
cepTuukaTos.

TexHonorus BbIMAANT cneayoLwmm obpasom:

= HOMEep KapTo4yku, nepegaBaemMbin MO CeTU, wWndpyercsa C
NCMOS1Ib30BAHMEM 3N1EKTPOHHOMN MOAMNUCU KINUEHTA.

=  OewndpoBKY MOryT OCYLLUECTBMATb TOMbKO YMNOSITHOMOYEHHbIE
BGaHKK 1 KoMNaHuKU, ocywecTensawme obpaboTKy TpaH3akuuin rno
KapTodKam.
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CTAHOAPT SET

[Mpotokon SET npegHasHayeH pAna  3almMTbl  KNWEHTOB  OT
HeJoOpOCOBECTHLIX MNPOAAaBLOB WM ANs  3aWwuTbl  nNpoAaBLOB  OT
MOLLEHHWYEeCTBa NPy NOMOLLM NoaaenaHHbIX UNN KpaaeHHbIX KapTodek.
OT10 obecneymBaeTca TeM, YTO MNpPoOLECC MNPoOBEepKM Oe3onacHoCcTU
BKMNIOYaET comnocTaBreHne LUdpoBbIX cepTUdukaToB, BblAaHHbIX
nokynaTento, npoaasLy, 6aHKy 1 NPOLLECCUHTOBLIM KOMMaHUSM.

SET npeanonara€et 4yeTbipe OCHOBHbIX 3JIEMEHTA:

1. bymaxHuk enaodernsbua kapmel (Cardholder Wallet), koTopbin
pabotaeTr B pexumme on-line, no3sonsas NpoBOAUTb 3alUULLIEHHbIE
NNaTexu.

2. CepsepHas yacme npodasya (Merchant Server), nossongatwoLiasa
OCYLLUECTBNATb aBTOPU3aLnio 1 06paboTKy nnaTeXXHbIX Kapr.

3. L3 npoxoxdeHus nnamexeu (Payment Gateway) -
OCYLLECTBMSAET aBTOpM3auuio npogaBua M NAAaTEXHbIX WHCTPYKLNMN,
BKIIlOYAA  MHCTPYKUMW T  MnoKynatens, W B3aMMO4encTByeT C
doMHaHCOBbLIMU CETAMM.

4. [lenmp ebinycka cepmucpukamos (Certificate Authority), KoTopbIN
BbINYCKaET U CBEPSET cepTUduKaThl.
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15.6. Ponb 3akoHa «0O06
3NIeKTPOHHOU UudpoBOoUu NoannUCcuU»
BO BCceX chepax OeATEeNIbHOCTU
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AOBE CXEMbI PEINYJIMPOBAHUA CUCTEM
SNEKTPOHHbLIX NOANMUCEN

10 aHBaps 2002 r. B TpeTbeM yTeHun Obin npuHAT  1-O3 «O6
9MIEKTPOHHOW uUndpoBon noanucuy. PaspaboTyMkoM 3akOHa SBMSAIOCH
PAlMNCU (PepepanbHOE areHTCTBO  NPaBUTENLCTBEHHOW CBA3N WU
nHdopmaumn npu NpesnageHte PO).

Cucmembl 6e3 ucrionib308aHuUsi cepmugbukamos U Yoocmosepsirouwjux
Llenmpoe (YL|) He perynupytotca 3akoHom «O6 JUI». PerynuposaHune B
HUX OCHOBAaHO Ha creaywmx JOKYMEHTax:

1) MNpaxxoaHcknn kogekc Poccuimnckon denepauunm

2) ®egepanbHbin 3akoH "O6 nHpopmaunun, tHpopmaTmMsauum n 3almnTe
nHdpopmaunmn"

3) opuumaneHble MaTepunansl Beicliero apoutpaxHoro cyga PO

Takum ob6pa3om, CyLIEeCTBYKOT [ABE CXEMbl perynupoBaHua: ogHa
Hamnboree obwas - Ha ocHoBe [paxaaHCKOro Kogekca u pelleHuin Boeicwero
apbutpaxxHoro cyga (9ta cxema B Onwxawnwee BpeMs HanOeT CBOE
oTpaxeHne B HOBOM 3akoHe «OB6 aneKTpPOHHbIX nognucaxy»), apyraa bonee
y3Kkas, perynupytowas wucnonb3dosaHue JOLUIT (B cmbicnie onpegeneHun,
OaHHbIX B 3aKOHe).
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BOIMNPOCHI AJiA CAMOINMPOBEPKW

1. Kakue cocTtaBngawwme ©0e30nacHOCTU WU3BECTHbI U Yem
3aHMMaeTca Kpuntorpadpusa?

2. Packpoute copepxaHue MOoHATUM KOHMPUAEHUMaNbLHOCTD,
ayTeHTnduKaumsa n LUeriocTHOCTb MHpopmMaLuun.

3. Uem otnunyatotca metoabl LWIMPOBaHNS 3aKPbITbIM U OTKPbITbIM
KIMHOYOoM?

4. OnuwnTe TEXHOSOMMIO UCMOSb30BaHUSA 3NTEKTPOHHOW LM POBON

MnoAnnUCHK. ,D,J'IFI Yyero rnpeaHa3Ha4veHbl 3aKprTbII7I n OTKprTbIVI KIMHOYi
aLM?

5. UYTto o03Havaer TEpMMH  BepudumKaums, Yem  OHa
obecrneynBaeTca?

6. OnuwiKnTe TEXHONOIrN PadoThbl LMPOBOro cepTnudukara.

/. B Kakmx nnaTexHbIX cuUcTeMax W Ond 4Yero MUCNosib3yeTcs
cnenas nognucb?
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BHUMAHUC

Mcnonb3oBaHue maTepuanoB npe3eHTauum

Mcnonb3oBaHne faHHOW Npe3eHTaunmn, MOXET OCYLLECTBIATLCS TOMbKO NPy YCNoBuu cobntogeHnsa TpeboBaHum 3akoHoB PO
00 aBTOPCKOM NpaBe U UHTENNEKTyanbHON COBCTBEHHOCTHN, a Takke C y4eToM TpeboBaHUn HacTosLero 3asBrneHns.

Mpe3seHTaums aBnseTca COBCTBEHHOCTLIO aBTOPOB. Paspeluaetca pacnevartbiBaTb KONUIO NOOOM YacTn npeseHTtaumm ang
MIMYHOIO HEKOMMEPYECKOrO MCMOMb30BaHUS, OAHAKO He [AOMyCcKaeTCs pacrnedvaTbiBaTb Kakyl-numbo 4acTb npeseHTauum C
nobon MHOM Uenbio MM no KakMm-nnbo npuyvHaMm BHOCUTb M3MEHeHWsa B Nobylo YacTb npeseHTauun. Vicnonb3oBaHue
nobor YacTm npeseHTauunm B APYroM MNPOU3BEAEHUWN, KaK B MEYaTHOW, OMEKTPOHHOW, Tak WU MHOW opme, a Takke
ncnonb3oBaHWe NoboN YacTn NpeseHTaumm B ApYron npeseHTauumn nocpeacTtBOM CChIfKM UMM MHbIM 0Bpa3om JonyckaeTcs
TONbKO Nocne Nony4YeHns NMCbMEHHOrO Corfiacust aBTopoB.
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