Ycnyru v pewieHumsa no
obecne4yeHno KOMMIEeKCHOU
cuctembl Ib

MHcpopMsamuTa




KOHTEeKCT, B KOTOPOM
paboTtaet cnyxo6a Ub
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TpeboBaHMA cO CTOPOHLI bU3HECA

The top 10 business risks

@Q Social acceptance risk and *
Q\Q corporate social responsibility

Accesstocredit v . ..
Slow recovery/ _ ‘

double-dip recession = | = No change
' y * New entry
. . A Managing talent

Radical greening :‘r“’t'::;::iﬁbﬁa‘ ‘
2
g @ ) ¢
S N

s Executing alliances
/C ¥ and transactions OQ

A Up from 2009
A Regulation and compliance
¥ Down from 2009

Emerging markets A

The Ernst & Young Business Risk Report 2010
«The top 10 risk for business»
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HoBble TexHonorn4yeckme TpeHObl

Gartner «The Top 10 Strategic Technologies for 2012»

1. PacwwmpeHne npnmeHeHns niaHLeToB

2. W3meHeHune nHtepenca npunoxeHnn ansa pabotsl ¢ MOOUMNBHBIX
YCTPOUCTB

3. YyeT noBeaeHusd nornb3oBaTtenen B Internet n B coumanbHbIX CcETAX

4. «Internet of Things»

5. App Stores n Marketplaces kak HoBasi Mmogenbs Npogax

6. busHec-aHanuTMKa HOBOro NOKonNeHus, crnocodbHasa padoTaTthb C
pasHbiMM doopMaTamMm gaHHbIX (rpaduka, ronoc, BUAEO, ...)

/. Big Data kak HoBas TexHonorus ynpasfieHna gaHHbIMU

8. BcTpamBaHue npoueccopoB B pnaw-namMmaATb Afs NepeHoca YacTtum

NPUIOXEHNSA B HEe
9. PeBOMOLUNOHHOE CHMXEHME 3HEPronoTpebrneHna cepBepoB
10. «Obnaka»
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© Henk Grevelman

1. Stable

B

Basics OK

[ o

Criteria:

® Good system
availability

® Professional helpdesk

® No IT security and
compliance problems

ICT Organization Maturity Model

2. Reliable
S

OTOBOS
Delivery

Criteria:

® Deliver projects and
releases OTOBOS

® Clear contactpoints for
all stakeholders

® Cost and activity
transparency

3. Professional
S

Credible
IT Organization

Criteria:

® Apply self-explaining
IT metrics

® Regular stakeholder
expectation
management

® Strong and regular
resource management

4. Proactive

S

Show
IT Leadership

Criteria:
® Demonstrate business
value of IT

® Professional IT strategic

planning process

® IT Governance fully
implemented and
accepted

5. Challenging

HoBoe nosnymoHupoBsaHne AT

S
Partner
in businy

VINWUPModWyi A
CUCTeMHbIN UHTErpaTop




PacnpocTtpaHenue ITIL/ITSM

Security
Management

Ji




HoBble yrpo3sil

RISING STARS

CASH COWS

Success/Growth

» High

Scalability/Revenue ﬁi

The Cisco CROY Matrix predicts cybercrime techniques that will be *winners® and “losers” in 2012. WHbopM3awmTa
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BbiBOObI

B coBpeMeHHbIX ycnoBusx cnyxoda b gorxkHa
obecrneunTb pelleHne HECKONbKNX CBA3aHHbIX 3adau:

1. Obecne4yeHne CHUWKEeHUs1 pUCKoB bDnsHeca
2. [loBbllweHne adodPeKkTUBHOCTN paboThkl cryxobl b

3. CBoeBpeMeHHOE pearnpoBaHne Ha NOsIBNEHNE HOBbIX
TEXHOMOMNn, CNOCODCTBYOLLNX Pa3BUTUIO Dn3Heca u
nogaepXka nx 6e3onacHoro Ncrnosib3oBaHUs

4. T[lepeBog kopnopaTtmsHon Ib Ha cepBUCHYO MOoAENb C
rapaHTUPOBaHHbIM Ka4eCTBOM 00ONyXUBaHUS

5. ApgekBaTHoe pearMpoBaHWe Ha NMosiBIIEHNEe HOBbIX Yrpo3
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UYTO npepnaraeTr
NMHdopm3awmTa
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r Mwuccunga komnaHmm

Mbl obecnedymBaem CBOUM KIIMEHTaAM
be3onacHoe BegeHmne bmnsHeca
C UCnonb3oBaHMEM NPeNMYLLECTB
COBPEMEHHbIX MHPOPMALMOHHbIX
TEXHONMOrm

10

WUHpopM3awmTa
CUCTeMHbIN UHTerparop




« TpagnUMoHHbIN» Habop ycnyr

1.0ueHKa 3aWmnLLEHHOCTH

2.AyanT Ha cooTBETCTBMNE TPEDOBAHUAM PErynAaTOPOB
3.AHanuns puckos Vb n paspaboTka nnaHoB 0b6paboTKu PUCKOB
4.Pa3paboTka KopropaTuBHbIX CTaHAAPTOB U nonmntuk Nb
5.lNocTpoeHne n BHegpeHue npoueccoB CYVb
6.[1poekTnpoBaHue n BHeapeHue nogcucrtem b

/.BHeOpeHune cpeacts 3alinUThl

8.ConpoBoxaeHune
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[TonHbIM oxBaTt npobnematmkmn Nb

ObecneyeHne be3onacHOCTN bM3Heca 3a CYET BbICTPanBaHUS
onTUMalibHbIX B3anMOCBA3en Bcex KomnoHeHToB b:

[lonutnka 6esonacHocTun (Security policy)

*OpraHusauusa nHgopmaumoHHon 6esonacHocTn (Organization of information
security)

*YnpaerieHme pecypcamu (Asset management)

*be3onacHocTb nepcoHana (Human resources security)

dunsnyeckas 6besonacHoCcTb U 6esonacHocTb okpyxeHua (Physical and
environmental security)

*YnpasrieHme KommyHukaumamm n onepaumamm (Communications and
operations management)

*YnpasrneHme goctynom (Access control)

[lpnobpeteHne, paspabotka n nogaepxka cuctem (Information systems
acquisition, development and maintenance)

*YnpasreHme nHuugeHtTamm nHgpopmauymoHHom desonacHocTtu (Information
security incident management)

*YnpasreHmne becnepebonHom paboTton opraHnsauum (Business continuity
management)
*COoOTBETCTBNE HOPpMATUBHLIM TpeboBaHunsm (Compliance) ﬁjﬁ

WHpopmM3awmTa
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PUMEHEHNE COBPEMEHHbIX TeXHomnorum b

OnbIT HTErpauun n BHegpeHust bonbLioro Ymncna texHonornn Ub:

*KOHTPOSIb AOCTYyMNa K MHPOPMaLUOHHBLIM pecypcam
*MEeXCeTeBoe 3KpaHmpoBaHne n VPN

*0OHapYyXXeHne BTOPXEHNW N aHann3 3aluLLeHHOCTH
*aHTUBUPYCHAaA 3almTa

e3aLUMTa O6a3bl AAHHbIX

*3aLlMTa NOYTOBbLIX CUCTEM

*3alumTa web-npunoxeHun

*3alluTa BUPTYyarbHbIX cpea

*KOHTPONb AOCTYyMNa K CETEBOMN cpeae

*cbop, obpaboTka n xpaHeHme cobbiTnm b
*yripaBneHne y4etTHoiMu 3anncamm (IDM)
*NHPPACTPYKTYPbI OTKPbITLIX Kntoven (MOK)
*O[IHOKpAaTHasa pernctpaums nonb3oBartenen B npunoxeHmsax (SSO)
*yrpaBrieHne 3NeKTPOHHbIMU NpaBamu (IRM)
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LLiInpokaa oTpacneBas aKcnepTunsa

OnbIT paboTbl C KPYNMHENLLMMN 3aKa3dnKaMMU:

[ ocynapcTBeHHbIe opraHu3aumm
*PyHaHCOBbIE OpraHMU3aLnm
*HedTerasoBblie KOMNaHum
*TenekoMMYyHMKaLMOHHbIE KOMMNaHUK
[lpeanpuartuna TOK
*[1pOMBbILLNIEHHOCTb

*TpaHcnopT

bonee 2500 knueHTOB
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busHec-opmneHTUpoBaHHbLIM NOAXoA

[TocTpoeHune ctpaTternn VIb Ha ocHoBe Bu3Hec-cTpaTermm 3akas4duka:

*13y4yeHne busHec-cTpaTernm 3akas4vmka u onpegeneHne Taknx obnacren, rae
nameHeHne B Ib MOXXeT NpUHECTU OOMOSTHUTENBbHbIE NNOCLI Anst busHec-
cTpaTerum 3akasdumka

*[lomoLLb 3aka3umky Bo BcTpanmBaHuu ctpaterun b B UT-cTpaTternto n busHec-
cTpareruio

‘IneHTUurkaumsa kno4veBbix Npobrnem B cylwiecTBytowen cncteme Vb u
npeacraBneHne pekoMmeHgaunm rno nx ycTtpaHeHuto

*[locTpoeHnn busHec-nnaHa rno pas3sutuo Vb 3akasvmnka, BKNOYaoLLEro OCHOBHbIE
HanpaBreHnsa rno yrnyyeHno U NPUopPUTE3INPOBAHHLIN NEPEYEHb NPOEKTOB,
obecnevmBaoLLMX MakcMmMmarbHO 3doPEKTUBHOE AOCTUXEHME TpeboBaHMN BusHec-
cTpaTermm

[lpoakTneHoe yyactue Vb B npoaBuXeHUn HOBLIX CEPBUCOB 1 BO3MOXXHOCTEWU ANH
busHeca

[TocTpoeHne cuctem Vb 3akazvynkoB Ha OCHOBE Ny4LUNX MNPAaKTUK U
pekomeHgaunm ctangaptos (ISO 2700X, PCI DSS, CTO bP ﬁ‘ﬁ
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[IpoaKkTUBHbLIN Nogxon

[TocTosiHHasa paboTa ¢ KnueHTamMu Ans cBoeBpPEeMEHHOM
naeHTUdMKaLMmM HOBbIX NOTpebHocTen busHeca

ObecneyeHne noctynaTenbHOro pa3BnTUS KOPropaTUBHbLIX CUCTEM
b onsa makcumanbHOro COOTBETCTBUA TEKYLLUM U Brivbkaniumm
NoTpebHOCTAM

HenpepbiBHbIN Npouecc R&D ans cBoeBpeMEHHOIO BbISIBNEHUS U
NpPopadboTKM HOBbLIX TEXHOSOMNM

PerynapHoe obHoBneHne npegnoxeHnsa (MpogyKToB 1 ycrnyr)
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[TnaHomMepHOoe noBbileHne 3penoctu Vb

BoamoyxHocTn cuctembl B

PocT 3penoctn Ib komnaHunm

WHdopM3awmTa
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OCHOBHbI€ rpyrmnbl HOBbIX YCIyT

1. 3awwmTta bmusHeca
e 3awmTa OT BHYTPEHHENO MOLUEHHNYECTBA
« 3awmTta bU3HeC-CUCTEM
o 3awwmta ACY TI1
« ObecneyeHne nogaepxkm dUsHec-MHULUMATUB
2. Crtparernyeckoe passutue cuctem Vb
e OueHKa YypOBHS 3pesriocTu
« Jlonrocpo4Hoe nnaHMpoBaHUE Pa3BUTUSA
3. ObecnevyeHne 6e30MacHOro UCrnofib3oBaHUA HOBbIX TEXHONOMm

* besonacHocTb 06MavYHbIX TEXHOMOMNM

« be3onacHoCTb MOOUIBHLIX YCTPOMNCTB
« O6na4vHble cepBucol b ﬁﬁﬁ
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Cnacubo!
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