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MupopmaliioHHas
0e30IMaCHOCTD

MeToabl 3alIUTHI
NHPOPMALIUU




NudopmanuoHHOi 0€30MACHOCTHI0 HA3bIBAIOT KOMIUIEKC OPraHU3AMOHHBIX, TEXHUYECKUX U
TEXHOJIOTHYECKUX Mep MO 3aluTe HH(POpMaIlMU OT HEABTOPU30BAHHOTO JOCTYIIA, pa3pylICHUs,

MOIU(PUKALIMK, PACKPBITUS U 33JEPKEK B JOCTYTIE.

NudopmarimonHas 6€301MacHOCTb JaeT FrapaHTHIO TOTO, YTO IOCTUTAOTCS CICAYIOITHE 1IEIIH:

Konguoenyuanpnocms nHbopmaiuu (CBOMCTBO HH(POPMAIIMOHHBIX PECYPCOB, B TOM YHCIIE
nH(opMaIru, CBSI3aHHOE C TEM, YTO OHU HE CTaHYT JOCTYNHBIMU U HE OyAYT PACKPBITHI JIs

HCYITOJITHOMOYCHHbIX J'II/ILI);

uenocmuocms MHOOPMAIIMH U CBSI3aHHBIX ¢ HEM MTPOIECCOB (HEM3MEHHOCTh HH(POpMAITUH B

npoliecce ee nepeaadr Ui XpaHeHus);

oocmynnocms UHGOPMAIINH, KOTJIa OHA HYKHA (CBOMCTBO MH(GOPMAIIMOHHBIX PECYPCOB, B TOM
yucie nHGOPMAIIH, OTIPEIEIAIONIee BO3MOKHOCTh UX MOJYUYEHHUS U UCTIOJIB30BaHUS 110

TpeOOBaHUIO YIIOJTHOMOYCHHBIX JIUII);

)yuem BCEX MPOIIECCOB, CBA3AHHBIX C MHPOPMAIIUEH.



i O6ECH€‘—IQHI/IG CBA3U

HHPOPMA

OoOecrieueHue 0€30IMACHOCTH
uHGOpMAIMHU CKIAIBIBACTCS U3
TPEX COCTABIIAIOIIUX:

©KoHpuaeHInaIbHOCTH,
ollemoctHOCTH,
©®JloCTyImHOCTH.

ToukaMu TIPUITOKEHUS TTPOLIECCA
3alIUThI HHGOPMALUU

K MH()OPMAITMOHHOM

CUCTEME SIBJISIFOTCSL:

@®anmnaparHoe 00ecrneyeHue,
@porpaMMHOE 00ECIICUCHHE

®o0ecreueHne
CBSI3U (KOMMYHUKAIUN ).

Camu nporneypbl(MexXaHU3Mbl)
3AIUTHI PA3ACIISIIOTCS Ha

®@3auuTy (PU3UYECKOrO YPOBHH,
@3amuTy nepcoHaia
©OpraHu3alMOHHbINA YPOBEHbD.



- 3TO MOTEHIIHATBHO
BO3MOXXHOE MPOUCIIECTBUE (ITPEAHAMEPEHHOE UJIN HET), KOTOPOE MOXKET
OKa3aTh HEKEIaTEIbHOE BO3ICHCTBHE HA CAMy CUCTEMY, a TAK)KE Ha
MH(POPMALINIO, XPAHSIIYIOCA B HEM.

AHann3 yrpo3 NpoOBEACHHBIX ar€HTCTBOM HAI[MOHAIBHOMN acColAauei
nHpopMarmonHon 0e3omacHocTu (National Computer Security Association) B
1998 1. B CIIIA BBISIBHJI CIEAYIONIYIO CTATUCTUKY

OcHoBHbIe HHPOPMALIOHHBIE YTPO3bI

cbou 0OopyI0BaHUS

HEYMEJIBIC NI HEIIPABUJIbHEIC }IGI\/‘ICTBI/IH
IepcoHaja

0,
43% %
L BPEANTEIILCKUE JEUCTBUS COOCTBEHHBIX

COTPYAHUKOB

» BHeIHUe ataku 1o cetu (UHTepHeT)

26% BOBﬂCﬁCTBHC KOMITLIOTEPHEIX BUPYCOB
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HU3AIIMOHHAA 3allUTa

Texnuyeckas

AnnaparHas

IIporpammHas
3aIuTa




opzaHulauuil pemxcumda u OXpaHbsl.

opzanuzauus pabomsl ¢ compyodnukamu (Tog60p ¥ pacCTAaHOBKA MEPCOHAIA,
BKJ/TIOYAasi O3HAKOMJIEHHE C COTPYTHUKAMHU, UX U3y4yeHUe, 00ydyeHre MpaBruIiaM
paboThI ¢ KOHUAEHIIMATHPHOU UHPOPMaILMeil, 03HAKOMJIEHHE C MEPAMU
OTBETCTBEHHOCTH 3a HapyllleHre IIPaBUJI 3alUThl MTHPOPMAIIUH U ZP.)

opeaHu3auyun pabomsvl ¢ doOKyMeHmMamu v TOKYMEHTUPOBAHHOU MHbOpMaLUeit
(pa3zpaboTKa, UCITOIb30BAHKE, YUYET, UCIIOTHEHHE, BO3BPAT, XpaHEHUE U
YHUYTOXKE€HHE JOKYMEHTOB Y HOCHTe/Tel KOHPHUIeHIIMaTbHOU NMHPOPMAIIH)

Op2aHU3AUUA UCNOIb308AHUA MeXHU4Yeckux cpedcme c6opa, 06paboTKH,
HAKOTUJIEHUS ¥ XPaHEeHUSI KOHQUAEHIIMATbHOU MHPOPMaLIVH;

opcaHu3sauusn pGGOmbl no aHaau3sy 6HympeHHuUxX u 6HewWHuUX y2po3
KOH(l)H,ZLeHLLI/Ia)IBHOﬁ HHC])OPM&HHH N BbIPAOOTKE MEP I10 obecreyeHuIo ee 3dllINThI;

opeaHu3auyus pabomsl no npogedeHUI0 cucMemMamMu4eckozo KOHMpPOoaa 3a
pabomoti nepcoHana c KOHPUAEHIINATBHON MHPOPMaLIMel, MOPSIAKOM y4eTa,
XpaHeHUsI U YHUYTOXXEeHUS TOKYMEHTOB U TEXHUYeCKHUX HOCUTEeJIe.



JI1s1 321U Thl NepuMeTpa HHGOPMAIIMOHHON CUCTEMBI CO31at0TCS:
CUCTEMBI OXPAHHOM U MOXKAPHOW CUTHAIU3ALINU;

CHUCTEMBbI IU(PPOBOTO BUACO HAOIIOICHMUS;

CHUCTEMBbI KOHTPOJIS U yrpaiieHus goctynom (CKVY/D).

3amuTa HHPOPMaIUU OT €€ YTEUYKU TEXHUYESCKUMM KaHaJIaMH CBSI3U
o0ecrneynBaeTcs CACAYIOIUMU CPEACTBAMHU U MEPONIPHUATHIMUA:

MCIOJIb30BAHMEM SKPAHUPOBAHHOTO Ka0eJsIsl ¥ MPOKJIaaKa MPOBOJIOB U
KaOeel B SKpaHUPOBAHHBIX KOHCTPYKIIUSIX;

YCTAaHOBKOM Ha JIUHUSX CBSI3M BHICOKOYACTOTHBIX (DUIIBTPOB;
MOCTPOCHUE YKPAHUPOBAHHBIX IMTOMEIICHUN («KAMCy»);
HCIO0JIb30BAHKE YKPAHUPOBAHHOIO 000OPYIOBAHUS;
yCTaHOBKA aKTHBHBIX CUCTEM 3aITyMJICHUS;

CO3/IaHUE KOHTPOJMPYEMBIX 30H.



CnenualibHbI€ PETUCTPHI JISI XPAHEHUS! PEKBU3UTOB 3aIUTHI:
napoJjieu, HJACHTUQUIUPYIOIHX KOJIOB, TPU(OB UK YPOBHEN
CEKPETHOCTH;

YcrpoiicTBa M3MEpeHUs HHAWBUIYAIbHBIX XapaKTePUCTHK
4eJIoBeKa (rojioca, OTIEeYaTkoB) C LEIbI0 €ro UICHTU(PUKAIIAN;

CxeMbl pephIBaHUS MEpeaady HHPOPMAIIAU B JIMHUU CBA3HU C
LEJIBIO TIEPUOANYECKON ITPOBEPKU AAPECA BhIJAYN JTAHHBIX.

YerporicTBa a1 @ poBaHus HHPOpMAIU
(KpunTorpauueCKue METOMIBI).

CucrteMbl OeciepeOOMHOr0 MUTAHUS:
M cTtounuky OecrnepeOoMHOro NUTaHus;
PesepBupoBaHne HArpy3Ku;
['eHeparopbl HANIPSKEHUA.



Cpencrtna 3a1uyThl OT HeCaHKIIMOHUpoBaHHOTro goctyma (HCII):
CpencrBa aBTOpU3alNg;
MaHnaTtHOe ynpaBi€eHUE T0CTYIIOM;
N30uparenbHOE yIIPaBICHUE JOCTYIIOM;
YrpaieHue T0CTYIIOM Ha OCHOBE POJIEH;
KypHanupoBaHnue (Tak k€ Ha3bIBaeTCs AyIHT).

CucteMbl aHaIU3a U MOACIUPOBAHUS HHPOPMAIITMOHHBIX ITOTOKOB
(CASE-cucremsl).

CucteMbl MOHUTOPHHIA CETEH:
Cucrembl OOHapyKeHUs U npeaoTBpaiieHust Brop:xkeHuit (IDS/IPS).

Cucrembl IPeAOTBPAILICHUS YTEUECK KOHPUICHIIUAIbHONW HH(OpMAIUN
(DLP-cuctemsl).

AHannu3aTopsl MPOTOKOJIOB.
AHTUBUPYCHBIE CPEJCTBA.



MexKceTeBble 3KpaHHbI.

Kpunrorpaduueckue cpeacTna:
[HIndpoBanue;
[{ndpoBasi MOAIHUCE.

CucTeMbl pe3epBHOI0 KOMUPOBAHHUS.

CucteMbl ayTEHTU(DUKALINU:
[Tapoiib;
Kitou noctyna (hpu3n4ecKuil Wi 3IEKTPOHHBIN);
Ceptuduxkar;
bruomerpus.

NucTpyMeHTaIbHBIE CPECTBA AHAIN3A CUCTEM 3aIIATHI:
MOHUTOPHUHTOBBIN IPOTPAMMHBINA TPOIYKT.



JleTeKTOphI MO3BOJIAIOT O0OHAPYKUBATH (haiJIbl, 3aPaKEHHBIC OJJHUM U3 HECKOJIBbKUX
U3BECTHBIX BUPYCOB. HekoTOpbIe MpOrpaMmbl-AETEKTOPHI TAKKE BHIMOJIHSIIOT
BPUCTUYECKUN aHaU3 (PANIOB U CUCTEMHBIX 00JIaCTei AUCKOB, YTO YacTO (HO
OTHIO/b HE BCET/Ia) MO3BOJIIET 0OHAPYKUBATh HOBBIE, HE U3BECTHBIC MPOTrpaMMe-
JIETEKTOPY, BUPYCHI.

DWIBTPHI - 3TO PE3UACHTHBIE ITPOrPAMMBI, KOTOPBIE OMTOBEIIAIOT ITOJIB30BATEIIS O
BCEX IMOMBITKAX KAKON-JIMOO MPOrpaMMBbl 3aUCaThCS HA IUCK, a YK TeM 0oJiee
0oT(OpPMaATUPOBATH €70, 4 TAKKE O APYTUX MOJO3PUTEIBHBIX ACHCTBUSAX.

IIporpaMMbI-JIOKTOpa WK (hard HE TOJBKO HAXOAAT 3apaKE€HHbIE BUPYyCaMH (Dailibl,
HO U «JIe4ar» UX, T.€. YIUISIIOT U3 (paiijia TeJIo MporpaMMbI-BUpPYyCa, BO3BpaIias
(bailJibl B UCXOAHOE COCTOSIHUE.

PeBU30pHI 3aITOMUHAIOT CBEJCHHS O COCTOSIHUM (DAIJIOB M CUCTEMHBIX 00acTen
IIMCKOB, a IIPU MOCHEAYIOIINX 3ayCKaX — CPABHUBAKOT UX COCTOSTHUE
UCXOHBIM. [Ipu BBISIBICHUH HECOOTBETCTBHUI 00 3TOM COOOIIAETCS MOIB30BATEIIIO.

Cropoxa i (GUIBTPHI PacloiaratoTcsi pe3uJACHTHO B OIIEPaTUBHOMN MaMsTH
KOMITBIOTEPA U MPOBEPSIOT HA HATMYKE BUPYCOB 3aycKaeMble (ailiabl U
BcTapisgeMbie USB-Hakonmuresu.

[IporpaMMpI-BakIIMHbI UM UMMYHHU3aTOPbl MOAUDUIIUPYIOT MPOTrPaMMBbl U TUCKHU
TaKUM 00pa3oM, YTO 3TO HE OTPAKAETCS HA PadOTE MPOTrpamMM, HO TOT BUPYC, OT
KOTOPOT'O MPOU3BOAUTCSA BAKIIMHALIMS, CYUTACT 3T HPOrpaMMbl WIIN JTUCKHU YKE
3apaXKEHHBIMU.




Hwu onHa 13 CyIIECTBYIOMIMX AHTUBUPYCHBIX TEXHOJIOTHUN HE MOYKET
00€CIEUUTh MTOJTHOM 3aIIUATHI OT BUPYCOB.

AHTHUBHpYCHas IporpaMma 3a0UpaET YaCTh BEIYUCIUTEIbHBIX
PECYpPCOB CUCTEMBI, HArpy Kas [IEHTPaJbHBIN MPOLECCOP U KECTKUM TUCK.
OCO0E€HHO 3TO MOXKET OBITh 3aMETHO Ha CJIa0bIX KOMIIBIOTEpaX.

AHTHUBUPYCHBIE MMPOTPAMMBI MOT'YT BUJETh YIPO3y TaM, 1€ €€ HET (JI0KHbIE
cpaOaTbIBaHUS ).

AHTHUBUPYCHBIE MPOTPAMMBI 3arpyKarT 0OHOBJICHUA U3 MIHTEpHETA, TEM
CaMbIM pacxoays Tpaduk.

Paznuynbie MeToAbI IU(PPOBAHUS 1 YIIAKOBKH BPEIOHOCHBIX ITPOrpaMm
JENAI0T JIaKE M3BECTHBIE BUPYCHI HE 0OHAPYKUBAEMbIMU aHTUBUPYCHBIM
porpaMMHBIM oOecrieueHueM. st oOHapyKEHUS ITUX
«3aMaCKHUPOBAHHBIX» BUPYCOB TPEOYETCS MOIIIHBIA MEXaHU3M PaCIaKOBKH,
KOTOPBIM MOXET Acn(ppoBaTh (Paiiibl nepea ux npoBepkoi. OIHAKO BO
MHOTHX aHTHBUPYCHBIX ITPOrpaMMax 3Ta BO3MOKHOCTb OTCYTCTBYET U, B
CBSI3U C 3TUM, YaCTO HEBO3MOXXHO OOHAPYKUTh 3aIIU(PPOBAHHBIE BUPYCHI.



— 3TO CHEYaIbHASA IPOrpamMma,
HAHOCAIIASA 3aBEAOMBIN BPEJ KOMIIBIOTEPY, HA KOTOPOM
OHA 3aIyCKAECTCS HA BBIMOJIHECHUE, WIIN JIPYTUM
KOMITBIOTEPAM B CETH.

OcCHOBHOM (DYHKIIMEM BUpYyCa SBISETCS €r0 pa3MHOKCHHUE.



F Knaccnduranyiss KOMIBIOTEPHBIX
. BPYCOB




Daiinoevie

euUpycol
Hanocst Bpen
(aitiam.
Cozparot ¢aitni-
JIBOMHUK C
MMEHEM
OpUTHHAJA.

3azpyzouHole

eUpyCobl
BHEAPSIOTCS B
3arpy304YHbIN
CEKTOP JHCKa.
OneparmoHHas
CHUCTEMA IIPH 3TOM
3arpy’KaeTcs ¢
OIITMOKaMHU 1
cOosIMU

Makpo-
8UPYCHI

«IToptsaT»

JTOKYMEHTBI
Word, Excel n

IPYTUX
MPUKJIaTHBIX
pOrpamMm
OIEPaALMOHHOMN
CHCTEMBI
Windows.

Cemeegnie

8UPYCbl
PacnipocTpansito
Tcs 110 Internet
yepes
3JIEKTPOHHBIC
[IMCbMa UJIN
IocJie
MOCeIICHHUS
COMHHUTEJIBHBIX
CaUTOB.



JIJ1s KaK 10U ONEPAIMOHHON CUCTEMBI CO3Iar0TC CBOU
BUPYCHI, KOTOPBIE OyIyT «paboTaTh» TOJbKO B HeMl. Ho
CYIIECTBYIOT U YHUBEPCAIbHBIC BUPYCHI, KOTOPHIE

CIIOCOOHBI BHCAPATHCA B PA3JTUYHBIC OIICPAINMOHHLIC
CUCTCMEI.



Pezuoenm-

HOoOCmb
Bupycsl,
00JIaIaAr0IINE
9THUM CBOWMCTBOM
JIEUCTBYIOT
IIOCTOSSHHO IOKa
KOMITBIOTEP
BKJIIOUCH.

Camowmugpoe
anue u
noaumop-

Guzm
Bupychbi-
OJIUMOP(BI
U3MEHSIOT CBOU
KOJT MJTH TEJI0
IPOTPpaMMBbI, YTO
OBl X OBLIO
TPYAHO
O0OHAPYKHUTh.

Cmeic—

ajlecopumm
Bupycel-
HEBUJIUMKH
IIPSIYYTCA» B
OIIEPAaTUBHOM
MaMSTHU U
AHTUBUPYCHAas
[porpaMmma ux
HE MOXKET
OOHaApY>XHUTh.

Hecman-
oapmHble

npuembl
[IpuHUIMTIHAIIBH
O HOBBIE
METObI
BO3JICUCTBUSI
BUpYyCa Ha
KOMIIBOTED.



be3zepeonvie
HC HAHOCAT
HHUKAKOI'o
Bpelia HA
0JIb30BaTe-
JIt0, HU
KOMIIBIOTEDY,
HO 3aHMMAFOT
MECTO Ha
’KECTKOM
JTHCKE.

Heonacnuwie
HAHOCST
MOPaJIbHBIN
y1iepo
I10JIb30BATEIIO
Br13biBaroT
BU3YyaJIbHBIC
rpauyueckue
WM  3BYKOBBIC
3(h(EKTHI.

Onacnbule
YHUYTOXKAIOT
MH(pOpPMAIIHIO B
(paitnax.
«IlopTaT»
(bailibl, AEIA0T
MX HECUUTHIBA-
€MBIMH U T.]I.

Ouenpo

ONnacCHblEe
COMBAIOT IIPOILIECC
3arpy3ku OC, mmocie
4yero Tpeodyercs
IIepeyCTaHOBKA;

WA «IOPTAT
BUHYECTEP,TAK UTO
€ro TpedyeTcs
(hopMaTupoBaTh



Tposanckuii KoOHb - 3TO IPOTrPaMMa, COAEPHKAIAs B CE0E HEKOTOPYIO
pa3pymamIyo QYHKIMIO, KOTOpas aKTUBU3UPYETCS MPU HACTYILJICHUU
HEKOTOPOIo yCI0BHs cpadaTbiBaHus. OOBIYHO TaKHWE IPOrpaMMBbl
MAaCKHUPYIOTCS [10J KaKKe-HUOY/Ib TIOJIE3HbIE YTUIUTEL. Bubl
NECTPYKTUBHBIX JECUCTBUM:

VYuunutoxxkenne uHpopmanuu. (KoHkpeTrHbiil BBIOOp 0OBEKTOB U CIIOCOOOB
YHUYTOKEHHUSI 3aBUCUT TOJILKO OT (paHTa3uM aBTOpa TaKOM MporpaMMbl U
Bo3MokHOCTer OC. DTa QyHKIMS ABISETCS OOIIEH IS TPOSIHCKUX KOHEN U
3aKJIaJ10K).

[TepexBar u nepeaada uapopmanuu. (maposieii, HAOMpaeMbIX Ha KJIaBUATypE).
[leneHanpaBieHHOE U3MEHEHUE TTPOTrPaAMMBI.

Yepesamu HA3bIBAIOT BUPYCHI, KOTOPBIE PACIIPOCTPAHSIOTCS MO MI00AIBHBIM
CETSIM, TTOpakas 1eJIble CUCTEMBI, @ HE OTAEIbHBIC TPOrPaMMbl. ITO CaMBbIH
OMNACHBIN BHUJI BUPYCOB, TaK KaK 0ObEKTaMH HaIlaJICHUS B 3TOM Cllydae
CTAHOBATCSI UH()OPMAITMOHHBIE CUCTEMBI TOCYIaPCTBEHHOTO MaciTada. C
MOSIBJIEHUEM I7100a1bHOM ceTH Internet 3ToT Bu HapyleHus 0€30MaCHOCTH
PEACTABIISIET HAUOOIBIIYIO YTPO3Y, T.K. EMY B JIFOOOH MOMEHT MOMKET
HNOABEPTHYTHCS JIH000M M3 KOMITBIOTEPOB, MOAKIIOUYEHHBIX K 3TOM CETH.
OcHoBHas (DyHKIIHSI BUPYCOB JAHHOTO TUIA — B3JIOM aTaKyeMOW CUCTEMBI, T.
€. IPEOI0JICHUE 3aIUTHI C LIEJIbI0 HAPYIIEHUS] O€30ITaCHOCTH U
[IEJTOCTHOCTH.



Cnacu0o0 3a

BHHUMJAdHHAE




