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be3onacHOCTb B MHTEPHETE

MHTEPHET - MOET ObIiblonaCHEBIN

HMHTEpHET CTall HEOTHEMIIEMOM
YyacThlo Hamiel xu3Hu. C ero
MTOMOIIBIO MBI MOJTy4aeM
uH(popMaInio, ooIaemcs,
oOMeHHMBaeMcCs

JAHHBIMH, OIIJIAYMBAaEM TOBAPHI U
YCIYTH, OTIPABISAEM JOKYMEHTBI
JUISl TIOCTYIIJICHUS B By3bl U JIeJIaeM
MHOTO€ Apyroe. Bmecre ¢ tem
MHTEPHET TauT B ceOE OMAacCHOCTU —
0 HUX HEOOXOAUMO 3HATh, YTOOBI
n30eraTh UX.



K DnacHocTU B ceTi MHTepHerT




COBETbI NO BE3ONACHOWN PABOTE B MUHTEPHETE

CNOXXHbIN NAPOMb
Ecnu Tbl perucTpupyeLwbes Ha caiire,
B COLMA/ILHOW CETU UK B 3/IEKTPOHHOM nouTe,

npugymain cnoXxHbilii Naposib, COCTOAWMIA U3 uudp,
GONbLWNX U MaNeHbKNX GYKB U 3HAKOB. YeM crnoxHee

naposib, Tém CJ/I0)KHee B3/ioMaTb TBOW AKKaYyHT.

MomMHu, uTo TBOW naposib MOXeLWb 3HaTb TO/IbKO Thl.

NNYHAA NHOOPMALINA

Hukoraa He pacckasbiBaii 0 ce6e He3HaKOMbIM
noasam B HTepHeTe: rae Thbl XuBewb U
yumwbca, He coobuaii cBoi Homep TenedoHa.
He roBopu HUKOMY O TOM, rae paGoratoT

TBOW POAUTENN U HOMEpPA MX TenehoHOB.

31a nHchopmauua MoOXeT O6bITb UCNOMb30BaHa
BO Bpea 1e6e 1 TBOMM poAuTeNAM.

HE 3ABYOb BbIATU

Mpu MCNONIb30BaHMU HYXUX KOMNbIOTEPOB
WM MOOUNBbHBIX YCTPOMCTB, He 3a6biBaii
BbIXOAUTb U3 CBOETO ALLYMKA INIEKTPOHHOI
nouThbl UK npochnnen B coluanbHbIX CETAX.

NHaue, CIICAYIOUJ,Mﬁ nosnb30oBaTte/ib 3T0ro yCTpOﬁCTBa
CMOXeT NPoCMOTpeTb TBOK /INYHYIO MH(bOpMaLlMIO.

BECMNATHDBIA Wi-Fi

Mpu BbixoAae B VIHTEpHET Yepes 06LLEeCTBEHHYIO
Wi-Fi ceTb, He coBepluaii HUKaKMX NOKYMOK 1
onnatbl, He NPOBEPSAN JINYHYIO NIEKTPOHHYIO
nouTy U He nepegasail KOH(HUAEHLNASTbHYIO
NHdopMaumio. 3/10YMbILIIEHHUKA MOTYT
NOXUTUTbL Baliv Napoau U AaHHbIE.

FREE

COBET B3POCr1bIX
Bcerga cnpalwvsai B3pOC/IbIX O HEMOHATHBIX BELax, |
KOTOpbIE Thl BCTPeyaellb B MIHTEpHeTE: Thbl He 3Haellb, /

KaKoW MyHKT BbIGPaTh, Ha KaKyH KHOMKY HaXaTb,
KaK 3aKpbITb NPOrpaMmy W/in OKHO.

OHM paccKaxyT Te6e, Kak NoCTynuTb -

4TO MOXHO AeNatb, a YTO HET.

HE OTNPABNAIN CMC

Ecnu B IHTepHeTe Thl pelinn cKkayatb

KapTUHKY, Urpy Uav Menoavio, a Tebs

NPOCAT OTNPaBUTb CMC - He Aenai 3Toro!

CMC Ha KOpPOTKNe Homepa MOryT CTOUTb HECKO/bKO
coTeH py6neii. Tbl notepsiellb AeHbIY,

KOTOpbIe MOT Gbl NOTPATUTb Ha YTO-TO APYroe.

OCTOPOYXHO, HEBHAKOMELU

Hukorga He oTBevali Ha COOGLLEeHUS OT HE3HAKOMLEB
B VIHTepHeTe U He oTnpaBsaii UM CMC.

Ecnun He3HaKOMbIiA YenoBek npeanaraer
BCTPETUTBLCSA UM NULLIET TeGe OCKOPOUTE/IbHbIe
COO0GLEeHNs - cpa3y CKaxu 06 3TOM B3poc/bim!

He Bce ntogn ABNAOTCA TEMU, 3a KOO
ce6s BblaaloT B UHTEpHeTe!

SALLUNTN KOMIMbIOTEP

Monpocu poauTenei nnu cam ycTtaHoBU CUCTEMY
dmnbrpauun SkyDNS Ha caiite www.skydns.ru.
OHa 3aWmTUT Te6A OT NOTEPU AEHer U

KpaXxu naponei, a Takke 6yaer 6/10KMpoBaThb
60NbLUYI0 YAaCTb PpeKnambl, yCKOpSAA

3arpys3Kky ctpaHui B HTepHere.




Kakue onacHocTy MOryT NOAXWUAATb B MHTEPHETE

B nepByto ouepesb 3T0 AiCTBUA MOLIEHHUKOB, KOTOPbIE XOTAT NONYYUTL DUHAHCOBYH
N UHYKO Bbirody. MOLLEHHMKY MOTYT UCMONb30BATL CaMble PasHble UHCTPYMEHTb U
MeToabl — HanpuMep, BUPYCHOE nporpamMmuoe oOecneuerue (UM «BUPYCHI»),
NOAAENbHbIE CailThl, MOLIEHHUYECKIE NUCHMa, NepexBaT 1 noatop naponeii K yYeTHbIM
3aMNCAM B COLMAnbHbIX CETSAX I Ha MOYTOBLIX CEpBICaX.

Bupycol

Bupycbl MOTYT pacmpoCTpaHATCA C NOMOLIbIO BMOXEHHbIX (hailnos, CCbINOK B
ANEKTPOHHBIX MUCHMAX UMM B COLCETSX, HA CHEMHbIX HOCUTENSX, YEPE3 3apaXeHHble
cailTel. CooBlUeHHe ¢ BUPYCOM MOXET mpucnaTh Kak MOCTOPOHHMII YenoBex, Tak W
3HaKOMbIN, HO Ye 3apaeHHblit YYacTHUK COLMAnbHOI CETH UMM NOYTOBOI Nepentck.
BapaxeHHbIMi MoryT BbiTb CaliThl, CeUMansHo co3aarHble B LENAX MOLLEHHUYECTBa,
1N 0BbIYHBIE PECYPChI, HO UMEIOLLME YA3BUMOCTH UHGOPMALIMOHHOI Ge3onacHocTH.



PexomeHaauuu

v cnonbayiiTe aHTUBMPYCHOE MporpaMmHoe obecnevenie ¢ 0OHOBNEHHbIMK
0a3amit BUPYCHbIX CUTHATY.

v He oTKpbIBailTe BNOXEHHbIE dhailnbl UAK CCLINKY, NONYUYEHHbIE NO 3NEKTPOHHOI
MouTe, uepes COUManbHYK CETb UMM Apyrue CpPedcTsa CBA3M, He
YBOCTOBEPUBLLIC, YTO (alin UMM CChNKA HE COBEPXUT BUPYC.

v BHUMaTENbHO NpOBEPAITE JOMEHHOE UMA cailTa (HanpuMep, www.yandex.ru),
TaK KaK 3NOYMBILUNEHHIKA YaCTO MCMOMB3YIOT NOXOXMUE UMEHa CailToB, YToDbl
BBECTH XepPTBY B 3a0nyxaexue (Hanpumep, www.yadndex.ru).

v ObpaluaitTe BHIMaHIE Ha NpeaynpexaeHUs bpay3epa iUni NOUCKOBOI MaLMHb
0 TOM, YTO CailT MOXET yrpoxarh 0e30nacHoCTH KOMNbIOTEpa.

v He nogkniovaiiTe k CBOEMY KOMNBIOTEPY HENPOBEPEHHbIE CBEMHbIE HOCUTENMH,

v He noagasailTech Ha NPOBOKALMM 3N0YMbILUNEHHHUKOB, Hanpumep, TpebosaHue
NEPeBEcTI AEHbU 1NN OTNPABUTL CMC, UTODbI CHATL BNOKUPOBKY KOMMbIOTEPA.



MoweHHUYecKue nucbMa Lf
3/10yMbIWMEHHUKU MOo2ym \
ucroJsib308amab
Pa3znu4Hble MemoObI coyuasibHOU
UH)xeHepuu (Yepo3sbl, waHmax, uzpy Ha
yyecmeax Xepmebl — Hanpumep,
XXadHocmu Unu coyyecmeuu), Ymobnbi
ebIMaHUmMb 0eHb2u. B makux cny4dasx
,gyu nuwym nucbma rno
onpedesnieHHoMYy cueHapuro. OOUH u3
rnpumMepoe — mak Ha3bleéaeMble
«HU2epuucKue nucbma», 8 KOmopbIX .
asmop obewaem xepmee 02POMHYHO J
v lMpubbinb 8 06MeH Ha Heb6oIbWYIO

5\ % - % \ CyMMy




e
ﬂonyquue A0CTYyMNa K aKkKayHTaM B COLMNalIbHbIX CETAX U Ha APYyrux cepeucax

3NOYMbILWNEHHUKN YacTo CTPEMATCS MONyyuTb JAOCTYN K akKayHTaM »KepTBbl,
HanpumMmep, B COUWanbHbIX CETAX, Ha MOYTOBbIX W APYrux cepsBucax. YKpageHHble

adKKayHTbl OHU UCNONB3YHKT, B YaCTHOCTHU, ANA PaCcnpoCTPpaHEeHUA Ccnama U BUPyCOB.

MOLUEHHUKN MOryT MONyuYuTb AOCTYN K YYETHOW 3anucu KepTBbl Ccreayowmmu
cnocobamu:

* 3acTaBuTb XKepTBY BBECTU CBOW AaHHbIE Ha NoaAeNbHOM canTe.

* [logoBpaTtb Naponb XXepTBbl, €CMN OH HE CITOXKHbIN.

* BocctaHoBUTE naponb XepTBbl C MOMOLLbD «CEKPEeTHOro Bonpoca» Wunu
yKa3aHHOW npu pernctpayuu 3neKTPOHHOW NoYThI.

* [lepexBaTuTe Naponb XepTBbl Npu nepedaye No He3alWUWEHHbIM KaHanam
CBA3N.
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MoxuweHne aaHHbIX npu ucnonb3oBaHuu decnnatHbix ceten Wi-Fi

Ceityac Mbl MHOro 0bLLaemMca yepes KOMNLIOTEP UK CMapPTGOH 1 YacTo Aenaem 3To

B 00LUECTBEHHbIX MecTax — noaknounsLumnck kK Wi-Fi-cetn, kotopas He 3alyuLeHa
naponem. Koraa HUKTO U3 OKpYXaroLWuX He 3arnaabiBaeT B akpaH, co34aéTtes
OLLYLLeHne npusaTHOCTU. Ha camom Aene, nepefava AaHHblx yepes oTkpbITyr Wi-Fi-
TOUKY — 3TO B KaKOM-TO CMbICIIE Pa3roBoOp B NOMHbIN ronoc B MI0AHOM MECTe.
3NOYMBILLNEHHUKN CO3AAIOT CETU C PacnpOCTPAHEHHBIMI Ha3BaHNAMU U
npocMaTpuBatoT BCE, UTO NOAKMIOUMBLLMECS K HE NONB30BATENN AENaKT B UHTEPHETE:
YUTAIOT W MULLYT NUYHbIE COODLLEHNA B COLCETAX, BBOAST Napony Unu LaHHble
0aHKOBCKMX KapT.




BecnnaTtHoe ckauuBaHue cpainos

Yacto nonb3oBaTensam, KOTOpPbIE XOTAT BbecnnaTHO ckauaTb cbav"m Ui nNOoCMOTPETb

BNAE0 B Xopowem KadvecTBe bes peKknambl, npeanararoT BBECTU Ha cailTe MobunbHbIN
HOMED. Ecnu Tak u caoenaTtb, MOXET BKMIOUATBCHA NMaTHas CMC-NOAMUCKA U C

YKa3aHHOro Homepa 6y,D,YT CNMUCbIBaTbCA AEHbBIN.

PekomeHgauum

* He ykasbiBaiiTe cBON MOOUMbHLIN HOMEP Ha HE3HAKOMbIX cailTax.
» Ecnu nognucka yxe ocgopmneHa, No3BoHUTE B cryxDy nogaep:kku oneparopa

MOOUNBHOW CBA3U U NonpocuTe OTKNIOUNTL €€.




[loBegeHue B ceTu VIHTepHeT

lTonb3o08amesnisim 3aripewaemcs:

1. [lepedaeamb No cemu UuHghopMayuro, ockopbrisirowyro Yecmbs U OCMOUHCME0 Apyaux
aboHeHmMoe cemu, codepkaulyro rnpu3bi8bl K HACUJIUK, CBEPXKEHUIO Cyu,ecmeayroue2o
CMposi, pa3Ku2aHuUro MeXXHayUuoHaslbHOU pO3HU a maKxe nepedasamb UHhOpMayUHo,
Komopasi o 3aKOHy He NnoodJsiexxum pa3sasiauleHuro.

2. Pazpabambieamb u pacrnpocmpaHsims J106bie murnbl 6 UpPycoe.
3. Becmu dessmenbHOCMb, MpomuegopeYaulyro HayuoHarbHbIM UHmepecam Poccuu.

4. lMMpou3zeodumsb Gelicmeausi, 3arnpeuw,eHHble nosioxeHuem cmameu YK P® e yacmu
npecmynieHuu e cghepe KOMnbLOMepHoU uHghopmayuu, 3anpeujeHust pacnpocmpaHeHust
nopHoepaghuu, HauuoHasIbHOU QUCKPUMUHaUuuU U rnpu3bi8oe K Hacusuio.

5. HaHocumb yuwiep6 pabomocnocobHocmu Cemu, co30asamb nomMexu pabome opyaux
lNonb308amernedl.

6. Uckaxxamb usniu yHUYMOXXamb UHhopMayuro, Ha KOoMrbromepax opyaux
nosib3oeamejiedu.

7. 3aHUMambCsl XaKepCmeoM.

8. 3aHumamsbcsi 8 Cemu unu nocpedcmeom Cemu 060U OesimesibHOCMbIO,
3anpeuweHHoU 3aKkoHoGamesibcmeom P®.



1. He 3anyckaume y cebsi Ha KOMnbLOMepe rpPo2pamMmMmbl U3 HEHAO0EXKHbIX
UCMOYHUKOB U He OMKpbigalime MpuJsioXeHusl K nucbMam.

2. He Hado eepumb eceM co0b6WeHUSsIM O HOBbIX CMpaWHbIX saUpycax,

nosisuswuxcsi 8 UumepHem, ocob6eHHO ecJsiu 8 cO0bWEeHUU CKa3aHO, YmMo Hado

pacnpocmpaHums 3amy uHgopmauyuro ecem Bawum 3HakoMbIM. (adpec

mexHu4Yeckol crnyx6bl: admin@ptl.ru. )

3. Ecnu Bbl noniy4unu nucbMo om HE3HaKOMO20 4YeJslo8eKa UJiu op2aHu3auyuu, mo

3Halime, Ymo CKopee ece20 3mo cram.

4. O6si3amesnibHO ycmaHosume Ha BCE KkoMnbromepbl aHMU8UPYCHYHO

npozpamMmy OJisi 3au,umbl OM MPOSIHCKUX KOHell U eUpPycoe 8 pexxume

pe3udeHmHo20 MOHUMOopa.

5. OepaHuybme docmyn Kk BaweMy KoMnbromepy ¢ NoMouw,bro rpozpamMmm

ynpaesieHusi docmyrnoM (caum www.listsoft.ru) u eeedume 3anpoc naporsisi BIoSom

npu eK/Il04YeHUU KoMrnbromepa).

6. Jlenaume pe3sepeHbie KOnuu cucmemMHbix ¢haliszioe U 8axHbix OaHHbIX U

XpaHume ux e 6e3onacHoMm mecme.

7. nst noebiweHusi 6esonacHocmu criedyem ycmaHo8UMb Ha KOMIblomepe

nepcoHasibHbIU NakemHbIU punbmp - ipo2pamMmmy. (

www.tinysoftware.com, www.grc.com)

8. Ecniu eaw KoMnbromep ucrnoJsib3yemcsi moJsibKo 0s1s1 docmyrna e UHmepHem ¢

nomMouwbr0 ModeMa, ocmasumb MOJIbLKO MPomokoJs1 TCP/IP. Takxe cmoum

OMKJIIOYUMb
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