Sendmail + SSL




STARTTLS B SMTP

% telnet localhost 25

Trying 127.0.0.1...

Connected to localhost

Escape character is ']

220 local.sendmail.org ESMTP Sendmail Sendmail 8.12.0/8.12.0;
Sun, 30 Sep 2001 10:47:28 -0700 (PDT)

ehlo localhost

250-local.sendmail.org Hello localhost [127.0.0.1], pleased to meet
you

250-ENHANCEDSTATUSCODES

250-DSN

250-STARTTLS

250 HELP

quit

Ecnu ectb ctpoka co STARTTLS B otBeTe Ha komaHay EHLO, 1o
STARTTLS cepsepom nogaepxuBaetcd. [lanee KIMeHT n cepBep
aorosapuBatoTcsl o0 Wndpe U HaYyMHaKT WMndpoBaHHOE obLeHME.
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KomnunupoBaHue sendmail

/usr/local/src/sendmail-8.12.9/devtools/Site/site.config.m4

APPENDDEF( confINCDIRS', "-l/usr/local/include')
APPENDDEF (" confLIBDIRS', *-L/usr/local/lib")
APPENDDEF( conf_sendmail ENVDEF', "-DSTARTTLS")
APPENDDEF( conf_sendmail_LIBS', "-Issl -lcrypto')

3aTem koMmnunupyem u yctaHasnmeaem sendmail kak oObI4HO.
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HacTtpounka sendmail

/usr/local/src/sendmail-8.12.9/cf/cf/sendmail.mc

define(CERT _DIR', 'MAIL_SETTINGS DIRcerts")dnl
define('confCACERT_PATH', 'CERT_DIR")dnl
define('confCACERT', 'CERT_DIR/cacert.pem')dnl
define('confSERVER _CERT', 'CERT_DIR/mycert.pem")dnl
define("confSERVER_KEY"', 'CERT_DIR/mykey.pem')dnl

3anyckaem make install-cf gna cosgaHua n yctaHoBkn sendmail.cf.

Cosgaem cepTudumkaTtbl U MOMELWAEM UX B AUPEKTOPUID, YKa3aHHYHO
B KOHurypauum (/etc/mail/certs).
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[lpakTnyeckaa pabora

HacTtpouka sendmail + SSL

Llenb paboTbl

CkomMnunnposaTtb, YyCTAHOBUTb U HACTPOUTb sendmail C
nogaepxkon STARTTLS.

HacTpouTb aBTOpM3aLnio KnNueHTa 4Yepes ceptndukart SSL.
[TlpoBepuTb paboTy aBTOpPU3aLUNK Yeped cepTudukaT SSL.

[nsa BbiNnoNHEHUA paboTbl NOHagobUTCA co3aath cepTudukaTtbl Ang
HalLero ueHTpa ceptudukaummn, ons cepesepa n Ansa KnueHTa ¢ NoMOLLbHO
naketa OpenSSL.

HNaHHan paboTta saBnsetTca bonee 06 LEMHOU MO CPaBHEHUIO C APYTrMMU
paboTamMmun n NO3TOMy MOXeT ObITb MO YCMOTPEHUIO NpenogaBaTens
nepeHeceHa B KOHeLl Kypca unu nponyLlieHa.

y ii VIH¢0PM3ALUMTA

¥% 'Y E B B BL'W H T B



