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Kpuntorpadpusa. OCHOBHbIE NOHATUS

B npouecce wndpoBaHna UCNONb3yeTca onpenerneHHbI anroputm
LWndppoBaHMA, Ha BXO4 KOTOPOMY MNOAatTCsA NCXOQHOE
He3alwmndpoBaHHoe coobllieHne, Ha3biBaemMoe Takke plaintext, n Knwou.
Bbixogom anroputma siBNSIETCS 3allndpoBaHHOE coobLeHne,
Ha3blBaemoe Takxe ciphertext. Knto4y aBnserTca 3Ha4YeHneMm, He
3aBUCALLMM OT Wndpyemoro coobuieHusi. MameHeHue kntoda gormKHO
NPUBOANTb K NU3BMEHEHMIO 3aLLMAPOBAHHOIO COOBLLIEHMS.
3awmdpoBaHHOe coobLleHne nepegaeTcs nonyyaresnto. [onyyarens
npeobpasyeT 3awmndpoBaHHOE COOOLLEHNE B UICXOOHOE
He3alundpoBaHHOE COOBLLEHNE C MOMOLLLIO anropnuTma
AelndpoBaHUS N TOMO XXe caMoro KIo4va, KOTOpbI MCNOb30Barics
npu WndpoBaHN, UNK KIo4va, Nerko nofy4yaemMoro U3 Kr4ya
wmndpoBaHuUA.

HesawmndposaHHoe coobLueHne byaem obo3Hayvats P nnn M, ot cnos
plaintext n message. 3awmdpoBaHHOe coobLieHne dbyaem
obo3HauyaTtb C, oT crnosa ciphertext. 3
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Kpuntorpadpusa. OCHOBHbIE NOHATUS

BesonacHocTb, obecneymBaemasi TPagULUMOHHON Kpurimozapaguel, 3aBUCUT
OT HECKONbKMUX (PaKTOpPOB.

Bo-nepBbix, Kpuntorpauyeckmum anroputm OosmkeH ObiTb 4OCTAaTOYHO
CUIbHbIM, YTOObI NepegaBaemMoe 3amdpoBaHHOE COODLLEHNE HEBO3MOXHO
ObINo pacwmgpoBaTtb 6e3 Kro4va, NCMNoSb3yS TONLKO pasnnyHble
CTaTUCTUYECKNE 3aKOHOMEPHOCTU 3alnppoBaHHOIo COOBLLEHUS NN KaKne-
nnbo gpyrme cnocobbl ero aHanusa.

Bo-BTOpbIX, 6E€30NaCcCHOCTb NepegaBaeMoro coodLeHnsa gomkHa 3aBUCETb OT
CEKPETHOCTU KNKoYa, HO HE OT CEKPETHOCTU anroputMa. ArroputM JOSMKEH
ObITb NPOAHaANM3NPOBaH crieymanncTaMmu, YTobbl UCKITIOYNTL Hann4ne
cnabblxX MeCT, NMpu KOTOPbLIX MIIOX0 CKpbiTa B3aUMOCBA3bL MeXay
He3alwndpoBaHHbIM U 3aMPpoBaHHbIM coobLeHnaMu. K Tomy e npu
BbINOSIHEHNWN 3TOrO YCrOBUA NPON3BOAUTENN MOIYT co3faBaTb AeLleBble
annapartHble Ynnbl 1 cBOOOAHO pacrnpocTpaHAeMble NPOrpamMmebl,
peanuaylLine JaHHbIM anropuTM WndpoBaHnA.

B-TpeTbux, anropntm OosmkeH bbITb TakuM, YTOObI HENb3A ObIIO Y3HATL KI1tou,
Oaxe 3Hasi 4OCTaTO4YHO MHOro nap (3awmdpoBaHHOE cooOLleHNE,
He3almndpoBaHHOE COO0LLEHME), MONYYEHHbIX NPU WNHPOBAHUN C 4 4
MCMNOSIb30BaHMEM OAHHOIO Krkoya. s1y>e
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Kpuntorpadpusa. OCHOBHbIE NOHATUS

Knog LLeHHOH BBeN NOHATUA Qugbgby3uu n KOHEY3uuU anga onmcaHus cmouxkocmu
asnzopumma LWngopoBaHn4.

JAugpgpy3us - 3T0 paccesHne cTaTUCTUYECKNX 0CODEHHOCTEN
He3alnppoBaHHOro TEKCTA B LUMPOKOM AnanasoHe CTaTUCTUYECKUX
ocobeHHOoCcTeN 3alnMdPOBaAHHOIO TEKCTA. OTO AOCTUrAeTCs TEM, YTO 3HAYEHNE
Ka)[doro anemMeHTa HesawmndpoBaHHOIO TEKCTa BNUAET Ha 3HAYEHUSI MHOTMNX
9NIEMEHTOB 3alMdPOBaAHHOIO TEKCTa UMK, YTO TO Xe camoe, fNtobon aNeMEHT
3alnpoBaHHOro TeEKCTa 3aBUCUT OT MHOIMMX AfIEMEHTOB He3alundpOoBaHHOIO
TEeKcTa.

KoHpy3ust - 3TO YHUUTOXEHME CTAaTUCTUYECKON B3aMMOCBSA3N MeXay
3anppoBaHHbLIM TEKCTOM U KIHOYOM.

Ecnn X - 310 ncxogHoe coobueHne u k - Kpuntorpauyeckni Krod, To
3awmndopoBaHHLIN NepenaBaeMbiv TEKCT MOXHO 3anucaTb B BUAE

Y = EK[X].

[Tony4aTenb, UCNONb3ys TOT Xe KoY, pacwmngpoBbiBaeT coobLLeHne

X = DK[Y]

[MpoTnBHUK, He nmes goctyna K K n X, gomkeH nonbitatbCcd y3Hatb X, K unu u
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Kpuntorpadpusa. OCHOBHbIE NOHATUS

ANropuTMbl CUMMETPUYHOIO LUNGPOBAHUA pasfinyatoTcsa CnocobomM,
KOTOpPbIM 0bpabaTtbiBaeTCcs NCXOAHbIN TEKCT. BO3MOXHO wWunpoBaHme
briokamu nnn WwugposaHne NOTOKOM.

bBriok TekcTa paccmaTpmuBaeTca Kak HeoTpuuaTeribHOE Lieroe Y1cno,
MO0 KaK HECKOSIbKO HE3aBUCUMbIX HEOTpULATENbHbIX LESbIX Y1cern.
[OnnHa bnoka Bceraga BolbpaeTcs paBHOM CTENeHn ABOWKN. B
B0sibLUMHCTBE BIOYHLIX arrOPUTMOB CUMMETPUYHOTO LINdPOBaHNA

HMCEoNB3YOTCA criedyiolne TMbl one auuni;
abNMYyHas MoOCTAMOBKA, Mpu KOTOPOU rpynna OuTtoB oOTOOpakaeTcs

apyryto rpynny 6utoB. OTO Tak HasblBaemble S-box.

[lepemelleHue, C MOMOLLbO KOTOPOro OnThI COOOLLIEHV
nepeynopsao4nBatoTCs.

ORERALATCAORBIFHTO O MEIY A B03HARREMR8 XOR 1nu
MoAaynto 2'°,

Liuknnyecknin caBur Ha HEKOTOpoe 4Yncrio 6MToB.
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Kpuntorpadpusa. OCHOBHbIE NOHATUS

AT onepauum UMKNUYECKM TOBTOPSOTCA B anroputme, obpasys Tak
HasblBaeMble payHObl. Bxogom Kkaxagoro payHOa SBNSETCa  BbIXOa
npeablaywlero payHoa W K4, KOTOPbIA MOMyyYeH Mo onpeaerieHHoOMY
anroputmy u3 knoda wudposaHma K. Knoy payHda Ha3biBaeTCsA MOOK/THOHYOM.
Kaxabih  anroputm  LWINAPOBaHUS MOXeT ObiTb nNpeacTtaBreH crneayoLlmnm

O6p830M. Mcxoanoe HesammdpoBanHoe coobLieHne

Y
Payun 1 {-— [Toaxkmou K

y

Pesynsrar mmdposanus 1-ro paynaa
Pesynbrar mumdposanus N-1 payHna

|
Payna N |l-<: [Moaxmou Ky

"' ¥ oo

3amudpoBaHHbIi TEKCT



Kpuntorpadua. Obnactn npuMeHeHUs

CTtaHgapTHbIN anropnTMm WndpoBaHNSA AOMKEH OblTb MPUMEHNM BO
MHOTUX NPUNOXEHUSIX:

LLindppoBaHne gaHHbIX. ANropuTM AOMKeH ObiTb 3(pdEKTUBEH NpU
lndppoBaHUM drannoB AaHHbIX UK BOMbLLIOro NOTOKa AaHHbIX.

Cos3gaHue cny4vanHbix yncen. Anropntm gormkeH obiTb 9dpdeKTUBEH
Npu co3gaHnum onpeaeneHHoro KonnyecTea criydamHblx OUTOB.

XawmpoBaHue. Arroputm gomkeH adoPeKkTMBHO Npeobpas3oBbIBATLCA
B OQHOCTOPOHHIOK X3LU-GPYHKLUIO.
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Kpuntorpadpua. INnatgopmbl

pasnuyHbIX Nnatgopmax, KOTopble, COOTBETCTBEHHO, NPEAbABNSAIOT Pa3fNYHbIE
TpeboBaHuA.

ANropuTM AoMmKeH acpdeKkTUBHO peann3oBbiBaTbCA Ha cneumanm3npoBaHHOM

annaparype, npegHasHa4eHHOW ANs BbIMOSIHEHUS
LndopoBaHmsa/geundopoBaHmA.

bonbLine npoLueccophbl. XoTtsa ans Hanbonee 6bICprIX I'IpI/IJ'IO)KeHI/II7I BCeraa

Mcnosnb3yeTca cneunansbHaga annaparypa, nporpaMMHbIe peanusaunm
NPUMEHSAIOTCS Yalle. ANropuTM OOMKeH aonyckaTtb 3PAEKTUBHYIO
NporpaMMHyo peanusaumio Ha 32-6UTHLIX NpoLeccopax.

Mpoueccopbl cpeaHero pasmepa. ANropuTm JomkeH paboTaTtb Ha
MUKPOKOHTpONepax 1 Apyrnx npoLeccopax cpeaHero pasmepa.

Manbie npoueccophbl. [lormkHa cywiecrtBoBatb BOBMOXHOCTb peaJindauunu

arropntMa Ha CMapT-KapTtaxX, NyCcTb AaxXe C YH4ETOM XKECTKUX orpaqueHMPl Ha

NCMNOoJ1b3yeMYyHo NaM4AThb.
9
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[lononHuTenbHble TpeboBaHUS

HEKOTOPbIM AOMNOJIHNTESIbHbIM Tpe6OBaHI/IFIM.

AnropnT™M JOMmKeH ObITb NPOCTLIM ANSA HAaNMcaHUs Koaa, YToobl
MUHUMN3NPOBATb BEPOSTHOCTb NPOrpamMmMHbIX OLLIMOOK.

AnNropuTm AOMKEH MMETb NNOCKOE NMPOCTPAHCTBO KMNKYen 1 OonycKaTb

NOOY0 CriyvyanHyo CTPOKY OUTOB HYXXHOW OJSIMHbI B KAYECTBE
BO3MOXHOrO Kntoya. Hanmnumne cnabbix Knoven HexenatesibHo.

ANropuTM OOSTKEH NEerko MoanduunpoBaTbCa A4 PasnnyHbIX YPOBHEN

6e3onacHoOCTU 1 yaOOBJIETBOPATb KaK MUHUMaAJ1bHbIM, TaK U
MaKCMallbHbIM TpGGOBaHI/IFIM.

Bce onepauun ¢ faHHbIMU OOMKHBI OCYLECTBNATLCA Hag bnokamu,
KpaTHbIMK 6anTy nnun 32-6UTHOMY CIiOBY.




CeTb Penwutens

Brno4HbIn anropnTM NpeobpasoBbiBaeT N-6UTHbIN BI10K
He3awmndpoBaHHOIo TeKCTa B N-OUTHLIN OMNOK 3alunpoBaHHOIo TEKCTA.
Yncno 6nokoB AnnHbl N paBHO 2n. [ns Toro 4tobbl npeobpasoBaHmne
OblNo 0OpaTUMBbIM, KaXablM U3 TakKMX BITOKOB OOSKEH
npeobpasoBbiBaTbCA B CBOW YHUKAIbHbIN ONOK 3allM{ppoBaHHOIo TEKCTA.
[Tpn maneHbKOW AnuHe Brioka Takad nogcTaHOBKA NIOX0 CKPbIBAET
CTaTUCTUYECKNE OCODEHHOCTU HE3alundpoBaHHOro Tekcta. Ecnu bnok
NMeEET ONINHY 64 BuTa, TO OH YXXe XOPOLLO CKPbIBAET CTATUCTUYECKNE
OCODEHHOCTM UCXOOHOro TekcTa. Ho B faHHOM cny4dae npeobpasoBaHue
TEKCTa HE MOXET ObITb NMPOM3BOSNbLHBLIM B CUITY TOrO, YTO KNOYOM OyaeT
SBNATbLCA caMO npeobpasoBaHne, YTO UCKITHOYAET 3QPMPEKTUBHYIO Kak
NporpaMMHyo, Tak 1 annapaTHy peanusauuu.

Haunboree wnpokoe pacnpocTpaHeHue nonyymnn cemu Pedwmerns, Tak
KaK, C OOHOW CTOPOHbI, OHU YOOBNETBOPSAIOT BCEM TPEDOOBAHUAM K
anroputMam CUMMETPUYHOIO LUNPPOBaHUSA, a C APYron CTOPOHbI,

AOCTAaTO4YHO NMPOCTbl U KOMMAKTHBbI. 11
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CeTb Penwutens

Cemb Peluwmernss MeeT CneayoLwyo CTPYKTypy. BxogHon 6nok genntca Ha
HEeCKOSIbKO paBHOW OJIMHLI NOAOIOKOB, Ha3biBaeEMbIX BETBSAMU. B cny4vae, ecnu
6rok nmeet OnunHy 64 OuTa, UCnonb3yTca OBe BEeTBM No 32 buta Kaxgas.
Kaxkgas BeTBb o00OpabaTbiBaeTcss Hes3aBUCMMO OT [OPYrow, rocne 4ero
OCYLWECTBNAETCA  LUMKNMYECKMA CcOBUr BCeX BeTBen BneBO. Takoe
npeobpasoBaHNe BbINOSTHAETCA HECKONbLKO LUWKNOB unn payHdos. B cny4ae
OBYX BETBEN KaXAObI payHO NMEET CTPYKTYPY, MOKa3aHHY Ha PUCYHKE:

Li-1 R 1
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CeTb Penwutens

®dyHKkuma F HasbiBaeTcda obpasyrowen. Kaxabin payHO0 COCTOUT U3
BblUMcreHnsa oyHKumMn F ona ogHon BETBU 1 NOBUTOBOIO BbIMNOSTHEHUS
onepaunn XOR peayneraTta F ¢ gpyron BeTBbIO. [locne 3Toro BETBU
MeHSTCA MecTamMun. CYNTaETCs, YTO ONTUMaribHOE YMUCo payHOos - OT
8 oo 32. BaxXHO TO, YTO yBENUYEHNE KONNUYECTBA payHO08 3HAUYUTESBHO
yBenunymBaeT KPpUNTOCTOMKOCTb anroputma. BoamoxxHo, ata
OCODOEHHOCTb U MOBMMANa Ha CTOMNb aKTUBHOE pacrnpoCcTpaHeHue cemu
Qelwmeris, Tak Kak ansa 6onbLwen KpUNTOCTOMKOCTM OOCTAaTOYHO
MNPOCTO YBESMMYNTb KONIMYECTBO payHOo8, He N3MEHAS caM anropuTtm. B
nocrieqHee BpeMs KOrimyecTBo payHO0o8 He (PUKCUPYETCH, a NULLb
~ yKasbIBaloTCs OOMYyCTUMbIE Npeaerbl.
Cemb Qeliumerns aBndeTca obpaTtnmon gaxe B TOM criyvae, ecnu
dyHKUMA F He aBnaeTcs TakoBOW, Tak Kak Ans agewmndgpoBaHud He
TpebyeTca BblumncnaTb F-1. [Ina gewumndpoBaHna UCMONbL3YeTCA TOT Xe
anroputMm, HO Ha BXO[, NO4AETCA 3allnUPPOBaHHbLIN TEKCT, N KIO4YK

N 13
NCMnonb3yTcs B 06paTHOM nopsiake. | %
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CeTb Penwutens

B HacTosLee BpemMa BCe valle NCNOoNb3yrTCH pasfinyHble
pasHoBuaHocTn cemu Qetwmerns ons 128-obutHoro tnoka ¢
4YeTblpbMS BETBAMU. YBENMYEHMNE KONMYECTBa BETBEN, a HE
Pa3MepPHOCTU Kaxxaon BETBU CBS3AHO C TEM, YTO Hanbonee
NonynapHbLIMM OO0 CUX NOP OCTAOTCA npoueccopbl ¢ 32-pa3psagHbiMu
crioBamMu, cnegoBaTenbHO, onepupoBath 32-pa3paaHbiMy CrioBaMu
agpdeKkTnBHEE, YeM C 64-paspsaaHbiMN.

OCHOBHOWN XapaKTePUCTMUKON arropmtma, NOCTPOEHHOIO Ha OCHOBE
cemu Qeuwmerns, asnaetca PyHKuma F. PasnnyHblie BapuaHTbl
KacaloTcs Takke HayasribHOro M KOHeYHOro npeobpasoBaHuUn.
[ToooBHble Npeobpa3oBaHUs, Ha3biBaeMble 3abennBaHnem
(whitening), ocyuwiecTBnstoTca Anga Toro, YTobbl BLIMOMHUTD
Ha4asribHy0 paHOOMU3aLUuio BXOQHOrMo TEKCTa.




KpuntoaHanus

[Mpouecc, npu KOTOpoM NpeanpuHMUMaeTcs nonbiTka y3Hatb X, K unu u 1o, u
apyroe, HasblBaeTca KpuntoaHannsom. OQHOM U3 BO3MOXHbIX aTak Ha
anropuTM WupoBaHusa ABsieTcs rioboBas ataka, T.e. MPOCTon nepebop Bcex
BO3MOXHbIX KItoven. Ecnm MHOXECTBO Krno4Yen JoCTaTodHO bonbLuoe, TO
nogobpartb Koy HepearbHOo. [1pun annHe Krova n Ut Konmny4ecTsBo
BO3MOXHbIX KIllo4en paBHO 2n. Takum obpasom, YeMm ASIMHHEE KIoY, TEM
bonee CTOMKMM cyMTaeTCa anropnTM ans 1060BON aTtaku.

CyLLeCTBYIOT pasnn4yHbie TUMbl aTak, OCHOBAHHbIE HA TOM, YTO NPOTUBHUKY
N3BECTHO ornpeaeneHHoe KonnmyecTBo nap HesawmndpoBaHHOE COObLEHNE -
3awmndpoBaHHoe coobuieHmne. Npn aHanuse 3awngpoBaHHOro TeKCTa
NPOTUBHUK YACTO MPUMEHSET cCTaTUCTUYECKNe MeToAbl aHanusa Tekcrta. [pu
9TOM OH MOXET UMeTbL obLLee npeacTasneHne o TUNe TekcTa, Hanpuvep,
aHIMUNCKNIN UITN PYCCKUIM TEKCT, BbINOSTHUMbIW pans KOHKpeTHon OC,
NCXOOHbIN TEKCT HA HEKOTOPOM KOHKPETHOM SA3blKe NporpaMmmMmMpoBaHna u T.4.
Bo MHormnx cnyyaax KkpyntoaHannTMk UMeeT 4OCTaTtOMHO MHOMO MHGbopMaLmn
00 NCXOOQHOM TEeKCTe.




KpuntoaHanus

KpnnTtoaHanmMTUK MOXET MMETb BO3MOXXHOCTb NnepexsaTa 0O4HOro
NN HECKOSbKNX HE3aLlMJdPOBaHHbIX COODLLEHN BMECTE C UX
3almndpoBaHHbIM BUAOM. nn kpuntoaHannTmk MOXeT 3HaTb
OCHOBHOW bopMaT Ui OCHOBHbLIE XapaKTEPUCTUKN COOBLLIEHMNS.
[oBOpPSAT, UTO KpunTorpadunyeckas cxema abcontoTHO besonacHa,
ecnn 3awungpoBaHHOE COOOLLEHNE HE COOEPKUT HUKAKON
NHopmaumn 06 ncxogHomMm coobLeHnn. FoBOPSAT, UTO
Kpuntorpadgunyeckaa cxema BblHUCITNTENBHO Be3sonacHa, ecnu:

LleHa paclumndpoBkn coobLueHns donblue LeHbl CamMoro
coooLeHuns.

Bpema, Heobxoaumoe ansa pacwumnpoBkn coobleHns, bonbLie
CpOKa »XM3HN COODLLEHUA.




OunddepeHumnanbHbIU U MMHENHBIU
KpunToaHanms

PaccmMoTpmm B 06LMX YepTax OCHOBHOW NMoaxomd, UCMOosib3yeMblin Mpw
ouhepeHuuarbHOM M JTUHEUHOM KpurnmoaHarnuse. 1 B Tom, n B
OPYrom cry4vyae npegnonaraeTcd, YToO U3BECTHO AOCTAaTOYHO Bonbluoe
KONM4yecTBo nap (He3almndpoBaHHHbIN TEKCT, 3alUNPPOBaHHbIN TEKCT).
[MoHaTHe dugbghepeHuuarbHO20 KpurimoaHasiu3a 0blno BBeAeHO 3nu
Buxamom (Biham) n Agu Wamnpom (Shamir) B 1990 roagy. KoHeyHas
3agava dughghepeHyuasibHO20 KpunmoaHasiu3a - UCNosnb3ys
CBOMCTBa anropntmMa, B OCHOBHOM CBOMCTBaA S-box, onpenennTb
rnodkKY payHda. KOHKpeTHbIN cnocob dughgepeHuyuaribHo20
KpurimoaHarsriu3a 3aBUCUT OT paccMaTpnBaeMoro anropmtma

LUNppOoBaAHMUS.




OunddepeHumnanbHbIU U MMHENHBIU
KpunToaHanms

Ecnu B ocHoBe anroputma nexut cems @eliwimerisi, TO MOXHO cynTaTb, YTO BOK
m cocTtouT mn3 asyx nonosuH - mO0 n m1. HJuopgepeHuuarbHbIlU KpurmoaHarnu3
paccMaTpuBaeT OTMINYUSA, KOTOpPble MNPOUCXOOAT B KaXOdou rMonoBuHeE npu
wndppoBaHmn. (Ona anroputma DES "otnnumsa" onpenensarTcss C MOMOLLBbHO
onepauun XOR, ans apyrnx anroputTMoB BO3MOXEH MHOW crnocob). Beibmnpaetcs
napa He3awungpoBaHHbIX TEKCTOB C UKCUPOBAHHLIM OTAKYMEM. 3aTem
aHanu3npyrTcs OTIIMYKUSA, MOSTyYMBLUMECHA MNOCHe WuUdpoBaHUsa ogHUM payHOoOM
anroputMa, 1 onpeaenstTcs BEPOSATHOCTUN pasnuyHbIX Kroden. Ecnn gna MHormnx
nap BXOAHbIX 3HAYEHUN, UMEKOLLNX OOHO U TO XKe oTnim4dmne X, rnpu UCronb30BaHnK
OOHOrO W TOro Xe rookmo4Ya opuHakoBbiMM (Y) oOKasbiBalOTCA M OTNINYMA
COOTBETCTBYIOLLNX BbIXOAHLIX 3HAYEHUW, TO MOXHO roBOpuUTb, YTO X BredveT Y C
onpeaeneHHon BePOSTHOCTbID. Ecnn ata BeposATHOCTb 6nu3ka K eguHuue, To
MOXHO CYMUTaTb, YTO MOOK/OY payHOa HangeH ¢ JaHHOW BEPOSTHOCTbI. Tak Kak
payHObl anroputTMa He3aBUCUMbI, BEPOATHOCTU onpeaeneHns rnooksoya Kaxnoro
payHOa cregyet nepemMHoXatb. Kak Mbl MOMHUMM, CUYMTaAETCHd, 4YTO pesynbrar
lndpoBaHMa OaHHOM napbl Ku3BecTeH. Pesynbratbl dughgepeHyuanbHo20
KpurmoaHaJsiu3a UCnosib3yTCs Kak Npu pa3paboTke KOHKPETHLIX S-box, Tak 1 npu
onpegeneHnn onTMManbHOro Yymcna payHoos. /%; 0
{
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OunddepeHumnanbHbIU U MMHENHBIU
KpunToaHanms

Opyrmm  cnocobom  KpunToaHanmsa  saBNAeTca  JIUHeUHbIU
KpunmoaHaJsiu3, KOTOPbI WCNOMb3YET INUHEWHbIE NPUBIMXKEHNS
npeobpa3oBaHnin, BLIMOSTHAEMbIX  anropuTMoM WM POBaHUS.
[laHHbIN MeTOoA, NO3BOMAET HANUTU KN4, UMes OOCTAaToYHO DOonbLuoe
yucno nap (HesawupPOBaHHbLIN TEKCT, 3allnpPOBaHHbLIN TEKCT).
PaccMOTpMM OCHOBHbIE MPUHUMMLI, Ha KOTOpbIX ©GasnpyeTcs
JNTUHeUHbIU KpunmoaHasu3. O6o3Ha4YnMm

P[1], .. , P[n] - He3awndpoBaHHLIN 60K
COOOLLEHUS.
c[1], .. , C[n] - 3awudpoBaHHbIN 610K

PR reiioz0  KpunmoaHanusa SBNSETCS MOWUCK  MMHERHOTO

YpodBHeHna Bibal - KoY.
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OunddepeHumnanbHbIU U MMHENHBIU
KpunToaHanms

BbinonHsitoLweecs ¢ BEPOATHOCTbIO o # .5 i,pi uyi - OUKCUPOBAHHBIE MO3NLIM

B Bbriokax cooblieHmna n knode. Yem 6onblue p oTknoHsetca ot 0.5, Tem
bonee nogxoasLWMM CHATAETCS YpaBHEHME.

OTO YypaBHEHME O3Ha4yaeT, 4YTo ecnu BbINOMHUTL onepaunto XOR Hapg
HEKOTOpPbIMXU BUTaMn He3zalmndpoBaHHOMO COOOLEHUS U HaO HEKOTOPbIMU
butammn 3awmM@poBaHHOIro COODLLEHMA, MOonydYnTcs 6UT, NpeacTaBnALLINN
cobon XOR HekoTOpbIXx 6UTOB KMo4a. ITO Ha3blBAaeTCsd JIMHEWHbLIM
NpPUBNMXKXEHNEM, KOTOPOE MOXET ObITb BEPHBLIM C BEPOATHOCTLIO P.
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OunddepeHumnanbHbIU U MMHENHBIU
KpunToaHanms

YpaBHEHUS COCTaBNAKTCA creaylwmm obpasomMm. BblumcnaroTtces
3HayeHMa  neBoM Yactm  ang  bonbworo  yuicna - nap
COOTBETCTBYHOLLMX doparMeHTOB He3awundgpoBaHHOIO 7
3almndcpoBaHHOro OnokoB. Ecnu peasynbraT oKasbiBAeTCA paBeH
Hynto 6onee 4em B NOMOBMHE Crlyvaes, TO nonaratoT, 4to K[y1, ...,
vc] = 0. Ecnn B 6onbWKMHCTBE cryvyaesB noryyvaetcda 1, nonarator,
yto K[y1, ..., yc] = 1. Takmum obpasom nony4yawT CUCTEMY
YPaBHEHUN, peLleHNneM KOTOPOWU ABIIAETCS KITHOM.

Kak u B cnyyae odugghbepeHyuarbHo20 KpurnmoaHarusa,
pes3ynbTatbl JIUHEUHO20 KpurmoaHasiu3a AOSMKHbl YY4UTbIBATbCH
npu pa3paboTke anropuTMoOB CUMMETPUYHOIO KpunToaHanusa
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icnonb3yemble KpUtepum npu
pa3paboTke anropnTMoB

[MpHMMas BO BHUMaHWEe nepedyncrneHHble TpedoBaHns, 00bIYHO

MEURRAGT OB B ORI SUVBARTRIML R KP RBBAHBE AR EH,

pasmepom 16 nnn 32 uta.

meTb pasmep 6roka 64 nnn 128 our.
MmeTb macutabmpyemblin Koy o 256 ourt.

icnonb3oBaTtb NPOCTble onepaunmn, KoTopble 3PIPEKTUBHLI HA

MUKponpoLieccopax, T.e. UCKMYatoLLLee U, crnoxeHue, TabnnyHble
NOACTAHOBKM, YMHOX€EHME Mo moaynto. He AomkHO ncnonb3oBaThCs
CABUIOB NepeMeHHON ASMHbI, MOOUTHBLIX MEPECTAHOBOK UMW YCITOBHbIX
nepexonos.

[ormxHa bbITb BO3MOXHOCTb peanu3auum anroputma Ha 8-6uTHoM
npoLeccope ¢ MMHUMarbHbIMK TPEOOBAHUSAMU K MAMATH.
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icnonb3yemble KpUtepum npu
pa3paboTke anropnTMoB

/Iicnonb3oBaTh 3apaHee BbluUCIEeHHbIE T0OK/IoYU. Ha cuctemax ¢ OomnbLLINM

KOSIMYECTBOM MaMSATU 3TU MOOK/04YU MOTYT ObITb 3apaHee BblYUCIIEHbI A4
ycKkopeHusi paboTbl. B criyyae HEBO3MOXHOCTU 3abnaroBpeMeHHOro BblYUCIIEHUS
rnooksoyel JOMKHO NPON30OUTY TOSBbKO 3aMenneHne BhiNonHeHns. Beerga
O0IMKHA ObITb BO3MOXHOCTb LUNAPOBaHUS AaHHLIX B0e3 Kaknx-nmbo
npeaBapuTeSibHbIX BbIYUCIIEHUN.

CocToATb N3 NEPEMEHHOrO Ynucna utepaunn. [Ans npunoXxeHmumn ¢ MmaneHbKom

OJINHOWN KItoYa HeuenecoobpasHo NPUMEHsSTb BONbLLOE YMCOo UTepaumn ans
NPOTUBOCTOAHMA AnpdepeHunanbHbIiM U gpyrum atakam. CnegoBartesibHO,
O0SKHA ObITb BO3MOXHOCTb YMEHbBLUNTL YUCNO ntepaummn 6e3 notepu
6esonacHocTn (He 6onee YeM yMEHbLLUEHHbIN pa3mep Kro4a).

1o BO3MOXXHOCTU HE MMETb crnabbix knto4ven. Ecnn a1o HEBO3MOXHO, TO
KONMYECTBO CnabdbIX KIoven AOIMKHO OblTb MUHUMArbHLIM, YTOBbI YMEHbBLUNTL
BEPOSATHOCTb Cly4YanHoro Bbibopa ogHOro n3 HMX. Tem He MeHee, Bce criabble
KITHOUN OOMKHbI BbITb 3apaHee U3BECTHbI, YTOObI X MOXXHO ObINIO OTOpakoBaThb B
npouecce co3gaHna Knroya.
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icnonb3yemble KpUtepum npu
pa3paboTke anropuTmMoB

Sa0eNCTBOBATb MOOK/IHOYU, KOTOPbIe ABNAKTCA OOQHOCTOPOHHNM

X3leM Kntoda. 3To gaeT BO3MOXHOCTb MCNONb3oBaTb bonbLune
naposibHble dopasbl B Ka4yecTBe Krtoya b6e3 yuiepba ans
be3onacHoCTN.

He nmeTb NUHENHbIX CTPYKTYP, KOTOPbIE YMEHbLLAKT KOMMIIEKCHOCTb
“ He obecneynBaloT McHEpPNbIBaOLLIMIA NMOUCK.

Aicnonb3oBaTb NPOCTYIO AN NOHUMAaHUA pa3pabdoTKy. OTO AaeT

BO3MOXHOCTb aHalnnm3a U ymMmeHbLlUa€eT 3aKpbITOCTb aJfirfopmnTtMa.
BonbLWMHCTBO BI0YHbIX anropuyTtMmoB OCHOBaHO Ha WUCMOJ1Ib30OBaAHUN

cemu ®@eliwumersi, BCe UMeKT MMOCKoe MPOCTPaHCTBO KIHOYewn, C
BO3MOXHbIM UCKMIOYEHMEM HECKOSTbKUX CNabdbiX KIo4en.
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Anroputm DES. lNpunHumnnel paspadboTku

CambIiM pacrnpocTpaHeHHbIM U Hanbornee U3BECTHbIM arropUTMOM
CUMMeTpUYHOro wmndgposaHusa sensetcsa DES (Data Encryption
Standard). Anropntm 6b1n paspabotad B 1977 rogy, B 1980 rogy Obin
npuHAT NIST (National Institute of Standards and Technolody CLUA) B
kadecTtBe ctaHgapTta (FIPS PUB 406).

DES siBnaetca kKnaccudeckon cemsto eliumerisi C oBYMS BETBAMMN.
[aHHble wupyrotcs 64-0UTHBIMK BriokamMun, NCNosb3ys 56-OUTHLIN
KItod. AnroputMm npeobpasyeT 3a HECKONbLKO payHOoe 64-0uTHbIN BXxoA B
64-6UTHLIN BbIxod. OnnHa kntoya pasHa 56 butam. Npouecc
LUNppOBaHNA COCTOUT N3 YeTbipex 3TanoB. Ha nepBomM 13 HMUX
BbINOSHSAETCA HayarbHas nepecrtaHoBka (IP) 64-0uTHoro ncxogHoro
TekcTa (3abenneaHue), BO BpeMSI KOTOPOM BUTbI NepeynopsagovnBatoTcA
B COOTBETCTBUM CO CTaHAAPTHOW Tabnuuen.
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Anroputm DES. lNpunHumnnel paspadboTku

Cnenyowmm atan coctouT n3 16 payHoos ogHOMN U TOM Xe DYyHKLNMU,
KOTOopasi UCMOoSib3yeT onepaunn casura U NogctaHOBKU. Ha TpeTbem
ogTane neeBad W npasBad MNOMOBMHbLI Bbixoda nocnegHen (16-un)
nTepaunmm MeHsTCca MecTaMu. HakoHew, Ha 4eTBepToOM JTane
BbIMOSNHAETCA nepectaHoBka |[P-1 pesynbrata, nonyyYeHHOro Ha
TpeTbeMm 3Tane. [lepectaHoBka |IP-1  wuHBepcHa  HavarnbHOW
rnepecTaHoBKe.
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Anroputm L

ES. lNpnHUMnb

pa3paboTKu

CnipaBa Ha pUCYHKe NnokasaH
cnocob, KOTOPbIM UCNOMb3yeTCs
56-OUTHbIN KIHOM.
[lepBOHa4anbHO KoY NogaeTcsd
Ha BXo4 PyHKLUUN
nepecTtaHoBKWU. 3aTeM AN4
Kaxkgoro u3 16 payHoos
rnookrirod Ki siBnsieTcs
KOMOMHaLUnen nesBoro
LIMKNTNYECKOro casura u
nepectaHoBKU. PyHKLMNA
nepecTaHoOBKU OHa W1 Ta Xe Ans
KaXkgoro payHoa, HO ooK/oHu
Ki ona kaxgoro payHoa
nosly4yaroTcs pasHble
BCNneacTBMe NOBTOPSIOLLLEroCs
caBura OUTOB Kito4ya.

Hauanbuas

NEPCCraHoBKa

{

| payna —~

| ,
16 payna =

{
[lepecranoBka
MECTaMH
JIEBOH H
npaBoH yacrTeH

Y
[lepecranoBka,
HHBEPCHAas
HA4Ya/IbHOM

2-0e
npeobpasosanue
moua (PC-2)

—

2-0¢e
npeobpasosanue
kmoua (PC-2)

p—

1-0e
npeodpa3oBaHHe |
kmoua (PC-1)

|
JleBniii
UHKTHYSCKH
C/BHI

|
JleBwiit
UMKAHYECKHH
CIIBHI

Obuwasa cxema DES
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Anroputm DES. lLndpoBaHue.
HavyanbHaga nepecrtaHoOBKa

HayanbHas nepecraHoBka U €€ UHBEPCUA onpeaerdrTcHd CTaHﬂ,apTHOI7I

Tabnuuen. Ecrim M - 3ato npowusBosnibHble 64 6uta, To X = IP (M) -
nepecTtaBreHHble 64 ©Owuta. Ecnn  npumMeHuTb o06paTHyo  dYHKUMIO
nepecrtaHoskn Y = [P-1 (X) = IP-1 (IP(M)), To nony4ntca nepsBoHa4yasrnbHas

nocnegoBaTenbHOCTb OBUTOB.

NocnepgoBaTenbHOCTbL Npeobpa3oBaHUUN OTAENLHOrO payHaa

Tenepb paccMoTpumM nocrieqoBaTenbHOCTb Npeobpa3oBaHni,
NCNONb3yeMYIO B KaXXOoM payHoe.
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Anroputm DES. LLindppoBaHue

32 6uma 32 6uma 28 6umos 28 6umos
- - - B el -
Li-1 R Cia

T—, -

D
; Y
JleBbli JleBbii
C/IBHUT CIABHI
Y

/" Pacmmpenue

48 bumoes

Yy
;)( K; (48 6umos) [lepecranoBka
\ H CXKaruce

¥ :
N ~ S-boxes /

32 6uma

Y
[Tlepecranoska P

5 Puc. 2.5. |- payHg DES
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Anroputm DES. LLindppoBaHue

64-6UTHBLIN BXOAHOM BNoK NpoxoauT Yepes 16 payHOos, Npu 3TOM Ha
Kaxgon  utepaumm  rnonydaetcss  MpoMexyToyHoe  64-buTtHoe
3HadeHue. JleBass ©n npaBas 4YacTU Kaxaoro MNPOMEXYTOYHOro
3Ha4YEeHUs TPaKTYKTCA Kak oTaenbHble 32-OUTHblE 3HaYeHus,
obosHaveHHble L u R. Kaxayo wutepaumio MOXHO onucaTb
cneagywowmnm obpasom:

Li = Ri-1
Ri = Li-1 &8 F(Ri-1, Ki)
[ne obo3Hayaet onepaunto  XOR.
— . Takmm obpasom, BbIXO4 NeBOW NOSI0BUHLI Li paBeH BXxoay NpaBon
nonosuHbl Ri-1. Bbixog npason nonosuHbl Ri aBnseTca pesynsratom

npumeHeHus onepauum XOR «k Li-1 n pyHkumn F, 3aBucsaen ot Ri-1 u
Ki.
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Anroputm DES. LLindppoBaHue

PaccmoTtpum dbyHKkuuro F 6onee noapooHoO.

Ri, koTopoe nogaetcs Ha Bxoa dyHKuun F, nmeet anuHy 32 buta.
BHauvane Ri pacwupsaetca oo 48 6utos, ncnonb3ys tadnuuy,
KoTopasi onpeaensieT nepecTtaHoBKY NIOC paclumpeHne Ha 16 ounTos.
PacwupeHne nponcxogut criegyrowmm obpasom. 32 buta
pa3duBaloTcsa Ha rpynnel Mo 4 6uta n 3atem paclumnpsaTcs 4o 6
6uTOB, NpMCOEaNHANA KpanHue BTl N3 ABYX COCEQHUX rpynnm.
Hanpumep, ecnu yacTb BXOAHOro coobLieHmns

.. .efghijkl mnop . ..
TO B pe3ynbraTte paclunMpeHund nonyvaeTcs coodleHne

.. . defghi hijklm Imnopq . . .

[Tlocne 9atoro Ana  nonydeHHoro  48-6UTHOro  3HadeHwus
BbinonHsietcsa onepauns XOR ¢ 48-6UTHbIM r1odkritodom Ki. 3atem
nony4yeHHoe 48-OUTHOe 3Ha4YeHue nodaeTcsl Ha BXxod YHKUUU

NOACTAHOBKKN, pPe3ynbTaTtoM  KOTOpoW — sBnsetcd  32-OuTHoe 3
3HayeHue. %” B1y>¢



Anroputm DES. LLindppoBaHue

[ToocTaHoBKa COCTOUT U3 BOCbMU S-boxes , KaXabl U3 KOTOPbIX
Ha Bxode nony4yaet 6 6uT, a Ha Bbixoge co3gaeT 4 6uta. 3Tn
npeobpasoBaHnsa onpeaensaTcs cneunansHbiMn Tabnuuamu.
[MepBbI U NocneaHnn 6UTbl BXOOHOro 3Ha4YeHusa S-box
onpenensitoT HoMep CTPOKM B Tabnuue, cpegHue 4 buta
onpenensitoT Homep ctonbua. NepeceyeHne CTpokn n ctondua
onpenenset 4-6UTHbIN BbiIXxod. Hanpumep, ecnn BXo4oM sIBNSIETCS
011011, To HOoMep cTpoku paBeH 01 (cTpoka 1) n Homep cTonbua
paBeH 1101 (ctonbey 13). 3HavyeHme B cTpoke 1 n ctondue 13
paBHoO 5, T.e. Bbixogom asnsietcs 0101.

[anee nonyveHHoe 32-6UTHOE 3Ha4YeHne obpabaTbiBaeTcs C
NOMOLLIbIO NEepPeCTaHOBKN P, Llernbio KOTOPOWU ABNSETCS
MaKcuManbHoOe nepeynopsigoumpaHme 61UToB, YToOObI B Crieayowem
payHoe wnpoBaHMa ¢ DOMbLLIOW BEPOATHOCTLIO KaXabl 6UT
obpabaTbiBanca apyrum S-box.
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Anropuntm DES. Co3gaHue nogknoyen

Co3paHue noaknoyeun

Kntou gna otgenbHoro payHOa Ki coctout m3a 48 6utos. Knioun Ki
nosiyyqaroTcsa no criegywowemy anroputmy. Onsg 56-OuTHOro  Kroda,
MCMNOSIb3yeMOro Ha BXxode  anroputMma, BHayane  BbIMOJSTHAETCS
nepectaHoBka B cooTtBeTcTBuM ¢ Tabnuuen Permuted Choice 1 (PC-1).
[Tonly4eHHbIn 56-OUTHBINM KN4 pasgenseTcs Ha OBe 28-OUTHble 4acTy,
obosHayaemble kak CO n DO cootBeTcTBeHHO. Ha kaxxgom payHdoe Ci n Di
He3aBMCMMO UMKITIMYECKN caBuraloTca Bneso Ha 1 wunum 2 Owuta, B
3aBUCMMOCTU OT HomMmepa payHoOa. [lonydeHHble 3HavyeHusa SABNAKTCS

= BX04OM cnepytoulero payHda. OHn Takke npencrasnsoT codbon Bxod B

Permuted Choice 2 (PC-2), kotopbin co3gaetr 48-OMTHOE BbIXOOQHOE
3Ha4yeHue, asnsaoueecd sxogom pyHkumm F(Ri-1, Ki).
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Anroputm DES. [lewumdppoBaHue

dewndppoBaHue

[Mpouecc gelwmndpoBaHna aHanornyeH npoueccy wndposaHmda. Ha Bxoae
anropuTMa uUcrnoJsib3yeTcs 3alndpoBaHHbIN TEKCT, HO KItoun Ki
Ncnonb3yTcs B obpaTHOW nocriegoBaTtensHOCTU. K16 ncnonb3yetcs Ha
nepBomM payHoe, K1 ncnonb3yetcs Ha nocnegHem payHoe. [ycTb BbIXOOQO0M i-
oro payHOa wundposaHus byaert Li||Ri. Toraa cootBeTcTBYtOWMI BXOA (16-i)-
oro payHda pgewmndgpoanus byaet Ri||Li.

[Tocne nocnegHero payHOa npolecca pacumdpoBaHus ase MNoSTOBUHbI
BbIXO4a MEHSIOTCA MeCTaMM Tak, YTOObI BXOL 3aKMNOYMUTENbHON
nepecTtaHoBkn IP-1 6bin R16||L16. Bbixogom aton ctagnmn siBNaeTcs
He3alndpPOBaHHbIN TEKCT.

34

< )




Anroputm DES. [lewumdppoBaHue

[MpoBepum KOPPEKTHOCTb npouecca aelwndgposaHua. Bo3bmem
3alWnpoBaHHbLIA TEKCT WU KMKOY M UCMONb3yeM UX B KayecTBe Bxoda B
anroputM. Ha nepBOM Lare BbIMNOSIHAM HayasribHy0 nepecTtaHoBky IP
nonyysim 64-6utHoe 3Havenue Ld ||Rd,. WssectHo, uto P wn IP-1
B3aMMHoobpaTHbl. CriegoBaTenbHO

Ld,||Rd, = IP (3awmncppoBaHHbIN TEKCT)

3awwmdpoBaHHbIv TekcT = IP-1(R,|L )

Ld,|[Rd, = IP(IP-1(R4]IL.¢)) = R,glIL

Takum obpasom, BXxog nMepBoro payHOa npouecca AewundpoBaHus

aKBMBanNeHTeH 32-0uTHoMy BbIxoady 16-oro payHda npouecca wndpoBaHus, y
KOTOPOro fneesas u npasas 4acTu 3anumcaHbl B 06paTHOM nopsigke.

35

< )




Anroputm DES. [lewumdppoBaHue

Tenepb Mbl [OOMMKHbI MOKa3aTb, YTO BbIXO4 MNepBOro payHda npolecca
aewndpoBaHna dKBMBAreHTeH 32-butHomy Bxoay 16-oro payHOa npouecca
LndgopoBaHna. Bo-nepBbiX, pacCMOTpUM npoLecc wndgposaHma. Mbl BUOAWUM,YTO

L16 = R15
Lie=Ris @ F(R,, Kyp)
[Mpu gewmndpoBaHuu:
L% =R = Lie=Rys
Re, =L9 & F(RY, K.o) =
=Rig @FRY, K, =
=(L15 @ FRyp Kie) BF(R ¢ K,
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Anroputm DES. [lewumdppoBaHue

XOR wvmeeT cnepyowne cBOUCTBA:

(A @B)&C =A &B &C)

D&D=0
EqQO=E

Takum obpasom, Mbl nmeem L = R, n RY = L .. CnegosatensHo, BbIxoq
nepBoro payHoa npouecca AewmdpoBaHus ectb L. |[R, ., kOTOpbIi siBnsieTcs
nepectaHoBKOW Bxopa 16-ro payHda wundpoBaHus. Jlerko nokasartb, 4TO
OaHHOe COOTBETCTBME BbInosriHAeTcsa Bce 16 payHdos. Mbl MOXemM onucaTb

9TOT npouecc B o0OwWux TepMmunHax. [Ona i-oro payHOa wundpyrowero
anroputma:

Li = Ri-1
Ri = Li-1& F(Ri-1, Ki)
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Anroputm DES. [lewumdppoBaHue

OTU paBeHCTBa MOXHO 3anucaTtb Nno-gpyromy:

Ri-1 = Li

Li-1 = Ri @ F(Ri-1, Ki) = Ri @ F(Li, Ki)
Taknum obpasom, Mbl onmncanun Bxodbl i-oro payHda Kak oyHKUNIO BbIXOO0B.
Bbixog nocrnegHen ctagum npouecca gewndposaHna ectb RO||LO. YTobbl

sxogom IP" ctagum 6bino RO||LO, HEOBXOAMMO MOMEHATL MecTaMmu NIEBYIO U
npasyto 4Yactn. Ho

IP(R,IIL,) = IP"(IP (HesalmpoBaHHbIi TEKCT)) = He3aLLMAPOBAHHbINA TEKCT

T.e. nony4yaem He3awmndpoBaHHbIN TEKCT, YTO N AEMOHCTPUPYET BO3MOXXHOCTb
aewmndgposanna DES.

38

>
&

=N



Anroputm DES. Npobnemsbl

NMpo6nembl DES

Tak Kak grvHa Krnro4va paBHa 56 6utam, cywiectByeT 256 BO3MOXHbIX
Kroven. Ha cerogHs Takasa anvHa Knioyva HegocTtaToyHa, NOCKOMNbKY
OOMycKaeT ycneLwHoe npumMmeHeHne nobosbix atak. AnstepHaTtueon DES
MOXHO cuntaTb mpouHou DES, IDEA, a Takke anroputm Rijndael,
NPUHATLIA B KAYECTBE HOBOro cTaHgapTa Ha anropuTMbl CUMMETPUYHOIO
LUNdopoBaHUA.

Takke 6e3 oTBeTa Noka OCTaeTCs BOMNPOC, BO3MOXEH NN KPUNTOAHaNU3 ¢
NCMNOSb30BaHMEM CYLLIECTBYIOLLMX XapaKTepuUcTuk anropntma DES.
OcHoBou anropmMTMma siIBAAKTCA BOCEMb Tabnuuy NOACTAHOBKN, UMK
S-boxes, KOTopble MPUMEHSAIOTCA B Kaxxaon utepauumn. Cyuwecrtasyet
OMacHOCTb, YTO 3TN S-boxes KOHCTPYMpoBarnCb Takum obpasom, 4To
KpuntoaHanma BO3MOXEH A5l B3NTOMLLMKA, KOTOPLIM 3HAET cnabble mecTta
S-boxes. B TeyeHne MHormx net obcyxaganochb Kak ctTaHgapTHOE, Tak U
HeOoXugaHHoe nosegeHne S-boxes, HO BCe-Takn HUKOMY He yaanochb

0OHapyXuTb nx dpataneHo criabble mecTa.
39
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Anroputm DES

Anroputm TponHou DES

B HacTosilee Bpems OCHOBHbIM HegocTtatkoMm DES cunTtaetca
MarieHbKas afiMHa Knioda, no3ToMy yKe JaBHO Havanm
pa3pabaTtbiBaTbCs pasnuUyHble anbTepHaTUBbLI 3TOMY anropuTmy
lwndcppoBaHus. OgnH N3 NoaAxoa0B COCTOUT B TOM, YTOObI
pa3paboTaTb HOBbIN ariropuTM, U yCneLHbin ToMmy npumep - IDEA.
[pyron noaxopn npegnosnaraet NnoBTOpHOE NpMMeHeHne
lWndopoBaHus ¢ nomoLlbio DES ¢ ncnonb3oBaHMEM HECKOSTbKNX
KIHOYEN.
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Anroputm DES

Hepoctatku aBouHoro DES

NMpocTenwnm cnocob yBenn4nUTb ANIMHY KNO4ya COCTOUT B
NOBTOPHOM npumMmeHeHun DES ¢ aBymMsA pasHbiMU KoYamu.
Mcnonb3ys He3alwmndpoBaHHoe coobleHne P n aBa kntova K1 n K2,
3awmdopoBaHHoe coobLueHmne C MOXHO NOMyyYnuTb Cneayowmm
obpasom:

C =E, [E, [P

[Ona gewmndpoBaHnsa TpebyeTcd, 4ToObI ABa KnoyYa NPUMEHANNCH B
obpaTtHoM nopsigke:

P =D, [D, [CI]

B aToM cny4ae gnuHa kntova paBHa 56 * 2 = 112 6wur.
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Anroputm DES

Amaka "ecmpeya nocepeduHe"

Ona npuBeaeHHOro Bbilwe anroputma agBouHoro DES cyulecTByeT Tak

Ha3blBaeMas ataka "BcTpeva rnocepeamHe”. OHa ocHOoBaHa Ha creayoLlem

ceBounctee anroputma. Mel nmeem

C =E, [E, [P

Torpa

X=E,[P]=D,, [C].

ATaka cocTtouT B criegytoliemM. TpebyeTtcsa, 4ToObl aTakyowmn 3Han XoTs obl

OOHY napy HesalndpoBaHHbIN TEKCT N COOTBETCTBYIOLLIUN eMY

3awwmndpoBaHHbIn TekcT: (P, C). B aTom cny4ae, Bo-nepsbiX, WwWudpyetca P angd

BCEX BO3MOXHbIX 256 3HauveHun K1. OTOT pesynbsrar 3anoMmHaeTcs B Tabnuue,

n 3atem Tabnuua ynopsagodmpaeTcs rno 3HadyeHuto X. Cnegytowmm war coctouT

B AewwmndcpoBaHum C, ¢ NpUMeEHEHNEM BCEX BO3MOXHbIX 256 3HadeHun K2. [Inga

KaXX[oro BbIMOMTHEHHOIO AeWwndpoBaHns NLWETCH paBHOE eMY 3HAYEHME B

nepson Tabnuue. Ecnn cooTBeTCTBYOLLEE 3HAYEHNE HAWOEHO, TO CYUMTaEeTCS,

YTO 3TU KMOYN MOTyT BbITb NPaBUIIbHBIMKU, 1 OHWU NPOBEPSOTCA ANS

criegyroLlen n3BeCcTHoM napbl HesawmdpoBaHHbLIN TEKCT, 3alLUnNdpPOBaHHbIN

TEKCT. /%; s
{

aly>e




Anroputm DES

Ecnun n3BecTtHa TOMbKO ofHa napa 3HadeHun He3alndpoBaHHbIW TEKCT,
3alnMdpPoOBaAHHbIN  TEKCT, TO MOXET OblTb MNOMy4YeHO AOCTaTOYHO
OonbLIOEe YMCNO HEBEPHbIX 3HAYEHUN Knoyen. Ho ecnu NpoOTUBHUK
NMMeEeT BO3MOXHOCTb MnepexBaTuUTb XOTA Obl ABe napbl 3HAYEeHUN
(HesawmndpoBaHHbIN TEKCT - 3allM@PpPOBaHHLIA TEKCT), TO CIOXHOCTb
B3fioma AsonHoro DES dakTtnyeckn ctaHOBUTCA paBHOW CIIOXKHOCTU
B3rioma obblvyHoro DES, T.e. 256.
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Anroputm DES

TponHou DES c aBymsa knroyamum

OueBnaHOE NpoTUBOAENCTBUE aTaKe "BCTpe4ya nocepeanHe"
COCTOUT B UCMOSNIb30BaHNUMN TPETbEeN cTaauun WwndpoBaHnsa ¢ Tpems
pPa3nnYHbIMU KIKo4aMn. 3TO NOAHUMAET CTOMMOCTb JTOOOBOM
aTtakm po 28 kotopasi Ha cerogHALWHNIA AeHb CYUTAETCS BbiLLE
NPaKTUYECKNX BO3IMOXHOCTEW. HO Npu 3TOM ANMHA Kntoya paBHa 56 * 3
= 168 OuT, 4yTO MHOraa 6bIBaET rPOMO34KO.

B kauecTBe ansTepHaTMBbI NpeasiaraeTcs MeTon TPONHOIo
LUNGOPOBAHNSA, NCMNOMb3YIOLLWIA TONLKO ABa KntoYa. B aToMm cny4vae
BbINOMNHAETCA NocreaoBaTenbHOCTb 3alundpoBaHme-paclungpoBaHme-
3awmdgposaHune (EDE).

C =By [Dyo [Eyy [PII]
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Anroputm DES

K, K, K,
v Y y
P = E + > D } >~ E [' g

Puc. 2.7. OewncgppoBaHue TponHbiMm DES
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Anroputm DES

He nmeeTt 60MnbLIOro 3Ha4YeHNs, YTO UCMNOSIb3yeTCA Ha BTOPOW

ctagun: WndposBaHue unu gewmndgposaHune. B cnyyae

NCMoSib30BaHUSA AelUNdPOBaHNSA CYLLLECTBYET TOSTbKO TO

NPENMYyLLECTBO, YTO MOXHO mpotHou DES cBecTn K 06blMHOMY

oanHoyHomy DES, ncrnonbay4

K, =K,

C = Ey, [Dy, [E, [PIll = Ey, [P]

TpouHou DES ansieTca goctaToqHO MonynsipHOM anbTepHaTUBON

DES v ncnonb3syetca npu ynpaesneHnun Knwyamm B ctaHgapTtax
— ANSI X9.17 n ISO 8732 n 8 PEM (Privacy Enhanced Mail).

3BeCTHbIX KpunTorpadunyeckmx atak Ha mpoulHou DES He
cywiectsyer. Llena nogbopa kntoua B mpotiHom DES pasHa 22,
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