roCyIapCTBEHHOE aBTOHOMHOE Mpo(heCcCHOHaIbHOE 00pa30BaTeibHOE YUPEXKICHUE
Yygsarickoii Peciy6nuku «YeOokcapCKuid AIeKTPOMEXaHUYECKUM KOJUTEI))
MunucTepcTBa 00pa3oBaHUs U MOJIOACKHOM MONMUTUKN YyBaticko PecyOnuku

Anmueupycnoie
npozpammol
U ux Kaaccuukayus

®UO aBropa:__Asronomona H.B.
JIOJDKHOCTD: _ penoaaBarelib




Ilenu u 3a0auu ypoka:

IHeap vpoka:
- pacCMOTPETHh HA3HAYEHUE AHTUBUPYCHBIX IIPOrpamMm

3agaum ypoka:

1)
2)
3) pacCMOTpETh Ha3HAYECHUE AaHTUBUPYCHBIX IIPOIPAMM:
3.1)
3.2)
3.3)
3.4)
3.5)
3.6)
4)
5) mpuBeCTH XapaKTEPUCTHKY TPEM HauOoJiee MOMYJSPHBIM aHTUBUPYCHBIM
[IporpaMMam: JTaboparopusi  Kacrepcrgfo .
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Umo makoe anmueupycHas
npozpamma’

AHTHBHUDVCHAA NPpOorpaMma —

3MO KOMNBbIOMEPHAS NPOSPAMMA, KOMOpas 8vlssiisiem, npedomspaujaem u
BbINOJIHAEN ONnpedeleHHble 0etUCmaeus, umoosl O10KUPOB8ams Ul YOdJisims
8DEOOHOCHbIE NPOCPAMMbL, MAKUe KaK UpPYCcvl U 4epeu.

KosinyecTBO M pa3Hoo0pa3ue BHPYCOB BeJIHMKO., W 4YTO0bI HMX ObICTPO U 3¢ ¢eKTHBHO

00HAPVKHTh, AHTUBUPYCHAS POrpaMMa J10/1KHA 0TBEYATh HEKOTOPBLIM NapaMeTrpam:

v CmabunbHocms U HAOEHCHOCHb pAOOMbL.

v Pasmepul supycHoti 6azvl npoepammul, ¢ pe2yisapHbiM 0OHO8IEHUEM.

v Bozmoowcnocmv npoepammul onpedensimes pazHooOpasHvie munsvl 8UpYCO8, U yMeHue pabomams c
Gaiinamu paznuuHbix MUnos.

v Hanuuue pesudenmnozo MmoHumopa, ocywjecmensaouje20 npoeepKy 6cex HOBblX (aiinos
asmomamuiecku, no mepe ux 3anucu Ha OUCK.

v Crkopocmb pabomul npo2pammul - 26PUCMUYECKOE CKAHUPOBAHUE.

v Bozmoowcnocmv eoccmanasnusamv 3apasicenmvie Qatiibl, He CMUPAs UX C HCECMKO20 OUCKA, d
MOJILKO YOAIU8 U3 HUX 8UPYCHL.

v Ilpoyenm noorcuvix cpabamvléaHull NPOSPAMMbL.

v Kpoccnramgopmennocme.

STOP VIRUS



I(Jmccudgukay‘uﬂ anmueupycHblx
npocpauvm

IIporpammpl-
JTOKTOpa

IIporpammbl-
NEeTEKTOPbI

IIporpammsi-
(puiabTpHLI

HTUBHMPYCHBI
IPOrpaMMblI

IIporpamMmmel-
pPeBU30PbI

IIporpammel-
BAKIMHbI

IIporpammel-
JTOKTOpaA
PeBU30PHI



IIpozpammbl-0enexknmopul

IMO npozcpammasl, Komopbole obecneuugarom noOuUckK u oﬁuapyofceuue
euUpycoe 6 onepamueuoﬁ namsimu U HA 6HEUIHUX HOcumesiuix, u npu
oﬂuapyofceuuu evloarom coomeemcmeymouiee cooémeuue.

Pa3inyaror AeTeKTOPBL:

YHUBEPCAIBHBIC - UCIOJB3YIOT B CBOEM pabdOTE MPOBEPKY HEM3MEHHOCTH
(bailJIOB ITyTEM MOJICUYETA U CPABHEHUS C ITAIIOHOM KOHTPOJIBHOW CYMMBI
CIICLIMAIU3UPOBAHHBIE - BBIMOJHSAIOT MOUCK HW3BECTHBIX BHUPYCOB IO HX
curHarype (IOBTOPSIOMIEMYCS YUYACTKY KOJa).

JleTeKTop. MO3BOAAIOMMN OOHAPYKMBATh HECKOJBKO BHPYCOB. HA3bIBAIOT
nOJUOemeKmopom.

HenocrarkoM TakKMX aHTUBUPYCHBIX IIPOTPAMM SBJISETCA TO, YTO OHU MOTYT

HaXOJIUTh TOJBKO T€ BHUPYChl, KOTOPbIE€ H3BECTHBHI pa3zpadOTYMKAM TaKUX
pOrpaMM.
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IIpozpammvi-0okmopa uiu pazu

IMO NPOZPAMMbL, KOMOPbIE «1eUan) 3apaxceHHnvle NPocpammovl Uil
OUCKU, YOANAA U3 3APANCEHHBIX NPOZPAMM meJl0 6upyca, mi.e.
80CCMIAHABIUBAA NPOZPAMMY 8 MOM COCHOAHUU, 8 KOMOPOM OHA
HAXO00UACh 00 3apaAXzCeHUs 6UPYCOM.

B Hauane cBoeli paboThl (aru HIIyT BUPYCHl B OIEPAaTUBHOM IaMSTH,
YHUYTOXKAs UX, U TOJIBKO 3aTEM MEPeXoadar K "neuenuto" (aiios.

Cpemn  ¢aroB  BblIesItoT  mojamgaru, T.€.  IPOrpaMMbI-JIOKTOpA,
pEeIHA3HAYCHHBIE JJISl IOUCKA U YHUUTOXXEHHUS OOJIBIIIOTO KOJIMYECTBA BUPYCOB.

Henocrarok: y4duThIBasg, 4YTO MOCTOSHHO IIOSBJISIOTCS HOBBIE BHPYCHI,
POrpaMMBbI-IOKTOpa OBICTPO yCTApEBalOT U TPEOYIOT PEryJIsIpHOIO OOHOBJICHUS
BEPCHH.

| & b



IIpozpammul-pesu3opbol

amo npozpamma, sanomMunauiana COCmosiHue Komnosromepa, CJlB@ﬂma}l 3a
USMEHEHUAMU qbadﬂoeoﬁ cucmemsl u cooﬁmalomaﬂ O 6AJICHDBIX UJIU
n0003pumeﬂbublx USMEHEHUAX NO1b306amestio

Pabota mporpaMmMbI-peBu3opa:

OTHOCATCS K CaMbIM HaJEKHBIM CPEACTBaM 3allUThl OT BUPYCOB.
3alIOMHUHAIOT HMCXOJHO€ COCTOSHHE MPOrpaMM, KaTajlorTOB U CHCTEMHBIX
oOjnacTel JrcKa TOrja, Koraa KOMIIbIOTEP HE 3apaK€H BUPYCOM.

3aTeM MEPUOANYECKU WM IO JKEJIaHUIO MOJIb30BaTeNsl CPABHUBAIOT TEKYIIEE
COCTOSIHUE C UCXO/IHBIM.

OoOHapy’>KeHHbIC U3MEHEHHUS BBIBOJISITCS HA SKpaH MOHUTOPA.

CpPaBHEHHUE COCTOSTHUM MHPOU3BOAAT Cpasy IOCJE€ 3arpy3Kd ONEpalMoOHHON
CHUCTEMBI.

Py CPaBHEHUHU TPOBEPSIIOTCS JUIMHA (aiiyia, KoA HUKIMYECKOTO KOHTPOJIS
(koHTpoJIbHAs cyMma (paiina), nmara U BpeMms MoAUGBUKALMHU, JPyTrue

[apaMmeTpsl. | & P




11, pDoZpamm bl-Qqumebl (cmoporica Z

npeocmaeiaom coooil HebdoIbuIue pe3udeHmHble NPoZPamMMbl,
npeoHa3HaueHHvle 011 00OHAPYHCEHUA NOOO3PUMETbHBIX OCUCMEUIL nPU
pabome Komnvlomepa, XapaKmepHvlx 011 6UPYCo8.

Takumu 1eNCTBUAMU MOTYT SABJIATHCS:

NOMNBITKK Koppekiuu ¢aitnios ¢ pacmupenusimu COM u EXE;
U3MEHEHue aTpuOyTOB (haiijIoB;

npsiMas 3aluch Ha JUCK MO a0CONIOTHOMY aJIpecy;

3aIUCh B 3arPy30YHbIE CEKTOPA AUCKA;

3arpy3ka pe3ueHTHOM MPOrPAMMEL.

[Ipy mombITKE KAaKOW-IMOO MpOrpaMMbl MPOU3BECTH YKa3aHHbBIC JEUCTBUS "CTOPOXK'
MOCHIJIACT IOJB30BATENI0 COOOIIEHHUE U IpejiaraeT 3alpeTUTh WIM Pa3pelinuTh
COOTBETCTBYIOIIIEE JeiicTBrE. IIporpaMMbl-GUIBTPBI BEChbMA MOJIE3HbI, TaK KaK CIOCOOHBI
OOHApPYKUTh BUPYC HA CAMOUN PAHHEW CTAJIMU €r0 CYIIECTBOBAHUS JI0 PA3MHOKEHUS.

Henocrarku: o He "nevar" (ailyibl U JUCKU, 11 YHUYTOKEHUSI BUPYCOB TpeOyeTcs
OPUMEHUTH Apyrue nporpammbl. OHU "Ha30MIUBBI" (HApUMEP, OHU MTOCTOSHHO BBIJAKOT
npeaynpexIeHue O JI0OOW MOMBITKE KOMMPOBAHUS HUCIOIHSIEMOro (aiijia), a Takxke
BO3MOXKHBIE KOH(MDIUKTHI C APYTUM IPOTPAMMHBIM 00€CIICYEHUEM.
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IIpozpammol-eaKyuH bl
(UMMYHU3AMOPDbL)

IMO pe3udeHmHble NPOZPAMMbL, NPeOomepawiaouiue 3aparxcenue
gaiinoe.

IIporpaMMBbI-BaKIINHBbI:

MPUMEHSIIOT, €CJIM OTCYTCTBYIOT IIPOTrPaMMBI-JIOKTOpa, 'Jiedamue" 3TOT
BUPYC.

BaKIIMHAIIMS BO3MOXHA TOJBKO OT U3BECTHBIX BUPYCOB.

MoAu(UIIUPYET NTpPOTpaMMy WM JHCK TaKUM O0Opa3oM, 4YTOOBI 3TO HE
OTpakajoCh HAa UX PabOTE, a BUPYC OyJAEeT BOCIPUHUMATh UX 3aPAKCHHBIMH U
MIO3TOMY HE BHEJIPUTCH.

CyliecTBeHHBIM  HEJIOCTATKOM  TaKUMX  MNpPOrpaMM  SIBJISICETCA  UX
OTpAaHUYEHHBIE BO3MOXXHOCTH MO MPEAOTBPAIICHUIO 3aPAXKEHUS OT OOJIBIIIOTO
quciia pa3Ho00pa3HbIX BUPYCOB.
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IIpozpammsl 00KHIOPA-PEBU3OPbL

IMO NPOZPAMMBL, KOMOPbIE HEe MOALKO 00HAPYHCUBAIOM USMEHEHU 6
gaiinax u cucmemnvix 00aACMAX OUCKO8, HO U MO2YM 8 CIyUae uimMeHeHull
asmomMamu4ecku 6epHYmMs UX 8 UCX0OHOe COCmOsAHUeE.

IIporpamMMel TIOKTOPA-PEBU3OPLL:

MOTYT OBITh TOpa3a0 00Jiee YHUBEPCAIbHBIMHU, YEM MPOrPaMMBbI-IOKTOPA.

Ipy JICUEHUHW OHU HCHOJB3yIOT 3apaHee COXPAaHEHHYIO HHQoOpMaIuo o
COCTOSIHMU (PalJIOB M 00JIaCTEN TUCKA. ITO MO3BOJISET UM BhUICUMBATH (hailibl
daxe OT TeX BHUPYCOB, KOTOpPbIE HE OBLIM CO37aHbl HA MOMEHT HalWCaHUs
IPOTPaMMBI.

Henocrarok. OHA MOTYT JIEUUTh HE OT BCEX BUPYCOB, & TOJBKO OT TEX,
KOTOPBIE HCHOJB3YIOT «CTAHAAPTHBIE», W3BECTHHIE HA MOMEHT HAaIlMCaHUSA
pOrpaMMbl, MEXaHU3MBbI 3apaKCHUS (PAMIIOB.

| & b



Coepemennvie aHMUBUDYCHDLE
RPOZDAMMDBI

CymecTByeT 00/1b1I10€ KOJHYECTBO IUIATHBIX M OecrmiiaTHbIX All

C CAU IIJIATHBIX IIPOI'paMM MOXHO BBIACJIUTE CJIC FOIIIUEC TOPIOBLIC MAPKU.

ESET ; @

Norton Antivirus 0 .
TREND ,

McAfee ) INEND.  Q

Dr.Web symantec. NOD 32

Jlaboparopust Kacniepckoro p

NOD32 O McAfee

BitDefender |

Cpeliy YCI0BHO OECIIATHBIX j!}'gﬁﬁ!! ’“ ANTIVIRUS

AntiVir (Avira)

Avast! # . ®
AVG AVG (0 avast! A‘"R A
Comodo

Jlalee  KOHKPETHO  pacCMOTpuUM  Tpu  u3BeCTHbIX  All:
Jlaboparopuss ~ Kacnepckoro Jlabopatopusi ~ Kacnepckoro, |ﬁ .

TTaconaTtonuag Kactrrtencroro Dr Weh



Aumueupycnaa npozpamma:
Jlabopamopusa Kacnepckoz2o

Anrtusnpyc Kacmepckoro (anrn. Kaspersky Antivirus, KAV) — axTHBHpyCHOE
nmporpaMMHoe  oOecrmeueHue,  paspabareiBaemMoe  JlaOoparopueit  Kacmepckoro,
opueHtupoBanHoe Ha OC Windows, Linux, Mac OS. IIpegocTtaBisieT MNOJIb30BATEIIO
3aIUTY OT BUPYCOB, TPOSHCKUX MPOTPaMM, IIMUOHCKUX MpOrpamMM, PYTKUTOB, adware, a
TaKX€ HEM3BECTHBIX YI'PO3 C MTOMOIIBIO MTPOAKTUBHOMN 3aIUTHI, BKJIIOUAIOIIEH KOMIIOHEHT
HIPS. IlepBonauansHo, B Hauasie 1990-x, umeHnoBaics -V, 3arem — AntiViral Toolkit Pro.
KpomMe coOCTBEHHO aHTHMBHpYCa, TaK)Ke BBIMyCKaeTcs OecruiaTHas Jjedarias yTHIUTa
Kaspersky Virus Removal Tool.

Nroayir wogor

20 CTOUHCTBA. Taopatapuy g

Y11oOHBIN B ITOJI30BAHUU
[IpekpacHo 3anuiaeT oT BCEX yrpos ogperseys ey

OquI) HpOﬂyMaHHO CI[eHaH [ KomnbioTep sawuuien
JI0OCTaTOUHO HAJEHKHBIH. J e

Henocrarkmu:
CtouT JOBOJIBHO AOPOTO _ |
CuIBbHO HArpykaer CUCTEMY. | | ﬁ
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Anmueupycnan npo2pamma:
Dr. Web

Dr.Web — ceMelCTBO aHTUBUPYCOB, IPEIHA3HAYEHHBIX JIJIS 3AIUTHI OT IIOYTOBBIX

U CETEBbIX YEpPBEU, PYTKUTOB, (DANIOBBIX BUPYCOB, TPOSHCKHX MPOTrpaMM, CTEJIC-
BUPYCOB, MOJUMOP(PHBIX BUPYCOB, OECTEIIECHBIX BUPYCOB, MAKPOBHPYCOB, BHUPYCOB,
nopaxaronux JokyMeHTel MS Office, ckpunrt-supycos, mmnuonckoro 10, nporpamm-
MOXUTHUTENICW Mapojeid, KIABUATYPHBIX IIMUOHOB, IPOrpamMM ILJIATHOIO JO3BOHA,
pexnamuoro 10, norenuuansHo onacHoro 1O, XakepCKUX yTUIIUT, IPOrPaMM-JIFOKOB,
POTPAMM-IIIYTOK, BPEJOHOCHBIX CKPUIITOB U JIPYTUX BPEIOHOCHBIX OOBEKTOB, a TAKXKE
OT Cliama, CKAaMHHI-, (apMHUHI-, (QHUIIMH-COOOLICHHH H TEXHHYECKOro Crama,

v
v

e ‘
PazpabateiBaeTcs kommanueit Jlokrop BeoO. DrWEE' l"‘
JocTonHCcTBA: Sl
MHOronoTo4HO€ CKAaHUPOBAHUE
CHoCcOOHOCTB «JICUUTHY» OT BUPYCOB «3aPaKECHHBIC» (PaMIThLy ool e i

3awmTuTs Baw Mac

Henocrarkm:
MoryT ObIThH JIOXKHBIEC CpaOaThIBAHUSI.




Anmueupycnas npo2pamma:
Avast!

Avast! — antuBupycHasa nporpamma g OC Windows, Linux, Mac OS, a takxke ais
KIIK na miardopme Palm, Android u Windows CE. Pa3pabotrka komnanuun AVAST Software,
ocHoBaHHOM B 1991 romy B UexocnoBakuu. J[Jis oMa BBIMYCKAETCS B BHUJIE HECKOJIBKHUX
BEPCHUI: MJIATHON U OECIIIaTHOM 11 HEKOMMEPUECKOTO MCTOIb30BaHus. Takxke CylecTByIOT
BEpCUU JUIsl CpeaHero MW OoybIIOro Ou3Heca W BEpcUU 1 cepBepoB. lIpoaykr
cepruduiupoBad ICSA Labs.

HaszBanue avast siBisieTcsi cokpaileHueM oOT anti-virus advanced set («mIpOABUHYTHIM
aHTUBUPYCHBIM HaOop»). Avast! Free cuuTaercs cambiM MNOMYJISPHBIM O€CIJIATHBIM
aHTuBHpycoM. Bcero xe aHTUBUpycoM avast! mnomb3yrorcsa Oosnee 220 MHWIJIMOHOB
II0JI30BATEIIEN BO BCEM MUPE.

Ja[avast FREE ANTIVIRUS 2

JlocTOMHCTBA:

WHTYUTHBHO MOHSITHBIN, IPUSITHBIN HHTEPQEC;
oorarslil apceHan (IecouHulla, BUpTyalu3amus, OpaHaMayap);
CKaHHUPOBAHHE TIPH 3arpy3Ke;

HU3KHE TPeOOBaHMS K pecypcaM CUCTEMBI;
JTOCTYTHBIC IICHBI.

Henocrarku:
MaJio oOpalaeT BHUMaHUS Ha TPOSHBI U IIIMTHOHBI.




4)

KOHmQOJleble eonpocasl.

Uro Takoe anTuBHpYC? Kakue TUIIbI aHTUBUPYCOB BbI 3HAECTE?

Kakue metoasl 0OHapyEHHSI KOMITBIOTEPHBIX BUPYCOB Bbl 3HAETE?

UYrto Takoe aBpucTHUECKHM aHanmn3aTtop? Kakue GyHKIIMU OH BBITOJIHSET?

[IpuBeauTe MpUMEpPbl AaHTUBUPYCHBIX ITporpamm. KOpOTKO 0XapakTepu3ymnTe ux.
Kakue 00pa3om Mpou3BOJIUTCS JICUCHHE 3apAKEHHBIX JIMCKOB?

Yro Takoe mporpamMma — JETEKTOP?

[IpuBennTE BHENIHUE MPU3HAKKU MPOSBJIEHUS JCSITEIbHOCTH BUPYCA.

Yto Takoe mporpaMmma — gokropa (daru)?

Uto Takoe mporpaMma — PEBU30PHI?

Uto Takoe mporpaMma — BaKIMHA?

Urto Takoe nporpamMmma — (QUILTPHI?

OtHocurcsa 1 Dr.Wed k nporpammaM-daram (ckanepam)?

Kakue npoduiaktuueckue ACHUCTBUS HEOOXOIMMO COBEpIIATh JIS YMEHBIICHUS
BEPOATHOCTH 3aPAXKECHUS BUPYCOM?

[lepeuncnute HauboJiee PaCIpPOCTPAHEHHBIE AHTHUBUPYCHBIE IPOTPAMMHBIC

KOMIIJICKCHI.
| & b



