AIITEYKA CUCTEMHOTI'O
aJMHUHHUCTpAaTOpa

BoinonHuA:CaBuHoB Bacuamm ATI-1



Acronis Disk Director

[Mo3BONAET U3MEHATb COAEPHKMMOE XKECTKOro
ANCKa, YTOObl BOCCTAHOBUTb MHOPMaLMIO,
YAANEHHYIO MO OLMOKE NN YTEPAHHYIO
BC/ieACTBME CO0EB annapaTHOro Mau
NporpaMMHoOro obecneyeHmsa 1Mbo atak
BMPYCOB.

Acronis Disk Director no3BonseT co3aaBaTb
pe3epBHble KoMK U BOCCTaHaB/IMBaTb
KPUTHUYECKU BaXKHble CEKTOPbI XEeCTKOro
AUCKA, a TaKXe U3MEHATb UX COLEPKUMOEe
ANA 6onee yao6HOro MCNoib30BaHMA.

o s

NefcTBNa 1 NHCTPYMEHTDI

Onepawm

Cpencrsa

At e s

CTpyxTypa amcxa: ok
o~  Emoers Cacfonro Tun Dainosan o
Ancx 1 (GPT)
Recovery W00MS 35,75 MB Basoseat GPT NTFS
AR RN A AL B s B FATI2
¥ Acronis Disk Director [ x | NTES
’ Pazpenute ToM 'Music’ (G:) n NepeMecTUTh yKasaHHbe =
dainbl Ha BHOBb CO3A3BAEMBIA TOM. &
NTFS
NTFS
| PO (-
OO0eron Norw<ecas!
28,30 (6 NTFS 19,81 6 NTFS
Maxamyw: 48,10 16
Hoxogmeiii pasuep Toma: 283, &
Hoouit pasmep Toma: 19.8116 7 (&

7 Neperecrin sofiparie i 1e cosasrrss Ton | Bobop..,

Wcnpasen

Wanpagen. ..

Wapasen..

Wapasen
Wenpases




IIporpaMmmel /15 3alIIATHI



Malwarebytes 3

[Iporpamma Malwarebytes 3 ocHaiieHa

PSZIOM CHIEAATU3UPOBAHHBIX MOTYJICH

-Anti-Malware
-3ammuTa oT MporpaMM-BeIMOTaTeen
-3ammra OT YKCIUIOUTOB

-3amuTa OT BPeIOHOCHBIX BEO-CalTOB

{1 Malwarebytes Anti-Malware (becnrarno) 2041028 @E&J

Malwarebytes 'y ~
{00 MMapaMeTpbl  y

o) O6iupe napaverps

06 napameTps

@ Makioyers HacrpoiiTe 0cHOBHbI2 napateTpyl B Malwarebytes Anti-Malware, Ynpanexs napanerps, Takwe kak:

YBELOMTGHNS, 26K 1 HHTETPALR NDOBORHAKG.
€ Beb ycknyenin

2 Obhanpweste n 3m BoccraHoanerife NapaNeTpoB no yonyaHo

() Mananerps o6Hoaness 3
T YBenoMneHus: BKnioyeHo v favlk: Pycckui v

@ HacTpoikit HcTopyi
33KDHITE YBRAOMAeHHe Mocne 7 CeKyHA v TPOBOHHKR KOHTEKCT MeHID 33MCe: fa (9 Her
ﬂ [lonuTHKa AocTyna

Wy} LlononHiTensHble napaneTpy

ABTOMaTH34POBaHHOR MAaHHPOBaKHE

L&
!&‘0



AVZ [ 6eCHHaTHaﬂ aHTHBprCHaH '? AnTusvpycHas ytuauta AVZ 25 E & EM
®Qaiin  Cepeuc AVZGuard AVZPM Cnpaeka
HpOrpaMMa. HOMI/IMO OBNacTe NOUCKA \TMI‘IbI Q)B.D'IJ'IOB I nﬁpﬁMEprl HOHCK&’ MeToauka neyeHus
w04 A (A) "
O00OBIYHBIX CKAHEPOB U PEBU30PA BK F O = | — G
8 | 7 D) : Ynanate
JI0YaeT B celds psl CpeacTB 3 e M—" s e
-0y DATA(F) = : —
ABTOMaTU3alluu y}:laﬂeHHﬂ ® E’l" DVD RW auckoeoa (G) house of the sh Dialer/PomiWare; | 248746
L1492 DVD RW auckoeon (H:) My Disc HackTool: Toneko oT4eT
BPEIOHOCHOT0 KO, 4YaCTh U3 TS Cromtmeets ackTo
i C::::::: isg: ) D RiskWare: Toneko oTyer
KOTOPBIX SABJISIOTCH HETUIMYHBIMM || & 07 Cooan o )
th Pl O cnonait nusew 13 2
! NMPEAOCTABJIAT 10CTATOYHO ‘
© Nycx || O ray O o
I'PaAaMOTHOMY IOJb30BaTEC/I10 -

AVZ

MpoTokon

pacmnpeHHbIe CpeHCTBa KOHTpOJ’Iﬂ . | [[TpoTOKON 8HTHEMPYCHON gmrimbl AVZ gepoun 4.25

CkaHupoeaHue sanyweHo e 30.06.2007 12:51:58

3arpykeHsl MUKPONPOrpaMMel 3BpUCTUKK: 369

3arpyKeHsl UMb poBsIE NOANUCU CUCTEMHBIX dainoe: 58493
PesxuM apucTUYeckoro aHanuzaTopa: CpeaHui YpoBeHs 3BPUCTHKK
PesxxuM NeYeHUs: BEIKNKYEHD
Bepcua Windows: 6.0.6000,

<| 1

3arpykeHa Gaza: 103395 curHatyp, 2 Hediponpodgung, 55 Mukponporpamm nedeHus, Gasa ot 17.04.200

sl »

@ CE|

| 0/0/0

—




Kaspersky Internet Security

Kaspersky Internet Security—

HAJAC/KHOC U yI[06H()e PELHICHUC TJIA — il it
INTERNET SECURITY 2013
3alIUTHI Ballel JKU3HU. KASPERYKY3 MooB

3aupmra us obnaxa &
i OtyeTsl Hactpouka

-OnTuMaibHbIN HA00P 3AIUTHBIX
GyHKIuu
-3amura Windows, Mac u Android

KomnbtoTep 3atuiieH

" Yrpoa: orcyTeTsyior
" KOMNOHEHTEI 3aWMTLI: OCHOBHHIE BKAKOYEHH
v Baakl: akTyanbHy

-KonduaeHuMaaIbHOCTH U 3a1IUTA
001eHUSA

\/ Jluuenaus: octanock 50 gHel

-JIONOJIHUTEIbHBIA YPOBEHb

3a1UTHl GUHAHCOB ] A .
y Q == it
-3amHTa }IeTeH B I/IHTepHeTe MpoBepka 0G6HOBAEHHE be3onacHue Niarexn POAMTENbCKHIA KOHTPONb

-BI)ICOKaH CKOpOCTI) paﬁOTbI 6e3 Cnpaeka floppepka  JIM4HEM KaGHHET JTULeH3upoBaHKe
CHHKCHUSA MPON3BOAUTEC/IBHOCTH

-Yo0HoOe ynpaBjieHue 3aluTon

-be3onacnoe coenunenue (VPN)



R-Studio

R-Studio »To
NOTHO(YHKIIMOHATIbHAS YTUIINTA
JUT BOCCTAHOBJICHUS JaHHBIX.
Taxxe B coctaB R-Studio Bxonaar:

Monyns pexkoncTpykiuu RAID

YHUBEpCATbHBIN
TEKCTOBBIN/IICCTHAAIATUPUIHBIN
peIaKTop, 00NaJaroIHi
IIAPOKUM JIHAIIa30HOM
BO3MOKHOCTECH

OtaenpHbIM MOAYJIb PE3EPBHOTO
KOIIMPOBAHMS CUCTEMbI U JITAHHBIX
(KOIIMpPOBAaHUS JUCKA), YTO
o3BoJIAeT cunutarh R-Studio
Han0oJiee ONTUMAIBHBIM U
MOJHBIM PEIICHUEM IIpU
CO3/IaHUHU padoUYeii CTaHIIUHU JJISI
BOCCTAHOBJICHUS TaHHBIX.

@ R-Studio Demo 54134577 - lanens daiinos [E=EEEX
Auck  Qaitn Mnctpymenter. (Tpocmotp  Momows
< B @ & @ @ m e
MepewTare coj AepkuMoe amcka  OcTaHosuTe  BocCTaHoBMTL  BOCCTaHOBMTL NOMEYEHHbIE. Haitri/OTreT W npeabla UL DaINOBAR MACK: Beepx [peanpocMoTp
[ @ naviems avcros | < C: > ST3320620053.ARK : SQFTIKY |
Martn X I | Conepmoe
a @G | ‘ M;am Pasmep Cozpan Wzmenen
4 [@ | Root 7] L AllUsers 0 Bytes 14.07.2009 ... 14.07.2009... 1
A SRecycleBin ] Default 0 Bytes 14.07.2009 ... 19.01.2012... 1
[ ) Boot [@ . Default User 0 Bytes 14.07.2009 ... 14.07.2009... 1
[F1 L Config.Msi [ L Public 0 Bytes 14.07.2009 ... 19.01.2012... 1
[Z] 1 Documents and Settings @ L Agawn 0 Bytes 06.04.2011 ... 19.022012... 1
[T 1) fec9a689c12f3¢a0334dc5c657 [@] | Bce nonssosarenn 0 Bytes 06.04.2011 ... 06.04.2011...
[T W Perflogs ] o desktop.ini 174Bytes  1407.2009 ... 14.07.2009... 1
[T] 1 Program Files
[F] 1. ProgramData
[T] 1. Recover y
5] System Volume Information
[F] L TheBat!
[V] 1 Users
E VritualRoot @® BoccraHouTs... Ctrl+F2
[F] J Windows ¥&) BOCCTaHOBUTS MOMEEHHBIE...
[] |, Winmend-~Fold —
] X Extra Found Files @ Mep 'aTb COAEPXKMMOE ANCKa Ctrl+R -
;op;no:m: nio:uﬁe:pymype Ha g Betoaep/Perakrop.. Ci+E feneﬁn 7iﬁper1em4 MOCNEAHEr0 AOCTYNA
3 CE 0KHa NPEANPOCMOTPa
Kypran
Tun Jata Ctrl+F Texer
G Cucrema 19.02.2012 F aeT
@) Cucr 19.02.2012 ShifteF3  Jen
Ctrl+M
foto Momeyero 12.07 GB w3 37132 daiinos & 8917 nankax | Beero 47.42 GB 3161117 daiinos & 41113 nankax




Unlocker

Unlocker — OecruiatHas yTuiuTa |

, KOTOpasi Mo3BOJISIET
Pa30JI0KUPOBATh HAXOSIIHUECS B
HCIIOJIb30BAHUU

CUCTEMHBIM ITPOIECCOM HJIU
3aKPBITOM J0CTyMNE (haiiibl.

Unlocker ciocoOHa
Pa30JI0KUPOBATh ITOYTH JIFOOO0M
(haiis1 B onepaliioOHHON CUCTEME,
KOTOPBIN UCIOJIb3YETCSA

JAPYTHUM TPOIECCOM, HHTETPUPYET
B KOHTEKCTHOE MECHIO KayK/I0T0
anemeHnTa Windows

ObpaboTka
VMwareUser.exe

VMwareUser.exe
VMwareUser.exe
VMwareUser.exe
VMwarelUser.exe
VMwareUser.exe
VMwareUser.exe
VMwareUser.exe
VMwareUser.exe
VMwareUser.exe
VMwareUser.exe
VMwareUser.exe
#+) AnVir.exe

4+ AnVir.exe

+ AnVir.exe

%) AnVir.exe

#+ AnVir.exe

+) Anvir.exe

4 AnVir.exe

4 AnVir.exe

*) Anvir.exe

3abnoKMpoBaHHLI MYTb

C:\Windows\system32\slc.dll
C:\Windows\system32'\urimon.dll
C:\Windows\system32\CRYPT32.dll
C:\Windows\system32\MSASN1.dll
C:\Windows\system32\SspiCli.dl
C:\Windows\system32\MLANG.dll
C:\Windows\system32\WININET.dll
C:\Windows\system32\Normaliz.dll
C:\Windows\System32\gameux.dll
C:\Windows\System32\XmlLite.dll
C:\Windows\System32\wer.dll
C:\Program Files\AnVir Task Manager \AnvirHook6 13.dll
C:\Windows\SYSTEM32\ntdll.dll
C:\Windows\system32'\kernel32.dll
C:\Windows\system32\KERNELBASE.dll
C:\Windows\system32\gdi32.dll
C:\Windows\system32\USER 32.dll
C:\Windows\system32\LPK.dll
C:\Windows\system32\USP 10.dll
C:\Windows\system32\msvert.dil
_C:\Windows\svstem32\comdla32.dll

}

[ YaanuTb npouecc } [ PazbnokupoBaTs ] [ PazbnokuposaTh Bce ] [ Bbixoa ]




Kerio Control

DTO MPOrpaMMHBIA MEXKCETEBOM . —

9KpaH, pa3pad0TaHHbIN gt R Dashboard Sniily

8 Interfaces

komnanusamu Kerio Technologies IREE _ . | S
u Tiny Software. OcHOBHBIMHU fj o ::::l S S
(DYHKIHMSIMHU TPOTPAMMBI A B I
SABIIIOTCA: OPraHU3aLus imm“m e e,
GE30I1aCHOTO TI0JIB30BATENLCKOTO h e e ol
nocryna B IHTEpHET, HaeKHAs mwmm = ., —
cereas 3amura JIBC, skoHoMus . - e

l:a Groups 0% Firewal 0.04 KB/s

Tpaduka 1 pabodyero BpeMeHU < T

57 Domains and User Login
5%+

Definitions Upload

COTPYIHHUKOB 3a CUET ] s "
OrpaHHYEHUS HELEICBOTO nem =
JO0CTyIa K Pa3IMYHbIM o — e g e
KaTeropusiM Be0-KOHTEHTA. |

et R ludlesvipad 299 KBjs
L 1P Address Groups 15:19:38 15:29:38 15:3938 Now Firewal 004 k8¢
apety Aopletv 000 K8/s

(L URL Grovps

Kerio:€ontrol




Radmin

Radmin - 310 oiHa U3 JTydmx
IpOTrpaMM yJIajJeHHOTO
aamuuaucTpupoBanus [1K pis
margopmbl Windows, Kotopast
MO3BOJISIET MOJIHOIIEHHO pad0TaTh
Cpa3y Ha HECKOJIbKMX YAaJI€HHBIX
KOMITBIOTEpaX C TTOMOIIIBIO
0OBIYHOTO TpaUIECKOro
unrepdeiica. Hapsiay c
MOJIJIEPYKKON MOJICIIN
oe3omacHocty NT u
JOKJIM3AIMEN Ha JIIOOBIE S3bIKU
BO3MO)KHA pad0OTa B peKUMaX
obmeHna (aiinamu u Telnet

211 Radmin Viewer

Connection Mode View ToIs Help

/4 r al ol 4 . (=] | oo [l
FlesE@aH@H\IE
5 \ Computer Address
-] Home 2
; S gﬁﬁf“ 53;) SDavid 192168051 4880
-2 Office
=& 0 _ansacan ia —
fj Developers g@ Full Control it
9 Managers | Gy oy Viewnly k
! et .
[ Remote Office D sandra File Transfer t
Shutdown
Chat
Voice Chat
Send Message
License Code Transfer
Delete Del
Rename F2
Create Shortcut on Desktop »
Properties Alt-Enter

Controls the remote computer by your mouse and keyboard

LO4D.COM




TeamViewer

TeamViewer -naker
IIPOTPAMMHOTO
oOecrieueHus I
YIAJIEHHOTO KOHTPOJISA
KOMITBFOTEPOB COBMECTHOTO
MCIIOJIL30BaHMs, OOMeHa
(haimaMu MEXTy
VIIPaABJIAIOIIEH U
VIIPaBJIIEMOU MaIllMHAMHU

["]TeamViewer =

Connection  Extras [Tbrain  Help

¢ Remote Control 4 Meeting

Start Meeting Join Meeting
Meeting ID
IO
Presentation Video Ca Phone m
Your name
Schedule Meeting Max Mustermann

ra1 Computers & Contacts ..

® Readyto connect (secure connection)




Process Explorer

Process Explorer — npunoskenue s

5 Process Explorer. - Sysinternals: www.sysinternals.com [XP-VM1]

File Options Yiew

B=1ES

Process Find Users Help

MOHHUTOPHHTA TIPOIIECCOB B CUCTEME. B =@y < ac N -
I/ICHOJ’IBBY;I 3Ty HporpaMMy’ MOXKHO PEess FID CPU Description Company Name

HE TOJIBKO OTCICIUTH KAKOH-IHO0 Sl 5 R N

IIPOIIECC, HO M YTOUYHUTH TaKHe = s Do oedan okt

JAQHHBIC, KaK MCIIOJIb3YEMBIC STUM RER o bl sl o el bt
MPOLECCOM (haHIIbl U TAIKH. e i e R

BriBogumast Process Explorer
uH(pOpMaIys 3HAYUTEIIHHO

[ svchost.exe
il svchost.exe

868

Generic Host Process for Wi...
Generic Host Process for Wi...

Microsoft Corporation
Micrasoft Corporation

= [ svchost exe

1052 Generic Host Process for Wi... Microsoft Corporation

[Fwscntfy.exe | 1216 Windows Security Center N...  Microsoft Corporation
HOI[p O 6H cC > qCM y I[HCH CTY ep a’l aI[ ad B wuauclk.exe 452 Aulom'a!ic Updates : Microsoft Corporat!on
g [ svchost exe 1148 Generic Host Process for Wi... Microsoft Corporation
v&/ lndOWS . B qUCJIC HaH6OHee [ svchost exe 1260 Generic Host Process for Wi... Microsoft Corporation
(V) [ﬁ spoolsv.exe 1432 Spooler SubSystem App Microsoft Corporation
HHTep CCHBIX BO3MOXHOCTCH VMwaleSewic... 1976 VMware Tools Service ViMware, Inc.
[T alg.exe 892 Application Layer Gateway ...  Microsoft Corporation
Hp HNIIOKCHU BO3MOXHOCTDb [Flsass.exe 708 LS4 Shell (Export Version] Microsoft Corporation
= r) explorer.exe 1632 1.54 ‘Windows Explorer Microsoft Corporation
6I)ICTpO YTOLIHI/ITB, KaKOMy Hp Oueccy VMwareTray.exe 192 ViMwareTray Yiware, Inc.
HpI/IHaHHe)KI/IT OKHO Ha pa60qu M WMwareUser.exe 228 WVidwareUser YMware, Inc.
A ctimon.exe Loader icrosoft Corporation
i ctf 292 CTF Mi ft C i
CTOJIC. 488 1.54 Sysinternals Process Explorer  Sysintemals v

¥ procexp.exe

A AY YAV AR )
‘Commit Charge: 13.27%

Processes: 24




Winrar

WinRar - ogun u3
HONYJISIPHEUIIINX apXUBATOPOB.
OH noaIepKUBACT aPXUBALUIO B
dbopmare RAR, ZIP, CAB, ARIJ,
LZH, TAR u apyrue. Kpome
3TOTO OH COAECPKHUT CICTYIOIINE
ojie3Hble (DYHKIIMU:
mu@poBaHue, MOAACPKKA

HETIPEPHIBHBIX aPXUBOB U MHOI'0O€

IPYTOE.

¥= MAFIA.ILLEE. .iso - WinRAR

®ain  Komanael Onepauvm  M3fpanHoe [apameTpel  Cnpaeka

SRR HIWWYD &

WMzenevds... MpoctoTp  ¥aznite  Hadth  Mactep  MHdopmauna Bupyce!

" e
m L@ MAFIA.ILEE. iso - ISO 9660 Joliet apxue, pasmep McxoaHelx dainos 8 200 074 790 Bait

Ma & Pazmep Cxar  Tvn W3MEHEH CRC32

.. Manka

[ChCrack Manka 20,12,2010 2:55
Esetup.exe 711981 711981 Mpunoxexve 20,12,2010 2:27
setup-2c.bin 425390838 425390838 dbakin bin 20.12.2010 2:27
setup-Zb.bin 1550000..., 1550000... dakinbin 20,12,2010 2:25
setup-Za.bin 1550000..., 1550000... da¥nbin 20.12.2010 2:22
setup-lc.bin 1550000..., 1550000... dakinbin 20.12.20102:18
setup-lb.bin 1550000..., 1550000... dakinbin 20.12,20102:15
setup-la.bin 1549287 ... 1549287... dakinbin 20.12.2010 2:11
MafiaII.ico 26 694 26694 3HauvoK 23.08.2010 20:40
}Autorun.inf 45 45 CeeaeHwa anaycr.., 20,12,2010 2:05

I =L Bero: 1 nanka n 8 175 417 366 6aiT 6 9 daiinax




K-Lite Codec Pack

K-Lite Codec Pack —
YHUBEPCAIIbHbIN

Ha0Op KOJIEKOB U YTUJIUT IS
IPOCMOTpa U 0OOPAOOTKH ayJIMO- U
Buaco(daiaoB. B maket BXoauT
0O0JIBIIIOE YHCIIO CBOOOIHBIX, THOO
O€CIIJIaTHBIX KOJCKOB 1 YTUJIUT.
CymectByer 4 BapraHTa

Ha0opoB: Basic, Standard, Full v Meg
@, OTJIUYAIOIIUXCS TOJIHKO COCTaBOM.
Haunnas ¢ Bepcun 10.0,

BapuaHT 64-bit, conep>kaBIInii
KOJIEKH JUIST 64-OUTHBIX CUCTEM,
IepecTall CyImeCTBOBAaTh, a 64-
pa3psiIHbIE KOJACKH ObLIN
00BbeAUHEHBI C 32-pa3psIHbIMU

Haserapm  Soovazen  Nowougs

NI WA




Cnacu60 3a BHMMaAHMeE



