MepenonHeHne 6ydepa

JlydeHue KOHMpOoJsis Hao 06 bLEKMOM amaku

MexaHu3m peanusayuu

3anyck kooa Ha amaKyemMoM y3/1e

MecmoHaxo0eHue amak yrouweeo

B pa3HbIx ceameHmax ¢ 06beKmomM amaku

Hcnosib3yemMblie ya3sumocmu

Owubku peanusayuu

CmeneHb puUckKa  =:1coit:;l

HAYYHO-HXEHEPHOE [1IPEANPUATUE



NMpumep atakm Ha IP - ceTb:

ﬁé «lepenosnHeHne dydepa»
=

nt £ vulner (char arg)

char local[100]
[loOpaboTka
return (

strepy(local, arg)

}

:oid main() OO6bI4YHbIU XO0 BbINOJ/IHEHUS Mpo2pamMmMb|
char arg[200]

gets (arg)

f vulner (arg)

=) printf(arg) <
return ()

Crtek

HAYYHO-HXEHEPHOE [1IPEANPUATUE



NMpumep atakm Ha IP - ceTb:

ﬁ‘\ "« «lMepenonHeHue Gycepa»
"'{n

t £ vulner (char arg)

char local[100] strepy(local, arg)

[loOpaboTka
return (

}
void main() [leperno/siHeHuUe cmeka

{
char arg[200]

gets (arg)

f_vulner (arg) |
printf(arg) 4—// \\_.

return ( -
} Bmecmo sBo3spama TeK

3anyckK Kooa

HAYYHO-HXEHEPHOE [1IPEANPUATUE



1p1MUYnHbI NepenosiHeHnsa dycepa

cymcmasue Heo6xo0uMbIX MPOBEPOK HA KOPPEKMHOCMb
apayMeHmos

strepy(local, arg)

Omcymcmasue cpeocmes BbI4UC/IeHUS1 OJ/IUHbI 6yhepa npu
pabome c ykaszamessamu



ocne,qCTva nepenosiHeHUa oydepa

\

leeHue AYeeK riamsimu, He npUHaane)Kanux Maccusy

Mooudgpukayus ssueek namsimu

e CucmemMHblIe OaHHbIe (adpec so3spama u m. 0.)
e [lpya2ue nepemMeHHbIe

» UcnosiHsieMbll KOO

e Hecywjecmsyrowasi (cso600Hasi 06s1acmb)



JTtanbl N POBEAEHUA aTaKU

«g "+ «[MepenonHeHune Gycepar

Floo2omoska spax0ebH020 Koda

Iloa BHAOM KOMAaH/ WM NAPAMETPOB YA3BUMOI0 NMPUJI0KEHHUS
B aapecHOM NMpoCTpaHCTBE YA3BUMOI0 NMPUJIOKeHUsI (0e3 mapaMeTpoB)

B aapecHOM npocTpaHCcTBE YA3BUMOI0 NMPUJIOKEHUS (C MapaMeTpaMu)

lMepedaya ynpassieHUs BPaAXXOeO6HOMY KOOy



NMpepnoTBpalleHne OLLNOOK NepenosIHEHUS

m’ﬁonbsosal-me MEeXaHU3Ma CTPYKTYPHbIX
UCKNIOYEeHUN

Hecywecmsyrowass o61acmb

Bydep

Hecywecmsyrowasi o6s1acmb

Mcnonb3oBaHue A3bIKOB NPOrpaMmMmMpoBaHuA,
AenarLwmx HeBo3MOXHbIM nepenonHeHue 6ydepa

Ucnonb3oBaHue «Heap» anga ykasarteneun

OTKa3 OT MHAMKaTopa 3aBepLUEeHUS



MeTtoAabl 3alinTbI

2

| o

YcTaHOBKa nakeToB UcnpaBneHus

UcnpaBneHue ncxogHoro Kkoga c
nepekoMnunauuen

TecTnpoBaHue nporpamMmm cneuuanbHbIMU
yTUNNTamu



NMpumep atakn Ha IP - ceTb:
«TPOAHCKUN KOHb»

lo/ly4eHuUe KOHmMpoJsisi Ha0 06 bLEKMOM amaku

MexaHu3m peasiu3ayuu
3anyck kooda (rnpusioxeHusl) HAa 06bLeKkme amaku

MecmoHaxo)0eHuUe amaxkyrouea20

B pa3HbIX ceameHmax ¢ 06beKmomM amaku

HUcnosib3yemMbie ya3sumocmu

Owubku 3kcnayamayuu (ocobeHHocmu ricuxosio2uu)

CmeneHb pucka BLICOK;]

HAYYHO-HXEHEPHOE [1IPEANPUATUE



NMpumep atakm Ha IP - ceTb:
«TPOAHCKUN KOHb»

=

>~
E-mail from: support@microsoft.com

C:\windows> Patch.exe ‘
2) C:\windows> E

NetBus

cepsep

) 9 - W
BbinosiHeHuUe KomMaHo e
= N
NetBus

K/1lUeHm

HAYYHO-HXEHEPHOE [1IPEANPUATUE



';5- Peanunsauna WWW-cnyXobl

¥

[MpoTokon obmeHa

N

= ([
KnueHT HTTP/1.0 HTTP-cepsep

(WEB-6poy3ep) HTTP/1.1

1l Microsoft
“' Internet / -
i Explorer

N{|Netscape

HAyl-IHO-I/IH)KEHEPHOE\QPE,EI,I'IPI/IHTI/IE



Mpmep yA3BMMOCTH
-KIMeHTa

KnueHT
(WEB-6poy3ep)

icrosoft 7%
h%% -

C:\...\StartUp\ RunMe.hta

HAY‘-IHO-I/IH>KEHEPHOI§“E!PE,ElﬂPI/IFlTI/IE



_av . Yassumoctu WWW-cepBepoB

\d

Ys3eumocmu npoz2paMMHOU peasiuzayuu
(owubku Koda)

Ys3eumocmu uHghopmMayUuoHHO20 HanoJIHeHUs!

Owubku obcnyxueaHusi (Hacmpoulku)

HAYYHO-HXEHEPHOE [1IPEANPUATUE



_O1ka3 B oocnyxuBaHuu «lIS_DoS»

v

apylueHue HopMasibHO20 (DYHKYUOHUpOoBaHUsi o6 bekma amaku

MexaHu3M peasusauyuu

Becrnosie3Hoe pacxodosaHue BbI4UC/IUME/IbHO20 pecypca
(nocbizika HekoppekmHbix HTTP-3arpocos)

MecmoHaxo)X0eHuUe amakyrouje2o

B pa3HbiIx ce2ameHmax c 06bEeKmom amaku

Hcnonb3yembie ya3sumMmocmu
Owubka B8 peanu3ayuu MS Internet Information Server

CmeneHb pUcka CpeoHsisi

HAYYHO-HXEHEPHOE [1IPEANPUATUE



Tka3 B oocnyxuBaHum «lIS_DoS»

El windows NT Task Manager
File Options Yiew Help

N

~Memory Usage Histoy ——+—+—+————,
HACKEI Q
200.0.0.12
|55528K
Totals—————————————— [~ Physical Memory (K]
Handles Total 130472
Threads Available 35736
Processes File Cache 17996
C . \ H aC kTO (9] I S \ i i S d 0s.exe Commit Charge (K] KemelMemory (K]

Total 155528 Total
Limit 259556 Paged
Peak 163536 Nonpaged

Processes: 34 |CPUUsage: 100%  |Mem Usage: 155528K / 259556K

HAyLlHO-I/IH)KEHEPHOE\QPE,D,I'IPI/IFITI/IE



Ownoka o6padoTkm uMeH CGI -
«iﬂ_ CKpUNTOB

floJiydeHuUe KOHMpoJsisi HA0 06bLEeKMoM amaku

MexaHu3m peasnusayuu
3anyck kooa Ha 06 beKme amaku

MecmoHaxo)X0eHuUe amakyrouje2o

B pa3HbiIx ce2ameHmax c 06bEeKmom amaku

Hcnonb3yembie ya3sumMmocmu
Owubka B8 peanu3ayuu MS Internet Information Server

CmeneHb pUcka CpeoHsisi

HAYYHO-HXEHEPHOE [1IPEANPUATUE



Ownoka o6padoTkm uMeH CGI -
& CKPUNTOB

-
HuUe ysi3sumocmu

http://site/scripts/test.bat"+&+dir+c:/+.com

?

CVE: CAN-2000-0886 C:\dir

Ony6/1ukosaHoO Ha calime:
NSFOCUS INFORMATION TECHNOLOGY CO.,LTD
(http://www.nsfocus.com)

HAYYHO-NHXEHEPHOE [IPEAMPUATUE



- Ownodka 06paboTkn NMEH HTR -
cdannos

< Hue ysAaA3suMmocmu

http://site/scripts/test.bat+.

Copgepxumoe chpanna
test.bat

HAYYHO-HXEHEPHOE [1IPEANPUATUE



