NMHpopMaTHKa,
npaBo, oOLLEeCTBO W
MHTepHeT



TeMbl Kypca:

[IpaBOBasaA MH@EoOpMauuda, cmctema u
MHMPOPMATUKA.

NMHdopMaLmMoHHasd 6e30nacHOCTb.

MHdopMaTn3aumna n rnobannsauyns
obuiecTBa.

JNEeKTpOHHOEe NpaBUTENBLCTBO.
[TpaBO n MNHTepHeT.

MH(pPpOopMaLMOHHO-NpPaBOBLIE
CUCTEMBI.




llpaeoeasi uHgpopmayusi, cucmema u UuHhopmMamuka

lMpaBoBas nHpopmMmayns -
MHMOPMaLNs, oTpaxatoLlas,

nepeaatoLwasd, ysenmympaloLlas
NpaBoOBble 3HAHUS, YMEHUSA U
HaBblIKW YesioBeKa, obuiecTBa.



llpaeoeasi uHhopmayusi, cucmema u uHhopmMamuka

OCHOBHbIE CBOUCTBA NpaBoBON MHOpMaLMK:

e «HeyMeHbLUaeMOoCTb>»;
e CybbeKTUBHOCTD;

e O6bEKTUBHOCTDL;

e HeoTyy>XaaeMoCTb;

e ObocobnaeMocCcTb;

e AKTYaNbHOCTb;

e OnpeneneHHOCTb;

e KOpPpPEeKTHOCTb;

e J/10OCTOBEPHOCTb;

HanpaB/1eHHOCTb;
KoHuaeHUMaNnbHOCTb;
3HAYNMOCTb;
MacCcoBOCTb;

C>XXaToCTb,
NAaKOHUYHOCTb;

3alULLEHHOCTb U
NOMEeX0yCTONYNBOCTb;

HOCTYNHOCTb;
HeobxoanmMocCTb.



llpaeoeasi uHhopmayusi, cucmema u uHhopmMamuka

NHdopmauums:

JINUHOCTHa4
OblwecTBeHHad
KoprnopaTtmnBHas
[[ocygapcTBeHHas




llpaeoeasi uHhopmayusi, cucmema u uHhopmMamuka

NMpaBoBasa cucrteMa — CUMCTeMa NpPaBOBbIX NAEMN,
HOPM, SIBJIEHUN N MPOLLECCOB, BO3HMKAOLWLANA U
pa3BMBaeMas B pe3y/sibTaTe nx B3aMMoaeNCTBUN B
NpaBOBble MHCTUTYTbI, XapaKTepu3lytoLlas
3P PEKTUBHOE NMpaBOBOE BO34ENCTBUE HA JIMYHOE U
obLlecTBeHHOe CoO3HaHue, nosBeaeHmne, BoCnmMTaHue.

[IlpaBoBag cUCTEMA MMEET YeThbipe OCHOBHbLIE
NOACUCTEMDI.

1) npaBoobpa3oBaHue;
2) npaBonoHMMaHwue;
3) npaBoOrNpuUMeEHeHUne;

4) npaBopeannsauns.



llpaeoeasi uHhopmayusi, cucmema u uHhopmMamuka

MeToAbl NOJZIYYEHUA U aKTyaim3auum
nHcdpopMauum B NpaBoOBbIX CUCTEMAX:

HabntogeHune
CpaBHeHUe
N3mepeHune
JKCNepuMeHT
Onpoc, MHTEPBbLIO

TecTupoBaHue unu
UCNbITaHUE

AHanums
CunHTE3
KoMno3nuyus
ekoMno3numng
NHaykumng
denykumngd

MoaenunpoBaHue (NpocToe),
Mcnosib3oBaHmne npmnbopos

NcTopnyecknn meton
Jlornyecknun meton
Busyanmsauus
MOHUTOPUHT

[lenoBble Urpbl 1 cUTyaumnn
JKCnepTHble OLUEeHKU

[[pynnnpoBKa u
Knaccudpukaums

CucrtemMaTunsauud
DBPUCTUKU



llpaeoeasi uHhopmayusi, cucmema u uHhopmMamuka

NMpaBoBas nHOpMaTUKA — HayKa, n3yyawLlas nHdopMauuto,
MH(POPMALMOHHbIE MPOLLECChI, TEXHOIOMMN U CUCTEMbI B cdhepe
npaBa, a TaKXXe NMpaBoOBble aCNeKTbl 1 0COBEHHOCTU
MH(POPMALMOHHbIX MPOLLECCOB U CUCTEM.

NMpeameTHan o6nacrtb NnpaBoBOU MHPOPMATUKN —
NMH(OPMaLMOHHbIE NpOLECcChl, CUCTeMbl B 06/1acTn npasa,
CUCTEMbI N A3bIKN X OMUCAHUK, TEXHOMOMMN X aKTyanumsauynu.

MupoBo33peHuYecKas poJjib NpaBoBOU MH(POPMATUKMHN
COCTOMUT, B YaCTHOCTM, B TOM, YTO OHa NMOMOraeT BHMKATb B
MHMDOPMALIMOHHYO CYTb NPaBOBbIX MPOLLECCOB U SABNEHUN,
BbISIBMISET, ONUCbIBAET N UCCNeAYyeT Takme Npouecchl U SBMEHUS.



llpaeoeasi uHhopmayusi, cucmema u uHhopmMamuka

BocnutaTtenbHaa poJjib NPaBoOBOM MH(POPMATUKN COCTOUT,
B YaCTHOCTMU, B pa3BUTUN TBOpPUYECTBA, a/ITOPUTMNYECKOIO
MbILUJIEHUS, JTOTUYHOCTU U CTPOrOCTU CYXAEHUN, YMEHUS
BblAENATb MTABHOE U UTHOPUPOBATb BTOPOCTEMEHHOE,
NCMOSIb30BaTb MH(MOPMALIMOHHbIE TEXHOIOIMK N Ap.

KynbTypHasa poJib npaBoBOM MH(POPMATUKKN COCTOUT, B
4YACTHOCTM, B NOBbIWEHNN MHPOPMALIMOHHON N KOMMbIOTEPHOW
KyJNIbTYpPbl, NpOdeccnoHasribHOW, 06LEeN N NpaBOBON KYJIbTYpbl.



NHgpopmayuoHHasi 6esonacHocmb

[pob6aemMoii 3aWmnThl U COKPbITUS MHGHOPpMaLUM
3aH1MaeTCs KpMNTOI0ruUs (KpunToc.= * ¢

CKpPbITbIW, /TOroc = H nMerulada asa
HaRpaBreHNA — Kp fc:?pé'lcbmo n -
KpunToaHanus- | e ’

o

_Kpunrorpadusa pa3pabatbiBaeT N Uecnegyer
~MaTemMaTnyeckne MeToabl npeo6pa3OBaHm=|
MHcpopMau,MM

-

A

KpuntoaHanus nccheayer BO3MOXHOCTM
paclmnpoBkn MHPopMaumn 6e3 Krodas



UHopmayuoHHas1 6ezornacHocmb

B3nom wmdpa - nomck cnaboro mecrta wpundTa,

111051
U

KOTOpOE MO3BONSAET MOSYUYUTb AOCTYMN K
3alndpoBaHHOMY coobLleHuto 6e3 non
nepebopa Ko4ven.

[TonbITKa B3/10Ma (KpunToaHanm3a) —
lwnadp.

Hape>HocTtb wmndpa - crnocobHOCTb
NPOTUBOCTOSATb B3JIOMY LWMdpa.



UHopmayuoHHas1 6ezornacHocmb

AnekTpoHHou (undpposon) noanucbro (IUM)
Ha3bIBAE€TCSA NPUCOEANHAEMOE K TEKCTY €ro

Kpuntorpadguyeckoe rnpeobpasoBaHne, KOTopoe
NO3BONSET NPU NMONYYEHUN TEKCTA NPOBEPUTDL
aBTOPCTBO U NOAJIMHHOCTb COObLEHUS.

K 2UIN npeabsaBnsaoTcs ABa OCHOBHbIX TpeboBaHUS:

e IErKOCTb MPOBEPKMU
NOAJIMHHOCTU MOANMWUCH;

® BbICOKaA CJTOXKHOCTb
noagaenkKm noanmcun.




UHopmayuoHHas1 6ezornacHocmb

NHdopMaLumMOoHHaA 6e30MacHOCTb CUCTEMbI — 3aLUMNLLEHHOCTb
aKTyanm3ampyemom cucrteMom MHPopMaumnm OT BHYTPEHHUX UMK
BHELWIHUX Yrpo3, TO eCTb obecrneyeHmne yCTon4ymBoro
dOYHKUMOHMPOBAHUSA, LLENOCTHOCTU U IBOJTIOLIMKN CUCTEMBI.

Buabl yrpos nHpopmMaLuMoHHON 6e30NacHOCTU CUCTEMbI:
e HernpodeccnoHasnbHble AENCTBUS;
* NpeAHaMepeHHble AeUCTBUS;
® LLINMOHAX, TEPPOPU3M, MPECTYMNHbIE FPYNMbl, XaKepbl;
* CTUXUNHbIE BeACTBUA U aBapuu;
e COON M OTKA3 TeXHUYEeCcKoro obecneyeHnsa CUCTEMbI;

e HenerasbHOE KOMMUPOBAHUE U UCMOJIb30BaAHME
HENMULIEH3NOHHbIX MPOrpamMm;

e 3apa)keHns BUpycamm u ap.




UHopmayuoHHas1 6ezornacHocmb

OCHOBHblE BUAbI Yrpo3 AN KOMMNbIOTEPHbIX CUCTEM MU
ceTem:

® HEeyMbllWJIEHHbIE UJTN HEKOMIETEHTHDbIE I,Cl,el‘/’ICTBl/IS:I;

® ICNOJ/Ib3OBaHNE HEU3BECTHbIX UFPOBbLIX U APYFNX NPOrpamMmMm C
BUPYyCaMu;

e pa3rnaweHue, nepeanaya, yrparta KJo4den, naponeu,
nporpamm;

e BHECEHME U3MEHEHUSA B UCMOJIb3YEMYIO apXUTEKTYPY U
TEXHOMOrN0 UNIN UX UTHOPUPOBAHUE;

e OTKJ/IOYEHME, paclUMdpoOBKa CPeACTB U METOA0B 3aLLMNTbI;

® ICMOJIb30BaHNUE HEKOPPEKTHbIX AAHHbIX, PEXUMOB paboThl,
aZlpecoB u Ap.



UHopmayuoHHas1 6ezornacHocmb

Mepbl no 6e3onacHOoCT MH(POPMALIMOHHbIX CUCTEM
3aBUCAT OT BMAA Yrpo3bl, U cpean 3hdHeKTUBHbIX MEP MOXHO
Ha3BaTb ClieaytoLlee:

o [IpNOPUTETHBLIN AOCTYM MO MApPoOsI0 U peryndapHblin KOHTPO/1b
naposeun;

e PasrpaHunyeHune npasB 1 AoCTyna;
e HapexHbl noabop nepcoHana;

e MHoroypoBHeBasa 06paboTka v 3alinTa AaHHbIX; E
e PerynspHas nposepka W aHanu3 paboTbl nepcoHalia:

e llcnonb3oBaHME COBpPEMEHHbLIX aHTUBUPYCHbIX MAaKeTOB.

nd
g2 flokanbHbie napamMeTpbi 630NacCHOCTH

Koncone  Hedictewe Bua  Cnpaeka
&« = | A XB 2
& Napamerpei fesonacHocTi

= (8 Noaumuku yueTH sanucel 48] B NOKMPOBKa Y4ETHOI 3aNUCH Ha HenpumeHma

- #{8 Nonmuka naponeis 28] Noporosoe sHaueHue Gnokuposkk 0 OWWGOK BXOAA B C...

¢a GAOKMPOBKM Y4ETHOM
B} (1071113 610KVDOBKH Y4eTHO 28] C6poc cueTwika 6n0i§posxw yepes HenpumeHumMo

-8 NokaneHele NOAUTHKM
-] MoAuTUKK OTKPBTOro KA4a




UHopmayuoHHas1 6ezornacHocmb

NMonuntuka 6e30nNacHoOCTM —

MapameTp AefCTBYOWEN NOAUTHKK

HEeYKOCHUTENbHO BbIMOJIHAEMbIE sosmeer
npasunia AoCTyna, UCMOMNb30BaHMA, [NEG—_—
pacnpefeneHus, 3alnTbl U o e rsors

XpaHeHnd LeHHON MHpopMaL .

Ecau onpegeneHel NapaMeTpel NOAWTUKUW Ha YpOBHE AOMEHa, OHK
NEPEKPLIBAKT NAPAMETPbI NOKANBHOM NOAWTHUKM.

OtmeHa I

[lpn onpeneneHnn NOANTUKN 6e30NacHOCTU B NPaBOBOM
MH(POPMALIMOHHOMN cucTeMe HeobxoanMmo:

e 111 KAXXA0ro AOKYMeHTa, 06beKkTa onpeaenntb pexnMmoi
[OMNyCKa U pyKOBOACTBOBATbCSH UMW,

®* perncTpupoBaTtb BCce cobbITUSA Mo Aonycky (Hanpumep, B
S1EeKTPOHHOM XYpHasie) n B nocneayrLlemM ornepaTtmBHoO
aHaNnU3npoBaTb 3TY MHMOPMaLUMIO (3TOT XypHan).



UHopmayuoHHas1 6ezornacHocmb

Ob6ecneyeHne nHdpopMmaLuMOHHON 6e30NacHOCTH
JINYHOCTM O3Ha4yaeT, C OAHON CTOPOHbI, ee NMpaBo Ha
06BbEKTUBHYO N KOHOUAEHUMANBHYIO MHPOPpMaLUUIO ANS
PAa3BUTUS U XKU3HEHHbIX Uenen n, C Apyron CTOpoHbI, -
3alNTYy YesioBeka oT Jitloboro MHMOPMaLMOHHOIO
BO34ENCTBUSA, NpenaTcTByowero ceobogHomy
dOopMMPOBAHUNIO U PA3BUTUIO JIMHYHOCTMN.

B KauyecTBe TakuMX BO3AEUCTBUN HA JINYHOCTb MOTYT Cpencrsa

BbICTYNaTb: aCCOBOU
Mudopmanuu

» NHPopMaLMOHHOe AaBneHne (CMU); Poccum

» pacnpocTpaHeHne HeaocTtoBepHon nHdopMauun (CMN);

» pacnpocTpaHeHne speaHon nMHpopMaunn (ceTb
NHTepHeT);

» YMbILWJIEHHOE UCMOJIb30BaHWE HeaaeKBAaTHOro BOCNPUATUS
MHpOpMaUMmM YenoBekoM (Ha MUTUHrax) un ap.




UHopmayuoHHas1 6ezornacHocmb

Llenb nHpopMaLLMOHHOro NpoTnBobopcrea B COBpEMEHHOM
MUpe — YCTaHOBJIEHNE M yaAepXaHne KOHTpons Haa 6a30BbIMU

MH(OPMaLIMOHHbIMK PECYpPCaMmn rocyAapcTBa, a C1eAoBaTeNbHO,
Ha/Z oCTasibHbIMX BUAAMWN PECYPCOB.

3apaun nHPOPMALIMOHHOIO NPOoTUBO6GOPCTBA — BHeApeHKE
B )XM3HEHHO BaXHble MH(POPMALMOHHbIE pecypcCbl, UX
KOHTPOJ1b, 3almMTa cCOOCTBEHHbIX MHPOPMALMOHHbLIX pPeCcypCcoB.

B ocHOBY rocyaapcrBeHHOM NOAUTUKU MHDODMaULMOHHON 6e30NaCHOCTU
PO nonoxeHbl cneavowme NnpuHUUnNbI:

* KOMIMJIEKCHOE paccMoTpeHune npobnem nHpopMaLMOHHON
6be3onacHocTu;

e CO3@aHNe 3aKoHoaaTenbHoM 6a3bl obecnevyeHnss MHPOPMALIMOHHOW
be3onacHoCcTu;

e ONHAHCUPOBAHNE TEOPETUYECKUX, HAYYHO-NPaAKTUYECKnX paboT no
obecnedyeHnro 6e30nacHoOCTH.



UHopmayuoHHas1 6ezornacHocmb

Knaccbl 6e3onacHoCTH & ArtistsValley
4066 Network & Security Icons

KOMNbIOTEPHbIX CUCTEM (KNacchl
3alWNTbI CUCTEM):

® CUCTEeMbl MUHUMAaJsIbHON 3aLUNTbI
(knacc D),

® CUICTEMBbI C 3aLNTOMN 10 YCMOTPEHUIO
rnosib3oBaresis (knacc C);

e CUCTEMbI C 06593aTes/IbHON 3aLUNTOU
(knacc B);

® CUCTEMbI C rapaHTUPOBaHHOU
3aiymton (knacc A).

3HauYKu ceTeBoOM 6e30nacHOCTH



