be3onacHocts CYbB/1

CYB[l nmeetT cBOM COOCTBEHHbIE:
* [lonb3oBaTternbckne B6IoaXKETHI

« MexaHu3m BegeHus ayauta

* MexaHn3m pasrpaHnyeHmnsa gocryna
* A3bIK NporpamMmMmnpoBaHnS

* MexaHu3m ynpaBneHus
naponsamu



Microsoft SQL Server
(opraHunsauusa cuctemMbl 6€30NacHOCTH)



Cnyx6b1 SQL Server

Local System Account

Domain User Account




PeXumbl gocTyna K cepBepy

CtaHpgapTHbLIN
(Standard Security)

UHTerpnpoBaHHbLIN
(Integrated Security)



CucteMHble Tabnuubl

Syslogins




Tabnuua Syslogins

—> A OpHa Ha cepBep

UoeHTUMKaTOPLI U Naponu

\ nonb3oBartenen SQL Server
Syslogins /

UHopmMaumsa o nonb3oBaTensx
u rpynnax Windows NT

N



Tabnuua Sysusers

J‘./
— A EcTb B Kaxgou bl
NpaBa pocTtyna K b/l

Syslogins

\ [MpaBa goctyna Kk oobekTtam b/l

N




Tabnuubl Sysprotects n Sysobjects
ysprotec .
R

Ectb B kKaxxgoun bl

UHdopmauusa o6 oobekTax b



Tabnuua Sysmembers

OpHa Ha cepBep

NMpnHapneXxHoCcTb NoNb30BaTeNen
K ponsm




CtaHpapTHbIe naeHTUPUKaTopbLI
norib3oBarteneun

SA

BULTIN/Administrators



doctyn Kk b4

oeHTudpunkaTtop
nonb3oBartens
(Login)

YyéeTHoe nva B bl
(User account)



CtaHOapTHbIE Y4Y€THbIe UMEHa

Dbo <———p CuncremHbin
aaMUHUCTpaTop

He UMeloLWUun
YYETHOro MMeHu



Ponu

MUMeHOoBaHHbLIN HaboOp npaB

N

YpoBeHb cepBepa YpoBeHb B[l



JocTtyn 6e3 y4eTHOro MMeHu

YyeTHasn 3anucb guest

ponb Public



PaspeweHusn (Permissions)

BoinonHeHne SQL-BbIpaxeHUN

[1eCcTBUA C OOBEKTaMU

MpeponpeneneHHble (CTaHAAPTHLIE)



PaspeweHusn (Permissions)

BoinonHeHne SQL-BbIpaxeHUN

onepatop CREATE DATABASE

onepartopbl co3pnaHna oobekToB B/}



PaspeweHusn (Permissions)

[lencTBUA C O0OBLEKTaMU

WcnonHeHMe XxpaHMbIX npoueayp

PaboTta c Tabnuuamu n Bugamm

HJocTyn K onpeaenéHHbIM NONAM



PaspeweHusn (Permissions)

[MpeponpeneneHHble (CTaHAapPTHLIE)

Ha ocHoBe npuHaaneXxHoCTu K ponu

PaspelieHuns BnagenbLa oobeKTa



Database Scanner

= Barngaa Ha CYB/[ ¢ Touku 3peHnsa 6e3onacHoCTH
= [logoepxka MS SQL, Oracle, Sybase

= IHTerpauus c Internet Scanner



YaszsumocTtu CYb[]

Microsoft | Sybase Adaptive o
SQL Server Serve 7 rac
Default by & -
Admin : N
Default sys -
Admin blank blank "change on_install"
passwords system -
n [ " . "E:nanag9r" .
Default OS LOC?' fybase for Un.I.X " oracle" for Unix
accounts System" for Local System Local System" for
NT for NT
N1

brooxeTbl N0 ymonyaHuio




Yassumoctu CYb/[

ELEMEN MS SQL Server Sybase Oracl
T AS

Login / Account
Managemen
+

Stale Acct . No Control No Control No Control in 7
Logins/ S

Off Hours
Usage

Attack
s

Password
Management

Strength
Aging
Trojan Horses

Rights / Permissions

brooxeT, Hencnonb3yemMbin B Te4eHUe 4ONITOro BpeMeHM



Yassumoctu CYb/[

ELEMEN MS SQL Server Sybase Oracl
T AS

Login / Account
Managemen
+

Stale Acct .
Logins/ s

m No Control No Control No Control

Attack
s

Password
Management

Strength
Aging
Trojan Horses

Rights / Permissions

OTcyTCcTBME CPEACTB pasrpaHNYeHnsa OOCTyna rno BpeMeHu
paboThl
KOHTpoOnb coegnHeHnn B 3anpeLlEHHbIE Yackl paboTsl



Yassumoctu CYb/[

ELEMEN MS SQL Server Sybase Oracl
T AS

Login / Account
Managemen
+

Stale Acct .
Logins/ s

Off Hours
Usaae

H <
I P P 22 Login At .
Protection Protection Proteict

Password
Management

Strength
Aging
Trojan Horses

Rights / Permissions

Cepus HeyaayHbIX MNONbITOK BXO4a 3a KOPOTKUN MPOMEXKYTOK
BPEMEHMU

Microsoft SQL Server, Sybase, Oracle 7 He brnoknpytoT OrogXeThbl
Oracle 8

FAILED LOGIN_ATTEMPT parameter



Yassumoctu CYb/[

ATaka no crioBapto



Yassumoctu CYb/[

* Peructpaumusi cepepa ¢ ucnosib3oBaHmem Standard
Security coxpaHseT naponb SA B peecTtpe

— HKEY_CURRENT_USER\SOFTWARE\Microsoft\Micros
oft SQL Server\SQLEW\Registered Server\SQL 6.5.

Edit Binary ¥Yalue 2| x|

Walue hame:

AN EWMAN

Yalue data:

00 ANEUMAN. a

OTKpbITbIX NAposib SA



Yassumoctu CYb/[

» Microsoft SQL Server, Sybase,
and Oracle 7 He nmetor
MEXaHM3MOB KOHTPOIS BO3pacTa
napons s

AS

Login / Account

« OnpepeneHve pasyMHOro
VHTEepBana CMeHbl Napornd
yMeHbLUaeT pUCK

* Oracle 8 nmeert cpeacraa
KOHTPONS BO3pacTa napons:

— Password Grace Time KR
— Password Life Time

— Password Reuse Max

— Password Reuse Time

BospacTt napong



Yassumoctu CYb/[

New Password Sp_passw
P ord
New Password
A

= — 1IN

TposiHCKME KOHM B XpaHUMBIX npoueaypax



Yassumoctu CYb/[

="' Query - mycomputer]1\master\sa

ﬂ Queries:

#1 xp_cmdshell 'net user hac . ..

BEC

Results

Statistics O

LOoctyn kK OC vepes3 CYB/]




Database Scanner

’rrr‘L

Ion LE N
\ |

L,




XapakrepucTtuku Database Scanner

BrigaBneHne cnabdbix
naporsnen.

=[lpoBepkKa cpoka
OEVNCTBUSA napons.

=OBbHapyXeHne aTak.

BbigaBneHue
Hencnonb3yemMbix
OHOOKETOB.

=[1poBepka orpaHN4YeHnNA
No BpeEMEHU paboThl.



I'pyninbl BBINIOJIHSAEMbIX IIPOBEPOK

Authentication [TapameTphl
UJICHTU(PUKALIUNU 1
ayTeHTU(UKALINU

[IpaBa u nomycku
Authorization [10JIb30BaTEIEH K
oobekTaM b/]

System Integrity [Tapamerpsr OC
(mratopmsl)




