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Bce LWKONbHUKM ABNAKOTCS MoMNb30BaTeNAMU
MIHTepHeTa, oT4yacTu gaxke OMeHb aKTUBHbLIMMW.
Ho nHdpopmauunm Kak obecrneymBaTb
b6be3onacHoCTb B VIHTEPHETE OYEHb Maro.

Henisrieeieneorarig

KnaccunduunpoBaTb OCHOBHblE VIHTEPHET-
ONacHOCTM N OCBOWUTbL NMpasuna 3aLnTbl OT
HUX.



3a0aYY UECCHRmoBaHM

[TpoaHanu3npoBaTb MHDOPMaLUIO 06
OMNAacHOCTAX B CETU VIHTEPHET;

UTto genaTtb ecnu Tbl CTOMKHYNCA ¢ IHTepHET-
yrposomn?

Kakne mepbl 4OMKHbI MPUHUMATbL POAUTENN
ans 3awmTbl geten ot IHTepHeT—yrpo3?

Kak NoBbICUTb KyNbTYpY NOBEOEHUS B CETH,

[TpoBECTM aHKETUPOBAHUE YyYaLLMXCSA MO
npobriemMe OTHOLLEHUS KaXKaoro n3 HUX K
6e30MacHOCTN B CETU UHTEPHETY.



llnaH pabomabi
1.Kakne bbiBatoT yrpo3sbl B IHTepHETE?
2.410 Takoe "HuK"?

3.Kem Ha camom aerne MoxeT OblTb cobeceaHuK B
cetn?

4 Yem onacHbl HE3HaKOMLUbl B CETU?

5.Kakue cyLlecTBYyIOT NpaBuia noseaeHns B ceTn?
6.Kak nsbexatb HenpuaTHocTen B HTEpHETE?
/.Y10 Takoe VIHTepHET-DOUnNbTP?

8.Kakue cyliecTByOT METOAbI 3aLUNTbI pedbeHKa oT
MHTEpPHET-Yrpo3?



Yrpo3bl B IHTEPHETE

* Ecnn roBopuTtb 00 yrposax
MHAOPMaLMOHHO-TEXHUYECKOIO
Xapakrtepa, MOXXHO BbIAENUTb Takne
3fIEMEHTbI KaK Kpaxka MHpopmaumu,
BpeaoHocHoe 10, xakepckne aTtaku,
CI1AM, xanaTHOCTb COTPYAHUKOB,
annaparHbie K nporpaMmmMHbie coowu,
domHaHCOBOE MOLLEHHNYECTBO, KpaXka
obopynoBaHUA.



CornacHo cTaTUCTUKE NPUMEHUTESNIbHO K 3TUM
yrpo3am, MOXXHO NpuBECTU crieayrowme aaHHble (no
pe3ynsratamMm uccriegoBaHuUn, npoeBeaeHHbIX B Poccuum
komnaHueu InfoWath)

2% 2%

| Kpaxa nHdpopmauum

® BpegoHocHoe 10

4 XaKkepcKune ataku

A Cnam

M XanaTtHoCTb COTPYAHUKOB

AnnapartHble u
nporpamHbie coon

M Kpaka obopynoBaHus

B dyHaHcoBoe
MOLLUEHHNYECTBO



Bupyc

* Bupyc lNog komnbloTEPHLIM BUPYCOM
NPUHATO NOHUMAaTb NPOrpaMmmbl UNu
9fIEMEHTLI Nporpamm,
HEeCaHKLUWOHMPOBAHHO NPOHMKLLME B
KOMMbIOTEP C Lienbio HaHeceHUa Bpeaa,
OTNNYUTESNTIBHON OCOBEHHOCTbLIO KOTOPbIX
SIBNSIETCSA CMOCOOHOCTb
caMoOTUpaXXMpoBaHUA.




LLInnoHckmne nporpammeol

LLInnoHckasa nporpamma (Spyware) - 370 NporpaMmMHbIA NPOAYKT, YCTAaHOBMNEHHbIN NI
NPOHUKLLMI Ha KOMMblOTEP Be3 cornacus ero Bnagensua, ¢ Lenbo nonyvyeHuns
NpakTUYeCKN NOSTHOrO JOCTYyNa K KOMMbIOTEPY, COopa U OTCNEXNBAHUSA FINYHOW UK
KOHdomaeHumanbHom nHpopmaunmn.&nbsp; Tu nporpamMmbl, Kak NpaBuIio, NPOHUKAT
Ha KOMIMbIOTEP MPU NOMOLLN CETEBLIX YePBEN, TPOSHCKMUX MPOrpamMm Unuv nog BMaom
peknambl

OpHon 13 pasHOBUAHOCTEWN LUMUOHCKUX NPOrpaMm sIBRSIHOTCS

®duwmHr (Phishing) - aTo noyToBas paccbifika nmeroLas CBOen Lienbo nostydeHne
KoH(puaeHuuansHou puHaHcoBOW MHGOpMaLUun. Takoe NUCbMO, KaK npaBusio,
COOEPXKUT CChISIKY Ha caunT, ABNAILLENCS TOYHOM KONnen NHTepHeT-baHKa nnm
OPYroro oMIHaHCOBOIO YYpeXaeHus.

dapMUHT — 9TO 3aMacKknpoBaHHas popma puLlrHra, 3aknyaroLWwascsa B TOM, YTO Npu
NONbITKE 3aNTN Ha oL ManbHBIM CanT MHTEPHET BaHKa UM KOMMEPYECKON
opraHusaunmu, nonb3oBaTeNb aBTOMaTUYECKN NepeHanpaBgeTcd Ha NOXHbIN CauT,
KOTOPbLIN OYEHb TPYAHO OTSINYUTL OT OPULManbLHOrO canta. OCHOBHOW LiENbHO
3M10YMBbILLNIEHHNKOB, UCMONb3yWMX PapMUHT, ABNSeTcAa 3aBrnageHne nuYHom
domHaHcoBon UHpopmaumen nonb3oBaTtend. OTNNYME 3aKIOHaETCA TONLKO B TOM, YTO
BMECTO 3M1EKTPOHHOWN MOYTblI MOLLEHHMKM NCMONb3YHOT 6onee nsowpeHHble METOAbI
HanpaBreHna Nonb3oBaTtens Ha anbLUNBLIN CauT.



UTo Takoe "Huk"?

e HuKHeWnM (HUKHIUM, HUK;

aHrn. nickname — nepBoHavasibHO
«KNUYKa», «Npo3BULLEY); Akella_biz
Takke ceTeBOe UMS1 — MCEBOOHUM,

) Bcero 3aperncrpupoBaHo 150456 HUKHEHMOB
NCMNoJsib3yeMbin MNMOJib30BaTeES1IEM B
NHTepHeTe, 0ObIYHO B MecTax obLeHns

BeeauTe Ball HUKHENM:

(B yate, popyme, 6nore). Yalle Bcero E—)
CITOBO ABNAETCA NPOU3BOAHbLIM OT Choose a nickname
COBCTBEHHOrO MMEHWN Unu haMunum
(Hanp. Mmuwb — MuLleHko, asash — Chogscanavatar
Cawua), UMeHV MUDUYECKIX L2 AP2% A
- P ~ -
NepcoHaXkem UIn repoes 2468888 e
+r 890288 !
22008 |




Yem onacHbl HeE3HaKOMLUbI B CETU?

3HaKOMCTBO Yepes3 UHTEPHET AaBHO CTano HopMarbHbIM sBneHnem. OgHako
MOMEHT, Koraa Baw cobecegHvK nepecTtaéT bbiTb 4BOMYHBLIM KOOOM U
npeBpaLLlaeTcs B XMBOro YenoBeka, Bceraa TauT B cebe anemeHT pucka. Kak
He HapBaTbCHA Ha MaHbsiKa, KOTOPbIN ULLET CBOKO XEePTBY BO BCEMUPHOM
naytuHe?

NoBeaeHne MaHbsAKa

Ecnun coto ygadHble, NpuHLEB HAabeXUT MHOro, Bam NpUaETCA SOMro X
copTuMpoBaTh. 3arBo3gka 3Toro TPyA0EMKOro npouecca B ToM, YTo abcontoTHoe
BOMbLNHCTBO MaHbSKOB — NPUPOXAEHHbIE MCUXOSOrM U NPUATHbIE
cobecenHukn. OHM caoenatoT BCE, YTOOLI Bbl 0OpaTuin Ha HUX BHUMAHUE.
[MoaTomy nepen TeM Kak corfnaluarbCcs Ha CBUAaHue, y3HanTe O CBOEM
cobeceHMKe Kak MOXHO bonbLue.

HauyHute ¢ dhoTtorpacdumin. HactopoxuTb SOMKHO OAHO OOTO B aHKETE
(monpocwute npucnaTtb eLwg), kenatenbHo oTo, caeNaHHbIe NPsIMO cendac —
Hanpumep, ¢ NbMMon cobakon, 0 KOTOPOKM OH TOMbKO YTO BaM pacckasbiBarl,
a nyde — psaom C 9KpaHOM KOMMboTEPa, Ha KOTOPOM BbICBEYMBAETCS Balle
coobueHne. Ecnun noTeHUmanbHbIA NPUHL, OTKa3biBAETCS BbINOMHUTL Takoe
NPOCTOE XenaHwe, Unu Bbl NOHAMNN, YTO C BaMU NepPennCcbIBaeTCA KTO-TO
Opyron, NpoLanTecb C HAM — 3TO He Ball MNPUHL,.

Mpennonoxum, Baw BUPTYyanbHbIn cobeceqHNK BbIMONMHUN Baly TpeboBaHUS.
He ToponuTechb natv Ha cBugaHue, yaHanTe 0 HEM Kak MOXHO GonbLue: nvs,
damunuio, 0TY4ECTBO, AaTy poxaeHust (He 6oTecb BOCNONb30BaTbCs
NMOMCKOBMKAMM, TaM MOXET BCMMbITb camasi HeoxunaaHHas UHopmaums).
O63aBeguTeCcb U MOOWIBHLIM, U AOMALUHUM, U, MO BO3MOXHOCTU, pabodnm
TenecgoHamMmu NnoTeHuuanbHOro xeHuxa. [No3BoHnTe emy, ybeantech, YTo BCe
HOMepa AEeNCTBYHOLIME U NPUHAANEeXaT UMEHHO 3TOMY YerOBEKY.




Kakue cyuiecTByoT npaBusa noBeaeHus B cetn?

UHTepHeT MOXeT NoKa3aTbCA 30HOU rae BCE NO3BOJIEHO.
Ho aTO paneko He Tak.

Kpome noucka nHcdopmauumn, niogn ewe n obwarotcsa B MIHTepHeTe. [ns HOBNYKOB
O4YEHb BaXXHO MOHATb HEKOTOpPbIE NpaBua noseaeHusi B IHTEpHETE, YTO Ha3blBaETCH
- HeTtukeT.lNpssyack 3a BbIMbILLIIEHHLIMY MMEHAMM M NOSTb3YACb aHOHUMHOCTbBIO
HeKOTOpble Monb3oBaTeNn NO3BOMAIT cebe XxamuTb APYrMm noaam,rnyboko Bepsi B
cBO Be3Haka3zaHHOCTb.Yalle Bcero atun nonb3oBaTenu He BeayT cebs Tak B
peanbHOWN XXU3HMN.

MpaBuna HeTnkeTa cyLLECTBYIOT ANsi BCEX KTO UX COOMNogaeT u Ans TeX KTO He
cobnopaet.Co3naBannck 3TW npasuna Aans KoMgOpPTHOro BPEMSANPOBOXAEHUS B
CeTW,KaK 1 B pearnbHOM XN3HM Nonb3oBaTtensam yaobHee obLaTbCca Ha NPUINYHOM
A13bIKke C BOCMUTAHHLIMW NOAbMMW,a HE C 03N0ONEHHBIMUW,KOMMMAEKCYOLWMMN XaMmamn.
ecnu Bbl He ByaeTte cobntogaTh 3TN NPoCcTble NpaBuna ¢ Bamun npocTto He 6yayT
obwaTtbea.Mpruaétca NnpuayMbiBaTh HOBbIE HUKW,MOAOMPaTL HOBbIE aBaTapbl,3aHOBO
perncTpupoBaTtbcsi Ha canTax.Kopode kak B XM3HU-Kak Bbl K Moasm Tak 1 oHu k Bam.

KHnura Netiquette,BbinyieHHas B 1994 rogy onucblBaeT AeCATb OCHOBHbIX NpaBusl
HEeTUKeTa, cnegoBaHMUe KOTOPbIM CYLLECTBEHHO ODONErYnT Xun3Hb kak Bam, Tak 1
OKpy>KarLwmm. BoT oHu:



Kak ymeHbLwWNTbL onacHocTb UHTepHeTa?

Kak ymeHbwUTbL onacHocTb UHTepHeTa?

Hukorpa He coxpaHAil Ha KOMNbIOTEpe, AaXe NIMYHOM, NaponKn ANns BXo4a Ha
pasnuyHble canTbl. CyLLecTBYHOT LUMMOHCKME NPOrpaMMbl, KOTOPbIE, MPOHMKas B
KOMMbIOTEP, «BOPYIOT» BCE «3aMOMHEHHbIE» MapOornu.

He ucnonb3yi ognHakoBble Naponv U NOMMHbI Ha pasHbIX canTax.

He ncnonb3yn B ka4ecTBe Napons AaHHble, KOTOpble Tak U NHaye
oUrypumpyroT B «OTKPbITON dhopme» — AaTy poxaeHud, uMa, haMmunmio u T.n.

He xpaHu naponu B TEKCTOBbIX (bansiax Ha KOMMbKOTEPE — 3TN JaHHbIE MOTYT
ObITb YKpaAEHbI LUNMOHCKOWM NporpaMmmon. Jlyylie AencTByi NO CTapUHKe —
BHECU MX B OObIKHOBEHHbI BrIOKHOT!

Ecnv 310 He NnpuHUUNManNbHO BaXKHO, NCNOMb3Yy HAKHEWM, a He pearbHble UMS
n pammnuio.

3aBeaun HeCKONbKO NOYTOBbIX SILLMKOB Ha pasHbIX cepBepax. ATO HYXXHO Npw
perncTpaLumn Ha pasnnyHbiX canTax, TPeOYHOLMX «NPUBSI3KU» K SNEKTPOHHOMY

agpecy. Ecnv «cnoxumTb Bce siua B 04HY KOP3UHY», TO B3IOM OAHOIO akkayHTa
MOXXET NMOoBIieYb B3fIOM BCEX OCTasnbHbIX!

YBuaeB Ha 4yXOM CTpPaHU4Ke UM CTOPOHHEM canTe CBOM POTO UMK AAHHbIE,
pasmMelLeHHble 6e3 TBoero cornacusi, caenan «MOMeHTarnbHbIN CHUMOK» 3KpaHa
— ecnu Ha4yHeTcs pa3bupartenscTBo, To Yy Tebs 6yayT AokasaTrenbcTaa!

He oTKpbiBan coobweHus, nonaswune B nanky «Cnam» — ygansm nx 6es
npouteHus! Ecnn Tbl 3TO caenaellb, TO HE TONbKO PUCKYELLb NOABEPrHyTLCS
BMPYCHOW aTake, HO 1 Aaelllb CUrHan NnoYToBOMY CEpBeEpY He cumTaTth B
AanbHerwem coobLLeHns ¢ AaHHOro agpeca cCnamom.

PerynsipHo o6HOBNAN aHTUBUPYCHYIO Nporpammy. BctaBuB B koMnbloTep
dneLlky (aaxe CBOK), Npexae Yem OTKpbIBaTb, MPOBEPL €€ Ha Hanu4yne
BMPYCOB.

Cobntogas aTM HECNOXHblE peKOMeHAALUNN, MOXHO caenaTb VIHTepHeT ropasao
Oe3onacHee!




UTto Takoe IHTepHET-PUNbLTP?

* /IHTepHeT-PUNLTPLI — 3TO
nporpamMmHbl€ NHCTPYMEHTHI,
KOTOpPbI€ MOryT MOMOYb OTCIIEXUBaTb [ =
Beb6-cogepKuMoe, npocmaTpusaemoe 7
Ha onpeaeneHHOM KOMMbIoTepe Unm '
B ceTn. B cny4ae c HacTponkamm
cemMenHon besonacHoCcTn HTEpHET- ¢, MHTEPHET OUJILTP
dunneTpbl TaKKe MOryT NOMOYb O e
poauTendam ynpasnAaTb TEM, C KEM
MOryT obLiaTbCa AEeTN U KaK OO0
OHW MOTYT UCNONb30BaTb KOMMbLIOTEP."




Kakue cyLlecTBYyOT METOAbI 3aLlUnThl pebeHka oT
NHTepHeT-yrpos?

Bo-nepsbix:

— paccKaXXute 0 BO3MOXHbIX MHTEPHET-Yrpo3ax 1 NOCNeacTBuUsX,
4yTOObI Ha NPUMeEpPe nokasaTtb, Kak 3TO BaXXHO,

— paboTtante B UHTEPHET BMECTE,

— MOroBOpUTE O TOM, NOYEMY HENb3s CoodLLaTb NOCTOPOHHUM
NNYHble AaHHble (agpeca, TenedoHbl),

— pasbsAcHUTE AeTAM, NoYeMy HeobxoauMo Norb30BaThCS
AHTMBUPYCHbLIMW NporpaMmmamu,

— cornacymTe ¢ pebeHKoM npasusia Norb30BaHUS UHTEPHETOM (4TO
MOXHO W YTO Herb34).

Bo-BTOpBLIX:

— yOoenanTe BHUMaHWe KOMIMbITEPHOW rPaMOTHOCTU CBOero pebeHka,
00bACHUTE eMy areMeHTapHble npasuria 6e30nacHoOCTU, KOTOPbIMK
nonb3yetecb caMu (He 3anyckatb Nogo3puTeribHble dyaunrbl, He
nepexoanTb No CCbifikaM B crnam-coobuieHnax). [ns donee
HaOEeXHOW 3alLnTbl YCTaHOBUTE Ha KOMNbIOTEpP pebeHka
aHTMBUPYCHYIO NporpamMmMy ¢ Co cneumanbHOn PyHKUMEN —
Hanpumep, Poantenscknn KOHTPOsb B

npoayktax Kaspersky Internet Security). OTOT MHCTPYMEHT NO3BONUT
OorpaHMymMBaTh HELIEH3YPHYIO JIEKCUKY, 0DLLeHe C Nogo3pUTENTbHLIMU
nmyamun B couceTsx, bnokmposaTb JOCTYN K HEXeraTelbHbIM
canTam.




BbiBOAbI:

3awumume ceol Komnbromep 3alnuTnTte
cBOW KoMnbloTEP PerynspHo obHoBnsanTe
ornepaunoHHyto cuctemy. PerynspHo
OOHOBNANTE OMNeEpaLMOHHYI0 CUCTEMY.
Acnonb3ynte aHTUBMPYCHYIO NporpamMmy.
cnonb3ynte aHTUBMPYCHYIO NporpamMmy.
[MpumeHsanTe bpaHamayap. MNpumeHsnte
OpaHamayap.

3awumume cebsi 8 UHmepHeme 3awumume
cebsi 8 lHmepHeme C 0CMopOXHOCMbIO
pa3sanawaume fiudHyro uHgopmauuro. C
OCMOPOXHOCMbIO pasanawalime fUYHyr
uHgbopmauuro. [lymaime o0 mom, ¢ Kem
paszoeapusaeme. [Jymaume 0 moM, ¢ Kem
paszosapusaeme.

Co30agalime pe3epeHbIie Konuu
BaXXHbIX pannos.

CospaBavite pesepBHbIE KON BaXKHbIX 3akoHy Heo6x00UMO MOOYUHSIMbLCS daXe &

dannos. byasTe oCTOPOXKHbLI MpwU UHmepHeme.

3arpyske HoBbIx hanros. byaere 3aKoHy HE0OX0ANMO NMOAUYNHATLCSA AaXxe B

OCTOPOXHbI NPY 3arpy3ke HOBbIX PANMOB.  YyrepHeTe. Mpu paboTe B VIHTepHeTe He
MomHume, ymo 8 UHMepHeme He ecsl 3abblBanTe 3ab60TUTLCA 06 OCTarbHbIX TakK e,
uHbopMayusi HadexHa U He ece kKak o cebe. Npn pabote B HTEpHETE HE
nosib306amesiu OMKPOSEHHbI, 3abbiBaliTe 3a60TUTLCA 06 OCTarbHbIX Tak Xe,

MomHuTe, 4To B MHTEpHETE He BCsi MHdopmalifi O cebe.
HaZleXXHa 1 He BCce NoNb30BaTerny OTKPOBEHHBI.
Cobntogante npasuna CobntoganTte npasuna



AHKeTnpoBaHue




Ectb nny tebsa poma .
WHTEpHeT Kakune cantbl Tbl

noceLwlaell

0%

100%

1 a

H Het

3Haelwb Ny Tbl 00 onacHoOCTAX
UHTEpPHeT

u Cou.cetu
-1 ObyyeHmne
I Urpbl

M HeT



Ecnu Obl Tbl UMenNn HeorpaHN4YeHHbIN AOCTYN B
UHTepHeT, CKONMIbKO BpeMeHU Tbl Obl TaM npoBoaun?

11

M Bclo XX13Hb

1 He 6onblue, Yyem cenyvac

M HaBepHoe, MHOro
BPEMEHMU, TaK Kak
WNHTepHeT 3aTarnBaer

I pyroe



CKonbKo BpeMeHU B AeHb Tbl npoBoaull B UHTepHeTe

' MeHee 2 yacoB

®OT1 2 no 8 yacos

_bonee 8 yacos




Kaknmu 6pay3epamu Bbl NOfib3yUTECH

u Chrome
M Yandex
M Firefox
1Opera
~Yandex




