Checker Framework

AHHOTaUMKM ONg cTaTUYECKOro aHanmsa koga

Bnagummnp CmupHoB
CtaHucnas MaTKOBCKUU



ITO Tyn3a angd ctaTuk-aHanmsa

* JDK y>Xe pa3pynuBaeT Keuchbl Tuna int count = "hello";
* IDE noackasbiBaeT bonblie, Hanpumep DEAD CODE;

* FindBugs, CheckStyle  npo4ne yTunmnTbl Ana npeackasaHus
OLLUNOOK B CYLLECTBYIOLLIEM KOAE;

 [1na npoBepok Ha NPE, B3anmMogenucTBna Mexxay Croamu
npunoXxeHns nnn donee rnyodboKnx concurrency errors TpebyeTtca
OONOSTHUTENbHAas MeTanHdOopMaLInA B Koae.



Uem ke xopoll Checker Framework?

* HegocTtaTtkm TMnm3aumm Java KOMMNeEHCUpPYTCA aHHOTaUMAMU;

* OH MOAaYIbHbIN, KAK KOHCTPYKTOP, N pacluUpsieM coODLLECTBOM;
* ECTb BCTPOEHHbLIN KOMNUNATOP;
* Kpocc-Tyn30BLIN.




Checker coBMeCTUM C

Bawwum nodumbim Baluen HezameHnmou IDE:
COOpLLMKOM: Intelli) IDEA <
> Maven Eclipse «
P> Gradle NetBeans «

» Ant



BcTpoeHHble aHannM3aTop.l

Nullness Checker for null pointer errors

Initialization Checker to ensure all fields are set in the constructor

Map Key Checker to track which values are keys in a map

Interning Checker for errors in equality testing and interning

Lock Checker for concurrency and lock errors

Fake Enum Checker to allow type-safe fake enum patterns and type
aliases or typedefs

Tainting Checker for trust and security errors

Regex Checker to prevent use of syntactically invalid regular
expressions

Format String Checker to ensure that format strings have the right
number and type of % directives

Internationalization Format String Checker to ensure that i18n format
strings have the right number and type of {} directives

Property File Checker to ensure that valid keys are used for property
files and resource bundles

Internationalization Checker to ensure that code is properly
internationalized

Signature String Checker to ensure that the string representation of a
type is properly used, for example in Class.forName

GUI Effect Checker to ensure that non-GUI threads do not access the
Ul, which would crash the application

Units Checker to ensure operations are performed on correct units of
measurement

Signedness Checker to ensure unsigned and signed values are not
mixed

Constant Value Checker to determine whether an expression’s value
can be known at compile time

Aliasing Checker to identify whether expressions have aliases

Linear Checker to control aliasing and prevent re-use

Subtyping Checker for customized checking without writing any code
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[1pocTenwinm npumep Nullness Checker

void showObjectSafe ((@Nullable Object o) {

System. out.println(o.toString/()

void showObject (@Nullable Object o)
showObjectUnsafe (0) ;

) ;

{

void showObjectUnsafe ( dNonNull Object o) {

if (o != null) {

System. out.println(o.toString());

Description
v & Errors (4 items)
@ dereference of possibly-null reference s
@ incompatible types in argument.
@ redundant check; "s" is non-null
@ redundant check: "s" is non-null

Resource

BaseClass.java
BaseClass.java
BaseClass.java
BaseClass.java

Path

/NullnessCheckerTest...
/NullnessCheckerTest...
/NullnessCheckerTest...
/NullnessCheckerTest...

~
Location

line 48
line 51
line 54
line 54

Type

Checker Framework |
Checker Framework |
Checker Framework |
Checker Framework |

39,28]

)3,26]



Ewe npumep ana Nullness Checker

public class BaseClass {
public (NonNull Object nnobj;
public BaseClass () { }

public void main () {
List<@Nullable String> 11 = new ArrayList<>();
11.add("test");
11.add (null);
for (String s : 11) showStringUnsafe(s);

List<@NonNull String> 12 = new ArrayList<>();
12.add("test");

12.add (null) ;

for (String s : 12) showStringUnsafe(s);

private void showStringUnsafe ((@NonNull String s) {
System. out.println(s.toString())
}



A ncnonb3yto BHELLHNE BUBNMOTEKUN, Tam
HET 3TUX BaLLMUX aHHOTaLUN

* DpenMBOpPK noaaepxmsaet MexaH1u3m BHeLLHero
aHHOTUPOBaHUSA ONONMNOTEK;

* Y>Xe eCTb Habop MeTa-aHHOTaUUN Hanbonee NoNynApPHbIX
BNONMoTeEK, OH PACLLUNPAETCH U B 3TOM aXXe MOXHO
noy4yacTBOBaTh;

* HekoTOopble NPOEKTLI PACNPOCTPAHSAIOT Y>Xe aHHOTUPOBAHHbIE
Bepcun onbnumoTex.



Subtyping Checker

void main () {
Person p = new Person("a", "b");
getStatistics(p.getId (), p.getdJobId());
P-

getStatistics (p.getId(), getJobId(), "c");

void getStatistics (String personlId, String jobId)
// TODO

}

void getStatistics(String jobId,
// TODO
}

{

String personId, Object o)

{

public class Person {
private String id;
private String jobId;

public Person (String id,
this.id = id;
this.jobId = jobId;

public String getId() {
return id;

}

public String getJobId()
return jobId;

}

String jobId)

{

{




Subtyping Checker

public class Person {
private (PersonGuid String id;

private (@JobGuid String JjobId;

public Person (String id, String jobId)

super () ;
// :: warning: (cast.unsafe)

this.id = (@PersonGuid String) id;

// :: warning: (cast.unsafe)
this.jobId = ((lJobGuid String)
JjobId;

}
public (@PersonGuid String getId() {

return id;

}
public (@JobGuid String getJobId() {

return jobId;
}

{
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Subtyping Checker

void main () {
Person p = new Person("a", "b");
getStatistics (p.getId(), p.getdJobId()):
getStatistics(p.getId(), p.getJobId(),

"e"); // JIOBMM OIIMOKY

void getStatistics ((@PersonGuid String personld, (@JobGuid String JjobId)

// TODO

void getStatistics ((@JobGuid String jobId,
// TODO

@PersonGuid String personld,

{

String o)

{
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AnbTepHaTUBHOE pelleHne b6e3 Yyekepa

public class Person { public class PersonGuid extends ValueHolder<String> {

private PersonGuid id;

private JobGuid joblId; public PersonGuid (String value) {
super (value) ;

public Person(String id, String jobId) { J
this.id = new PersonGuid (id);

this. jobId = new JobGuid(jobId);
} public class JobGuid extends ValueHolder<String> {

{ public JobGuid (String wvalue) {

public PersonGuid getId()
super (value) ;

return id;

}

public JobGuid getJobId() {
return jobId;



AnbTepHaTUBHOE pelleHne b6e3 Yyekepa

void main () {
Person p = new Person("a", "b");
getStatistics (p.getId (), p.getdJobId()):
getStatistics (p.getId(), p.getJobId(), "e"); // Jlosum ommbry

void getStatistics (PersonGuid personld, JobGuid jobId) ({
// TODO

void getStatistics (JobGuid jobId, PersonGuid personId, String o) {
// TODO



Fake Enum Checker

@SuppressWarnings ("assignment. type.incompatible")
public class AuthChoice {
@Fenum ("AuthChoicel")
public static final String AUTH_CHOICE CORRECT = "CORRECT";
@Fenum ("AuthChoicel")
public static final String AUTH_CHOICE INCORRECT

"INCORRECT" ;

@Fenum ("AuthChoice2")

public static final String AUT&_CHOICE_CORRECI_Z = "CORRECT2";
@Fenum ("AuthChoice2")

public static final String AUT&_CHOICE_INCORRECI_Z = "INCORRECT2";

private Result generateResult (Request authRequest, (@Fenum("AuthChoicel") String authChoice)
// Ommbra KOMIIMISLMM!
// LOGGER. trace ("T'enepupyercs pesynbTar {}'", authChoice) ;
switch (authChoice) {
case AUTH_CHOICE CORRECT:
return new CorrectResult();
case AUTH_CHOICE INCORRECT:
return new IncorrectResult();

}

return null;
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Interning Checker — npocTtenwinn npumep

@Interned String foo = "foo";
@Interned String bar = "bar";
if (foo == bar) /{

System. out.println("foo == bar");

}



Interning Checker

public class ActionType {

if

if

private static final Map<String,
private String action;

public ActionType (String action)
this.action = action;

ActionType> actionsMap = new ConcurrentHashMap<> () ;

{

actionsMap.put (this.action, this);

System.out.println();

public String getAction() { return action; }

@SuppressWarnings("interning")

public static @Interned ActionType getValueSafe (String actionTypeName) {
actionTypeName = actionTypeName.toUpperCase()
ActionType actionType =actionsMap.get (actionTypeName) ;
return (actionType == null) ? UNKNOWN : actionType;

(ActionType.getValueSafe ("DELETE")
// BaxHas JIOTMKAa

(ActionType.getValueSafe ("DELETE")
// BaxHas JIOTMKAa

== clientAction) {

== new ActionType ("DELETE")) {
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Initialization Checker
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Lock Checker

private final Reentrantlock requestsMaplLock = new ReentrantlLock();

@GuardedBy ("requestsMapLock")
protected Map<Request, Result> requests = new HashMap<>();

@MayReleaselocks

public ResponseEntity<Map<AuthRequest, AuthResult>> startRequest (String termUrl, String md,

AuthRequest authRequest = new AuthRequest (validateTermUrl (termUrl),
Map<AuthRequest, AuthResult> succeededRequests;
requestsMapLock. lock () ;
try {

succeededRequests = getSucceededRequests () ;
} finally {

requestsMapLock.unlock () ;
}

return ResponseEntity. ok (succeededRequests) ;

@Holding ("requestsMapLock")
protected Map<AuthRequest, AuthResult> getSucceededRequests () {

md, paReq);

return requests.entrySet () .stream()
.filter (e -> e.getValue() != null)
.collect (Collectors.toMap(e -> e.getKey (), e -> e.getValue()));

String paReq)

{
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Tainting Checker

public class BusinessObject ({
private String sensitiveData;
public Request (String sensitiveData) {

this.sensitiveData = sensitiveData;

public String getData() { return sensitiveData;

}

public void executeBusinessLogic (String data) {
data = validateData (data);
BusinessObject obj] = new BusinessObject (data);

private String validateData (String data) {
// JloruMka BaJJMOALIMA. . .
return pureData;
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Tainting Checker

public class BusinessObject ({
private String sensitiveData;
public Request (@Untainted String sensitiveData) {

this.sensitiveData = sensitiveData;

public String getData() { return sensitiveData; }

public void executeBusinesslLogic((@Tainted String data) {
data = validateData (data);
BusinessObject obj] = new BusinessObject (data);

@SuppressWarnings ("tainting")

private (@Untainted String validateData((@Tainted String data)
// Jlormka BaJMOALIMA. . .
return pureData;

{
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Regex Checker

Pattern. compile(".*"); // JloBur IDE, ecjsy UTO HE TAK

Pattern. compile (or (parenthesize("a*"), parenthesize("b*")));

public (@Regex String parenthesize ((@Regex String regex) {
return " (" + regex + ")";

public (@Regex String or (l@Regex String a, @Regex String b)
{

return a + "|" + b;

// IDE yxe He CHOpaBUTCS
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Internationalization & Format String Checkers

System.out.printf ("Float %£, number %g", 3.1415, 42);

void printFloatAndInt (dFormat ({ FLOAT, INT}) String fs)
System.out.printf (fs, 3.1415, 42);
}

printFloatAndInt ("Float %£, Number %d4d"); // OK
printFloatAndInt ("Float %£f"); // Ommbxa

{

// HeT BTOpPOIO apryMeHTa
MessageFormat. format ("{0} {1}", 3.1415);

// ApI'YMEeHT HEJIE3S OTQOPMATHPOBATE KAK «BDEMSI»
MessageFormat. format ("{0, timel}", "my string");

@T18nFormat ({ GENERAL, NUMBER}) String format;

format = "{0} {1} {2}";

[MooaepxmBaeT Takke paboTy C
ResourceBundle
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Map Key Checker

private void processKey (String extKey) {
Map<String, ENonNull Object> map = new HashMap<>();

Collection< (@KeyFor ("map") String> coll = new ArraylList<>();
map.put (extKey, new Request());

// HekoTopoe BpeMs CIyCTs
coll.add (extKey) ;

// Eme rosxe
for (String s : coll) {
showObjectUnsafe (map.get(s));

private void showObjectUnsafe ((@NonNull Object o) {
System. out.println(o.toString());



Units Checker

@m int meters = 5 * UnitsTools.m;
@ds int secs = 2 * UnitsTools. s;

@mPERs double speed = meters / secs;

o @kmPERh double kmph = meters /
secs;

€ CkmPERh double kmph

speed * 3.6;

@kmPERh double kmph =
UnitsTools. fromMeterPerSecondToKiloMeterPerHour (speed) ; §

@kmPERO
public static double fromMeterPerSecondToKiloMeterPerHour (€mPERs double mps) {
return mps * 3.6D;

}



GUI Effect Checker

@SafeEffec
gubllc void calledFromBackgroundThread ()

{
jLabel.setText ("Foo") ; // Ommbka

}

QUIEffect

private void calledFromUIThread() {
heavyLoad() ;

@SafeEffect
private void heavyLoad () {
// Some really heavy load...
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Aliasing Checker

void testPlanet (@Unigue Earth earth)

{
Earth newPlanet = earth; MeToa testPlanet HUKaAK HE OOIMKEH
MEHATb earthl!

// Kakas-To JIOTMKA. ..

newPlanet.annihilate () ;

[ERROR] Reference annotated as @QUnique 1s leaked.
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Uekepbl OT CTOPOHHUX pa3paboTynKoB

OHU eCTb,
na.



A He ncnonbayto Java 8

« KomnunaTtop gopenmaopka obpaboTtaeT u List</*@NonNull*/
String>



Y MeHS Ky4da neracu 6e3 aTux Ballmnx
aHHoTauuu!

* HaunHaem nomaneHbKy, OTAeNbHbIE YEKEPbI, OTAENbHbIE BETBU
NPOEKTa;

 [lymanTte 06 aHHOTaUMK Kak 0 YacTu crieundukaymm — oobIYHO
OOCTaTO4YHO NOHUMAaTb U aHHOTMPOBATb CUTHATYpPy METoda, a He
Terno. B Tom xe Javadoc Xopolume pebsita Tak e noMeyaroT, YTo
HanpuMmep MeTod MOXeT BepPHYTb null;

« CTapanTtecb caenartb CBOW KOA Nnyyllie, Kak HarnpumMep
MCMONb30BaHWE NapaMeTPU3NPOBAHHbIX TUMOB BMECTO raw
types.



Cnacunbo 3a
BHUMaHue!



