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Cny>x6bbl KaTanoros

OCHOBHas LieNb 06beAMHEHNS KOMMBIOTEPOB B BbIYUCIIUTENBHYIO CETb
— obecrneyeHne COBMECTHOIO UCMO/Mb30BaHMUSA PECYPCOB.

OAHa 13 OCHOBHbIX peLLaeMblX 3a[1a4 — peanu3aums onTMMaabHOro
METOAA OpraHM3aLmm obLMX PecypCoB.

B KpynHoOW opraHusaummn peyb UAET O MHOXECTBE PeCcypcoB U
MHOXeCTBe noTpebutenen AaHHbIX pecypcoB. s apdeKTUBHOIo
yNpaBfieHns1 TaKUMU CNCKaMn MPUMEHSIIOTCS pasHble MeToabl. OauH
N3 METOAOB — pa3BepTbiBaHUE C/1yXKObl KaTasioros.

Cny>6a kaTanoros — ceteBas cny>ba rno3sonstoLlas NonbL3oBaTeNnsaMm
NoNy4YnTb AOCTYN K pecypcy 6e3 3HaHNA TOYHOro MeCTOpPacrosIOXKEHNS
pecypca.

[1py Ncnonb3oBaHUM CyX6bl KaTanoros BCA MHPopMaums 06 obbekTax
ceTun obbeauHseTcs B kaTtasnor (directory).

BHYTpu KaTasnora 06bekTbl OPraHn3ytoTCsl B COOTBETCTBUM C
hU3NYECKOM NN NTIOTNYECKON CTPYKTYPOU CETH.



Cny>x6bbl KaTanoros

Cny>x06bl KaTanoros pewarT cneaytollme 3aaa4uu:

YnpasneHue ceteBbiMu pecypcaMu. Cnyxxba KkaTanoros
obrieryaeT Nosib3oBaTeNSAM NOUCK HEOOXOAMMbIX PeCypCoB,
CKpblBasi NOAPOOHOCTN peanu3aumm MexaHn3Ma noucka.

YnpasneHue nosib3oBatensaMm. Kaxxabii Nonb3oBaTeNb B CETU
naeHTUuUMpyeTcs HabopoM peKBU3NTOB. ITO NO3BOSISET
OCYLLECTBNATb yrpaBfieHne AOCTYrNOM K CETEBbIM pecypcam.

YnpaBJ/ieHue NpuJIoXKeHUAMMU. B KpynHbIX BbIYUCITUTENBbHbIX
CETAX BO3HMKAET 33/1a4a LeHTPaM30BaHHOrO yrpaBieHns
NMpOrpaMMHbIM obecnevyeHneM, BKIoYas pa3BepTbiBaHNE HOBbIX
NPUIOXEHUIA N OOHOBNEHME CYLLECTBYHOLLUX.

O6ecneueHne hyHKLMOHUPOBAHUA CETU. Vcnonb3oBaHMe
Cny>6bl KaTasioros NO3BOJISIET PELINTb BOMNPOCH! BblaeneHus IP-
a[ipecoB, ApYyrnx NapaMeTpoB CETU.
Cetn Microsoft opraHu3yloTcs € UCNoJib30BaHUEM
cnyx6b1 katanoroB Active Directory.



[1IpocTpaHcTBO MMeH X.500 u
npotokon LDAP

» [lpocTpaHCTBO UMeH (B COOTBETCTBUM CO CTaHAAPTOM
X.500) npeacraBnseT cobon nepapxmyeckyto CTpykTypy
MMEH, KOTopas MAEHTUDULMPYET YHUKAbHBIWM NYTb K
KOHTENHEPY cnyxbbl KaTanora.

» ITO NPOCTPAHCTBO MMEH OrnpeaensieTcs B YNCI0BOW
(TOYEYHOW) HOTaLUUK UNU B CTPOKOBOW.

» B cTpokoBOW HOTaALMK NONb30BATENBCKUM 0ObEKT
npeacTaBnsieMbIn KakK:
cn=Dmitry, cn=Users, dc=Rosnou, dc=ru
[ns yaosneTBopeHnst TpeboBaHUIO YHUKANBHOCTU B NPOCTPAHCTBE

nmeH X.500 B gomMeHe Rosnou.ru B KOHTENHepe Users MoXeT bbiTb
eaNHCTBEHHOoEe UMA Dmitry.



[1lpoTOKON LDAP

» [poTtokon LDAP (obneryeHHbi NPOTOKON Cy>XObl KaTanoros)
ABNSETCd NPOTOKO/IOM AOoCTyna. B AaHHOM npoTokosie ans
MMEHOBaHUSI 0OBEKTOB MUCMOJb3YETCS CUCTEMA XapaKTEPHbIX UMEH
(Distinguish Name), npepocTasnstowas HpopMauuto 060 Bcex y3nax
[epeBa KaTasloros.

» [lpeacrasneHue nepapxum nmeH LDAP nmeet BuA:

LDAP: // cn=Dmitry, cn=Users, ou=faculty, dc=Rosnou, dc=ru
an 3adlMNCU XapaKTeEPHOIro MMeEHU UCIOJIb3YKOTCA CneELnasibHblE K/THOYEBbLIE
c/loBa:

» DC — coctaBHast 4aCTb IOMEHHOI0 UMEHMU;

» OU — opraHusauMoHHasa eguHuLa;

» CN — obLiee nms.

NMs, naeHTuduumpytollee caM 06bekT, cornacHo TepmuHonorin LDAP,
BbICTYNAEeT B KAYeCTBE OTHOCUTENbHOIO XapaKTEPHOro MMEHMN.
OTHOCUTENBHOE UMS MOXET bbITb HE YHMKASIbHBIM B paMKax BCEro AepeBo,
HO AOJ/IHKHO ObITb YHMKANbHBLIM B Npeaenax KoHTeNHepa.

KaHoHnyeckoe nmsi nonobHo XapakKTepHOMY UMEHN, 3a UCK/TIOHEHNEM
TOlMo, YTO ONYCKAKTCA COKpaALLEHUS, obo3Hauarowme T1n KOHTEUNHEPA.

» Rosnou.ru/faculty/Users/Dmitry



Acnonb3oBaHMe MMEeH 06bEeKTOB
CUCTEMDI

[pyron cnocob nMeHoBaHUSA 0OBEKTOB — UCMOJSIb30BAHNE OCHOBHbIX
MMeH CybbeKTOB cncTteMbl 6e30nacHoOCTw.

OcHoBHOe UMs cybbekTa cucteMbl 6€30MacHOCTU UMEET BUA:

<nM4 cybbekTa>@<cydPUKC OCHOBHOIO MUMEHN>

B kauecTBe cyddukca OCHOBHOrO MMEHW BbICTYMAET NMA OMEHQ,
KOTOPOMY MPUHAANEXUT AaHHbIN CyObEeKT
[lpMep OCHOBHOIO MMEHW MONIb30BaTENS:

» dmitry@rosnou.ru

[nobanbHble naeHTudunKaTopsl. Ana obecnedyeHns yHUKanbHOCTU
06BEKTOB 1 0BNIErYEHNA NOUCKA, KaXXAOMY OOBEKTY CTaBUTCA B
cooTBeTCcTBMe 128-pa3psaaHoe YUCNIO — I/106a/IbHbIV YHUKa/IbHbIN
naeHTNpuKaTop.

JaHHbIN naeHTUUKATOp ABNSETCA 0643aTe/bHbIM aTpnbyToM Jl060ro
obbekTa, KOTOPbIM HE N3MEHSAETCS HU NPU Kaknx 06CToSTENbCTBAX.




[loMeHHasa Moaenb Cny>kobl
KaTa/10ros

B pamkax katanora Active Directory ogHMM 13 OCHOBHbIX MOHATUW
SIBNIIETCS MOHATUE AOMEHA — COBOKYMNHOCTb KOMMbIOTEPOB,
XapaKTEPU3YIOLLMXCA HanuumeM obLlen 6asbl yHETHbIX 3anmcen
NoNb30BaTENEN U €ANHOWN MONMUTUKK 6e30MacHOCTH.
Alchonb3oBaHMe AOMEHOB MO3BOJIAET Pa3AennTb NPOCTPAHCTBO MMEH
Ha HECKO/bKO dparMeHToB. KaXkabih 06bEKT MOXET NpUHAAIEXaTb
TOJZIbKO OHOMY [JOMEHY.
Llenn co3aaHna AOMEHOB:

PasrpaHMuyeHMe agMUHUCTPATUBHbIX NOJIHOMOUYMUM.

Co3snaHue eanMHON NONMUTUKKN 6€30NacHOCTMU.

Pa3speneHne QOMEHHOIro KOHTEKCTa UMEH.
LleHTpasibHbIM KOMMNOHEHTOM AOMEHA BbICTYNalOT CepBepbl, XpaHaLlue

dparMeHTbl KaTanoroB. Takme cepBepbl Ha3blBalOTCS
KOHTpO//1IepaMu JOMEHa.



Nepapxmna JOMEHOB

» Windows no3sonser
OpraHM30BaTb pa3Hble
TMNa Nepapxmm JOMEHOB.

OTHoOLleHne mMexay
AOMEHaMU No cxeme
«pPOAUTENb-NMOTOMOK>». NMs
Ao4epHero AJoMeHa
BKJ1tOYaAET B cebsa nms
POAUTENBCKOrO IOMEHA.

OTHOLLEeHus, BKAOYatoLLue
HECKOJ1bKO CBSA3aHHbIX
AepeBbLEB — /1eC JOMEHOB
(forest).

[lepeBo JOMEHOB

rosnou.ru

office.rosnou.ru

stud.rosnou.ru

Jlec pomeHoB

rosnou.ru

/

office.rosnou.ru

ru.ua

\

kiev.rnu.ua




[loBepuTesibHble OTHOLLEHUS

[na obbeanHeHust 06BLEKTOB, XPAHALLMXCS B
Pa3HbIX JOMEHOB [0/IKHbI CYLLIECTBOBATb

ornpeaeneHHble CBA3N — JOBEPUTESIBHbIE
OTHOLLUEHWA.

MexaHn3M yCTaHOBNEHHbIX JOBEPUTESIbHbIX
OTHOLLEHUW MO3BOJSIIET OPraHM30BaTb MPOLIECC
ayTEHTUPUKALMU OOBEKTOB U CYOBHEKTOB CUCTEMBI.

Bbl,ﬂ,eﬂFHOT ABad TUIMA AOBEPUTEJIbHbIX OTHOLLEHUM:
OaHOCTOpPpOHHME AoBepUTe/ibHble OTHOLLEHUSA
[1ByCTOpOHHME AoBepuTesibHble OTHOLUEHUNA



KOHTpoOniepbl AOMEHA

KoHTponnepbl AoMeHa B ioMeHax Windows oTBeYaloT 3a
ayTEHTUdMKALMIO NONb30BaTENEN U COAEPXKAT DparMeHT KaTanora.

HekoTopble onepauum MOryT BbIMOSIHATBLCS TOMIbKO OAHUM
KOHTPOJ/IJIEPOM. ITU OnepaLMn HasbiBalOTCA orepaumm ¢ OAHNM
ncrionHutenem (flexible single-master operations — FSMO).

KOHTpOJ'IJ'Iepr AOMEHOB MOTIyT BbINOJ/IHATL Crieunaimu3anpoBaHHbIE POJIN.
Ponu, Tpebyrouime YyHMKasibHOCTU B npeaesiax BCero sieca
AOMEHOB:
McnonHuTtenb ponuv BnagaenbLa AOMEHHbIX UMEH
NcnonHuTenb ponu Bragesbla CXeMbl

Ponu, Tpebyrouine yHMKaZIbHOCTU B nNpeaenax AoOMeHa:
NcnonHuTtenb ponu Bnagenbua naeHTUhuKaTopoB
NcnonHuTenb ponu 3MyNsTopa OCHOBHOrO KOHTpOJI/iepa AOMEHa
WcnonHuTtenb ponu Bnagenbua MHPPaCTpyKTypbl kKaTasnora.

1o YMO/T4aHUIO BCE AaHHbIE POJIN BO3J/1aratloTcs Hda I'IepBbIVI
KOHTPOJUJ1IEP AOMEHAQ, YCTaHOBJ'IEHHbIVI B J1ECE.

[poLuecc NpuHyanMTENbHOM Nepeaavm MYHKLUIN Cneumann3vpoBaHHOM
PO APYrOMYy KOHTPOJIEPY HA3bIBAETCS 3aXBaTOM PO/,



Pa3aenbl KaTtanora

B pamkax kaTtanora Active Directory Bbiaensaercs
HECKOJ/IbKO KPYMHbIX (PparMeHTOoB KaTasiora —
pa3f€sioB KaTta/iora, npeacraBndrowmmnx
3dKOH4YEHHbIE HerpepbiBHbIE MNOAAEPEBDBA
(KOHTEKCTbl UMeH):

[loMeHHbIN pa3aen KaTtanora

Pa3aen cxeMbl KaTasnora

Pasaen KoHUrypauumu

Pa3aesnibl NpUIoKeHUMn

Pa3aen rnob6asbHOro karasnaora



CxeMa KaTanora

JTiobon 06beKT KaTanora NPMHAANEXUT K HEKOTOPOMY
KNlaccy OOBEKTOB CO CBOEW CTPYKTYpOW aTpubyToB.

OnpeaenexHns BCeX KNaccoB 0ObEKTOB U COBOKYMHOCTY
npaBusi, NO3BONAIOLLMX YNPaBNATb CTPYKTYPON KaTasnora,
XPaHUTCS B CNeLnanbHON NepapxXnyeckon CTpyKType —
CXeMe KaraJiora.

Bce AadHHbIE CXEMbl XpPaHATCA B BUAE ABYX KJ/1aCCOB
0OBbEKTOB:
Class Schema — knacc, onpeaensaowmm Tunbl 06 bEKTOB

Attribute Schema — knacc, onpeaensitolimm atpmbyT obbekTa.

Ka)xabin aTpnbyT onpeaensietca B CXeMe OAMH pa3 N MOXET

MCNONb30BaTLCHA NPU ONMUCAHUM MHOXECTBA K/1acCoB 06BLEKTOB.
CxeMa KaTanora XpPaHUTCA B OTAEJIbHOM pa3fesie n
AOMYCKaAET BO3MO>XXHOCTb PaCLUUPEHNA.



Pasnen rnobanbHOro Kartasnora

[nob6asbHbIV KaTasior — cneumMann3npoBaHHas 6a3a AaHHbIX,
cofepxallas pparMeHTbl BCEX JOMEHHbIX KOHTEKCTOB MMEH.

ANs NcknoveHns YpeamMepHoro paspactaHuns 6a3bl JaHHbIX B HEE
BKJ/TtOYEHbI 3Ha4YeHUs TO/IbKO Hanbosiee 4acTo UCMNOoJb3yEMbIX
aTpubyToB.
KoHTponnep AoMeHa, BbICTYNaoLWMA B KaYeCTBE HOCUTENS Takon 6a3bl
[OaHHbIX, Ha3blBaeTCsl cepBepoM rriobasibHoro Kartasora. OH
BbINOTHAETCA cneayowme MyHKUnn:
lpegocrassieHne r1osib30BaTesIsIM BO3MOXXHOCTU roncka o6bEKTOB B /1eCy
ZIOMEHOB o atpubytam
Pa3peLueHne 0CHOBHOro MMEHM roJ1b30BaTeE s
lpeaoctaBneHne MHGOPMaLMM O YIEHCTBE 10/1b30BATENSA B pa3/INYHbIX
rpyrnax ¢ yHuBepcasibHou 06/1acTbio ﬂeMCTBMFI
B necy nOMEHOB NPUCYTCTBYET MO KpauHen Mepe OJVH cepBep
rno6aanoro kaTasnora. 1o yMonyaHuto 3TO NepBbIM KOHTPONIEP
CO3JaHHbIV B JOMEHE.



[pyrne pasaensl

Paspgen koHdbUrypaumm — 1cnosnb3yeTcs AN pa3MeLLeHuns
CBEAEHNN O CTPYKTYpPE CUCTEMbI: CMINCOK BCEX IOMEHOB U
NEPEBLEB N1ECA, NEPEYEHD CYLLIECTBYHIOLLNX KOHTPOJ1/IEPOB
NIOMEHA N CepBEPOB r106abHOr0 Katasora.

[loMeHHbIN pa3aen — 1CMNob3yeTcs ANS pa3MeLLeHUs
06BbEKTOB, ABNAIOLNXCS HENOCPEACTBEHHO YacCTbio AOMEHA.
31eCb XpaHATCA 06bEKTbI, aCCOLIMMPOBAHHBIE C
NoNb30BaTENSAMU, KOMMNbIOTEPAMM, 0OLLNMMN pecypcaMu. [daHHbIM
pasnen nepeaaeTcs B paMkax JOMeHa.

Pazpenbl NpUI0XEHNN — MOryT ObiTb CO3AaHbI A1
Pa3/IM4YHbIX CETEBbLIX NMPUNOXeHnn. Pasaensl MOryT 6biTb
CO3AaHbl aAMUHUCTPATOPOM BPYUHYIO MU CaMUMU
NPUNOXEHUAMN NPU MOMOLLM MHTEpdEeNca NporpaMMmMpoOBaHNS
ADSI (Active Directory Service Interfaces). Co3aaHune Takux
pa3nenioB No3BOJNIAET 06paLLaTbCA K NPUIIOXKEHMSM UCMONb3YS
obLmMn Noaxoa AOMEHHbIX MMEH.



OpraHu3aunoHHble eaNHULLbI

» B cTpyKkType cnyx6bl KaTasiora MOXXHO MUCMNOJ/b30BaThb
cneumanbHble 06beKTbl KOHTEMHEPHOIO TUNA,
Nno3Bo/soLLmMe rpynnmupoBaTb 06beKTbl. TakKMMN 06beKTaMu
SABNSIOTCA OpraHu3aLMOHHbIE eANHMLIbI, MO3BONSAIOWME
06beanHATL 0OBLEKTHI B JIOrMYECKY0 CTPYKTYpPY.
lcnonb3yloTca A5 YNpoLLeHUs ynpaBieHUs BXOASALWNMUN B
HUX 06beKTaMu.

» lMepapxusa opraHM3aLUOHHbIX €AnHULL, 06pa3yeTcs TOMbKO B
npeaenax goMmeHa. OpraHn3auUmnoHHbIE €AVHULIbI
NpUHaA/eXallue pa3HbiM IOMEHAM leCa He CBSA3aHbl ApYr

COPYrOM.



dusnyeckasa CTpyKTypa KaTtasiora.
Pennnkauna aaHHbIX.

KopnopaTnBHasi CETb — COBOKYMHOCTb NoACETEN, COEANHEHHbIX MEXAY
cobon NIMHUAMU CBA3MN.

Mop y3nom (site) B ceTsax Windows NOHMMaETCS COBOKYMHOCTb
noaceTen 0o6beaMHEHHbIX BbICOKOCKOPOCTHBIMU JIMHUSIMU CBS3M.

B cTpykType KaTasnora CyLlecTByeT CreumanbHbI KNnacc 0ObeKTOB,
OMUCBIBAIOLLNIN CBSA3N MEXAY Y3NaMW, - COEANHEHMNE Y3/10B.
Ka)kaoe coeamnHeHne Kak 0bbekT KaTasora UMeeT creayowme
aTpubyThl:

CTonMoCTb coeaAnHeHuns

PacnucaHue 4oCTynHOCTU coeanHeHus

NHTepBan pennukauum

TpaHCNopT penankauumn
» B KadecTBe TpaHcnopTa Ucnonb3yTcsa npoTtokosnbl RPC n SMTP



Pennunkaunga BHYTpU y3na

» [lpu pennukaumm 6a3 aaHHbIX

KaTasora BHYTpM Yy3Na .
OCYLLIECTBNAETCS
aBTOMaTM4yecku. B npouecce -

peniMkauum UCnonb3yeTcs
KonbLeBasd Tononorns .
(aByHanpaBneHHOe KOoMbLO).
» B npouecce pennnkauum
npuMeHsaeTca npotokon RPC.
Ichonb3yeTca CMHXPOHHOE
B3anMoAeNCTBme —
NPUHMMAIOLMIA NAPTHED,
OTMpaBAs 3anpoc, OXXNaaeT
OTBETa OT nepeaaroLLero
napTHepa.




Pennnkaunn mexay y3namu

OaHOM U3 NpUYMH 06 BEAMHEHUSI MOACETEN B Y3/bl — HEOOXOANMOCTb YNpaBiEHMS
MPOLIECCOM PEMINKALIMN MEXAY KOHTPO/IEpaMM AOMEHA Ha MEANIEHHbIX JIMHUSAX CBA3MW.
B npouecce pennvkauumn Mexay y3namm nepeaaercs Tobko nHpopMaums ob
U3MEHEHUSIX B CXEME M AaHHbIX KOHMbUrypaummn. [Ins cepBepoB rnobanbHOro KaTtanaora —
AaHHbIE O NOAMHOXECTBE 06BEKTOB BCEX AOMEHOB, 06pa3yoLmX Nec.

[py nepegaye ncnonb3ytoTca Aa NpoTokonbl: RPC 1 SMTP — ans aCMHXpOHHOro
B3anMMOAENCTBUS.

Mpy pennukaumm Mexay y3naMu CyLLECTBEHHYIO POJSib UFPAlOT MOCTOBbLIE CEPBEPHI.




Ynpasnenue cnyxxéoun Active
Directory

» [na ynpaBnenus cnyxbon katanoro Active Directory ncnonb3ytoTcs
cneunanbHble cpeacTsa aAMUHUCTPUPOBAHUS.

-@ Ynpasnenve cnyxboii kaTanoros Active Directory !E m

»  YTUnuThl
aAMUHUCTPUPOBAHUS
Cﬂy>K6 bl KaTan O ro B : Q Ynpaenenve cnyxboii kaTtanoros Active Directory'\Active Directory - nonb3oBarenu v komnbtoTepbi [sprut.office.rosnou.ru]'office
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Ynpasnenue cnyxxéoun Active
Directory

OcHactka «Active Directory —
CanTbl N CNYX6bI» ABNSETCS
KOHCOSbIO ynpasneHusa Microsoft
Management Console, koTopyto
MO>XHO MCMO/b30BaTh AN
AAMUHUCTPUPOBAHMUS pensnkaumm
AaHHbIX KaTanora.

Apyrumun cpeacTesamu
ynpasnenus Active Directory
SIBNSAIOTCA NPOrpaMMbl KOMaHAHOM
CTPOKMW.

MNporpamMma Ntdsutil
ncnonb3yeTcs ans ob6cnyXmBaHms
6a3bl AaHHbIX Active Directory,
YNpaBNeHUs1 AENCTBUSMU
OAMHOYHOr0 X03sIMHa ornepaummn 1
yOaneHnsa MetafaHHbIX,
OCTaBJ/1EHHbIX KOHTpONIepaMu
[IOMeHa, KoTopble 6binn yaaneHol
n3 ceTn 6e3 BbINOSIHEHNS
COOTBETCTBYIOLUMX ONepaLunin

¥ Active Directory - cainTbl U Cy6bi
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