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AHTHBiIPYCHiI CKaHEepH
CRC-ckraHepH

MoHiTOpPH
iMMyHi3aTOpH
IIlporpamMmHu-gOoKTOpAa
IIporpaMHu-A€eTEKTOPH




NOD32

NOD32 - aHTuBIpyCHUM
NakerT, LWo
BUMNYCKAETLCH
crioBaLbKo pipMoto
Eset. Nepwa Bepcia
Oyna BunyLwieHa B KiHLi
1987 poky. HasBa Big
novaTky
pO3LLUNdPOBYBaSiOChH
gk Nemocnica na
Okraji Disku («JlikapHsi
Ha Kpalo guckay,
nepedpas HasBu
nonynapHoro To4i B
UexocrnoBayuuHi
Tenecepiany «JlikapHsa
Ha oKkonuui micta»).




NOD32 - ue komnnekcHe
aHTUBIPYCHE pilleHHS ons
3axMCTy B pearibHOMYy 4aci.
Y Eset NOD32

BUKOPUCTOBYETLCS
naTeHToBaHa TexHOorsoriqa
ThreatSense, npnsHadeHa

ON1A BUABIIEHHA HOBUX
BUHMKAKOYMX 3arpo3 B
pearibHOMY Yaci LUsIXoM
aHanisy BUKOHYBaHUX
nporpam Ha HagBHICTb
LLKIONMBOro Koay, Lo
O03BONsie nonepemkaTn Oil
aBTOPIB LWKIANMNBUX
nporpam.




aHTUBIPpyCcaMU

Bpems ckaHUPOBaHMA, C
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Kaspersky
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Dr.Web

NOD32 Outpost Panda
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AntiVir

T

Avast
soft-teLeportru




AHTHBipyCcHa nporpamMa (aHTHBipyc) - Oyab-aKa Imporpama aAsi
BHSIBACEHHSI KOMII'IOTEPHHX BipyciB, a TaKOX HeOaxkaHHX (IO
BBaXXalOThCHA IIKIZAHBHMH) IporpaM B3araai i BiIZTHOBA€HHS
3apaxkeHHX (MoaucdikKoOBaHHX) TAKHMH nporpamamMmu ¢aHaiB, a TaKoK
aAs npodisakKTHKH - 3ano0iraHHsa 3apaxkeHHs (Mmoaudikanii) panais
abo omepauiiHHOI CHCTEMH MIKIiZAHBHM KOZAOM.




AHTuBIpyc ESET NOD32 - ue
KOMMJIEKCHE pillEeHHA Ans
3abe3neyeHHsa be3neku, Wo €
pes3yrnsraToM OOBrmx 3yCunb,
CcnpsiMOBaHMX Ha OOCATHEHHS
onTUMasibHOro NoegHaHH4
MaKCUMasibHOro CTyneHsa 3axucTy 3
MiHIManbHUM BMIMBOM Ha
NPOAYKTMBHICTbL KOMN'toTepa. CyyacHi
TEXHOJSIOril, 3aCHOBaHI Ha 3aCTOCYBaHHI
LUTYYHOrO IHTENEKTY, 34aTHI NpoTUAIATH
3apaXkeHb BipycamMu, LUMUIYHCbKUMMU,
TPOSIHCbKUMU, PEKITaMHUMN
nporpamamu, Xxpobakamu Ta iHLWIMMK
aTakamu 3 [HTepHeTy 6e3 BnnuBy Ha
NPOAYKTUBHICTL KOMM'IOTEPA | Nepeps y
pPoboTi.



1. 3axucr komn'rorepa

* AHTHBIPYC - 32aXUCT Bij BipyciB i E:"M“Te B nabopotoputo ﬂ
IIMUATYHCHKHUX NPOorpam

* 3axucT (palJI0BOI CUCTEMH B PEKUMI

oOHOBUTE aHTUBUPYCbI!

peajibHOro 4acy

e 3aXUCT JOKYMEHTIB

e CkanyBaHHs (palJIiB Il Yac 3anMycKy |

e CkanyBaHHs i 0TOKYBAHHA 3HIMHUX & 1)

HOCIiB ‘ r—

* Cucrema 3an06iranHsi BIOPraeHHs Hay, /RS /’45 |
By30.1 (HIPS) A\\ // /




2. IHTEepHET-3aXUCT 1 3aXUCT €JIEKTPOHHOI MOIITH
e 3axuct aocryny a0 InTepHery

* AKTUBHHUU peKuM i BeO-Opay3epiB

e Ynpapiinaa URL-aapecamu

* 3aXUCT NOWITOBOI0 KJIIEHTA




e [lnanyBajIbHUK 3aBIaHb

e KapaHTHH 119 3apaKeHuX i
migo3pinx gais

« ESET SysInspector
LiveGrid

e ESET SysRescue




OcHoBHI MmokauBocTi NOD32 \ &

IIpoakTUBHMM 3aXUCT - B OCHOBY po0oTu anTuBipyca ESET
NOD32 nokaaaena texnoJoria ThreatSense . Slapo 3a0e3neuye
JIKYBAHHS BCiX 3apaxkeHuXx (aiiiB , a TAK0XK 3a0e3meuye
NMPOAKTHBHE BUSBJICHHS MOTPO3 OYAb-IKOT0 BUAY . 3aXUCT
KOMII'I0TepPa J0CATAEThCA BUKOPUCTAHHAM K KJIACUYHOI0
METOAY CUTHATYPHOI'O IeTEKTYBAHHSA , TAK i BAKOPUCTAHHAM
IHTEJIEKTYaJbHUX TEXHOJIOTIN Y MOETHAHHI 3 METOAOM
eBPUCTUYHOI'0 BUSIBJICHHS.

Bucoka mBHAKICTH po00TH aHTHBIpYca - anTUBipyc NOD32
PO3pPO00JIeHUA TAKMM YHHOM , 110 NPU Po0OTi HATAEMO
MiHIMaJ/IbHe HABAHTAKEHHA HA Bally cucremy. Bei mpouecu
CKAHYBAHH{ i IeTEKTYBAHHS NMPOXOASTH B PeKUMI peajibHOIO0
yacy HeNmoOMITHO JJI1 KOPUCTYBaya.
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e 3aXHUCT BiJ 30BHIIIIHIX BILIUBIB - cucreMa Host Intrusion
Prevention System 3axuiiae cucremMy Bi 30BHIIIIHIX BILUIMBIB ,
SIKI MOKYTh BIUIMHYTH HA CTA0LIbHY PO0OTY CHCTEMH .
Cucrema HIPS no3Boisie epeKTHBHO 0JIOKYBATH i 3a1100iraTu
crnpofdam 30BHIIIHBOT0 BTOPrHeHHA B cucremy. Ile
NOCATAETHCS 3aBAAKH BUKOPUCTAHHIO TEXHOJIOTiH
MepeKeBOro QijabTpy i MOBEAIHKOBOI0 AHAJIZY .
* [IpocrToTa i IHTYITUBHICTH BUKOPUCTAHHSA - MiHIMYM 3BePHEHb
10 KOpUCTYBa4ya (TUIbKH Y BUNIAJAKAX , [0 BUMAralTh y4acTi)
, 3pYUYHHI i 3po3ymMisini iHTepdeiic mporpaMmu poouTh
anTuBipyc NOD32 100po3u4IuBUM i 3pYYHUM.
* MiHiMaJIbHe HABAHTaXKeHHHA - podoTa anTuBipyca ESET
NOD32 ne BUMarae BeJIMKUX pecypciB komm'iorepa. Lle
I03B0JIsI€ BAKOPHCTOBYBATH SIKiCHUH 3aXHCT HABITH HA CJI, 100
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MOTYKHUX KOMII'IOTepax MOYaTKOBiM KOHQIrypamii. _, ~






Po3miupeHe CKaHYBAHHSA apXiBiB - 103BOJISIE€ KIIPOCYHYTUM
KOPHUCTYBAa4YaM HAJAIITYBATH NAapaMeTPH CKAHYBAHHS apXiBHUX
¢aiiis (RAR, ZIP To110), B TOMY 4MCJIi, INTHOMHY CKAHYBaHHS,
MAKCUMAJIbHUI YaC NMPOoUeAyPH i MAKCUMAJbLHUM PO3Mip (airy.
YupasiaiHHA 3HIMHMMH HOCISIMM - 103BOJII€ KOPUCTYBa4YeBi?
biaokyBaru goctyn a0 3HiMHMX HociiB (USB-i CD - mpuBoxam) I
KOHTPOJIIOBATH Po00TY BiANOBiAHUX npucTpois. Tak, AKmo /
JAOCTYII 10 NPUCTPOIO BIAKPUTHH, CHCTEMA ABTOMATHYHO
NpocKaHye HeGe3neuHi (aiijn Ha HAsBHICTL 3arpos. ~




Bincre:xxkenns onojeHb Oesnieku Windows - ESET NOD32
CBOECYACHO MOAA€ CUTHAJIM KOPUCTYBa4yeBi a00
aIMIHICTPATOPOBi y pa3i NOSIBU KPUTUYHUX OHOBJICHb /IS
onepauinHoi cucremu. ESET SysInspector - yruJira , ika €
HeBia'eMmHO10 YacTuHO0 AHTHBipycy ESET NOD32 i ESET
NOD32 Smart Security . el moTyKHUil JiarHOCTUYHU A
iIHCTPYMEHT J103BOJISI€ IIBU/AKO BUSBUTH MMPUXOBAHI B CUCTEMI
PYTKITH 0€3 HeOO0XiAHOCTi 3aNyCKY MMOBHOI0 CKAHYBAHHA . 3
0ro 10MOMOr0I0 KOHTPOJIIOTHCA 3MiHUA B ONlePaALiiHIU
CUCTEeMI , peeCTpaliiHUX JAHUX JT0AATKIB , HaﬂaIHTyBaHHﬂX 4
OpaysepiB. 3anucu xypHaiais poooru ESET SysInspector
MOKYTh , 32 0a’)KAHHAM KOPUCTYBa4a , NepeaaBarucs (])axm M
CJIY:K0 TeXHIYHOI MiATPUMMKH i aHTUBIPYCHOI J1a00paTopil E
JJISL AHAJII3Y | HAITAHHS CBOE€YACHOI 10IIOMOIH .




~
ESET SysRescue - yruJira, sika 103B0Jis1€ 3MiMCHUTH? BiTHOB/JIeHHHA cnaegu‘&
y pa3i nomkoaxeHHs. KopucryBau Mmoxe cTBOpUTH BiracHUM TUCK
«aBapINHOI0 BIIHOBJICHHA», 3ABAHTAKUTH KoMI1'10Tep 3 [{boro aucky,
NMPOBECTH CKAHYBAHHS CUCTEeMHM I BUAAJIUTH WKiAIuBi [Iporpamm.

PyTKiT - mporpama ado Ha0ip nporpam Jisi IPUXOBYBAHHS CJIiIIB
NMPUCYTHOCTI 3JIOBMUCHHUKA 200 HIKIZJIUBOI IPOrpaMu B CUCTEMI.
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VY antusipyci ESET NOD32 3acTtocoBaH1 HaiiCy4acHIIII METOAW BUSIBICHHS IIUX
3arpo3 , MEXaHi3M BHSBIICHHS HeOe3Mnek po3pobiiennii kommaniero ESET s
AHTUBIPYCHUX MPOIYKTIB BIIACHOI pO3pOOKH 1 HOCUTh €KCKJIFO3UBHUM XapakTep. 3
HOro 10MOMOI00 aHTUBIPYC 3/IaTHUN BUSIBIISITA HE TUIBKHW B1JOMI BHIH
IK1JJIMBOTO MPOTPAMHOTO 3a0€3IEUECHHS , aJi€ 1 BUSIBJIISITA OTCHIIMHO
HeOe3MeYH1 3arpo3u 3a JOMOMOTOK CBOTO MEXaHI13MYy €BPUCTUYHOIO aHAIII3Y
IPOrpaMHUX MPOIIECIB CUCTEMH .

VY NopiBHSHHI 3 IHITMMHU HAUTIOMIMPEHIITMMHU aHTUBIpYCHUMHU TpoaykTtamu ESET
NOD32 Antivirus roka3ye OfH1 3 HAMBUIINX TOKA3HUKIB BUSBJICHHS BIPYCHUX
3arpo3. [locTiliHO OHOBJIFOBaHA Ye€pe3 IHTEPHET 0a3za BIPYCIB JO3BOJISIE BHACHO
BHUSIBJISITU CaM1 OCTaHHI 3arpo3H JJIs1 MPOTPaMHOTO 3a0€3MEUeHHS KOpHUCTYBava.

[Ipu iboMy 0c00IMBO TpeOa BIA3ZHAYUTH , 1110 B MOPIBHSAHHI 3 1HIITUMU

nporpamamMu noaioHoro poay NOD32 cniokuBae IMOPIBHSIHO Majlo PECYpPCIB 4
3aXUIIAETHCS KOMI'IOTEPA , 1 3JaTHUN 0€3 IIKOJIM JJIs1 MPOJYKTUBHOCTI

MpaIfoBaTH HABITh HA BIJITHOCHO CIA0KUX KOH(ITypaIisiX KOMITHOTEPHOIO «

31132 .




