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3agaHue «Llngp»

B wkKone no naATHMUAM Ha OBYX MOCNEOHMX ypoKax XUMUKM Mbl nobunm
be3genbHMYaTb, NOTOMY YTO YXXe ycTanu 3a Heaento, XoTenu oTaoxXHyTb. /1
YTOOLI HE CKy4aTb, Mbl MPUAYMbIBANnN pasnunyHble Wndpsl. BOT oanH N3 HUX.
Ncnonb3ysa aTtoT wndp, MOXHO BbINo ObICTPO coCTaBUTL M paclundpoBaTthb
coobOLeHune

Y10 3gech 3alumndpoBaHo?

20772 1472 4073 1072 9571 7275 12671
112724 186”72 6573 7475
26274 13272 5571 4474 102

LI,I/ICbpr CO 3HAKOM " 3annCbIiBaKOTCA KaK CTerneHb



3agaHue Face

Buyepa Ha Hawem obbekTe ObINno
npenoTepaLleHo BTOPXXEHWUE.
[pabutenen nonmaTtb He yaanocs,
HO OOWMH N3 HUX ObIN MNOXOX Ha
OYEHb WM3BECTHOrO MapHs, KcTaTu
BOT €ro ooTo :

KTo Obl MOr nogymaTtb 4YTO TaKou
3HAMEHUTbIN YenoBeK  MOXET
ONyCTUTbLCHA 40 BOPOBCTBA? UMK 3TO
OblS1 O4YEeHb TMOXOXWW Ha Hero
YyenoBek?

BbliacHuTe, noxanyucrta, umsa WU
doamumnunio 3Toro Yyeroseka.




3agaHue CITAM

Takoe cTpaHHOe cnam-coobLLeHMe NPULLINO
MO HaLLEeMy CeKPEeTHOMY KaHamny CBS3MU:

Dear E-Commerce professional ; This letter was specially selected to be sent
to you . If you are not interested in our publications and wish to be removed
from our lists, simply do NOT respond and ignore this mail | This mail is being
sent in compliance with Senate bill 1916, Title 2 ; Section 302 . This is not
multi-level marketing ! Why work for somebody else when you can become
rich in 76 months . Have you ever noticed nearly every commercial on
television has a .com on in it plus nearly every commercial on television has a
.comoninit ! Well, now is your chance to capitalize on this . WE will help YOU
deliver goods right to the customer's doorstep and decrease perceived
waiting time by 200% . You can begin at absolutely no cost to you | But don't
believe us | Prof Ames of Florida tried us and says "Now I'm rich many more
things are possible" | This offer is 100% legal | We BESEECH you - act now !
Sign up a friend and you'll get a discount of 50% . Thanks .



3agaHue Apple

Haw pecnoHget AnekcaHap MsacHuKoB npucnan Ham BOT
9TOT dpaunn:

http://cs-new.engec.ru/apple.omp

[Moxanyncra, nopasbupantecb B HEM. BO3MOXHO, Tam
€CTb HEKUIN CKPbITbIN CMbICH.

OT Hero e npuviuna eule ofHa KopoTKasi 3aMeTKa, CMbICIT
KOTOPbIM HaM TMMOKa He [0 KOoHUa fAceH: "naponb-rof
co3aaHuda apple Il1".

Ham He NOHATHO, YTO 3a Naporb U Kyaa ero BBOAUTD.
Hapetoch, Bbl pa3bepeTtech. Ycnexos!



Onunmnuapa InfoSec
1

PUOBEK

Kak pewaTtb
TaCKMW.

18 HOAOpPA 2011 r. UHXIKOH



001 task release

pes¥ | DDDJ] D ‘=] 430] H3 Y| ] v LLP | LLP| ] D N| DeD] | |

§ 001 _task release.rar ﬁin ' > LI - . E “‘HIE"I_. m‘] 4 K6 csob

®ain  Komanaer Onepaumn WzbpanHoe [lapa
=]

| 000-MNpwusetcrene! —

Y N | : s
g M Qaiin [paska ®opmar Bua Cnpaska

- fo6asute Wseneun.. Tecr [pocmotp Y, To6perit Beuep!
Bac npueeTcTEYeT ABTOMaTIHYeCKaA CHCTEMA PelIeHIA SaJaHint

: m : g 001 _task release.rar - RAR apxus, pasmep|| (coxpamento- ACP3). Moa uemp-nmomous Bam pennits Ece 3agaHna 1
> '| Habpare MakcyMambHBLT Gam.

Wma
Jagaiire NpHCTYTNIM, ITA Ha4ana A momory Bam peunts sagarte

g Nello v "release"”. [IpocTo oTkpoitre apxue Hello.rar. napons B HeM A yiKe
; cOpymina, oH npepcTaenAeT us ceba Habop ciMEonOE D4

. 000-Mpueercrene!.txt
<\
Beoa napons lij

BeeauTe naponb AnR 33WMGPOBaHHOM0 Paiina:
C:A\Users\Hpuit\AppData‘\Local\Temp\Ra...\hello rar

z212ioNp45w T2

[ 0K ] [ OtmeHa ] [ Cnpaska ]

< | 1

EJ 0 Bribpano: 25 292 Baiite 1 ¢aune

c:\Users op$.
F3 MNpocmotp F4 lNpasxa F5 T




Qaiin  [llpaska ®opmar Bua Cnpaska

¥nic, uro-to nonwto He Tak. ACP3 nmepexoguT B MOTYaETOMATHHECKINT -

peIM, V1A JaiiHelmest paboTel oTKpoitTe release.rar 1 EEeINTe HOBBIIT
| mapome-rog cosgarA | o1

BsenmTe naponb anA 33WMPPOBaHHOrO Paina:
C:A\Users\Opuit\AppData\Local\Temp\...\release rar

Cnpaska

'@ Be6 | ruwikipedia.org/wiki/Elk_Cloner

BbIX KOMMbHTEPHLIX BUPYCOB, pacnpoCTPaHMBLUMICA
in Hanucad B 1981 rogy 15-neTHUM LWIKONbHUKOM Puy




| CA\Users\D36B~1\AppData\Local\Temp\Rar$EX01.477\001.ex¢

Everyone knows information security standard for organizations that handle cardhjh
older information for the major debhit. credit, prepaid. e—purse, ATM. and POS cafg
rds. Enter the number of requirement from this standard that prescribe you storels
cryptographic keys securely in the fewest possible locations and forms.

Payment Card Industry (PCI)
Data Security Standard

3.5.2 Store cryptographic keys securely
in the fewest possible locations and
forms.

3.6 Fully document and implement all 3.
key-management processes and u!

reat? First part of key=9pl?




g

#  C:\Users\D36B~1\AppData\Local\Temp\Rar$EX30.347\002.ex¢

i oL

Rakoi nomer standarta iz kompleksa Banka Rossii po IB sootvetstvuet standartu

S:I Hﬂe KC CTO Op MbbC

Hawnoce | B HalgeHHOM 8 Cankr-letepbypre
119 TeIC. OTBETOB

W CTO BP UBBEC — Bukuneaus

Crangapr banka Poccumn no obecneyenu
baHkoBckon cucrembl Poccuickon @¢

Poccum._.
ru.wikipedia.org > wiki/fCTO_BbP_MbbC

etodika ocenki riskov narusheniva informacionnoi bhezopasnosti’? Format otveta _

m

* PC bP MbbC-2.2-2009. MeTogamnka oUeHKN PUCKOB HapyLUeHUA WHPOPMaLMOoHHON De30NacHoCTH;

e DM RD IARRC.? 22N1N Tnahnoauua nn nharnatiauuumn Aasnnarunc,Tia NANCAUAALULIV NAUULIV D 14

wé11 done?! Second part of key




& CA\Users\D36B~1\AppData\Local\Temp\Rar$EX53.103\003.exe
What is better known name for DoDD 5200.28-STD?
orange_bhook

it was rather difficult, but you did it?* Third part of key is ¥Ym3u

Fopmat otveta I IIIE a




" & C\Users\D36B~1\AppData\Local\Temp\Rar$EX61.791\004 exe

Hhat s number of ISO/IEC standart, called ’Information technology— Secullty techn |
iques—Code of practice for information security management’?

27002

Great?You finished?! Final part of key is 920Ut




ANbTEPHATUBHLIN
NyTh



File View Debug Trace Plugins

Options Wlndows Help

- [&]x]

HEE NN EEEE N

MOV DL, BYTE P’ :
CHP OL,BYTE PTR DS [ECX]
%EE SHORT @11

T
JE SHORT G11E160C
acA MOV DL,BYTE PTR DS:[ERAX+1]
GllElMCD - 3ASi 81 CHP OL,BYTE PTR DS [ECK+1]
GllElUDﬁ v 75 BE JNE SHORT B11E10
a11E16D2 83Ca 62 ADD EAX,2
BllElﬁDC 23C1 B2 ADD ECX,2
a11E16D 8402 TEST DL,DL
911E160A 7S E4 JNE SHORT @11E18C8
811E160C 33Ca XOR ERX, EAX
911E160E EB 65 JMP SHORT @11E16ES
A11E16EG 1BCO SBB EAX,EAX
a11E16E2 8308 FF ERX, -
A11E16ES SCa TEST EAX,EAX
G11E16E7 74 @D JE SHORT B11E18F6
MOV ERX, DWORD PTR DS: [<&MSUCP18@. Pcou

Calculates sign(EAX)

PUSH OFFSET 911E32B4

J P SHDRT B11E11

MOV ECX, DWORD PTR 0S: [<&MSUCP16@. ?cout
PUSH OFFSET @11E32CC

S1 PUSH ECX

EB 99810008

EB E3838890

PUSH ERX

ADD ESP,aC

DEC ESI

LUNE SHORT @11E10AG

gOU ECX,DWORD PTR SS:[LOCAL.11

0P ESI
XOR ECX,ESP

75 8D
8B8C24 ACOBE
SE

33CC

OO0 E00 000000000000 SE
oo dor e s e fher e Qs (s e e e e e her oy

33Ca XOR ERAX,EAX
ES 100230066 |CALL __security_check_cookie
SBES MOV ESF,EBP
POP EBP
C3 RETN

CALL std::operator{{<{std::char_traits<
CALL std::operator{{{std::char_traits{

ASCII "you failed. Try again”

ASCII "Greatt First part of key=9p@7"

Lstd::operator<{{{std::char_traits{char> >

[std' soperator{<{{std::char_traits{char> >

Registers (FPU)

>

7697EDSA kernel32.BaseThreadInitThunk
08366000

B11E1C30
7FFDE66G
B816F970
B016FI78

881.<Modu leEntryPoint >

ESI HBBBBGBB

Modu leEntryPoint >

it B(FFFFFFFF)
it B(FFFFFFFF)
it @(FFFFFFFF)
; B(FFFFFFFF)
it 7FFOFBaG(4008)

C__security_check_cookie

ASCII

0D D (D) ) 5 ) () ¢

=

a3
@31 hFCJEﬂ

AAIEESES

"yo failed. Try a3ain™

-
@

"Greatt First part of key=Spar”

End of SEH
SE handler

chain

RETURN from ntdll.772A37CE to ntdll.772R37C8
FJul {Modu leEntryPoint>

8881, <{ModuleEntryPoint>

[Entry pomt ol main modute

l_ |Paused



© 9909090990999

ApocnaBckas obnacte
3

CmoneHckas obnacte
4 18

Canxr-letepbypr
13

YyKOTCKUI aBTOHOMHBIN OKpYT
1

EgBpeiickan aBToHOMHaA obnacte
5,10, 15

BpAaHckana obnacts
8,11

YnbAHoBCKaA 0bnacTte
12

Mockea
3

Teepckaa obnacte
2747

KpacHoapckuii kpait
9
HeHeukuit aBTOHOMHBIN OKpYT

16

Tomckan obnacte
14




W 0 N O O B W N -

BRR R R R R R R
O 0O NN Oy O B W N -2 O

PervoH

YyKoTckuim AO
TeepcKkas obnacTb
Apocnaeckas obnacTtb
CmoneHcKas obnacTtb
Espericknin AO
Mocksa

TeepcKkas obnacTb
BpsHckas obnacTtb
KpacHozapcKui Kpai
Espericknin AO
BpsHckas obnacTtb
YnbaHoBcKaa obnactb
CaHkT-MeTepbypr
TomcKasa obnactb
Espericknin AO
Hereukui AO
TeepcKkas obnacTb
CmoneHcKas obnacTtb

Kopg pervoHa ASCIl-koapbl
87 W
69 E
76 L
67 C
79 O
17, 97,99 177, 197,199 'M
69 E
32 (npoben)
24,84, 88, 124 T
79 O
32 (npoben)
73,173 1
78,98, 178 N
70 F
79 O
83 S
69 E
67 C



003 task x2

YyacTeylolWMe UCNONHUTENK  PUPLBBAROONA_CWbI
WcnonHuTene ansboma

| O6uwwe | BesonacHoct | Moapobo | Mpeabiayuve sepcum |

CeoitcTB0 3HaueHne AnbsoM k4

Cy6mTpel

Ouenka TR I g ron

KommeHTapum -

Hocurene N- 1
YyacTeylowme UCNONHWTENM  BUPLBBROONA_CHMbM .
WcnonHutens anbboma xaHp PennUtatlon
Ans6 4xd4

S MpoponxuTENbHOCTL 00:02:11
Nz 1
Kanp Permutation
MNpogomxuTEnsHOCTL 00:02:11

Ayauno
CkopocTs noToka 128 kBuT B CEK

WcTourHunk
3aWwmuPposaHo MS aaTtens
URL-anpec aeTopa serv_pass=0p12sdaw3...
3aWMPPoBaHD

YnaneHue cBOWCTB M NMYHOM MHPOPMAELIW

URL-aopec asTopa | serv_pass=0p12sdaw32vb i

Lok [ omee |[Mewewr || ApTOpCKuE NpaBa




YyacTeyowme UCNONHUTENKM  PUPUSBROONA_CHbN
WcnonHuTene ancboma

AnsBom 4x4

lon

Nz 1

Kanp Pemutation
MNpoponxuMTENEHOCTL 00:02:11

12|34 412113
léupy lumnodp

2aB8ao J OB A 9

3onAg _ 3 noan

Adcubn
Adnuco



1:45 2:00 2:15




———————
. | 3ppekTol | AHanns  Cnpaska

[MoeTopuTE NOChegHnit 3 dekT

FFT-puneTp...
Wahwah...
3anpoc Nyquist...

|

WNHeepTuposanune
Komnpeccop...
Hopmanuzaums...
lNnaeHoe 3aTyxaHne

MnagHoe HapacTaHne

MEHAa EbICOTBI TCHA...

CmeHa ckopocTn...






