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Y10 TaKOE Firewall
OcHoBHAO4 3aaa4a Firewall
Kak pabortaeTt Firewall
Buabl Firewall

TMMNMYHbIE BO3MOXXHOCTU

[ToOOAEMDI, HE PELLAEMbBIE C MOMOLLLBIO
Firewall



Y10 TOKkoOe Firewdall

MeXXCETEBOM 3KPAH MAM CETEBOM SKPAH —
KOMIAEKC AMMAPATHbBIX MAM MPOMPAMMHbIX
CPEACTB, OCYLLLECTBASIOLLLUM KOHTPOAb M
JOUABTPALMIO MPOXOASLLIUX YEPES HETO
CETEBbLIX MAKETOB B COOTBETCTBUM C

3AAAQHHbIMU MPOABUAAMMA.




OCHOBHAY 30A040 Firewall

® OCHOBHOM 30AQ4EM
CETEBOIO IKPAHA ABAIETCH
3ALLIMTA KOMIMBIOTEPHbIX
CeTeEN MAM OTAEABHbBIX Y3AOB
OT HECAHKLMOHMPOBAHHOIO
AOCTYNA. TOKXKE CEeTEBLIE
SKPAHbI YOCTO HA3bIBAIOT
JOUABTPAMM, TAK KAK MX &
OCHOBHQ4 30A04Q — He 2 N
NPOMNyCKATb (OUABTOOBATH) |
NAKETbl, HE MOAXOASLLIME MOA R
KpUTEPUU, ONPEAEAEHHDBIE B
KOHJomrypaLmu.




Kak pabotaeTt Firewall

Firewall KOHTPOAUMPYET NOPTHI U
MPOXOAJLLIME Yepe3 HMX NAKETbI. BO>XKHOM
AddYyHKUMeEM Firewall aBageTcH
HOOAIOAEHME 30 BCEMM
YCTOHOBAEHHbIMMW M 3AMYLLEHHbIMM
NPUAOXKEHMAMMU. Y OPAHAMAYIPA ECTb
HOOOP MPABUA, KOK BCTPOEHHbIX MO
YMOAYOHMUIO, TOK U 30ACBAEMbBIX COMMM
MOAb3OBATEAEM.




CeTb O6e3 CETEBOro 3KPAHA
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CeTb C CETEBbIM IKPOAHOM

PC3 PCa PCS PC6 PC7 PCS



Buabl Firewall

CeTteBble KPAHbI MOAPA3AEAIOTCH HO
PA3AUYHBIE TUIMbI B 3ABUCHMMOCTU OT
CAEAYIOLLMX XAPAKTEPMCTUK:

obecneymBaeT AU SKPAH COEAMHEHNE
MEXAY OAHUM Y3AOM U CETBIO MAU MEXKAY
ABYMS AU BOAEE PA3ZAMYHBIMU CETAMMU;

HO YPOBHE KOKMX CETEBbIX MOOTOKOAOB
NPOUCXOAUT KOHTPOAb MOTOKA AQHHbIX;

OTCAEXMBAKOTCA AU COCTOIHUA OKTUBHbIX
COEAMHEHMMN UAM HET.



Buabl Firewall B 30BUCHMMOCTUM OT
OXBATA KOHTPOAUPYEMbIX
NOTOKOB

® TPOAAMLIMOHHbBIM CETEBOMU (LA
MEXXCETEBOM) IKPAH

® MEePCOHAAbHbIM CETEBOM IKPAH




Buabl Firewall B 30BUCHMMOCTM OT

VOOBHS$, HO KOTOPOM
MOOUCXOAMT KOHTPOAb AOCTYMO

CETEBOM YPOBEHbD

CEQHCOBbIM YPOBEHb (TAKXE M3BECTHbIE KAK
stateful)

YPOBEHb MPUAOXKEHMM

APPLICATION FIREWALLS
COMPLEMENT UTM
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Buabl Firewall B 30BUCHMMOCTM OT
OTCAEXKMBAHMSA AKTUBHbIX
COEAMHEHUM

® stateless (mpocTtas doUAbTPALMA)

® stateful, stateful packet inspection (SPI)
- 2 -




TUMMYHBbIE BO3MOXKXHOCTM

AOUABTPALMI AOCTYMNA K 30BEAOMO HE3ALLMLLLEHHbIM
CAYXKOOM;

NPENITCTBOBAHMNE MOAYYEHMIO 3AKPbITOM MHJDOPMALMM K3
3ALLMLLEHHOM MOACETU, A TAKXKE BHEAPEHMUIO B
3ALLMLLLEHHYIO MOACETh AOXKHbIX AQHHbIX C MOMOLLLbIO
YA3BMMBbIX CAYXO;

KOHTPOAb AOCTYNA K Y3AOM CETU;

MOXET PEMMCTPUPOBATL BCE MOMbITKM AOCTYNA KAK M3BHE,
TOK U M3 BHYTOEHHEM CETU, YTO MO3BOASET BECTU YYET
MCMOAb30OBAHMA AOCTYINA B MHTEPHET OTAEAbHbIMM Y3AOMMU
cetu;

PETAAMEHTUPOBAHME MOPIAKA AOCTYNA K CETU;

YBEAOMAEHME O MOAO3IPUTEABHOM AEATEABHOCTM, MOMbITKAX
30HAMPOBAHMUS MAM ATAKM HA Y3Abl CETU MAM COM IKPOH;
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[ToOOAEMDBI, HE PELLAEMbIE
C nomoLubto Firewdll

® He 3ALUMLLLAET Y3Abl CETM OT MPOHMKHOBEHMS
Yyepes «AIOKM) (QHTA. back doors) nAn
Va3BUMOCTU [1O;

® He obecnevymBAET 3ALLMTY OT MHOTMX
BHYTPEHHMX YIP O3, B MEPBYIO O4EPEAD —
YTEYKM ACQHHbIX;

® He 3aLLUMLLAET OT 3ArPY3KM MOAb3OBATEAIMM
BOEAOHOCHbIX MPOrPAMM, B TOM YUCAE

BMPYCOB;






Crnacmbo 30 BHUMAHME




