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[ToasneHne GWT

Google Web Toolkit (GWT) 6bin
HEOXWUAAHHO OTKPpbIT And nybénmkm 18
Mas 2006 roaa Ha exxerogHou
KOH(epeHUnn JavaOne B CaH-
OpaHuucko. Llenb, KoTopaa cTtoana nepea
GWT, ©Obilna o04eHb nNpocTou: caenaThb
pa3paboTKy C NOMOLLbIO TeXHONOrmnm Ajax

npotye 3a cyer COKpbITUS
HEeCOBMEeCTUMOCTEN 6bpay3epoB oT
NpoOrpamMMmCTa 7 NO3BOJ/INTb

pa3paboTunky  paboTaTb B cCpeae,
nogo6Hon Java.



[MpuHunnel GWT

Google Web Toolkit obbeanHsaeT KNMeHTCKUU
N cepBepHbIN KOO B OTAENIbHOM MPUIOXEHUMN,
HanMCcaHHOM Ha OAHOM 43blke - Java. 3TO
nmeet paa npeummyuwiects. C oAHOM CTOPOHBI,
AN0BOJ/IbHO MHOro pa3paboTymkKoB 3HAlOT Java u
JavaScript unu Flash. C gpyron ctopoHsbl, Java
n306mMnNnUT cpeacTtBaMmn paspaboTkn, TaKuMMuU
kak Eclipse, NetBeans wu IDEA. GWT
No3BOJISeT co3aaBaTb Web-npunoxeHunsa Tak
Xe, KaK Bbl co3paete Swing nNpunioXeHus,
obecneumnBas co3aaHue BM3YyasibHbIX
KOMMOHEHTOB, YCTAQHOBKY o06paboTymnkoB

Co6bITUWN, OTNaaKy M T.A. - BCE B npeaenax
ctaHpgapTtHou IDE.



MICTOYHUK YA3BUMOCTU

HeobxoamMMo yuuTbliBaTb, 4YTO KOA4 Java,
HannucaHHbin B yaobHom IDE, B KoOHUeE
KOHLOB, npeobpa3yetcsa B Koa JavaScript u
byper MCMOJTHATbLCS B KIMMEHTCKOM
6bpay3epe. [ToaTOMY GWT HEABHO
nepeHMMaeT BCe HeaocTtaTtku JavaScript,
KOTOpble CYLWIEeCTBYIOT Ha CeroaHAwHum
neHb. Paspabotumkm Google MakcuMmanbHO

no3aboTumnunce 06 06 mMX BeLlax
6e3onacHocTy, HO He MEHbLUas
OTBETCTBEHHOCTb B obecneyeHmnn

6e30NacHOCTN NEeXUT Ha nNporpaMMnUCTax,
ncnonb3ywwmnx GWT.



Yrpoa3hbil

[Tpw PACCMOTPEHUU igslek ong
TexHonorum GWT cneayetr yudyuTbiBaTb
KakK Yyrposbl K CaMOW TEeXHONOormm -
CTaHAAPTHbLIM KJlaccaM, B3anMOAEeNCTBUIO
KNMeHTa C cepBepoM no npotokony GWT
RPC, - Tak W yrposbl, KOTOpble
Heob6XxoAMMO Y4UTbiBaATb MNPOrpaMMuUCTy
npu nNpoeKTUupoBaHMM U paspaboTke
NPpOrpaMMHOIro KoMrnJsekca.




Yrpoa3hbil

OTn npobnembl, Kak 1 MHOrme apyrue B
MHTEpPHETE, bepyT Hayasno oT
BpeOHOCHbIX MnporpaMMucToB. Jloau,
KOTOpble MNpoBOAAT OrPOMHbIN MPOLEHT
CBOeN >XWU3HWM Ha[ pa3MbIlLIEHUAMN O
TOM, KaK YKpacTb JAaHHble. [1poaaBLbl
web 6pay3epoB BHOCST CBOW BKJ/lad B
6opbby C 3TMUMM NOABMU N OAUH W3
nyTeu OCYLLUEeCcTB/IeHUS 3TOro
Same-Origin Policy.



Same-0rigin Policy

Same-Origin Policy (SOP) roBopuT, 4TO KOA,
3aMnyWeHHbIN Ha CTpaHuue, KOTOopbliA Obli
3arpyxeH ¢ Canta A, He MOXEeT WMETb
OOCTYMNna K AAaHHbIM NN K CETEBbIM pecypcam,
npuHagnexauwmm ndomMmy Apyromy camty uau
naxxe nwobonm aApyrom crpaHuue (KpoMme
APYTrNX CTpaHWUL, KOTOPbIE TaKXe 3arpy>eHbl
C CaunTa A). Llenbto ABNAETCH
npeanoTBpalleHne UHbEKUUM BPEAHOr0 KoAa
xakepammu B Caut A, cobupatowero Baluu
NMNYHble AaHHble U ompasnmou_lero Canty B.
JTO, KOHEeYHO, W3BEeCTHble OrpaHuW4yeHus,
3almuiarome AJAX KOA OT XMLH'ITPRequest
BbI30BOB K URL, KOTOpbIM HE ABNSETCSA TEM
Xe CauTOoM, C TeKYLLUen CTpaHuLen.




BapuaHTtbl XSS B3roma

+ 310M KOA co3aaeT HeBmaAuMbIn iframe
n pobaender B Hero <form>.
[lenctene opMbl YCTaHaB/INBAETCH B
URL cepBepa, KOTOPbIN
KOHTPOJIMPYET aTaKyrwlwun. 3aTem

dopmMa 3anoJIHAETCH NaHHbIMWU,

KOTOopble NOCTYMatoT 7k

PDOAUNTENBCKOMN CTpaHuULbl W 3aTeMm

dopMa oTnpasnseTcs.




BapunaHTbl XSS B3rnoma

+ JavaScript ™MoxeTr pobaBnaTb  HOBbIE
pecypcCbl - Takume Kak <img> Term - Ha
TeKyLWyw CcTpaHuuy. MOoXHO BbI3BaTb
n3obpaxxeHne, Haxoasiuieecs Ha foo.com,
ONns BCTpaumBaHua Ha bar.com. He cno)xHo
BoOoOpa3nTb cueHapun, raAe 3/710M KozA
KpageTr NOJIE3HYIO MHMOPpMaLUIO n
3allNpoBbLIBAET ee B <img>; Hanpumep,

TEI MOXET BbIMNNA4ETb TaK.
+ <img src="

o />



BapuaHTtbl XSS B3roma

+ 3JION KOO  CO34aeT HeBUAUMbIN
iframe, KOHCTpyupyet URL C
napamMeTpamu B 3anpoce
coaepxauwme B cebe nHdpopmauuto n3
POAUNTENBCKOMN CTpaHuULbl WU 3aTeMm
ycTaHasnmBaeT iframe "src" B URL
cepBepa, KOTOpbIM HaxoaAUTCa noa
KOHTpPOJ1IEM aTaKyoLlero.



BapuaHTbl XSS B3noma

+ 310M KOO coO3aaeT <script> Ter cC
MYHKUMAMU, MNOXOXMMU Ha <Iimg>
aTaky.

Cnncok nyTen, KOTOpbIMWU 310U KoA
MOXEeT NonacTb Ha XOpOLUYo
CTpaHuuy, MO>XHO NpoAO/IKATb
6ecKkoHeYHo.



2

3awmTta ot XSS

B HacTosuwee BpeMA MOXHO OblTb YBEPEHHbLIM,
yto GWT 3awumwaer ot XSS B cneaywuwmx
HanpaBieHNAaX:

JavaScript Ha host cTpaHuue, KOTOpbIN HE MMeeT
oTHoweHna Kk GWT;

HanMMCaHHbIK BPYYHYIO KOJ, YCTaHaBIUBaKLWMUA
innerHTML Ha GWT Widget o6beKThl;

ncnonb3oBaHne JSON API ana pa3bopa
HEHaAeXHbIX CTPOK (KOTOpble, B KOHEYHOM
cyeTe, Bbi3blBAtOT eval pyHKuUuto JavaScript);

JavaScript Native Interface (JSNI) ko, KOTOpbIn
nuweTcs  pa3paboTymMkoM, 4YTO  Hapywaer
6e3onacHocTb (ycTtaHoBka innerHTML, BbI30B
eval, nucatb nNpaAMO B [AOOKYMEHT 4epes
document.write, n T.1.).



BHellHMe JS KOHCTpYKL UK

MHorme GWT pa3paboTumkm UCMONIb3YIOT
GWT Hapsay C  APYrUMKU JavaScript
pelweHndaMmn. Hanpumep, NpUIOXKEHUNE MOXET
MCMONIb30BaTb Mashup C KoOAOM M3 pas3HbIX
CauToB, UM MOXHO Mcnonb3oBaTb JavaScript
6bubnmnorteky Tpetbux nuu Bmecte ¢ GWT. B
3TOM CNlyvyae, TnMpUIOXEeHUe MOXET CTaTb
YA3BUMBbIM.

Echm  HeobxoammMo  cMewmBaTb  ApPYrou
JavaScript kog ¢ GWT B BaweM NPUIOXEHUHN,
BaXHO 4TOb6bl MpoOCMaTpuBaJZICad  KaXAbln
Kycoyek, 4YT06bbl 6bITb YBEpPEeHHbIMU, 4TO
NpUIOXeHMe 3aLlMLLEHO.



PaboTa ¢ innerHtm|

OJTO pacnpocTpaHeHHas TexHuKa, 4YTob6bl
3aN0O/IHATb Tena Tabnuy, DIV-0B,
dpenmMoB, U  [pyrnux noAobHbix Ul
3/1IEMEHTOB HEeKOTOpbIM CTaTU4YHbIM HTML
KOHTEHTOM. 3T0 ocobeHHO nerko
ANOCTUraeTcH, yepes onpeaeneHune
innerHTML atpubyta JavaScript obbekTa.
OaoHako, 3TO pPUCKOBAHHO, TaK Kak
NO3BOJISET 3/1I0MYy COAEPXaHUK HanpaMyto
3arpy>XaTtbCs Ha Bally CTpaHuLUy.



[TpuMep B3noma XSS

[Tpy Kncnosb30BaHUM CTaHAAPTHbIX
GWT BuaxetoB pa3paboTymkm He
3almuleHbl ot XSS, Hanpuwmep,
paccMoTpuM  Buaxet  Grid. bes
ANOMONHUTENbHOrIO SKpaHMpOBaHUA
CMMBOJIOB, MOXHO NONYYnUTb
cneayrwmnm s @exT.




[Tpeanocbinka XSS

ﬂ11/17/10

<img
src="http://tell.fl.purdue.edu/lapan
Proj/FLClipart/Adjectives/bad.gif’
alt="Bad Picture. It shouldn't be
happen!'/>

Cancel |




[locnenocTtBua XSS

Add/Edit News

News was Saved

Created By Date
e-admin Wed Nov 17 00:00:00 EET 2010

i4 4 Page 1 éof1 bobl |

| Create News | | Edit News | | Delete News |




[Tpumep B3noma XSS

HoO n 3TO He Hauxyalwunnm BapuaHT
B3/l0Ma. TakuMM e o06pa3oM MOXHO
BCTaBUTb JavaScript Koa mnan uenbiu
670K pa3MeTKu, C MOMOLLbIO KOTOPOIro
3/10yMbllWNEeHHNK ©OyaeTt aenaTtb TO,

YTO XO4eET.



[Tpeanocbinka XSS

11/17/10 [

' <table border="1"><tr><td
onmouseover="alert("I am really bad
code!")' >Some Text</td></tr>
</table}>




[locnencTBma XSS

Add/Edit News

News was Saved

Created By Date
e-admin Wed Nov 17 00:00:00 EET 2010

& Crpanuua no agpecy 127.0.0.1:8888 says: &]

I am really bad code!

4 4 |Page1 jof1| » P| @

| Create News |




AyTeHTUUKaLUSA nonb3oBaTens

Bcneacreue yanobHOCTM pa3paboTku
Ha  GWT, pa3paboTynk  nopowu
3abblBaeT, Kakoum Koa OH nuweT B
NaHHbIK MOMEHT: CcepBepHbIn WIN
KMMeHTckumn. C 3TUM MOXeT ObITb
CBSA3@aHHO MHOro npobtseM, B TOM
yucne n npobnema ayrteHTMd@uUKauunn.




AyTeHTUUKaLUSA nonb3oBaTens

Kak un3BectHo, nwbou 3anpoc,
MCXoasiWMnm OT KJIMEHTCKOWM 4acTu,
NOTEeHUMaNbHO oOnacHbin. [lo3TOMY

HUKOrAa ayTEHTUPUKALMNIO
Nnosib30BaTeNnsd Henb3d MpoBOAUTL B
KIIMeHTCKOM Koae. Heobxoanmo

AenaTb yaasieHHbIV Bbl30B Ha CEPBEP,
ayTeHTuduumpoBaTb €ro, a 3aTem
3aHOCUTb [aHHbIE O MNOJIb30OBaTesNE B
napaMeTpbl CECCUMN.




CKpbITbl€ 3NIEMEHTD

MHorga B 60/blMX CUCTEMAX EeCTb
pa3rpaHnyeHnda AoCcTyna pas/nyHbIX
noJsib3oBaTenem K pasnnyHbIM 4YacTaM
CUNCTEMBDI. Bcnencreue 3TOro
NoNb30BaTes/ib MOXEeT, HanpuMmep, He
BUOETb KaKux-nnbo KHOMOK Ha
SKpaHe. Hanpumep, CpaBHUM
cneayrolime y4yactkm Koaa.



CKpbITbl€ 3NIEMEHTHI

BapuaHT 1:

if (canDeleteUser) {
this.deleteButton = new Button("Delete”);
add(deleteButton);

¥

BapuaHT 2:

this.deleteButton = new Button("Delete”);

add(deleteButton);

if (canDeleteUser) {
deleteButton.setVisible(false);

b
B HEM OTJINHMUE?



CKpbITbl€ 3NIEMEHTD

BapnanHt 2 Bbirngant 6onee
npuBfeKaTesibHO, NMOTOMY 4YTO Mpw
nob6aBsieHUMN KHOMKU Mbl MOXEM
cBo6OAHO MaHUNyNUpoOBaTb €€
COCTOSIHMEM

(aKTUBHa/HeaKTUBHA), HE AyMas o
TOM, 4YTO OHa BO3MOXHO He

co34aHa 7 creHepupyert
NullPointerException.



CKpbITbl€ 3NIEMEHTD

Ho ecnnm BCMOMHUTb, 4YTO KJ/IMEHTCKUW KO
6bynet npeobpasoBaH B JavaScript, nonyyumm
onsg BapmaHTa 1 NosiHOe OTCYTCTBUE KHOMKU B
DOM Moaenwn:

</tr>
</tbody>
</table>
</div>
p <div style="overflow-x: visible; overflow-y: visible; left: @px; top: 27px; width:

div  #x-auto-284 | div  div = #x-auto-303 | div | div = #x-auto-306 | div @ div @ #x-auto-313  div | div @ #x-auto-316  div | div = #x-auto-
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CKpbITbl€ 3NIEMEHTD

ans BTOPOro BapunaHTa

COOTBETCTBEHHO:

#x-auto-618

Vd = VF iz
v<td align="LEFT" valign="TOP">
v<table cellspacing="8" class="x-btn x-component x-btn-noicon " role=
"presentation” id="x-auto-662" style=" visibility: hidden:">
v<tbody class="x-btn-small x-btn-icon-small-left">
pL<tr>.L/tr>
v<tr>
p<td class="x-btn-ml">.</td>
v<td class="x-btn-mc">
v<em class unselectable="on">
<button class="x-btn-text " type="button" style="position: relati
width: 42px; " tabindex="0">Delete</button>
</em>
</td>
p <td class="x-btn-mr">.</td>
</tr>
pLtr>L/tr>
</tbody>
¢/ tahles
div | div  #x-auto-625 div | div = #x-auto-628 div | div = #x-auto-634 | div | div = #x-auto-650 @ div | div




CKpbITbl€ 3NIEMEHTHI

CoBpeMeHHble 6pay3epbl NO3BOJIAIOT

peAaKTUpoBaTh DOM MoAdenb
3arpy>XeHHou cTpaHuubl. [loaToMmy,
MCNONb3y4, HanpuMmep, Google
Chrome, nosiydyaeM ABHYO
YA3BUMOCTb (npwu OTCYTCTBUU

NOMONHUNTENIbHON MPOBEPKU NpaBa Ha
cepBepe):



CKpbITbl€ 3NIEMEHTD

»<td align="LEFT" valign="TOP">..</td>
p<td align="LEFT" valign="TOP">..</td>
v<td align="LEFT" valign="TOP">
p <table cellspacing="0" class="x-btn x-component x-bf btn n01con " role=
"presentation” id="x-auto- 662"'sty1e-" visibility: ;"< /table>
</td>
</tr>
</tbody>
</table>
</div>
p <div style="overflow-x: visible; overflow-y: visible; left: @px; top: 27px; width:
1843px; height: 43px; " id="x-auto-671" class="w-legend x-component x-border-
panel">.</div>
</fdiv>
<div class="x-panel-footer x-panel-nofooter"></div>
</div>

s LA s
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| Create User || Edit || Edit Groups | Reactivale | Suspend || Delete




BbiBOAbI

TexHonorma GWT gaBnsgerca nonynspHou
cpean nporpammuctoB. Google Bca4vecku
noaaep>xXmBaeTt HOBLUECTBa B HeW,
BbiMyCKasi HOBble Bepcun, WUCNpaBndas
n3BectHole ownbkn. Paspabotumkmn GWT
no3aboTmnnunceo 0 MaKCMMasibHOM
6esonacHocth GWT. Ho, ¢ yudeTom
0ocobeHHOCTN cpeabl, B KOTOpoM Oyaert
paboTaTb PE3Y/IbTUPYIOLLNIA KoA,
HeobxoaMMo 6bITb NpeaenbHO OCTOPOXXHbIM
npun ncnosb3oBaHnm GWT.



Cnacubo

ABTOp:
KapnyHoB 'eHHaaunn

icnonb3oBanucb Matepuarnbl CTaTbMu.

Mail:
ICQ: 483696862
IM: muzikant 777
Skype: muzikant_777



