e
CUCTEM

[pynnbl 6e30nacHOCTU

YnpaBrneHune
Nnonb30oBaTeNsIMU



YyeTHaga 3annchb

=  [nsa ynpaenexus nonb3osatensmu B MS Windows ncnonb3ayetcs
NOHATME YYETHOMU 3arnucu.

=  Y4yeTHasqa 3anucbk B Active Directory — o0beKT, cogepxawmn sce
cBefeHus, no3BosisaLLMe onpeaennTb NoNbL30oBaTeNsa JOMEHA.

= K Takumm cBegeHnsamMm OTHOCATCSA:
O MMA MOoJib30BaTesid,
e naposnb
O rpynmnbl, YJI€HOM KOTOPbIX ABMAETCA €ro y4eTHaa 3arinchb.

=  YJYeTHble 3anucu nosnb3oBartesnien xpaHatca nndo B Active Directory,
nnbo Ha nokarbHOM KOMMNbIOTEpPE.

e Ha komnbtoTepax ¢ Windows XP Professional n pagoBbix cepBepax ¢
Windows Server 2003 ynpaBneHue fokasibHbIMW Y4ETHbIMU 3anncsamu
nonb3oBaTenen OCyLLECTBAAETCA C MOMOLLbIO KOMMNOHeHTa «JloKarnbHble
nonb3oBaTenn U rpynnbi».

e Ha koHTponnepax gomeHa nog ynpasneHnem Windows Server 2003 gns
3TOro ncnosnb3yetca KOMNoHeHT «Active Directory — nonb3oBatenu u
KOMNbIOTEPbI».



Koa 6e3onacHoOCTU

Y4eTHble 3annucu nonb3oBaTeNen u
KOMIMbIOTEPOB (a Takke rpynnbl)
Ha3bIBalOTCH y4aCTHUKaAMM 6e30naCcHOCTM.
Y4yacTHUKN 6e30nacHOCTM SBMNATCS
obbeKTaMun KaTanoroB, KOTOpPbIE
aBTOMaTM4YeCKN Ha3Ha4vatoT Koabl
be3onacHocTun (SID) ana goctyna K
pecypcamMm gOMeHa.

Koa 6e3onacHOCTU — CTPYKTypa AaHHbIX
nepeMeHHOW ONMHbI, onpeaensatoLulada
YYeTHble 3anncu nonb3oBaTenien, rpynn u
komnbloTepoB. Koa 6e3onacHoCTH
npucBanBaeTCcs Y4eTHOU 3anucu npu ee
co3naHun. BHyTpeHHue npoueccobl Windows



icnonb3oBaHMe y4YETHbLIX 3anucent

= Y4YyeTHas 3anuch Nornb3oBaTens UM KOMMbOTEpPa UCMOMNb3yeTcsa Ans
crneayoLLnX Lenem:

0]

NMpoBepka NOASIMHHOCTM MOSIb30BATESNA UNKU KOMMNbIOTEPA. YUeTHas
3anucb Nonb3oBaTensa AaeT NpaBo BONTU B KOMMNbKOTEPLI U B JIOMEH C
NOASIMHHOCTbLIO, NPOBEPAEMON AOMEHOM. KaXabIn BXOOALWNN B CETb
Nofib3oBaTernb JOMKEH UMETb COOCTBEHHYIO YYETHYIO 3anncb 1 Naporb.
[na obecneyeHns makcumanbHon 6e30nacHOCTM crnegyeT 3anpeTuTb
Nnosfib30BaTeNAM MUCNONb30BaTb OL4HY U Ty XKe YYETHYI0 3anuchb.

Pa3pelueHune nnu sanpelueHue Aoctyna K pecypcam aomeHa. Kak
TONbKO NpoBepKa NOASIMHHOCTM NOJSib30BaTesNd 3aBepLUeHa, OH nony4vaer
UIN He nony4vaeT AOCTYN K pecypcamM JOMeHa B COOTBETCTBUM C SIBHbIMU
paspeLleHns MU, Ha3Ha4YEeHHbIMY AaHHOMY MOSib30BaTENo Ha pecypce.

AaMuHucTpmupoBaHue Apyrmx y4actHMKoB 6e3onacHocTu. Active
Directory co3pgaeTt 06bekT «Y4aCTHUK BHELWHeNn 6e30nacHOCTUY B
noKanbHOM AOMeHe AN NpeacTaBfieHNs KaXKaoro ydacTHUKa
6e30MacHOCTN U3 BHELLHENO JOBEPEHHOro AOMeEHa.

Ay,FIMT AEeNCTBUN, BbINOMHAEMbIX C UICNOSIb30BaHNEM yquH0|7| 3arnncu
nonb3oBartend ninn KoOMrnboTepa.



YnpaBreHne Nofib3oBaTenaMmn

= YNpaBneHne nonb3oBaTenamMm BKIOYaEeT
Takne PyHKUUH:

o Co3gaHne y4eTHOM 3anucu Ansd nonb3oBaTtens;
o WN3meHeHMe napons;

o OTKnNoYeHne/BKNOYEHNE YYETHOW 3anuncy;

o YhaneHue y4eTHOW 3anucu nonb3oBaTens.

= [na ynpaBneHuns y4eTHbIMU 3anncamm B
nomeHe Windows 2003 MOXHO
ncnonb3oBaTtb ocHacTky Active Directory
— rnosfib30BaTenn U KOMNbIOTEPbI NN
KomaHay dsadd user.



[ padonyecknn nHTepdenc
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KomaHOHbIN UHTEPdOENC
yrpasiieHNA Nofib30BaTeNaAMU

= [lobaBneHune nonb3oBaTend B JOMEH
Windows ocyLiecTBndaeTca KomaHaou

dsadd user

dsadd user "CN=UBaH lNeTpoB, CN=Users, DC=UFO,
DC=ROSNOU, DC=RU"

OnuusamMmmn KomaHabl ABAAKOTCA:

O

O

- pwd — ycTaHaBnmMBaeT HOBbIN Naposib Nosfb3oBaTens;

- mail — ycTaHaBnnBaeT aapec 3NIEKTPOHHOWN MOYThI

- mustchpwd yes|no — onpenenseTr gomkeH Ny Nosfib3oBaTernb
NOMEHSTb Naporib NpU criegyroLemM Bxoae

- canchpwd yes|no — onpegensieT MOXeT 1 Nosib30BaTenNb
N3MEHUTb NapoJsib

- disabled yes|no — onpegensietr MOXeT fin Nonb3oBaTeNb BOUTU B
OOMEH



KomMaHOHbIN MHTEepMeNnc ]
yrpaBrieHns nornb30BaTeNaMU

= [pyrne komaHabl yrnpasneHus
nonb3oBaTtendamMmm Yyepes
KOMaHOHYI CTPOKY:
o dsmod user — BHECEHNE N3MEHEHNWN B YYETHYIO

3alincCb MNoJib3oBaTesid

o dsrm user — yaansiet nonb3oatens us Active
Directory

o dsmove user — nepemMeLllaeT y4YeTHYI 3anunchb

o dsquery user — 3anpawmaet B Active Directory
CMNCOK Nnornb3oBaTernen no 3agaHHbIM
KpUTEPUSIM NOUCKa

o dsget user — nokasbIiBaeT aTpmbyTbl 3a4aHHOIO
obbekTa



KomaHOHbIN UHTEPdOENC
yrpasiieHNA Nofib30BaTeNaAMU

N KOMaH,EI,bI, no3sondrwimne yaareHHO yrpaBJiiAaTb
NoJib30BaTeENIdAMUN Yepe3 CETb, ABJIAIOTCA.
net user /domain — BbIBO4 CNMCKa nornb3oBaTenen JoMeHa

o netuser <name> <pwd> /add /domain — gobaBrneHune
nonb3oBaTens B JOMEH

o net user <name> <pwd> /domain — n3ameHeHune napongd
nonb3oBartend

o netuser <name> /delete /domain — ynaneHue
nonb3oBaTens

o net accounts — HacTponka CBOMCTB Y4ETHOU 3anncu (MUH.
OnvHa naponsa n 1.4.)



YnpaBneHue rpynnamm

= [Jpyraa sagada agMUHUCTPUPOBAHUSA —
yrpasneHune rpynnamun. YnpasneHume
rpynnamm BKIro4aeT B cebq:
o Cco3aaHune rpyrnnmbol,
o [JobaBneHne nonb3oBaTenen B rpynny;
O ypaneHue rpynnebl.

= B Active Directory onpeneneHbl cneaywouine
TUNbI rpynn 6e30MnacHOCTM:
O  J1OKaJibHbl€ TPYMIibl,
o rnobdasnbHble rPynribl,
O  YHMBEpPCAalibHblE Ipynmnbl.



[‘pynnbl 6€30nacHOCTH

JlokanbHasa rpynna — rpynna, npasa 4JieHcTBa U

[JOCTyMNa KOTOPOW He pacnpocTpaHATCA Ha Apyrue
OMEHbI.

mo6anbHas rpynna — onpeaensietT obnacTb
OEeNCTBUSA Kak BCce AepeBbsl B riece JOMeHa.
[mobanbHaga rpynna npmBsa3aHa K KOHKPETHOMY
IOMEHY N B HEE MOTYT BXOAUTb TONbKO OOBbEKTbI U
Apyrue rpynnsl, NpuHaanexalwme K AaHHOMY JOMEHY.

YHuBepcanbHas rpynna — onpegenser obnactb
ANENCTBUSA BCe JOMEHbI B paMKax TOro neca, B KOTOPOM
OHW onpenaerneHbl. YHUBepcarnbHas rpyrnna MoxeT
BKNto4aTb B cebsa 00beKTbl, aCCOLUMNPOBAHHBIE C
YYETHBLIMU 3annUcsMn nosb3oBarterien, KOMMNbIOTEPOB U
rpynn, npuHagnexawmnx nobomy JOMeHy neca.



Co3nanue rpynna B Active

Directory

HoBbi 06bekT - Fpynna ‘ 5[

@ Cozaate B! ufo.rosnou.rufUsers

MMa rpynnel:

Mg rpynnel {npea-Windows 2000):

OBnacTe ASHCTEBMA rpYNnel |
(" NokankHaA B AOMEHE
¢ [CnobaneHas

" YHMBeptanbHag

Tuvn rpynnel

(¢ pynna GesonacHocTH
(" [pynna pacnpocTpaHeHua
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KomMaHOHbIN MHTEepMeNnc
yrpasiieHna rpynnamu

= [na ynpaeneHusa rpynnamMmm MOXHO
MCnomnb30BaTh M KOMaHObl ynpaBneHus
obbektamm Active Directory:

O
O

O
O

©)

dsadd group — gobasnset rpynny

dsmod group — BHeECEHME U3MEHEHNIN B YYETHYIO 3annchb
nosib3oBarens

dsrm — yoansaet o6bekT n3 Active Directory

dsquery group — 3anpawmsaeT B Active Directory cnucok rpynn
No 3agaHHbIM KpUTEPUSIM NOUCKa

dsget group — nokasbiBaeT aTpubyTbl 3a4aHHOrO 0ObLEKTA

= [pyron BapmaHT — NpuMeHeHne KoMmaHabl net:

O O O O

net group <grp> /add /domain

net group <grp> /delete /domain

net localgroup <grp> /add /domain
net localgroup <grp> /delete /domain



YnpaBneHue
noapasgeneHnammn

icnonb3oBaHWe nogpasaeneHnn x|
(opraHnsauuoHHbIx eauHul — OU) _

I'IpeLI,CTaBJ'IﬂeT CHOCO6 yI'IpOLLI,eHVIFl i] Cosaare 6: ufo.rosnou.m/

3agaJ ynpaBneHusa nonb3oBaTtensamMmu n

KOMMNbOTEPAMU NMpPeanpuUATUA. IﬂMﬂ:

YnpaBneHue nogpasaeneHusaMm
BKITOYaeT B ceba 3agauum co3gaHus u
yaaneHusi opraHn3aUuoHHbIX eQUHULL.

[na cosgaHma HOBOro nogpasaeneHuns
HeobXxo4MMO BOCMNOSIb30BaTbLCH
KOMaHAO0M KOHTEKCTHOIO MEHH0
ocHacTka Active Directory —
nonb30BaTeNiM U KOMMbITEPLI.

[na ynpasneHusa nogpasgeneHnem, o | [ omwens |

Kak 0ObeKTOM Cnybbl KaTanoros

Active Directory npumeHsaeTcs

ycnoBHoe o0603Ha4vyeHne OU,

Hanpumenp:

0 dsadd ou ou=434,dc=ufo,dc=rosnou,
dc=ru



YnpaBreHue y4eTHbIMU 3anmncamm

KOMMbloTEepa

Y4yeTHas 3anncb, XpaHsLLaacs B
Active Directory n ogHO3Ha4yHO
onpegensoLwas KOMNbTEP B
JOMeHe. Y4YyeTHas 3anunchb
KOMIMbOTEpPa COOTBETCTBYET MMEHN
KOMMbIOTEPA B JOMEHE.

[Ona nobaBneHnsi, NAMeHeHN4
y4eTHOWM 3anncu KoMnbroTepa
MO>XHO MUCMONb30BaTb, KakK
rpadpuyeckumn nHTepdenc
ocHacTku Active Directory —
norib3oBaTenin U KOMNbIOTEPHI,
TakK U KOMaHOHbIW nHTepgenc.

Hanpumep, komaHabl:
0 net computer \\comp /add
0 net computer \\comp /delete

KomMnbloTepbl MOryT y4acTBOBaTb B
rpynnax 6e3onacHocCTu.

Hosbiii 06 beKT - KoMnbroTep .

=] Cospare 61 ufo.rosnou.ru/Computers

Mma komMnbtoTepa:

Wma komMnetoTepa [npea-Windows 2000):

|

anCOeﬂHHHTb K A0OMEHY 3TOT KOMNBKOTER MOrYT NOABZ0OEATENE UK FPYNNa

NoAL30BATENEN, YKAZaHHBIE HUKE.
HamenuTs... I

Mma nonezoBatens uau rpynnb:
™ HaszHauuTb y4eTHOM 3anucu cTaryc npea-Windows 2000 koMneloTepa

lQMOJ’I'-IaHMei AAMUHUCTPATOPEI AOMEHS

™ HazHauuTb Y4ETHOM 3aNMCU CTATYC PESEPBHON0 KOHTPOANEPa AOMEHA

¢ Hasan Hanee >

| | OtmeHa I




BHeceHne nakTeHbIX
N3MEHEHNN

KomaHapb! cnyk0bl kaTanoros nonesHbl Npy paboTe ¢ HECKONbKUMM
nornb3oBaTensAMn, KOMMNbTEPaMN UK NoApa3aeneHnsIMU.

[Onsa noBbilweHUsa 9 PEKTUBHOCTN PaboTbl C COTHSIMU OOBEKTOB
Active Directory MOXHO MCMoSib30BaTbh KOMaH4bl MaKeTHbIX
N3MEHEHUM:

o  csvde — MIMnopT 1 akcnopT AaHHbIX 3 Active Directory ¢ nomoLLbio
doannos, xpaHawmx gaHHble B oopmate CSV (comma-separated
value). Kpome TOro, BO3MOXXHa nogaepkka nakeTHblx onepaumn Ha
ocHoBe (pannosoro ctaHgapta CSV.

o Idifde — CnyXeOHbIN MHCTPYMEHT, NO3BOSISAOLMIA NPOU3BOOUTD
NnakeTHble nameHeHuns. CosgaeT, U3MeHSET U yaanseT o6bekTbl nanok
Ha KoMnbloTepax ¢ onepaunoHHon cuctemon Windows Server 2003
nnn Windows XP Professional. [Nonb3oBaTtenb MOXeT Takxke
ncnonb3oBaTb Ldifde ana pacwmpeHust cxemol, akcnopta cBeaeHUn
Active Directory o nonb3oBaTtersie v rpynne B gpyrve npuioxXeHusa nnm
cnyx6bl 1 anga 3anonHeHna Active Directory gaHHbIMK U3 gpyrux
Cnyx6 kaTanoros.



besonacHocTb B Active
Directory

Cneundukaymm katanoroB X.500 6b1nn
onpegeneHbl B ogenun OSI B 1988 r. [NpoTokon
CIy>Xbbl KaTarnoroB sIBMSAETCS OCHOBHbIM
KOMMYHUKALMOHHBIM NPOTOKOSOM,
MCNOMb3YILWMMCS ANs opraHM3aunm 3anpocoB K
kaTanory X.500.

Lightweight Directory Access Protocol (LDAP) —
OCHOBHOW NPOTOKOS, NCMONb3yeMbIV ONS OOCTyna K
Active Directory.

[ns Toro, 4tobbl X.500-KNNEHT MOr opraHmn3oBaTb
3anpoc K KkaTtarnory, Heo6xoaAnMo YyCTaHOBUTb CeaHC
CBS3M C cepBepoM KaTtarnora. [1na yctaHoBneHus
CBS13M HEOOXOAMMO NPONTM onepaLunto
CcBA3bIBaHUA, TPeOyOLLYI0 ayTeHTUdMKaumuu.



3awnTta Active Directory

= [na obecneyeHns 6esonacHOCTU XpaHUMOK
nHgopmauum B Active Directory
HeobxoaMMOo peLlnTb BOMPOCHI:

o Kakum obpasom paspeluaeTca OCTYn A
3apermMcTpMpoBaHHbIX Norb3oBaTeNen?

o Kaknm obpasom 3anpeltaerca goCTyn K
KOHdomnaeHunanbHbIM AaHHbIM OS]
He3aperncTpupoBaHHbIX NonbL3oBaTenen?

o Kaknm obpasom pasgensercda gocTtyn K
NHMPOPMAaLIMOHHBbIM ODBbEKTaM AN pas3fnnUYHbIX
nonb3oBartenen?



|

MeToabl obecnevyeHus ]
be30nacHOCTU

AyTeHTU(PUKaUNA — NpoBepKa
NoaNMHHOCTM NONb30BaTenNs, BXOAALLETO B
ceTb Windows, ¢ nomoLlbio Kerberos.

OocTyn K 00beKkTaM — a45ns ynpaBreHus
OOCTYNOM K oObeKTam Katanora
MCNOSb3YIOTCA CMUCKU KOHTPOMNS AocTyna
(ACL).

‘pynnoBble nonuTuUKn — Active Directory
NO3BOSIAET UCMOMNb30BaTb MOSINTUKMN,

KOTOpble pa3peLLaroT 1 3anpeLlaroT A0CTY K
pecypcam 1 yyacTkam CeTMW.



Cxema Kerberos

AyTeHTudukauma Kerberos npegHasHayvyeHa ans pelueHns 3agadn
ayTeHTUdnKaunm cybbeKkToB B pacnpeneneHHon cMcteme,
NCNOSb3YHOLWEN OTKPbLITYIO CETb, C MOMOLLLIO TPeTben AOBEePEeHHOMN
CTOPOHbI.

Cuctema Kerberos , BrnagewLlasa CeKpeETHbIMU KntovamMu
obcnyxmBaeMbix cybbekToB, 0becnedmBaeT nonapHyo NPoBEPKY
NOANMMHHOCTM.

[na nony4vyeHus goctyna Kk cepBepy S, KnNneHT C oTnpaBnsieT Ha cepBep
Kerberos — K 3anpoc, cogepxalinm ceegeHns 0 Hem (KNUeHTe) 1 o
3anpalumBaemon ycnyre.

B otBeT K BO3BpaLlaeT ouner, 3aumn@poBaHHbIN CEKPETHBLIM KITHOUOM
cepBepa 1 Konui Yactn nidopmaumm ns dunera, sawngpoBaHHyO
CEKPETHbIM KITto4OoM KnneHTta. C pacumdpoBbiBaeT BTOPYIO MOPLNIO
buneTta n nepecbinaeT ee BMecTe ¢ bunetom cepeepy S.

CepBep S pacwmndpoBaB dbunet, cpaBHMBAET C JONOMNHUTENBHOMN
NHdopmMaumnen, npucrnaHHon knmeHTom. CosnageHne CBUOETENLCTBYET,
YTO KNUEHT CMOr paclwundpoBaTtb NpegHasHa4YeHHbIE EMY JaHHbIE. OTO U
noaTBeEPXAAaeT NOASNIMHHOCTb KIMEHTA.



CrnncKkn KOHTponsa gocryna

Cnuncok cpeacTB 3allnTbl, KOTOPbIE MPUMEHAIOTCSH ONS
Bcero obbekta, Habopa ero CBOMCTB UM A5 ero
oTaenbHoro ceomcrtea. CyllecTByeT ABa Tuna tabnuy
ynpaBrneHnsa JOCTYNOM:

o wunsdupatenbHble (DACL) — vyacTb geckpuntopa 6e3o0nacHoOCTU
obbekTa, npeaocTaBnaLwas unuv 3anpeLlatowasa gocTyn K
00bEKTY AN KOHKPETHLIX NOSib30BaTENEN UnNu rpynn.
N3meHATL paspelleHuns ynpasneHnst B n3bupaTtenbHoum
Tabnmue OCTYNnoM MOXET TOSMbKO Bnagenew oobekTa;

o cuctemMHsble (SACL) — vyacTb geckpuntopa 6e3onacHOCTU
obbekTa, onpegensarwas nepevyeHb NPoBePAEMbIX COObLITUN
ans nonb3oBartensa unu rpynnel. lNpumepammn Takmx codbITUI
SIBNSOTCA: 4OCTYN K dpannam, BXod B CUCTEMY, BbIKIIOYEHME
CUCTEMBbI .



YnpaBneHne AoCTynom

[na ynpaeneHus 4ocTynom K o6bektam B
Windows ncnonb3yeTcst CMCOK KOHTPOIA
AocCTyna, ans nory4vyeHusa JaHHOro cnucka
ncnonb3yeTcs 3aknagka besonacHoOCTb
B KOHTEKCTHOM MEHI0 0ObeKkTa

[lo6aBnsa nonb3oBaTenen n 3agaBasi UM
paspeLleHnsi B HXKHEW YacTun OKHa,
ornpenenarTca npasa gocTyna
nosfib3oBaTtens unun rpynnbl K
BbIOpaHHOMY ODOBLEKTY.

B kayecTBe 06bLEKTOB MOryT BbICTYNaTb
doannbl, nanku, pasgesnol peecTpa
Windows u gpyrne o6beKThbl.

[na doannos 1 nanok Heo6xoanMo,
YTOObI AaHHbLIM pasgen 6bin
oTopmaTmnpoBaH B Buae annosomn
cuctembl NTFS.

CeoiicTea: Security ' 21 x|
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YnpaBneHue goCcTyrnom

[ns ynpaBneHnsa OCTyrnoM MOXeT BbITb MCNONb30BaH 1 KOMaHAHbLIN NHTEPdENC:

cacls umsa_cpauna [It] [le [Ir nonb3oeamernsb [...]]] [I€] [/g nonb3oeamenbk:pa3peweHue] [Ip
rnonb3oeamerib:paspeweHue |...]] [Id nonb3oeamerns |[...]]

MapameTpbil:

ums_cpatna ObasaTenbHbi NnapameTp. BoiBog nsbupartensHbix Tabnuy ynpasnenunsa goctynom (DACL)
yKasaHHbIX bansios.

It 'ameHeHne nsbupatenbHbix Tabnuy KoHTpons goctyna (DACL) ykazaHHbIX hannioB B TEKyLLEM KaTanore
N BCeX noakaTarorax.

le PepgaktnpoBaHue nsbuparensHon Tabnuubl ynpasnernus goctynom (DACL) BMecTo ee 3amMeHbl.
Ir nonb3oeamenes OTMeHa NpaB JoCTyna Ansa ykasaHHOro nonb3osartens. Hegonyctum 6e3 napametpa /e.

Ic MNpogormkeHne BHECEHNS U3MeHeHUI B n3bupartenbHble Tabnuusl ynpasneHus goctynom (DACL) ¢
UrHOPUPOBaHNEM OLLNOOK.

Ig nonb3oeamernb:paspeuieHue

o MpepocTaBneHne npaB 4OCTyna yka3zaHHOMY nonb3oBaTtento. B cneaytowlen Tabnuue nepeyncrneHol
JonycTuMble 3Ha4YeHna napameTtpa PaspelweHue.
. n - Het r - YteHne w - 3anuck ¢ - UameHeHue (3anuch) f - MonHein goctyn

Ip rorib3oeamerib.paspeuwieHue CwmeHa npae AoCTyna And yKa3aHHOro nosrib3oBarterns.
. n - Het r - YteHne w - 3anuce ¢ - lameHeHune (3anuce) f - MNMonHbIi gocTyn

Id nonb3osamerb
o 3anpelleHne gocTyna angd ykasaHHOro nonb3oBaTens.



[ pynnoBble NMONMUTUKU

= WHdpacTpykTypa B pamkax crnyx0bl katanoros Active Directory,
obecneuvnBatoasg U3MEHeHNE N HACTPOWKY NapamMeTpoB
nonb3oBaTefien N KOMNbITEPOB, BKItoYasi 6e30nacHOCTb U AaHHble
nonb3oBartesis, Ha OCHOBE KaTarioros.

= [pynnoBas nonutuka ncnonbayetcd Ansa onpenesieHns
KOHUrypauum gns rpynn nonb3oBartenen n komnototepos. C
MOMOLLIbIO FPYNMNOBOM NOMANTUKN MOXHO 3aZaBaTb NapamMeTpsbl
NOSIMTUK HA OCHOBE peecTpa, 6e30nacHOCTU, yCTaHOBKMU
nporpaMmmMHOro obecrneyeHus, cLleHapueB, nepeHarnpaBneHnsa narku,
cnyx6 ynaneHHoro goctyna u Internet Explorer.

= [lapameTpbl co3gaHHOM nonb3oBaTenem rpynnoBov NOSNTUKN
cogepxatca B obbekTe rpynnoson nonutukn (GPO). Ceasas GPO ¢
BblOpaHHbIMK KOHTeMHepamMn Active Directory; cantamm, ooMeHamm v
nogpasgeneHnsaMm; MOXXHO NMPUMEHUTb NapaMeTPbl NONTUKU 3TOTO
GPO k nonb3oBartesnsiM 1 KOMMbOTEPAM B COOTBETCTBYHOLLINX
KoHTenHepax Active Directory.

= [nsa co3gaHnsa GPO ncnonb3yeTtcs pegakTtop 00beKTOB rpynnoBou
nonuTukn. [ns ynpaeneHna obbekTamm rpynnoBOn MOMUTUKK Ha
NpeanpuaTUM MOXHO UCMNOSb30BaTh KOHCOSb YNpaBieHUst rpynnoBoun
nonutukon (GPMC).



AHanNnM3 n HacTpowuka
0e30nacHOCTU

= OcHacTka «AHanun3 n HacTporika 6e30nacHOCTU» UCMNONb3YyeTCS
ONS aHanu3a 1 HacTPonKn 6e30MacHOCTM NOKanbHOro
KOMMblOTEpA.

CpeanctBo ynpaBneHus OnucaHue
HacTpoMKon 6e30nacHOCTU

LLIabnoHbl 6e3onacHoCTH OnpeneneHne NONUTMKN BGe3onacHOCTU B LLIABOHE.
AT WabnoHbl MOryT NPUMEHATLCS K FPYNMNOBOM
NOSINTUKE UITN K JTOKaANIbHOMY KOMMbIOTEPY.

Pacwunperue «[1lapameTpsbl 3meHeHne oTaenbHbIX NapaMmeTpoB 6€30nacHOCTH
B©e3onacHOCTU» Ans AOMeHa, y3na unu nogpasneneHus

rPYMNNOBOW MOSIUTUKMN

JlokanbHaga nonuMTuka 3meHeHne oTaenbHbIX NapaMmeTpoB 6€30nacHOCTH
©e3o0nacHOCTU NOKanbHOro KoOMrbkoTepa.

Secedit ABTOMaTM3aUUA BbINOMHEHUSA 3a4a4 NO HACTPOWUKE

6e30nacHOCTU C MOMOLLbIO KOMaHAHOW CTPOKM.




[LL|a6J'IOHbI 0e30nacHoOCTW

LLlabnoHbl 6e3onacHocTu (Security Templates) — cbann,
coaepxawmn napameTpbl 6e3onacHocTu. LLlabnoHbl 6e3onacHocTm
MOFYT ObITb NPMMEHEHBbI Ha NTOKanNbHOM KOMMbIOTEpPE,
MMMNOPTUPOBAaHbI B 0OBLEKT rPYNNOBON MOMUTUKA UMK
MCNONb30BaHbl ANg aHanmnaa 6e3onacHocTu.

[na ynpaBneHua wabnoHaMmn ncrnonb3yeTcst n3onnpoBaHHas
OCHacTKa mmc, NO3BoNALLas co3gaBaTb TEKCTOBbIE hanna
LLIAbNoOHOB, KOTOPbLIE coaepXXaT napamMeTpbl HACTPOMKHN
Oe3omnacHoOCTM.

KoHdurypaumm 6esonacHOCTU MOXET ObITb MPUMEHEHA K
NOKanbHOMY KOMMbIOTEPY UMM UMMNOPTUPOBaHa B OOLEKT
rpynnoson nonutukn (GPQO) Active Directory.

[Mpn nmnopte wabnoHa 6e3onacHocTn B GPO rpynnoBasi nonuTuka
obpabaTtbiBaeT WabroH N1 COOTBETCTBYOLWMM 00pa3oM N3MEHSIET
yrieHbl GPO, KOTOpbIMW MOTYT ABNATLCS NONbL30BaTENU NN
KOMMNbIOTEPHI.




[Tpnmepbl WabnoHOB
6e30nacHOCTU

= B Windows 2003 cyLwecTByeT HECKONbLKO roTOBbIX WabrioHOB 6€30MacHOCTMU:

o Setup security n DC security — lwabsnoHbl N0 yMmonyaHunio A4ns pagoBoro cepesepa u
KOHTponnepa gomeHa

o Compatws — ncnonbayetcst, YTobbl yCTpaHUTb HEOOXOANMOCTb BXOXOEHUS
nonb3oBaTtenen B rpynny «OnbITHbIE NONb30BaTENM»

o Securews nosbllwaeT 6e30NacHOCTb NyTEM yAaneHMUsa BCEX YIEHOB rpynnbl
«OnbITHBLIE NOMb30BaTENN» Ha KOMMbOTEPaXxX paboTatomnx nog yrnpasneHnem
Windows 2000 n XP.

o Hisecws 1 HisecDC ucnonesayetca anst pabotbl B ogHopogHoMm gomeHe Windows
2000, 2003.

= [oToBble WabnoHbl 6e3onacHOCTU NpeacTaBnAT COO0M OTNPABHYIO TOYKY B
co3gaHum NonuUTMK 6e3onacHOCTU, KOTOPble HACTPanBaKTCs, YTOObI
YOOBMNETBOPATb OpraHM3auUnoHHbIM TPeOOBaHUAM.

= [lo ymon4yaHutio rotoBble WabnoHbl 6€30nacHOCTN COXPaHEHbI B
PaCNONOXEHNN:

o cucmemMHbIl_KopHeeol Kamarnoa\Security\Templates



CTtaHgapTHbIE LWaOoHb
be3onacHOCTU

BesonacHocTb no ymon4yaHuro (Setup security.inf)

LLlabnoH Setup security.inf cozgaeTca Bo BpeMsa yCTaHOBKU 151 KaXX40ro
komMmnbtoTepa. LLabnoH MoXeT pasnmyatbCs Ha pasHbIX KOMMNbOTEpPAaX, B
3aBMCUMMOCTW OT TOro, NPomn3Boamnach N HoBasl ycTtaHoBKa Unn obHoBEHME.

LLlabnoH Setup security.inf cogepxmt napameTpbl 6e30nacHOCTU, UCMONb3YyEMbIE MO
YMOMYaHM0, KOTOPbIE MPUMEHSIIOTCA BO BPEMS YCTAHOBKN ONepaLMOHHON CUCTEMBI,
BKItoYaa paspelueHnsa ans dannoB KOPHEBOro katanora cucteMHoro aucka. OH
MOXeET ObITb MCNONMb30BaH Ha KOMMNbOTEPAX-CEPBEPAX N KOMMbIOTEPAX-KITMEHTAX,
HO HE Ha KOHTpornepax goMeHa. Yactn atoro wabnoHa mMoryT ObITb
MCMNONb30BaHbI AN BOCCTAHOBMEHUS CUCTEMbI nocne cbos.

LLlabnoH Setup security.inf HeNBL3s NpUMeEHATL NpKU NOMoLLM ocHacTkK «pynnoBas
nonuTukay. [aHHbIn WwabnoH nveet 6onbLion obbem, Npu ero NPUMEHEHNN C
MOMOLLIbIO OCHACTKM «[pynnoBasi NonMTUKa» BO3MOXHO CEPbLE3HOE CHUXEHUNE
NPOU3BOAUTENBHOCTN B CBA3M C NEPNogmM4eckumMm 0BHOBAEHNEM NOSTUTUKUN U
nepemMeLlleHMeM 3HAYUTENBHOIO 00bemMa AaHHbIX B JOMEHE.

LLlabrioH pekomeHayeTca NpUMEHsTb Mo YacTaM. PekomeHayeTcs ncnonb3oBaHne
cpencTBa KomaHaHoW cTpokn Secedit, AatoLlero Takylo BO3MOXHOCTb.



CTtaHgapTHbIE LWaOoHb
6e30nacHOCTI

- be3onacHoCTb NO ymon4yaHuio Ans
KoHTponnepoB aomeHa (DC security.inf)

- [daHHbIN WabroH co3gaeTcs Npu Ha3Ha4YeEHUN
cepBepa KoHTponnepom aomeHa. OH oTpaxaeT
HaCTPOWKN De30MacHOCTU, UCMNONb3yEMLIE MO
yMonyaHuio ans dpannos, peectpa U CUCTEMHbIX
Crnyxo0.

- [NlpumeHeHne atoro wabnoHa NnpmMBOAUT K
YCTaHOBKE 3HAa4YeHUN NO YMOMNYaHUIO B AaHHbIX
obrnacTsx, HO MOXET nepesanucaTb paspeLleHUs
ONs HOBbIX 0annoB, KIto4ven peectpa U CUCTEMHbIX
CINy>X0, co3gaHHbIX APYrMMn MPUNOXKEHUAMM.

- WabnoH MmoxeT 6bITb NPUMEHEH C MOMOLLLIO
OCHACTKM «AHanns3 1 HacTpownka 6e3onacHOCTN»



CTtaHgapTHbIE LWaOoHb
be3onacHOCTU

CoBmecTtumbin (Compatws.inf)

PaspelueHuns no ymonyaHuo anst padboumnmx CTaHUuM U CEPBEPOB CHa4vana co3gatoTcs Ans ux
noKanbHbIX rpynn: «AQMUHUCTPaTOPbI», «OnbITHbIE Nonb3oBaTenny 1 «Monb3oBaTenny.
UneHbl rpynnbl « AQMUHUCTPaTOpbI» 0bnagatoT HanbonbLMMK NpaBaMu, TOr4a Kak YneHbl
rpynnbl «llonb3oBaTtenn» — HaMMEHbLLIMMUW, MOXXHO 3HAYMTENbHO NOBLICUTL 6€30MacHOCTb,

HaOeXHOCTb U CHU3UTb OOLLY0 CTOMMOCTb BNadeHUs CUCTEMOM, ECNU NPUAEPKNBATLCS
crneayoLwmx npaBu:

o y6e,£l,VITbCFI, YTO KOHEYHblIE NOoJsib30BaTesIN ABNAKTCA YJlieHaMn rpynnbl «[lonb3oBaTenny»;

o BHEPUTb NPUNOXEHUS, KOTOPbIE MOTYT YCMeLHO 3anycKkaTbCs U BbIMNOSTHATLCA YfieHaMu
rpynnbl «lonb3oBarenn».

Ilnua, obnapgatowme npasamu rpynnbl «lonb3oBaTenm» MoryT paboTtaTb C
cepTUdMLMPOBAHHBLIMU MPUTNOXKEHNAMU

UneHbl rpynnbl «ONbITHbIE NOMb3oBaTeENU» 0bnagatT HacnegyemMbiMn BO3MOXHOCTSIMMA,
TakMMK KaK cosgaHue nonb3oBarerien, rpynr, NpUMHTEPOB N 0OLLNX PecypcoB, HEKOTOPbIE
agdMUHUCTPATOPbI NpeanoyMTaoT NPeaoCcTaBUTb AOMNOSTHUTESNbHbIE pa3peLleHns rpynne
«lMonb3oBaTtenny, BMECTO 3a4UCIEeHNs1 KOHEYHbIX Nornb3oBatenen B rpynny «OnbiTHbIE
nonb3oBarenny. [na atux yenen cnyxmt « CoBMeCTUMbINy» LLABIOH.

Mpu nomown wabnoHa « COBMECTUMbIN» MOXHO M3MEHUTb paspeLleHunst ns dannos u
peecTpa, Ucnosib3dyemMble No yMonyaHuio onga rpynnel «llonb3oBaTtenny», 1 COOTBETCTBYOLME
TpeboBaHNAM BOMbLUMHCTBA NPUNOXEHUN, HE BXOOALLMX B YUCITO CEPTUMLMPOBAHHbIX.



CTtaHgapTHbIE LWaOoHb
be3onacHOCTU

= 3awmTta (Secure®.inf)

= B wabnoHe «3awunTta» onpegensoTca napaMmeTpbl NOBbILLEHHON
b6esonacHocTn. HanmeHee BEPOSATHO, YTO OHWM OKa3bIBaKOT BINSHUE
Ha COBMECTUMOCTb. Hanpumep, B WwabnoHe «3awmnta»
onpeaensitoTcs NapamMmeTpbl HAOEXHbIX Naposien, 6NOKNPOBKN U
ayauTa.

= [lomumo aTtoro, wabnoHom «3awmTta» orpaHn4MBaeTcH
ncnonb3osaHme LAN Manager n npoTokonoB NpoBepKnN NOANMHHOCTH
NTLM nyTtem HacTpoOMKM KITMEHTOB Ha OTMpPaBKy OTBETOB B oopmarte
NTLMv2, a Takke HaCTPOMKMU CEPBEPOB Ha OTK3 OT OTBETOB B 3TOM
doopmare.

= LWabnoHbl 6e3onacHOCTK Takke onpeaenstoT AONONMHUTESNbHbIE
OorpaHuyeHns ans aHOHMMHLIX nosib3oBatenen. AHOHUMHbIE
nonb3oBaTenn (Takme Kak nonb3oBaTenn JOMEHOB, C KOTOPbLIMU HE
yCTaHOBIEHbl JOBEPUTESIbHbIE OTHOLLEHUST) HE MOTYT BbINOMHATD
cregywoume oencTeug.
o  BBoa MMeH y4eTHbIX 3annucen n obLmMX pecypcos.
0 BoinonHeHne nepesoga Sl1D-uma nnn nma-SID.

= LabnoHbl 6e3onacHOCTK BKMOYaOT nognuck naketos SMB Ha
cepBepe, KoTopas No yMOyaHuio OTKMNYeHa Ans CepBepoB.
[MockonbKky noanucb naketoB SMB Ha CTOpOHe KnueHTa BKMo4YeHa no



[ padonyecknin nHtepdenc padoTbl C
LabrnoHamm 6e30nacHOCTU
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AHanM3 n HacTpounka
6e30nacHOCTI

[Ona TectnpoBaHus wabnoHoB 6e3onacHocTn B Windows MoOXeT
ObITb UCMOSb30BaH rpaduyeckn HTepenc ocHactTn «AHanus3 u
HacTpouka 0e30nNacHOCTUY.

[Tpy BbINONHEHUN MPOrHO30B 6€30NacHOCTU AAHHbIN UHCTPYMEHT
aHann3npyeT napameTpbl HACTPOWKM BE30MacHOCTM Ha JIOKaribHOM
KOMMbIOTEPE U CPaBHUBAET €€ C TeEM LLabnoHOM, YTO Bbl
cobunpaeTtechb NpumeHuTb. [JaHHas onepauunsi NPoOn3BoAUTCA NyTEM
nMmnopTa wabnoHa (.inf-doanna) B dpann 6asbl gaHHbIX(.sdb-ann).
KomaHgHbIM nHTEPdENC ANs BbINOMHEHNST aHann3a wabnoHoB
3aJaeTca KOMaHaou:
o  secedit

= secedit /analyze

= secedit /configure

= secedit /export

= secedit /import

= secedit /validate

= secedit /GenerateRollback



