NMHpopmMaTHKa,
npaBo, oOLLEeCTBO U
MHTepHeT

10 knacc



TeMbl Kypca:

[IlpaBOBasaA MH@PoOpMaLuuda, cnctema u
MHMPOPMATUKA.

NHdopMaLmMoHHasd 6e30nacHOCTb.

NHdopMaTulauma n rnobanmsaums
oblLlecTBa.

JNEeKTPOHHOEe NpaBUTENbCTBO.
[TlpaBoO U NNTHTepHeT.

MHpPpOpMaLMOHHO-NPaBOBLIE
CUCTEMBI.




[lpaeoeasi uHgopmayusi, cucmema U UHGhopMamuka

lNMpaBoBas nHpopmMmayns -
MHMOPMaLNS, oTpaxatoLlas,

nepeaatoLwasd, ysenmympaloLlas
NpaBOBble 3HAHUS, YMEHUSA U
HaBblIKW YesioBeKa, obuiecTBa.



llpaeoeasi uHopmayusi, cucmema U UHGhopMamukKa

OCHOBHbIE CBOUCTBA NpaBoBOU MHOpMaLIMN:

«HeyMeHbLaeMOoCTb>»;
Cyb6beKTUBHOCTD;
O6bEKTUBHOCTb;
HeoTuy>X4aeMoCTb;
ObocobnaeMocTb;
AKTYanbHOCTb;
OnpeneneHHoOCTh;
KOppeKTHOCTb;

1 OCTOBEPHOCTb;

HanpaB/1eHHOCTb;
KoH®uaeHUMaNnbHOCTb;
3HA4YNMOCTb;
MacCcoBOCTb;

C>XXaToCTb,
NAaKOHUYHOCTb;

3alUNLLEHHOCTb U
NOMEeX0yCTONYNBOCTb;

JOCTYNHOCTb;
HeobxoanmMocCTb.



lpaeoeasi uHpopmayusi, cucmema u uHhopmMamuka

NHdopmauums:

JINUHOCTHa4
OblwecTBeHHad
KoprnopaTtuBHas
[ocygapcTBeHHas




lpaeoeasi uHpopmayusi, cucmema u uHhopmMamuka

NMpaBoBasa cucreMa — CUCTeMa NpPaBOBbIX NAEMN,
HOPM, SIBJIEHUN N MPOLLECCOB, BO3HMKAOLWLAA U
pa3BMBaeMas B pe3y/sibTaTe nx B3aMMoaeNCTBUN B
NpaBOBble MHCTUTYThbI, XapaKTepusytoLlas
2P PEKTUBHOE NMPpaBOBOE BO34ENCTBUE HA JIMYHOE U
obLecTBeHHOe CO3HaHMe, nosBeaeHmne, BoCnmMTaHue.

[I[paBoBag cUCTEMA MMEET YeThbipe OCHOBHbLIE
NOACUCTEMDI.

1) npaBoobpa3oBaHue;
2) npaBoOnoHMMaHwue;
3) npaBoOMpuUMeEHeHUne;

4) npaBopeannsauus.



llpaeoeasi uHopmayusi, cucmema U UHGhopMamukKa

MeToAbl NOJZIYYEHUA U aKTyasim3auumm
nHcdpopMauum B NpaBoOBbIX CUCTEMAX:

HabntogeHune
CpaBHeHMue
N3mepeHune
JKCNepuMeHT
Onpoc, MHTEPBbLIO

TecTupoBaHue unu
UCnbliTaHUE

AHanums
CunHTE3
KoMno3nuyus
ekoMno3numng
NHaykumng
denykumngd

MoaennpoBaHue (NpocToe),
Mcnosib3oBaHme npmnbopos

NcTopnyecknn meton
Jlornyecknun meton
Busyanmsauyus
MOHUTOPUHT

[lenoBble Urpbl 1 cUTyaumnu
JKCnepTHble OUEeHKU

[[pynnnpoBKa
Knaccndpukaums

CucrtemMaTunsauud
DBPUCTUKU



lpaeoeasi uHpopmayusi, cucmema u uHhopmMamuka

NMpaBoBas nHOpMaTUKA — HayKa, n3yyawLlas nHdopMaLuto,
MH(POPMALMOHHbIE MPOLLECChI, TEXHOOMMN U CUCTEMbI B cdhepe
npaBa, a TaKXXe NMpaBoOBble aCNeKTbl 1 0COBEHHOCTU
MH(POPMALMOHHbIX MPOLLECCOB U CUCTEM.

NMpeameTHan o6nacrtb NnpaBoBOU MHPOPMATUKN —
NMH(OPMaLUMOHHbIE NpoLEeCcChl, cCUCcTeMbl B 06/1aCcTn npasa,
CUCTEMbI N A3bIKN X OMUCAHUN, TEXHOMOMMN X aKTyanunsauyuu.

MupoBo33peHuecKas poJib NpaBoBOU MH(POPMATUKMHN
COCTOMUT, B YaCTHOCTM, B TOM, YTO OHa NMOMOraeT BHMKATb B
MHPOPMALIMOHHYO CYTb MPaBOBbIX MPOLLECCOB M SIBNIEHUN,
BbISIB/ISIET, ONMUCLIBAET U UCCeayeT Takne npoLecchl U ABAEHUS.



lpaeoeasi uHpopmayusi, cucmema u uHhopmMamuka

BocnutaTtesnibHaA poJjib NPaBoOBOM MH(POPMATUKMN COCTOUT,
B YaCTHOCTMU, B pa3BUTUN TBOpPUYECTBA, a/ITOPUTMNYECKOIO
MbILUJIEHUS, JTOTUYHOCTU U CTPOrOCTU CYXAEHUN, YMEHUS
BblAENATb MTABHOE U UTHOPUPOBATb BTOPOCTEMEHHOE,
NCMOSIb30BaTb MH(MOPMALIMOHHbIE TEXHOIOIMU U AP.

KynbTypHasa poJib npaBoBOU MH(POPMATUKUN COCTOUT, B
4ACTHOCTM, B NOBbILWEHNN MHPOPMALMOHHON N KOMIMbIOTEPHOW
KyNbTYpbl, NpOodeccnoHaribHOW, 06LEeN N NpaBoOBON KYJIbTYpbl.



NHghopmayuoHHasi 6esonacHocmb

[pobaemMoii 3aWmnThl U COKPbITUS MHGHOPpMaLUM
3aHMaeTCs KpMNTOI0ruUs (KpunToc.~ * ¢

CKpPbITbIW, /TOroc = H nMerulada asa
HaRpaBAeHNA — Kp fc:?pé'lcbmo n -
KpunToaHanus- | e ’

o

_Kpunrtorpadusa pa3pabatbiBaeT N Uecnegyer
~MaTemMaTmnyeckne MeToabl npeo6pa3OBaHm=|
MHcpopMau,MM

-

A

KpuntoaHanus nccheayer BO3MOXHOCTU
paclmnpoBKn MHPopMaumn 6e3 Krdas



NHghopmayuoHHasi 6esonacHocmb

B3nomMm wmdpa - nomck cnaboro mecra wpundTa,

11105
U

KOTOpPOE MO3BONASAET MOAYUYUTb AOCTYMN K
3alndppoBaHHOMY coobLleHuto 6e3 non
nepebopa Ko4ven.

[TonbiTKa B3/10Ma (KpunToaHanmisa) —
lwnadp.

Hape>xHocTtb wmndpa - cnocobHOCTb
NPOTUBOCTOSATb B3JIOMY LWMdpa.



UHgpopmayuoHHasi 6ezornacHocmb

dnekTpoHHou (undpposon) noanucbro (ILUM)
Ha3blBaeTCs NPUCOEAUNHSIEMOE K TEKCTY ero
Kpuntorpadguyeckoe rnpeobpasoBaHne, KOTOpoe
NO3BONSAET NPU MONYYEHUN TEKCTA NPOBEPUTDL
aBTOPCTBO U NOAJ/IMHHOCTb COObLEHUS.

K 2UIN npeabsaBnsoTcs ABa OCHOBHbIX TpeboBaHUS:

e IErKOCTb MPOBEPKU
NOAJIMHHOCTU MOAMWUCH;

" imnu HOAMHCH.

® BbICOKAA CJIOXXHOCTb Ll o ) i e"pawwagy .




UHgpopmayuoHHasi 6ezornacHocmb

NHdopMaLumMoHHaA 6e30MacHOCTb CUCTEMbI — 3aLUMLLEHHOCTb
aKTyanm3ampyemom cucteMom MHPoOpMaumnm OoT BHYTPEHHUX UMK
BHELWIHUX Yrpo3, TO eCTb obecrneyeHmne yCTon4ymBoro
dOYHKUMOHMPOBAHUS, LLENOCTHOCTU U IBOJTIOLIMKN CUCTEMBI.

Buabl yrpo3 nHdopMmauMoHHON 6e30MacCHOCTU CUCTEMDI:
e HenpodeccnoHaslbHble AEeNCTBUS ;
* NpeAHaMepeHHble AeUCTBUS;
® LLINMOHAX, TEPPOPU3M, MPECTYMNHbIE FPYNNbl, XaKepbl;
* CTUXUNHbIE BeACTBUA U aBapuu;
e COON M OTKA3 TeEXHUYECKOoro obecneyeHnsa CUCTEMbI;

e HenerasbHOE KOMUPOBAHUE U UCMOIb30BaHME
HENMULLEH3NOHHbIX MPOrpaMm;

e 3apa)keHus BUpycamm u ap.




NHghopmayuoHHasi 6esonacHocmb

OCHOBHblE BUAbI Yrpo3 AN KOMMNbIOTEPHbIX CUCTEM MU
ceTem:

® HEeyMbllWJIEHHbIE UJTN HEKOMIETEHTHDbIE I,Cl,el‘/JICTBl/IS:l;

® ICNOJIb30BAHNE HEU3BECTHbLIX UFPOBbLIX U APYrNX NPOrpamMmMm C
BUPYyCaMu;

e pa3rnaweHue, nepeanaya, yrparta KJo4en, naponeu,
nporpamm;

® BHECEHME U3MEHEHUS B UCMOJIb3YEMYO apXUTEKTYPY U
TEXHOOrNI0 UNN UX UTHOPUPOBAHUE;

e OTKJ/IIOYEHME, paclUMdpoOBKa CPEeACTB U METOA0B 3aLLMNThI;

® ICMOJ1Ib30BaHNE HEKOPPEKTHbIX AAHHbIX, PEXUMOB paboThl,
aZlpecoB u Ap.



UHgpopmayuoHHasi 6ezornacHocmb

Mepbl no 6e3onacHOCTU MHPOPMALIMOHHbIX CUCTEM
3aBUCAT OT BMUAA Yrpo3bl, U cpean 3hdHeKTUBHbIX MEP MOXHO
Ha3BaTb CclieaytoLlee:

e [lpmopuUTeTHbIN AOCTYN MO MApPOSI0 N PeryndapHbi KOHTPOJ1b
naposeu;

e PasrpaHunyeHune npasB 1 A0CTyNa;
e HapexHbl noabop nepcoHana;
e MHoroyposHeBas 0bpaboTka M 3alinTa AAHHbIX;

e PerynspHas npoBepka u aHanus paboTbl nepcoHala,

e llcnonb3oBaHMeE COBpPEMEHHbLIX aHTUBUPYCHbIX MAaKeTOB.

—
iﬂ flokanbHbie napamMeTpbl 6e30nacHOCTH

Moauruka / MNapameTp Gezonac...

:«_ﬂ B noKUpOBKa YYETHOM 3aNMCKH Ha HenpumeHuMo
;—t_ﬂ Moporosoe sHayeHue Gnokupoekd [ oWMOOK BXOAA B C...

ONUTHEE BA0KWPOBKM YY4ETHOM
2 4 WTIORMPOBEA Y .Cdpoc CYETYUKS GNOKMPOBKM Yepes  HenpumeHumo
& @ NokankHblE NOAUTHKK

& (] NMoAMTHKM OTKPLITOro KAKYa

=) L_Q MoAUTHKK Y4ETHEIX SaNMced
B {j MonuTyka naponed




UHgpopmayuoHHasi 6ezornacHocmb

NMonuntnka 6e3o0nacHOCTUN -
HEeYKOCHUTESIbHO BbIMOJIHAEMbIE
npasuia AOCTYyna, UCNOJb30BaHUA,
pacnpeneneHns, 3anTbl K
XpaHeHnd LeHHON MHpOopMaL .

MNapamMeTp AeHCTBYIOW SN NOAUTUKK

Cpok gelicTena naponeis:

42 AHEN

Cpok gelicTena naponels:

2| AaHeit

- MNapameTp nokanbHOM MoAMTHKM

Ecau onpegeneHel NapaMeTpel NOAWTUKUW Ha YpOBHE AOMEHa, OHW
NEPEKPLIBAKT NAPAMETPbI NOKANBHOM NOAWTHUKM.

OTmeHa I

[lpn onpeneneHnn NOANTUKN 6e30NacHOCTU B NPaBOBOM
MH(POPMALIMOHHOMN cucTeMe HeobxoanMmo:

e 1111 KAXA0ro AOKYMeHTa, 06beKTa onpeaenntb pexunMmol
[OMNyCKa U pyKOBOACTBOBATbCSH UMW,

® perncTpupoBaTtb BCce cobbIiTUSA Mo aonycky (Hanpumep, B
3/1EKTPOHHOM XYpHasie) n B nocnaeanyrLlemMm onepaTtmBHoO
aHaNnU3npoBaTb 3TY MHMOPMaLUMIO (3TOT XypHan).



UHgpopmayuoHHasi 6ezornacHocmb

Ob6ecnevyeHne nHdpopMmaLuMOHHON 6e30NacHOCTH
JINYHOCTM O3HayaeT, C OAHON CTOPOHbI, ee NMpaBo Ha
06BbEKTUBHYIO N KOHOUAEHUMANBHYIO MHPOPpMaLUIO ANlS
PAa3BUTUS U XKU3HEHHbIX Lenen n, C Apyron CTOpoOHbI, -
3alMTYy YesioBeka oT Jitloboro MHMOPMaLMOHHOIO
BO34ENCTBUSA, NpenaTcTByowero ceob6ogHomy
dOopMMPOBaAHUIO U PA3BUTUIO JIMHYHOCTW.

B KayecTBe TakuMx BO3AEUCTBUN HaA JINYHOCTb MOrYT Cpencrsa

BbICTYNaTb: aCCOBOU
Madopmanuu

» NHpOpMaLMOHHOe AaBneHune (CMU); Poccum

» pacnpocTpaHeHne HeaoctoBepHon nHdopMauumn (CMN);

» pacnpocTpaHeHne speaHon nMHpopMaunn (ceTb
NHTepHeT);

» YMbILWJIEHHOE UCMOJIb30BaHWE HeaaeKBAaTHOro BOCNPUATUS
MHpOopMauMmM YyenoBekoMm (Ha MUTUHrax) un ap.




NHghopmayuoHHasi 6esonacHocmb

Llenb nHpopMaLMOHHOro NnpoTmBobopcrea B COBpeEMEHHOM
MUpe — YCTaHOBJIEHNE U yaAepXaHMe KOHTpons Haa 6a30BbIMU

MH(OPMaLIMOHHbIMK PECYpCaMm rocyaapcTBa, a CNeaoBaTesbHoO,
HaJZ, oCTasibHbIMX BUAAMWN PECYPCOB.

3apaaun nHPOPMALIMOHHOIO NPOoTUBO6GOPCTBA — BHeApeHMe
B )XM3HEHHO BaXHble MH(POPMALMOHHbIE pecypcCbl, UX
KOHTPOJ1b, 3almMTa COOCTBEHHbIX MHPOPMALMOHHbLIX PeCcypCcoB.

B ocHOBY rocyaapcrtBeHHOM NOAUTUKU MHDODMaUMOHHON 6€e30NaCHOCTU
P® nonoxeHbl cneavwowme npuHUUnNbI:

® KOMIMJIEKCHOE paccMoTpeHue npobnem nHpopMaLMOHHON
6e3onacHoCTu;

e CO3aHMe 3aKkoHoaaTenbHoM 6a3bl obecnevyeHnss MHPOPMALIMOHHOW
6e3onacHoCTuU;

e ONHAHCUPOBAHNE TEOPETUYECKUX, HAYYHO-NPaKTUYECKnX paboT no
obecnedyeHno 6e30nacHoOCTMU.



NHghopmayuoHHasi 6esonacHocmb

Knaccbl 6e3onacHoOCTH & ArtistsValley
4066 Network & Security Icons

KOMNbIOTEPHbIX CUCTEM (KNacchl
3alWNTbI CUCTEM):

® CUCTEeMbl MMHUMAaJIbHOMN 3aLUNTbI
(knacc D),

® CUICTEMBbI C 3aLUNTOUN 0 YCMOTPEHUIO
rnosib3oBaresis (knacc C);

® CUCTEMbI C 06593aTe/IbHOMN 3aLUNTOU
(knacc B);

® CUCTEMbI C rapaHTUPOBaHHOU
3aiwmton (knacc A).

3HauYKu ceTeBoOM 6e30nacHOCTH



Ungpopmamu3zayus u enobanusayusi obuwecmea



