MHdopmMaunoHHas
0e30nacHOCTb

MeToabl 3awWUThbI




" JE
UHdopmaumoHHON 6e30NacHOCTbIO HAa3bIBAOT KOMMMNEKC OpraHM3auUnMOHHbIX, TEXHUYECKUX

N TeXHOJTOrM4ecKnx Mep no 3awunte I/IHCbOpMaLI,VII/I OT HEeaBTOPMN30BaHHOIO AOCTYyMa,

paspyLueHns, moamdurKaumn, packpbITUS 1 3aepXKeK B AOCTyne.

NHdopmaumnoHHas 6e30nacHOCTb AaeT rapaHTUo TOro, YTO AOCTUraloTcs creayowmne Lenm:

s KOHghudeHyuanbHOCMb NHPOpPMaLMM (CBONCTBO MHOPMALIMOHHBIX PECYPCOB, B TOM
yucne NHpopmaunmn, CBA3aHHOE C TEM, YTO OHM HE CTaHYT OOCTYMHbIMU U He ByayT

pacKpbITbl 4J1A HEYNMOJTHOMOYEHHbIX J'II/ILI,);

= UesrocmHocmb MHPOPMAaLIMK U CBA3AHHbLIX C HEN NPOLIECCOB (HEM3MEHHOCTb
nHdopMaumm B NPOLIECCE ee Nepeaayn Unm XpaHeHus);

= docmynHocmb MHOPMALMK, KOrda OHa HYyXHa (CBOMCTBO MHAOPMAaLMOHHBLIX PECYPCOB,
B TOM Yuncne nHdopmMaumm, onpegensoliee BO3MOXHOCTb UX MOMy4YeHUs U

NCNoJib30BaHMA MO Tpe6OBaHl/II-O YMNOJTHOMOYEHHbIX J'II/ILI,);

= yYyem BCeX NPOLEeCCOB, CBA3aHHbIX C MHGOPMaLNEN.



" NN

ObecnevyeHne cBda3un

ObecneyeHne 6e3onacHOCTU
nHdopmMaumnm cknagbiBaeTcs 13
Tpex COCTaBMAKLLNX:

s  KoHdumaeHumansHocTH,
s LlenocTtHocTy,
= [ocTtynHocTu.

Toykamu npunoxeHus npotecca
3aLuTbl MHopMaLnK

K MHCpopMaLMOHHOW

cucteme ABnATCA:

= annapaTtHoe obecneveHue,
= NporpammHoe obecneyeHune

= 0obecneyveHne
CBSA3M (KOMMYHUKaLMN).

Camu npoueaypbl(MexaHn3mbl)
3aWmMTbl pasgenstoTca Ha

= 3aLLUNTY PU3NYECKOro
YPOBHS,

= 3alUMUTy NepcoHana
= OPraHM3aUMOHHbIN YPOBEHb.



" EEN———
Yrpo3a 6e30nacHOCTU KOMMNbLIOTEPHON CUCTEMBI - 3TO
NOTEHUMArIbHO BO3MOXXHOE NpoucLLecTBme (NpegHamMepeHHoe nnu

HeT), KOTOPOe MOXET OKasaTb HexernaTeribHoe BO34enNCTBUe Ha camy
CUCTEMY, a TaKke Ha MH(oPMaLMIO, XPaHALLYIOCH B HEW.

AHanus yrpos npoBefeHHbIX areHTCTBOM HauWOHanbLHOW accoumaumen
nHdopmaumoHHon 6esonacHocTu (National Computer Security
Association) B 1998 r. B CLLUA BbigBun criegyowyo CTaTUCTUKY:

OcHOBHble MH(POPMALMOHHbIE YrPO3bl

M cbon obopynoBaHua
8%

M HeymMmenble Unn HenpasuribHble
AencTBns nepcoHarna

~IBpeanTenbcKune nencTBns
COOCTBEHHbIX COTpPYOHMKOB

L BHelWwHWe aTtaku no cetn (MHTepHeT)

M BO3dencTBMNE KOMIMbOTEPHbLIX BUPYCOB



"
*AHhopmMaLMOHHble Yyrpos3bl

BrigsteueepopMaUNOHHBbIX YIPo3

*YenoBek

*Popc-MaxopHble 00CcTOATEeNLCTBA

*OTKa3 o06opyaoBaHNA U BHYTPEHHMUX CUCTEM XU3HeobecnevyeHUs
[lporpamMmHbIe (noruyeckue)

JloKkanbHbIN HapywUTenb

*YaaneHHbIN HapywuTenb

OpraHn3ayuoHHble
Bo3pnencrBme Ha nepcoHan
Pu3nyeckoe BO3geMCTBUE HA NepcoHan

*[lcuxonornyeckoe Bo3aencTBMe Ha NepcoHan

[lencTBMA nepcoHana
ellinnoHax

ol AV/RAL IITIMALILIL 1A FAIAATDIAC
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NMonntnka 6e3onacHOCTU - 3TO KOMMIEKC MEP N aKTUBHbIX
OEUCTBUWN NO ynpaBrieHnto N COBEPLLEHCTBOBAHNIO CUCTEM
N TexXHoNornm 6esonacHoOCTU, BKNtovasdt MHPOPMAaLMOHHYIO
6e3onacHoOCTb.

*3akoHoAaTeNnbHbIA YPOBEeHb
*AAMUHUCTPATUBHBLIN YPOBEHb
*[MpoueaypHbIN YPOBEHb
*[IporpaMMHO-TEXHUYECKUN YPOBEHb



OpraHusaunoHHas 3almTa

= Op2aHuU3ayusl pexxuma U oxXpaHhbil.

m OpeaHu3auyusi pabombi ¢ compydHukamu (noabop n paccraHoBKa
rnepcoHana, BKnyasd o3HakoOMSIEHME C COTPYyaHUKaAMK, NX U3ydyeHue,
oby4eHune npasunam paboTbl ¢ KOHUAEHUNANbLHON MHopMaLmen,
O3HaKOMJIEHME C MepaMn OTBETCTBEHHOCTU 3a HapyLLUEeHMe NpaBuIl
3awmTbl MHopMaumn n ap.)

m Ope2aHu3ayusi pabomsi c O0OKyMeHmamMmu v JOKYMEHTUPOBAHHOWN
nHdopmaumen (paspaboTka, UCMoSib30BaHNE, YYET, UCNOSTHEHME,
BO3BpaT, XpaHeHNe U YHUYTOXEeHNE OOKYMEHTOB N HOCUTENEN
KOH(puaeHumanbsHom nHdopmauum)

m Op2aHu3ayusl ucroJsib308aHuUsi mexHu4deckux cpedcme cbopa,
0bpaboTKM, HaKOMNMEHNSI N XpaHEHUS KOHPUAEHUNANbHON HOPMaLINU;

m Op2aHu3auusi pabombl No aHaau3y eHYMPEHHUX U 8HEWHUX y2po3
KOH(buaeHumanbHOM nHopmMmaunm n BelpaboTke mep no obecneveHunto
ee 3allunThbl;

m Op2aHu3auyusi pabomsbl nNo npoeedeHUrD cucmemMamu4ecKo20
KOHMpoJisi 3a pabomolti nepcoHasia ¢ KOHOUOEHLMANBHON
NHpopmMaLmnen, NOPSAAKOM ydeTa, XPaHEHUA U YHUYTOXEHNS JOKYMEHTOB
N TEXHUYECKUX HOCUTESEN.



" S
TexHn4yeckme cpeacrtea 3alUUThI
MHpOPMaLIUN

[1na 3awmTbl nepnmeTpa MHPOPMaLMOHHON CUCTEMbI CO34at0TCA:
s CUCTEMbl OXPaHHOMN U MOXXapHOW CUrHanM3auum;

s CUCTEMbI LM POBOro BMOEO HADNIOOEHUS;

= CUCTEMbI KOHTpOSA 1 ynpasneHus goctynom (CKYL).

3awmTa nHdopmaLnmn oT ee yTeYKN TEXHUYECKMMU KaHanamm
CBSA3K obecrnevynBaeTcs crneayroLwmMmMmm cpeacTsaMmm 1
MepPOnpPUATUAMMU:

= MCMONb30BaHNEM 3KPAHMPOBAHHOIo Kabensa u npoknagka
NPoOBOOOB 1 Kabenewn B 3KPaHNPOBAHHbLIX KOHCTPYKLNSAX;

YCTAHOBKOMW Ha NMHUAX CBA3UN BbICOKOYACTOTHbLIX OUNBTPOB,;
NOCTPOEHNE SKPAHUPOBAHHbLIX MOMELLEHUI («Kancyn»);
MCMNOoSfb30BaHUE 3KPaAHMPOBAHHOIO 00opyaOBaHUS;
yCTaHOBKa aKTMBHbIX CUCTEM 3alLlyMIeHUs,;

COo34aHMe KOHTPONMpyeMbIX 30H.
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AnnapaTHble cpeacTea 3alUThbl
MHPOPMaLINK

CnieunarbHble PErMCTpbl A9 XpPaHEHUS PEKBU3NTOB
3aluThl: Naposien, naeHTUUUUpPYLWNX Kogos, rpndos nnu
YPOBHEW CEKPETHOCTM;

YcTponcTea U3MepeHUsa nHaAnBUAYyanbHbIX XapakTePUCTUK
YyerioBeka (ronoca, oTne4yaTkoB) C LiEfblo ero
naeHTudUuKaunm;

CxeMbl NpepbIBaHUA Nepegayn nHgpopmauum B IMHUN CBA3M
C LUenbo nepnognyeckon NpoBepkn agpeca Bblaayun JaHHbIX.

YcTtpouncTtea ansa wudpposaHna MHgopmMmaumu

(KpunTorpaduyeckne metoabl).

Cuctembl 6ecnepedbomnHOro NUTaHuS:
cTouHnkm becnepebonHoro NnuTaHus;
PesepBunpoBaHue Harpysku,

[eHepaTopbl HANPAXEHUA.



" B
[ lporpaMmmHble cpeacTBa
3aLllUTbl MHQOPMAaLIUA

s Cpeacrea 3awmTbl OT HeCaHKUMOHMpoBaHHoro goctyna (HCL):
CpenctBa aBTopusaLuuu;
MaHgaTHOe ynpasreHne 4oCTYNOM;
N3bupartenbHoe ynpasneHne OCTYNnom,
YnpaBreHne JOoCTynoM Ha OCHOBE poriew;
XXypHanupoBaHue (Tak e HasbliBaeTca AyauT).

s Cucrembl aHanmsa n MogenmpoBaHnst NHPOPMaLMOHHbLIX MOTOKOB

(CASE-cucremsl).

x Cucremsbl MOHUTOPWUHIA CETEMN:
CuctemMbl 0bHapyXeHust n npegoTepalleHus sTopxkeHunn (IDS/IPS).
CucTteMbl NpeagoTBpalleHna yTedek KoHpuaeHumansHoOn nHdopmaumn
(DLP-cuctembl).

= AHanusatopbl NPOTOKOMOB.

=  AHTMBUpPYCHbIE CpeacTBa.




" B
[ lporpaMmmHble cpeacTBa
3aLllUTbl MHQOPMAaLIUA

MexxceTeBble 3KpaHbI.

Kpuntorpadgpudeckme cpeacraa.
LLUndppoBaHue;
Lindpoeas nognuce.

Cuctembl pe3epBHOIo KONMpoBaHUA.

Cuctembl ayTeHTUdMKaALUN:
[Maponb;
Kntoy goctyna (onandeckuin Unm afeKTPOHHbIN);
Ceptudukar;
BuomeTpug.

MHCprMeHTaJ'IbeIe cpencrtea aHaljin3a CUCTEM 3aLLUNThI.
MOHUTOPUHIOBbLIN NPOrpaMMHbIA NPOAYKT.
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BUAbl AHTUBUPYCHbIX NMPOI'PAMM

[eTeKkTopbl NO3BONAKT 0ObHapyXmMBaTb pannbl, 3apaXeHHble OOQHUM U3
HEeCKOINbKNUX U3BECTHbIX BUPYCOB. HeKoTopble NporpaMmMbl-AeTEKTOPbI TAKXKe
BbINOMHSAT 39BPUCTUYECKMI aHann3 oannoB U CUCTEMHbIX 0bnacTen ANCKOB,
YTO YacTo (HO OTHKOAb He Bceraa) No3BosisiET 0OHapyXMBaTb HOBbIE, HE
N3BECTHbIE NporpamMmme-geTekTopy, BUPYChI.

PUNLTPLI - 3TO PE3NAEHTHbIE NPOrPamMMbl, KOTOPbIE ONOBELLAIOT
nonb3oBaTens 0 BCeX MOMbITKax Kakon-nmbo nporpamMmMbl 3anucaTbcs Ha
ONCK, a Yk Tem bonee oTdoopmMaTUpoBaThb €ro, a Takke 0 Apyrmx
NOAO3PUTENBHbIX AEUCTBUSIX.

[MporpamMmmbl-00oKTOpa UNun daru He TONbKO HAaXOAAT 3apaykeHHble BUpycamm
dannbl, HO K «nevyaT» ux, T.e. yaanswT U3 danna Teno nporpaMmmbl-BUpYyca,
BO3BpaLLlas dannbl B UCXOAHOE COCTOSHUE.

PeBn3opbl 3anoMnHaoT cBeAeHUSA O COCTOAHUM 0ansioB N CUCTEMHbIX
obnacTen ANCKoB, a Npu nocneayrLwmnx 3anyckax — cpaBHUBAOT UX
COCTOsIHUE UcxoaHbIM. pu BbISIBNEHNN HECOOTBETCTBUN 00 3TOM
coobLaeTcsa nonb3oBaTento.

CTopoxa unu dpuneTpbl pacnonaratTcs pe3naeHTHO B onepaTUBHOM NaMsaTu
KOMIMbIOTEPA N MPOBEPSIOT HA HanNn4ne BUPYyCcoB 3arnyckaemble hansbl U
BcTaBnaemble USB-HakonuTenw.

[porpamMmbl-BakLIMHbl UM UMMYHM3aTOPbI MOANMULIMPYIOT NPOrpaMmbl 1
AVCKWN Taknm obpa3oM, YTO 3TO He OTpaxaeTcs Ha paboTe nporpamm, HO TOT

BMPYC, OT KOTOPOTrO MPOU3BOANTCA BaKUMHALMNA, CHUTAET 3TV NPOrpaMMbl Unu
OVNCKU YXKE 3apPaKEHHbIMMN.
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HepoctaTtkm aHTUBUPYCHbIX
nporpamMmm

= HwuogHaus CyLLI,eCTByI-OLLI,l/IX adHTNBUPYCHbIX TEXHONOIUN HE MOXET
obecneynTb NOfHOM 3adllNTbl OT BUPYCOB.

= AHTMBMPYCHasa nporpamma 3abupaet 4acTb BblYMCIIUTENbHbIX
pEeCypCOB CUCTEMbI, HArpyxasi LEHTpanbHbIN NPOLECCOop U XXECTKUN OUCK.
OcobeHHO aTO MOXET BbITb 3aMETHO Ha cnadblX KOMMbIOTEPAX.

s AHTUBMPYCHbIE NpOrpamMmbl MOTryT BUOETb Yrpo3y TaMm, rae €€ HeT (NOoXHble
cpabaTbiBaHUS).

= AHTUBMpPYCHbIE NporpamMmbl 3arpy>atoT obHoBneHna u3 IHTepHeTa, Tem
caMbIM pacxoays TpadouK.

s PasnunyHble mMeToabl WnpoBaHUA U YNakoBKM BPEOOHOCHbLIX MporpamMm
OenarT gaXke U3BECTHLIE BUPYCbl HE OOHapYXMBaeMbIMU aHTUBUPYCHbIM
nporpaMmMHbIM obecrnedeHneM. [ns obHapyXeHNs 3TUX «3aMacCKUPOBaHHbIX»
BUPYCOB TpebyeTca MOLHbIN MEXaHU3M pPacrnakoBKW, KOTOPbIA MOXET
aewmndpoaTb havnbl nepeq nx nposepkon. OQHaKo BO MHOMMX
aHTUBMPYCHbIX NporpamMmmax 3Ta BO3MOXHOCTb OTCYTCTBYET U, B CBA3U C 3TUM,
4aCTO HEBO3MOXHO OBHAPYXUTb 3aLLUMdpoBaHHbIe BUpYChl. L



" I
[ToHATME KOMMBIOTEPHOro BMUpYyca

KomnbromepHbIU supyc — 310
cneunanbHasa nporpamMmma, HaHocsLlas
3aBeOMbIV Bpea KOMMNbITEPY, Ha
KOTOPOM OHa 3anycKaeTcs Ha

BbllMoJIHEHNE, UTTN OPYTMM KOMIbKOTEPAM B
CETN.

OcHOBHOM DYHKLUMEN BUpYCa ABMAETCH €ro
Pa3MHOXeEHNE.



" B
Knaccunukauma KoOMNbOTEPHbIX
BUPYCOB

= MO cpene oobuTaHus;

= MO onepauyuoHHbIM CUCTEMAM;

= MO anropuTmy paboTbl;

= MO AECTPYKTUBHLIM BO3MOXHOCTSAM.



1) Mo cpepne obuTaHusA

daunoebie

eupychbl
HaHocAaT Bpea
doannawm.
CospgatoT
dpann-aBONHUK
C UMEHeM
opuruHana.

3azpy304YHbie

eupychl
BHEOPSIOTCS B
3arpy304HbIN
CEKTOp AuckKa.
OnepaunoHHas
cuctema npu
9TOM
3arpyxaetca c
owmdkamun u
cboamm

Makpo-

eupychbi
«lMoptaT»
OOKYMEHTbI
Word, Excel n
ApPyrnx
NpPUKNagHbIX
nporpamMmm
onepalnoHHON
CUCTEMBI
Windows.

Cemesnblie

eupychbi
PacnpocTtpaHsa
lOTCS NO
Internet yepes
9NEKTPOHHbIE
nnucbMa nnn
nocne
noceLleHmns
COMHUTENbHbIX
CaunToB.
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2) INo onepayMOHHbLIM CUCTEMAM

[1na kaxxgon onepaunoHHOM CUCTEMbI CO30atoTCH
CBOM BUPYChbI, KOTOpblE DyayT «paboTtaTb» TOMbKO
B Hen. Ho cyLlecTBYyOT K YHMBEpPCAnbHbIE
BUPYCbl, KOTOPbIE CMOCOOHLI BHEAPATHCH B
pasnn4yHble onepaunoHHble CUCTEMBI.



3) Mo anroputmy paboTbli

N

Pe3udeHm-
HOCIMb
Bupychl,
obnapatowune
9TUM
CBOWUCTBOM
OEUCTBYIOT
NOCTOSAHHO
noka
KOMMNbIOTEP
BKJTHOYEH.

Camowugppo
eaHue u
nosiumMop-

pusm
Bupychbl-
NoNMMOpPdUKN
N3MEHSIOT CBOU
Ko4 WUIn Terno
npor-pamMmeil,
YTO UX TPYAQHO
ODHapPYXUTb.

Cmenc-

asizopumm
Bupychbl-
HEBUOVNMKMN
«MPAYYTCA» B
onepaTuBHOM
namaTn un
aHTMBUpPYCHas
nporpamma nx
HEe MOXeT
OOHapPYXUTb.

HecmaH-
dapmHble

npuemMbl
[MpyHuMnmnans
HO HOBbIE
MeToAbl
BO3ENCTBUA
BMpYyCa Ha
KOMMbLIOTEP.
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4) lNo AeCTPYKTUBHbIM

BO3IMOXHOCTAM
/ /
be3eped- HeonacHble
Hble HaHOCAT

He HaHOCAT MOpasibHbIN
HUKaKOro ywepob
Bpeaa Hu NonNb30BaTesto
nonb3oBaTe-  Bbl3biBalOT
N0, HK BU3yanbHble
KoMMbloTepy, Fpaduyeckne
HO 3aHMMaloT WM 3BYKOBbIE
MEeCTO Ha 9 EeKTHI.
XKECTKOM

ANCKeE.

\\

OnacHblie
YHUUTOXAOT
nHdpopmaLuio
B dpamnax.
«[opTaT»
doaunnsl,
aenarwoT ux
HEecC4YUTbIBa-
eMbIMN U T.4.

OyeHb

orfnacHbIe
cbmBatoT npoLecc
3arpyskun OC,
nocrie 4yero
TpebyeTcs ee
nepeycTaHoBKa;
NN «NOPTAT»
BUHYECTEP, 4YTO
ero Tpebyetcs
dopmaTunpoBaTthb



= B
BpeOdoHOoCcHbIe po2pamMmMbl

s TPOSIHCKUU KOHb - 3TO NporpamMmma, cogepxatlas B cebe HeKOTOpYHo
paspyLuaoLyo YHKLUNIO, KOTopas akTUBM3NPYETCA NPU HacTynneHnm
HEeKOTOPOro YCNoBUs cpabaTbiBaHWs. OBbIYHO TakMe NporpaMmbl ‘MacKUpyHoTCS
nog Kakne-Hmbyab nonesHble yTUNuThl. Buabl 4eCTPYKTUBHBIX 4ENCTBUN:

YHUYTOXEHME NHdopmMauumn. (KoHKpeTHbIN BbIOOP 06BEKTOB 1N CNOCOBOB YHUYTOXEHUS
3aBUCUT TONbLKO OT ddaHTa3nmn aBTopa Takom nporpammsl 1 BodamoxxHocTen OC. OT1a
dYHKUMS aBnsaeTcs obuien ansa TPOAHCKMX KOHEN M 3aKnagok).

[MepexBat n nepenada nHpopmaumn. (naponen, Habmpaemblix Ha Knasuatype).
LleneHanpaBneHHOE n3aMeHeHne NporpaMmmbi.

s Yepessmu Ha3bIBAOT BUPYChI, KOTOPbIE PaACNpPOCTPaHAKTCS No rnobanbHbIM
CEeTAM, nopaxas Liernble CUCTEMbI, @ HE OTAENbHbIE NPOrpamMmMbl. ATO cambii
onacHbIli BUA BUPYCOB, Tak Kak 00bekTaMu HanageHusi B 3TOM cryyae
CTaHOBATCA MH(OPMAaLIMOHHbIE CUCTEMbI rOCyAapcTBEHHOro MmaciwTtaba. C
nosisneHnem rnobansHon cetu Internet aToT BMA HapyLLieHnst 6e30nacHOCTY
npeacTaBnseT HanbonbLUYO yrpo3y, T.K. eMy B NM0O0M MOMEHT MOXET
NOABEPrHYTLCS NOOOM M3 KOMMNBIOTEPOB, MOAKMIOYEHHbIX K 3TOW CETMW.
OcHoBHas pyHKLMS BUPYCOB JaHHOIO TMMna — B3rIOM aTakyeMol CUCTEMBI, T.€.
npeodoneHne 3aLnThbl C LEeNnbio HapyLLueHns 6e30nacHOCTU U LIENTOCTHOCTMW.



s WOeHTUpUKaumMa — 3To HasbiBaHME
nMuoMm cedbs cucteme;

s ayTeHTUMPUKauma — 310 yctaHoBNEHNE
COOTBETCTBUA Nuua HasBaHHOMY UM
naeHTugunKkaTopy,

= aBTOpu3auuda — npegocraBfieHne 3ToOMy
nmuy BO3MOXXHOCTEN B COOTBETCTBMUE C
NONOXEeHHbIMWU eMy NpaBaMn UNK
NpoBepKa HanNn4na npas NMpu NonbITKe
BbINOMHUTb Kakoe-nnbo aencrene




