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Nekuyna 6 XKU3HEeHHbIN LUK n3genusa n 6e3onacHocCTb
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peooBaHNA 0e30nNaCHOCTU K UH(POPMALUOHHbLIM

CUCTéMam

Crangapt ISO/IEC 15408 "Kputepum oLeHku 6e3onacHOCT MHPOPMALMOHHBIX TEXHOMOrNA"
(n3paH 1 gekabps 1999 roga) OTHOCMTCA K OLEHOYHLIM CTaHAapTam. ATOT MeXAyHapOAHbIN
CTaHZapT CTan UTOroM MoYTh AEeCATUNETHEN pabOoThl CNELMANUCTOB HECKOMbKKX CTpaH. OH
BoOpan B cebs OMbIT CYLLECTBOBABLLMX K TOMY BPEMEHM JOKYMEHTOB HALMOHANBHOTO U
MeXHaLMoHanbLHoro Mactitaba. IMeHHO No3TOMy 3TOT CTaHAAPT OYEHb YacTO Ha3blBaKOT
"O6Lwmmm Kputepusmn”.

"O6Lwpe Kputepun" SBNAKOTCH METACTaHAAPTOM, ONPeAensoLLMM MHCTPYMEHTbI OLIEHKM
6e3onacHOCTY MHOPMALIMOHHBIX CUCTEM U MOPSAOK UX UCMONb30BaHMS.

"O6Lwpe kputepun" cogepxar ABa OCHOBHbIX B1aa TpeboBaHuM 6e30nacHOCTH:

(hYHKLUMOHANbHbIE — COOTBETCTBYIOT aKTUBHOMY aCnekTy 3aLiyTbl — NPEAbSBNSAEMbIE K
(hyHKUMSM 6e30MacHOCTM 1 Peanu3yoLLMM UX MEXaHU3MaM;

TpeGoBaHWs 4OBepUsi — COOTBETCTBYIOT MACCUBHOMY acnekTy — NPeAbsBNseMbIe K
TEXHOMOrMM 1 NpoLeccy pa3paboTky 1 akcnnyaTaLuu.

B otnnuune ot "OpanxeBon kHurn", "ObLumne kputepun" He codepxat npeaonpeaeneHHbIX
"knaccoB 6e3onacHocTn". Takue Knaccbl MOXHO CTPOMUTb, MCXOAs M3 TpeboBaHWN
Be3onacHOCTH, CyLLEeCTBYHOLLMX AJ15 KOHKPETHON OpraHm3aLmm n/unm KOHKPETHOM
NH(OPMALMOHHOW CUCTEMBI.

OueHb BaXxHO, 4TO be3onacHOCTb B "OBLLMX KpUTEPUSX" pacCMaTPUBAETCS HE CTATUYHO, a B
MPUBA3KE K XKU3HEHHOMY LIMKNY 0BBEKTA OLIEHKMN.
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. OcHoBHOW CTaHAapT -

Hactoswmi ctaHgapt
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Crangapt ISO/IEC 15408 "KpuTtepum oueHkn 6e3onacHoOCTH

UH(OPMALIMOHHBIX TEXHONOrnn"

OCHOBHbIe NOHATUSA

CaMblIin NOMHbINA U COBPEMEHHBIN CPpeamn HUX ATOT MeXOYHAPOAHbIA CTAaHAAPT CTan UTOroMm
nouTV JECATUNETHE paboThbl CNELMANNCTOB HECKOMbKUX CTPaH, OH Bobpan B cebs onbIT
CYLLECTBOBABLLX K TOMY BPEMEHN JOKYMEHTOB HALIMOHANBHOTO U MEXHALMOHANBHOMO
mMacluTaoa.

[To McTopryeckuM NpuUYMHaM JaHHbIM CTaHAAPT YacTo HasbiBatoT "Obwumu Kpumepusamu"
(nnn gaxe OK). Mbl Takxke Byaem Ucnonb3oBaTth 3T0 COKPALLEHME.

"O6wme KpuTepun" Ha camom Jene SBNATCS METAaCTaHAAPTOM, OnpeaensioLLnm
NHCTPYMEHTbI oueHKu besonacHocmu VC 1 nopsgok nx ucnonb3osaHus. B otnuume ot
"OpaHxesol kHuzu", OK He cogepxaT npeaonpeaeneHHblX "knaccos besonacHocmu”.,
Takue Knaccbl MOXHO CTPOUTb, MCX04s U3 TpeboBaHU 6e30MaCcHOCTH, CYLLECTBYHOLLMX
ONS KOHKPETHOW opraHm3auum n/mnm KOHKPETHON MHAOPMALIMOHHON CUCTEMBI.

C nporpamMmMnUCTCKon TOYKM 3peHnst OK MOXHO cunTaTb Habopom BUBNMOTEK, MOMOratoLLIMX
nucaTb codepXaTesibHble "nporpaMmbl” -3aaaHua No 6e3o0nacHoOCTH, TUMOBbIE Npothunu
3awmTbI 1 T.0. MNporpamMMnCThI 3HAKOT, HACKOMBbKO XopoLlas bubnunoTeka ynpoLlaet
pa3paboTKy nporpamm, NoBbILIAET UX KayecTBo. bes bubnuotek, "c Hyna", nporpaMmmbl He
MULLYT yXXe 0YeHb AAaBHO; OLeHKa 6e30MacHOCTM TOXE BbilLNa Ha CONoCTaBUMbIN YPOBEHb
crnoxHocTti, n "0bwue kpumepuu" NPEAOCTABUIIM COOTBETCTBYHLLMN MHCTPYMEHTAPWIA.

BaxHO 0TMETUTb, YTO TpedoBaHUA MOTYT ObITb NapaMeTPM30BaHbl, Kak 1 nonaraertcs
BUBNMOTEYHBIM DYHKLMSIM.
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PUHLIUN UepapXUn: Knacc — CEMeUCTBO — KOMMOHEHT —

ANeMEeHT

[Insi cTpyKTYpM3aLmm npocTpaHcTBa TpebosaHui, B "OOLLMX KpuTepusiX" BBEAEHA nepapxus
Krnacc — CeMENCTBO — KOMMOHEHT — 3JIEMEHT.

Knacchl onpegenstot Hanbosnee obuyto, "npeaMeTHy" rpynnmpoBKy TpeboBaHWMi
(Hanpumep, yHKUMOHANbHbIE TPEBOBaHUSA NOLOTYETHOCTH).

CemencTBa B Npegenax Knacca pasnmyatoTcst No CTPOrocTy U ApYriuM TOHKOCTSIM
TpeboBaHuN.

KOMNOHeHT — MHMManbHbIN HAabop TpeboBaHUM, UTyPUPYIOLLNIA Kak LIENOE.
AneMeHT — Heaenumoe TpeboBaHue.

Mexay KOMNOHEHTaMM MOTYT CYLLECTBOBATb 3aBMCUMOCTH, KOTOPbIE BO3HMKAIOT, KOraa
KOMMOHEHT caM Mo cebe Hej0CTaTouEH NS JOCTUKEHMUS Lieny 6e30nacHoCTH.

[1040BHbIN NPUHLMN OpraHn3aLmn 3aLmTbl HANOMUHAET MPUHLMM NPOrpaMMUPOBaHS C
Mcnosib3oBaHMeM BMBNMOTEK, B KOTOPLIX COAEPXKATCS CTaHAAPTHbIE (YACTO MCMOMb3YEMbIE)
(YHKUMK, 13 KOMOMHALWIA KOTOPLIX (YOPMUPYETCS anropuT™ PeLLEHNSI.

"O6Lwpe Kputepun" NO3BONAKT C MOMOLLI NOA0OHbLIX BUOIMOTEK (KOMMOHEHT)
dhopMupoBaTh Ba BiAA HOPMATUBHBIX OKYMEHTOB: NPOodhunb 3aLuThl U 3agaHue no
BesonacHocTy.

Mpodunb 3awmTbl npeacTaBnseT coboit TMnoBon Habop TpeboBaHMM, KOTOPLIM AOSHKHbI
YOBNETBOPATL NPOAYKTbI UMM CUCTEMbI ONPELEenNeHHOro Krnacca (Hanpumep,
OnepaLmMOHHbIE CUCTEMbI HA KOMMbIOTEPAX B NPABUTENbCTBEHHbIX OpraHu13aumsx).
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[TnaHmMpoBaBHWe obecneyeHns besonacHoCTy

3apaHue no 6e30NacHOCTU COOEPKMT COBOKYMHOCTb TPEOOBAHMIA K KOHKPETHOM
pa3paboTke, BbINOMHEHWE KOTOPLIX 00ECneYnBaeT JOCTUKEHNE NOCTABMNEHHbIX
Lenen 6e3onacHoCTw.

OYHKUMOHANBHbIN NAKeT — 3TO HEOAHOKPATHO MUCMOMb3yemast COBOKYMHOCTb
KOMMOHEHTOB, 00bEeANHEHHDBIX AN AOCTUXEHMS OnNpeaeneHHbIX Lenen
©e3onacHoCTw.

Ba3oBbIi Npothunb 3aWmnThbl JOMKEH BKNOYaTb TPEOOBAHUS K OCHOBHbIM
(06513aTENBHBIM B NIOOOM Cry4Yae) BO3MOXHOCTAM. [pon3BoaHble Npoduu
nonyyatoTcs 13 6a3oBoro nytem Jo6aBnNeHNs HE0OXOAUMbIX MaKeTOB PaCLUMPEHMS,
TO eCTb NOA0OHO TOMY, KaK CO3atTCs NPOKN3BOAHbIE KNacChl B 0OBEKTHO-
OPVEHTMPOBAHHBIX S3bIKaxX NPOrpaMMMPOBaHMSI.
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®yYHKUMOHanNbHbIEe TPeOOBaHUS

Bce hyHKUMOHanNbHbIE TpeboBaHUA 06beANHEHBI B IPYNMbl HA OCHOBE BbINOMHSEMOW UMK
ponu unu obenyxueaemon Lenun 6esonacHocTu. Beero B "O6Lmx kputepusix” npeactasneHo 11
(OYHKUMOHANbHbIX KNaccos, 66 ceMeincTs, 135 KOMNOHEHTOB. JTO ropas3ao bonbLue, YeM YUCno
aHanorn4HbIx NoHATUI B "OpaHxeBoi kHure".

"ObLume KpuTepUK" BKIHOYAKOT CNeayLLmMe Knaccbl (yHKUMOHANbHbIX TPeboBaHWiA:
VineHTndurkaums v ayTeHTugmkams.

3aliuTa JaHHbIX nosib3oBaTens.

3awimuta dyHKUmM 6esonacHocTy (TpeboBaHUs OTHOCATCS K LLENOCTHOCTM U KOHTPOSTH AaHHbIX
cepBaucoB 6e30MacHOCTU U peanmayoLLX X MeXaHU3MOB).

YnpaeneHue 6e30nacHOCTbIO (TPebOBaHMS 3TOrO Kacca OTHOCATCS K YNpaBneHuo atpubytamu
N napameTtpamu 6e3onacHocTy).

Ayout 6e3onacHoCTY (BbISIBNEHWE, PEMUCTPALMS, XPAHEHWE, aHaNn3 AaHHbIX, 3aTparvBatoLLmX
be3onacHOCTb 06bEKTa OLIEHKI, pearmpoBaH1e Ha BO3MOXHOE HapyLleHne 6e3onacHoCTy).
LocTyn K 06BbEKTY OLIEHKN.

[TpmBaTHOCTL (3aLLMTa NOSb30BATENS OT PACKPLITUA U HECAHKLIMOHUPOBAHHOTO UCMONb30BaHUA
ero NaeHTUUKaLMOHHbIX AaHHbIX).

Mcnonb3oBaHue pecypcoB (TpeboBaHUs K AOCTYMHOCTM UHGopMaLnK).

Kpuntorpaduyeckas nogaepxka (ynpasneHue Knovamu).

CBA3b (ayTeHTUMKaLMS CTOPOH, Y4aCTBYIOLWMX B 0OMEHe AaHHbIMM).

[loBepeHHbIN MapLUpyT/kaHan (4ns cBs3n ¢ ceparucamu 6e30nacHoCTH).
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TpeboBaHus K pecypcam

Knacc yHKUMoHanbHbIX TpebosaHum "/icnonb3oBaHne pecypcoB” BKMHOYAET TPU
cemeuncTaa.

OTKa30yCTOMYMBOCTL. TPeboBaHMS 3TOr0 CEMENCTBA HanpaBneHbl HA COXpaHeHue
OOCTYMHOCTU MHPOPMALIMOHHbIX CEPBICOB Aaxe B cryyae cbos unu oTkasa. B ctaHgapte
pa3nMyaloTCs akTUBHAsA 1 NAacCUBHAs 0TKA30yCTOMYMBOCTb. AKTUBHBIA MEXaHWU3M COAEPKMUT
cneyuanbHble YHKLMK, KOTOpbIEe aKTUBM3MUPYIOTCA B criydae cbos. NaccusHas
0TKa30yCTOMYMBOCTb NoApa3ymMeBaeT Hanmune n3bbITOYHOCTU C BO3MOXHOCTbIO
HenTpanu3auumn ownodoK.

O6cnyxuBaHMe No npuopuTeTam. BhinonHeHne aTux TpeOOBaHWIA NO3BONSET YNpaBNsiTh
MCMONb30BaHNEM PECYPCOB TaK, YTO HU3KOMPUOPUTETHbIE OMepaLi He MOryT NoMeLLaTh
BbICOKOMPUOPUTETHBIM.

PacnpeneneHue pecypcoB. TpeboBaHWS HanpaBneHbl Ha 3aWKTy (MyTeM NPUMEHEHUS
MeXaHn3Ma KBOT) OT HeCaHKLIIOHMPOBAHHOI MOHOMONM3aLMM PECYPCOB.

AHanorM4yHo n apyrue Knacchl BKMKOYaT Habopbl CEMENCTB TPeboBaHMI, KOTOPbIE
MCNonb3yTCa A8 POPMYNMPOBKM TpebOoBaHMI K cucteme He3onacHoCTw.

"O6Lwpe kputepun" — 0OCTAaTOMHO NPOAYMAHHBIV W NOSHbIA JOKYMEHT C TOYKM 3peHUs
(OYHKUMOHANbHbIX TPebOBaHWA 1 UMEHHO Ha 3TOT CTaHZapT 6€30MacHOCTY OPUEHTUPYIOTCS
COOTBETCTBYHOLLME OpraHn3aLumn B Hallen CTpaHe 1 B NePBYKO ovepenb [ocTexkoMmueens
PO.
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. [loBepue Kk cpeacTBam 3alluThl -

1.5.5. TpeboBaHUA aoBepus

Btopas dhopma TpebosaHumn 6esonacHocTy B "OBLmX kputepusx" — TpeboBaHus
nosepusi 6e3onacHocTu.

YcTaHoBneHune gosepust 6e30nacHOCTH OCHOBLIBAETCS Ha aKTUBHOM
NCcCrnefoBaHnM 00 bEeKTa OLIEHKM.

dopma npeacrasneHnst TpeboBaHMN JOBEPUS, Ta Xe, YTO U AN YHKUMOHAIbHbIX
TpeboBaHMM (Knacc — CEMENCTBO — KOMIMOHEHT).

Bcero B "O6wwmx kputepusax" 10 knaccos, 44 cemencTea, 93 KOMMNOHEHTA
TpeboBaHuin JoBepUs He3onacHoCTW.
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o S,

[TpMMEHNTENBHO K TpeboBaHMAM 0BepUs (ANns MYHKUMOHABHBLIX TPebOBaHWUI He
npeaycmoTpeHbl) B "OBLmX KpuTepusix" BBEAEHbL! OLIEHOYHbIE YPOBHM AOBEPUS (MX
CEMb), COAEPXKaLLUME OCMbICIIEHHbIE KOMBUHALIMM KOMIMOHEHTOB.

CteneHb foBepus BO3pacTaeT OT NepBOro K cebMOMY YPOBHIO. TaK, OLEHOYHbIV
YPOBEHb f0Bepus 1 (HayanbHbIN) NPUMEHSETCS, KOraa yrpo3bl He
paccmaTpuBaloTCA KaK CepbesHble, a OLEHOYHbIN YPOBEHL 7 NPUMEHSAETCS K
CUTYyaLMAM Ype3BblHalHO BbICOKOrO puCKa.
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. Knaccbl TpeboBaHuiA -

Knaccbl TpeboBaHuit foBepusa 6€30MacHOCTY:

Pa3paboTka (TpeboBaHus Ans no3atanHon getanusaumm gyHKLmiz 6e3onacHoCTy OT
KpaTKoM crneumdukaLmm oo peanmsamm).

[Noaaepxka XU3HEHHOTO LMKna (TpeboBaHMs K MOAENMN XN3HEHHOTO LMKNa,
BKMtOYasi NOPSIAOK YCTPaHEHWst HeJOCTaTKOB W 3alMTy Cpeabl pa3paboTkin).
TecTupoBaHue.

OueHKa ya3BUMOCTEN (BKMHOYast OLIEHKY CTOMKOCTU (DYHKLMI Be30nacHOCTH).
[TocTaBka 1 akcnnyarayus.

YnpaBneHue KoHpUrypaumen.

PykoBogcTa (TpeboBaHus K aKCnyaTaLMoHHON OKYMEHTALWN).
[Nogaepxka AoBEPUS (AN NOAAEPXKKM 3TaNOB XU3HEHHOTO LMKNa Nocne
cepTudmKaLmn).

OueHka npouns 3aLLuThbl.

OueHka 3agaHns no 6e3onacHoCTw.
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NMNOHATUE U ®OPMbI YA3BUMOCTU UHOOPMALIUW. EE

NMPOABIEHUA U BUObI

CornacHo onpegeneHuto, ysa3BuMOoCTb MHAOPMaLIMK — eCTb Mepa M3MEHEHNS MHOPMaLIK NOA
BO3ENCTBMEM PasfnyHbIX (hakTopoB. C TakuM OnpeaesieHneM MOXHO HE COrnacuTbCa XOTS Obl
NoTOMY, YTO MH(hOPMALWS He 0653aTeNbHO B 9TOM cryvae ByaeT usmeHeHa, OHa MOXET ObITb
NPOCTO CKOMMPOBAHA MM YHUYTOXEHA. YA3BUMOCTb Nt0BOM MHPOpMaLMK 3aKnoYaeTcs B
HapyLleHnn ee hU3n4eCcKon COXPaHHOCTM BOOOLLE MO0 y AaHHOro cOBCTBEHHMKA (B NMOTHOM
UM YacTUYHOM 00bEME), CTPYKTYPHOM LIENOCTHOCTM, JOCTYNHOCTM A1 NPaBOMOYHbIX
nonb3oBaTtenen. YA3BMOCTb KOH(MAEHUMANLHON MHOpMaLK, B TOM YMCTIe COCTaBNALLEN
rOCYAAapPCTBEHHYIO TalHy, AONOMHUTENBHO BKITKOYAET B cebs HapyLUeHue ee
KOH(OMAEHLMANBbHOCTY (3aKPbITOCTY NS MOCTOPOHHUX NNL).

BO3MOXHOCTb M3MEHEHMS NI HapPYLLEHWs AEeNCTBYIOLLEro cratyca nHgopmawum obycrosneHo
B MEPBYI0 OYepeab ee YS3BMMOCTbBH, KOTOpas 03HaYaeT HeCnoCcobHOCTb MHGOpMaLmK
CaMOCTOATESIbHO NPOTUBOCTOATL AeCTabUNU3MPYIOLLIMM BO3LENCTBUAM, COXPaHATL NP TaKuX
BO3JEMCTBUSAX CBOW CTaTYC.

Ho ys3B1MOCTb MHGhOPMALIMK He CYLLLECTBYET Kak CaMOCTOSATENBHOE SBSIEHNE, a NMPOSIBNSETCS
(Bblpaxaetcs) B pa3nunyHbix gpopmax. CerogHs B Hay4yHOM nNuTepaType 1 HOPMaTUBHbIX
[OKYMeHTax He ChopMmnpoBascs TepMUH hopMa NPOSIBREHUS YA3BUMOCTY MHAOPMALK, HO
CaMUX KOHKPETHbIX (POPM HasblBaeTCs 4OCTATOYHO MHOrO. [1pn 9TOM 3HaunUTENbHOE
KONTMYECTBO NEPeUNCrSEMbIX (DOPM SBMAKTCA CUHOHUMAMM UITM PA3HOBUAHOCTSMM OLHUX W
TEX XK€ SBMNEHUIN, HEKOTOPbIE HE MOrYT ObITb OTHECEHBI K (DOPMaM Mo CBOEMN CYLLHOCTY.
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OBLMKE NMPUHLUMNBI 3ALLUTBI UHOOPMALIUA

Ecnun B pesynsraTte npoBeaeHHON OLEHKN BbIACHAETCS, YTO Ta UK UHad
NHOPMaLNS HY>KOaeTcs B 3almTe, — HeODX04MMO MPUHATb Mepbl Mo ee
3awute. [ns aToro HeobxoaMMo NpeaoTBPaTUTb UMW 3HAYUTENBHO YCIOXHUTD
XULeHne nHpopmaunm n 4oBeCTU 40 CBEAEHUA BCEX NUL, UMEKLWMX K HEN
OOCTYN CBeAEeHNA O BaXXHOCTU KOHKPETHOU MHpopMaLnm U Mepax HakasaHud 3a
ee pasrnawleHue.

Llenamu 3ainTbl MHopMaLun SBRAKTCA !

- NpefoTBpaLleHNe YTEeYKU, XULLEHNA, YTPaTbl, UCKaXXEeHNA, Noaaenku
NHpopmMaunu;

- NpegoTBpaLleHne yrpo3 6e30nacHOCTM NIMYHOCTU, 0OLWeCcTBa, rocyaapcTBa;

- NnpefoTBpalleHne HeCaHKUMOHMPOBAHHbLIX AEUCTBUU MO YHUYTOXEHMUIO,
MOoauuKaLmn, NCKaXKEHUo, KONUPOBaHMIO, BITOKMPOBaHMIO MHGOPMaLINK;

- NpefoTepalleHne apyrux popm He3aKOHHOro BMeLLlaTenbLCTBa B
NHOPMALIMOHHbIE pecypCbl U NHPOPMALMOHHbIE CUCTEMBI, ObecrneyeHne
NpPaBOBOro pexmnmMma OOKYMEHTUPOBAHHOW MHpOpMaUnKM Kak obbekTa
CODOCTBEHHOCTMU;
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UUEHKa yA3BMMOCTEN (BKITHYaAsA OLEHKY CTOMKOCTU

Oe3onacHoCTK)

Yrpo3bl 6e€30nacHOCTU
MHPOPMALMOHHbIN Cpeabl

BHewHKne BHYyTpeHHUNe

HecbanaHcMpoBaHHOCTb
NOKanbHbIX UHPOPMALMOHHbIX
NOTOKOB

HenoctaToO4YHOCTb
OpraHM3aunoHHbIX Mep

Hea(pdeKTUBHOCTb
TEXHNYECKNX peLueHnN

HenoCcTtaToOYHOCTb 3alUTHbIX
MeponpUATUN
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. OLIEHKA YSI3BUMOCTY MHOOPMALIMY -

[Ins Toro 4tobbl 06ecneunTb APMEKTUBHYIO 3ALUNUTY MHTENNEKTYANBHON
COOCTBEHHOCTM, HEODXOAMMO NPOBECTN ee aHanus. TpebyeTcs, BO-NepBbIX,
ONPeAenUTL NOTEHUMAbHY LEHHOCTb MH(OPMALIMOHHOW COBCTBEHHOCTH, BO-
BTOPbIX, OL|EHUTb €€ YA3BUMOCTb (YCTOMYMBOCTL K CPEACTBAM Pa3BEAKM UMK
nopaxxeHuns) 1, B-TPETbYX, CNPOrHO3MPOBaTL BO3MOXHbIE Yrpo3bl. OnpeaeneHne
noTeHUManbLHoN LeHHOCTM MHdopMaLmm 06e3onacut Hanbonee BaxHbIe CEKPETHI,
yTeYKa KOTOPbIX CNOCOOHA HAHECTY yLLEPD, 3HAUYNTENBHO NPEBbILLALLMIA
BO3MOXHbIE 3aTpaThbl HAa MX 3aLLMTY.

[Tpn 3TOM BaXXHO YCTAHOBUTb :

* Kakas MHdopmaLms HyxaaeTcs B 3awure?

* KO0 OHa MOXET 3anMHTepecoBaThb?

* KaKue anemMeHTbl MHopMaLmn Hanbosee LieHHbI?

* KAKOB “CPOK XW3HW" 3TUX CPEACTB?

* BO YTO 0bonaeTcs ux 3awmra?

OueHKa ys13BMMOCTY HGOpMaLIMK faeT BOSMOXHOCTb BbISIBUTb XapaKTepHbIe
0COBEHHOCTM U HEAOCTATKM 0BBEKTA 3aLLMUTBI, KOTOPLIE MOrYT 0BNErYnTh
NPOHWKHOBEHWE NPOTUBHMKA K CEKPeTam KoMnaHuu. [ NaBHbIN pesynbTaTt Takou
paboTbl — BbISIBNEHNE BO3MOXHbIX UCTOYHUKOB W KaHaNOB YTEYKN MHGOpMaLni.
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Yrpo3bl 6e30nacHoCTH

= OWKOKA B NPOrpaMMHOM 0TECTIE4EHMH CHCTEMbI

YazsumocTH - HenpasunbHana KoHHrypausa cpeacTs 2awmTbl
HHGOPMALHOHHOH CHCTEMBI — OrcyTeTEHE YCTAHOBNEKHBIX MOAYNeR ODROBNEHUR
{Service packs, hoffixes, etc.)

= ATaKW, KAaNPABNEHKBIE HA HECAHKUMOHHPOBAHHYO

WHpopmayMoHHbI® ataKy, BCTABKY KoMaHA &8 SQL-3anpocs
HanNpPaBNeHHbIe HA AKTMBH3AUW0 = ATaKw, HanpaeneHHLIe Ha nepenanHeHke Bydepa
YA3BUMOCTEH CHCTEMbI = ATaKw, HanNPABNeHHLIe Ha AKTHEH2AUMIO YA3BYMOCTI
format string
MochesicTems - Hapywehnve patotocnecobHocTi MC

- ciaxenne vH(boDMaLHK, XPaHALLEHCA B8 cucTeMe
— Kpaxa KoH(wACHLHANSHOA HEDOpMaLMKH

wHG OpPMALUNOHHBIX aTakK
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CI6.: BYC, 2000.

NAT>D Nlekumst 6. MIHdbopMaLoHHasi 6e30nacHOCTb NPOMHTA



AyTteHTudumkauma. [laHHbI cepsuc obecneyumBaeT NPoOBEPKY NOASIMHHOCTM NaPTHEPOB MO
0BLLEHMIO 1 MPOBEPKY NMOAJIMHHOCTY UCTOYHUKA AaHHbIX. AyTeHTU(UKALMA napTHEPOB Mo
OOLWEHNI0 UCMONb3YeTCs NPY YCTAHOBNEHUN COEANHEHNS N NEPUOANYECKN BO BPEMS
ceaHca. AyTeHTuduKaLus BbiBaeT 0QHOCTOPOHHEN (0BbIYHO KMMEHT 0Ka3bIBAET CBO
NOANMHHOCTL CEPBEPY) U ABYCTOPOHHEN (B3aUMHON).

YnpaBneHue goctynom obecneumBaeT 3aLiuTy OT HECAHKLMOHMPOBAHHOO MCMOMb30BaHNS
PECYPCOB, AOCTYMHbIX MO CETU.

KoHchmaeHUManbHOCTL AaHHbIX 00eCneYnBaeT 3allnTy OT HECAHKLIMOHUPOBAHHOTO
nonyyenust nHgopmaumm. OTaensHoO BbAENSETCS KOHMAEHLMANLHOCTL Tpaduka — 310
3aLluTa MHGOPMALK, KOTOPYIO MOXKHO NOMYYMTb, aHANU3UPYS CETEBbLIE NOTOKM JaHHbIX.

LlenocTHOCTb AaHHbIX Noapa3aensieTcs Ha noasuabl B 3aBUCMMOCTY OT TOMO, Kakon TUM
06LLEHNS UCMOMNB3YIOT NAPTHEPbI — C YCTAHOBMNEHNEM COEANHEHUSI UNK BE3 Hero,
3aLUMLLAKTCA NI BCe AaHHble UMK TOMbKO OTAENbHbIE Nons, obecneynBaeTcs nu
BOCCTAHOBIEHWE B CMyYae HapyLLEeHUs LeNOCTHOCTH.

HeoTkaszyemocTb (HEBO3MOXHOCTb 0TKAa3aTbCs OT COBEPLUEHHBIX AeNCTBUIA) 0becneynBaeTt
[Ba BKAA YCNYr: HEOTKA3yeMOCTb C NOATBEPKAEHNEM NOASIMHHOCTM UCTOYHUKA aHHbIX W
HEeOTKa3yemMoCTb C MOATBEPXKOEHNEM JOCTABKM.
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MexaHn3mbl ynpaBneHns 6e30nacHOCTLH

AMHHMCTPHPOBAHME WHPOPMALUOHHOH CHCTEMBI B IEJOM BKIIIOUAET obecneverue aKTyalbHOCTH
IOJIUTHKU O€30MACHOCTH, 63auModelicmare ¢ NPYTUMHA aJMIHUCTPATUBHBIMU CJYyKOaMU, pearipOBaHUE Hé
IPOUCKOAAIINE COOBITUS, aydum U 6e30nacHoe 60CCMAaHOBIeHe.

AIMHHHCTPHPOBAHHE cepPBHCOB 0€30NMACHOCTH BKINYAET B ce0d onpedenerue 3alllUIAEMBIX OOBEKTOB,
6oL pabomKy npasus TOAdOpa MEXaHW3MOB O€30MACHOCTH (IPM HAIMUMY ANbTEPHATHB), KOMOUHUPOBAHMUE
MexXaHusmos JUI peallu3allii CEPBUCOB, B3aUMONCHCTBUE C JIPYTUMH aJMAHACTPATOPAMHU JIIsl OOECIICUCHHS
COTJIACOBAHHOH palOTBIL

ANMMHHCTPHPOBAHHE MeXAHI3MOB 0€301aCHOCTH BK/IIOYACT:

1.
2.
3.

VIIPaB/ICHUE KPUIITOrpapUUECCKAMHU KITFOUaMHy (TeHEpamusl 1 pacipe/Ie/ICHIE),

yIpapieHue MU poBaHueM (YCTAHOBKA U CHHXPOHU3AIMS KPUITOrpahUUeCcKIX apaMeTpPOB),
aJAMUHHUCTPUPOBAHNE VIIPABICHUS JIOCTYIIOM (pacipefeieHne HHGOPMAIUK, HEOOXOAUMOT!
1 VIIPaBJICHNS — IIAPOJIeH, CIIUCKOB JIOCTYIIA 1 T. I1.);

yIpapicHue ayreHTH(UKanueld (pacupenencHue uHpopManuu, HeoOXoauMoH s
ayTeHTH(UKALUY — TAPOJICH, KIIOUeH U T. 11.),

VIIpaBIcHUE [ONONHEeHNEM Tpaduka (BbIpaOoTKa ¥ IOAACPKAHME IPABWI, 3aalOIIUR
XAPAKTEPUCTUKH JIOTIOJHSIOIINX COOOIIEHUH — YaCTOTY OTIIPABKH, pa3Mep U T. I1.),
VIIpaBJICHUE MaplIpyTH3alyel (BbIACICHNE JOBEPEHHBIX IIYVTEH ),

VIIpaBIcHUE HOTapu3aluedl (pacrmpocTpaHeHne HHQOPMAIMM O HOTApPUAJIBHBIX CIIykKOax,
AJIMIHUCTPUPOBAHUE STHX CITYXKO).
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OCTeXKoMnccuda n ee posib B ooecnevyeHun

uHopmaLmoHHon 6esonacHocTu B PP

denepanbHas cnyx06a no TEXHUYECKOMY 1 3KCMOPTHOMY KOHTPOTHO:

B Poccuiickon ®eaepauum nHhopmaLmoHHas besonacHocTb obecneunBaeTtcs cobnoaeHme
yka3oB [Npe3naeHTa, deaepanbHbiX 3aKOHOB, NOCTaHOBNEHWUN [1paBnTenbCTBa POCCUMCKON
depepaLmm, pyKOBOAALLMX OOKYMEHTOB ['oCTeXKoMMUCCUMM Poccum n opyrx HopMaTuBHbIX
[JOKYMEHTOB.

Hanbonee obuye JOKYMeHTbI Oblfi pPaCCMOTPEHBI paHee Npu N3y4YeHnn NpaBoBbIX OCHOB
NHopMaLmoHHon be3onacHocTH. B PO ¢ Toukm 3peHuns cTaHgapT13aLmm nosioxeHun B
chepe nHdopmaLmoHHOK Be30NacHOCTY NEPBOCTENEHHOE 3HAYEHNE UMEKT PYKOBOASALLME
nokymeHTbl (PL) Moctexkommccum Poccun, 04HOM M3 3aaay KOTOPOW SBNSieTCs "npoBeaeHne
eVHOWN rocyaapCTBEHHOMN NOMUTUKM B 0BNACTM TEXHUYECKOMN 3aLLnTbl MHdopMaLuu”,

[‘ocTexkomucenst Poccum BeeT BeCbMa aKTUBHYH0 HOPMOTBOPYECKYH AEATESIbHOCTb, BbiMyCKas
PYKOBOZSLLME JOKYMEHTbI, MrpatoLLie porib HaLMOHasTbHbIX OLEHOYHbIX CTaHAapTOB B
obnacTi nHopmaLMoHHON be3onacHOCTU. B kauyecTBe CTpaTeErMyeckoro HanpasneHus
['ocTexkomucens Poccu Belibpana opueHTaumto Ha "ObLime kputepumn',
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OKCMOPTHBIN KOHTPOMb

B cooTBeTCTBUM C

depepanbHas cnyxba no TeXHUYeCcKomy 1 3KCnopTHoMY koHTposo (PCTIK Poccum) siBnsietcs
(hefieparnbHbIM OpraHoOM MCMONHUTESIbHON BNACTH, OCYLLECTBNSIOLMM peanusauuto rocyaapCTBeHHOM
NOSINTUKM, OpraHM3aLuio MeXBeaOMCTBEHHON KOOPAMHALMM 1 B3aMOLENCTBUS, crelunarnbHble 1
KOHTPOMbHbIE DYHKUMM B 061aCTW rocyaapcTBEHHON 6e30MacHOCTM Mo BONpocaM:

1) obecneyeHust be3onacHoCTH (HEKpUMNTOrpauyeckumMm meTogamm) HGopMaLmMn B cuctemax
WH(OPMaLIMOHHOW ¥ TENEKOMMYHUKALMOHHON MHAPPACTPYKTYPbI, OKa3bIBaLLMX CYLLECTBEHHOE
BMUsIHWME Ha 6e30nacHOCTb rocydapcTasa B MHOPMaLMOHHOM cdepe, B TOM YuUCTe B
(OYHKLMOHMPYHIOLLUMX B COCTaBE KPUTUYECKN BaxHbIX 00bekToB Poccuiickoin Pegepaumm
MH(OPMALMOHHBIX CUCTEMAX U TeIEKOMMYHMKALMOHHbLIX CEeTSAX, AECTPYKTUBHbIE MHDOPMALMOHHbIE
BO3AENCTBUSA Ha KOTOPbIE MOTYT NMPUBECTU K 3HAYNUTESIbHBIM HEraTUBHbLIM NOCNEeACTBUAM,;

2) NPOTMBOAENCTBIS MHOCTPAHHbBIM TEXHUYECKUM pa3BeaKaM Ha Tepputopun Poccuiickoin denepauinu;

3) obecneyenus 3aLuThl (HekpunTorpaduyeckumm MeToaamMi) MHopMaLIK, coaepxallen CBeAeHus,
COCTaBMSAOLLE TOCYAAPCTBEHHYIO TalHY, MHON MHADOPMALK C OrPaHNYEHHBIM AOCTYMOM,
NPeaoTBpPaLLEHNS €€ YTEYKM MO TEXHUYECKNM KaHanaM, HeCaHKLIMOHMPOBAHHOTO OCTYNa K Hel,
cneLmanbHbIX BO3AEACTBUI Ha MHAOpMAaLIMIO (HocUTenn nHdopmaLmmn) B Liensx ee A00bIBaHNS,
YHUYTOKEHUS], UCKaXKEHMS 11 OMOKMPOBaHWSA 10CTyNa K Helt Ha Tepputopumn Poccuiickon ®epepaLiuy;

4) 3aWuTbl MHOpMAaLK Npu pa3paboTke, NPOM3BOACTBE, AKCMMyaTaLn 1 YyTUNN3aLIN
HEMH(OPMALIMOHHbIX U3NTYYatOLLUX KOMMIEKCOB, CUCTEM W YCTPOMCTB;

5) OCYLLIECTBINEHNS AKCMIOPTHOTO KOHTPOIS.
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