UcTopua aHTUBUPYCHOIO
npoekTa AuanorHaykn

AHTmMoHoOB C.T.
Npeaceaarenb coBeTa AUPEKTOPOB
3A0 «uanorHayka»




3A0 «duanorHayka»

CospaHo B ssHBape 1992 r. Ha 6a3e Hay4Horo ueHTpa CI1
«dnanor» npu BoluncnurtenosHom ueHtpe PAH

Hay4yHbIK LUeHTp ObIN obpa3oBaH B Aekabpe 1989 r.

YypeauTtenw:
- CIN «dnanor» u
- BbluncnutenbHbin ueHTp PAH

AHTUBUPYCHbIE NPOrpamMmmbil:

1990 - ckaHep Aidstest JlosnHckoro [1.H.

1991 - peBusop guckoB ADinf MoctoBoro [1.10.

1994 - cemeunctBo nporpamm Doctor Web JaHunnosa U.A.
2004 - cemeuncTBO nporpamm KomnaHum Sybari



Chl «dunanor»

- 1987, nepBoe poccuncko-amepukaHckoe Cl1 B obnactu
BbIYUCNNTENIbHON TEXHUKN U NPOrpaMMHOro ooecrne4vyeHus

- 3KCKIN3nBHaA guctpmnoyumsa npoaykrtoB cpupmbl Microsoft
B TeYyeHue nepsBbixX 2 net

- 1990, Bu3ut bunna Nentca B MockBy B CBSI3U C BbIXOAOM
Bepcuun MS-DOS 4.01, nokanM3oBaHHOW Ha PYCCKUU A3bIK

- IoKanu3auua Ha PyCCKUM A3bIK APYrux NPoAayKTOB KakK
komnaHuu Microsoft, Tak n gpyrux komnaHumu

- pa3paboTka oTe4eCTBEHHbIX NAaKeTOB NporpamMmm



BbluncnurtenbHbin ueHtp PAH

- 1957, pacyeTbl AnAa 1-ro ICKyCCTBEHHOro cnyTHUKa 3eMnu
- 1967, BOCM-6, komnunatTopbl ana aA3bika AJIFOJ1-60 v ap.

- 1983, cheHOMEH «AAE€PHON 3UMBbIY,
akagemuk MounceeB Huknta Hukonaesuu

- 1985, nporpammebl JlekcukoH n Mactep
EBreHus BecenoBa

- 1989, urpa TeTpuc
Bapguka lepacumoBa n Anekces lNaxutHoBa



AHTBMpyc Aidstest

- 1988, 17 Hosa6pA Jlo3auHckun O.H. cozpan 1-10 Bepcuio
- 1990, 1 oKTAGPA MbI 3aKNOYUNUN KOHTPAKT € Jlo3nHckum O.H.
- 1990, 10 okTAOpPA Ha CodpTyne npoaasanu 44-10 BepCcuUro
- 1994, okTAGpPL, 5-NneTne ADinf-a n 1001-a Bepcuna Aidstest
- 1998, 17 HoA0psa ncnonHunockb 10 net Aidstest-y

NlosnHckuun [1.H. no-npexHemMy aKTUBHO y4YacTBYyeT B
pa3rinyHbIX pa3padboTkax nporpamm cemenctea Dr.Web



AHutTuBupycsol ADinf & Cure Module

- 1989, okTAGPL, MocToBOM [1.10. co3zpan 1-t0 Bepcuiro Dinf

- 1990, 14-17 HOAOPA HaA KOHhepeHUunn B Knese nporpamma
Dinf 6bIna npusHaHa ny4lwien B CBOEM Knacce peBU3opoB

- 1991, anpenb, KOHTpakT ¢ MoctoBbiMm [.10. no ADinf-y
- 1993, aHBapb, KOHTPAKT ¢ JlagbiruHbiM B.C., 3yeBbim .. n
MocTtoBbim [.1O. no nporpamme ADinf Cure Module. B To

BpemA 97% Bcex 3apaXeHHbIX ¢pannoB M.6. BOCCTaHOBUTL!

- 2004, viroHb, Bbiwna Bepcus 3.02 nporpammbl ADiInf32



AHTUBUpYyc Doctor Web

- 1991, SplDer Web, kHura be3pykoBa H.H.

- 1993, eBponenckmun koHkypc 1&1 nepepn CeBIT-1993

- 1994, Doctor Web ansa DOS

- 1996, nepBoe y4yacTue B Tectax XxypHana Virus Bulletin (VB)
- 1999, Doctor Web ansa Windows

- 2002, Hauny4wue pesynbraThbl B TecTax Virus Bulletin
(dbeBpanb) n VTC Nambyprckoro yHuBepcurteTta (MapT)



AHTMBMPYCbI OT KOMNaHuu Sybari

KomnaHusa Sybari cozpaHa B 1995 r. 1 nepBble ee NpoAYKTbI:
- B 1996 r. anTuBupyc Antigen 3 gnsa Lotus Notes u
- B 1997 r. aHTuBupyc Antigen 5 gpnsa Microsoft Exchange 5.0

N cenyac ee OCHOBHbIE NPOAYKTbI -- 3TO aHTUBUPYCHbIE
peweHua Antigen gna MS Exchange & Lotus Domino.

MpoaykTbl Antigen 3awmwarot B 50 cTtpaHax mupa 6onee 9
MJTH. pabo4nx mecTt y 9 TbIC. KIIMEHTOB.



MupoBble noTepu
OT BUPYCOB U cnama

[ToTepu MmnpoBOro KpynHoro 6usHeca ot BUPYCOB:
1999 - 12,1 mnpa. aonn.
2000 - 17,1 mnpa. gonn. (okono 50% - LovelLetter)
2001 - 13,2 mnpAa. gonn.
2002 - 14,5 mnpAa. gonn.
2003 - 55,0 mnpa. ponn. (bonee 70% - SoBig, Blaster)
2004 - 68,7mnpAa. aonn. Tonbko ot MyDoom

[MoTepu B Mupe ot cnama:
2001 - 10 mnpAa. eBpo
2002 - 15 mnpAa. eBpo
2003 - 20 mnpAa. eBpo



OcHOBHbIe Bupyconucartenmu —
LUKOSTIbHUKWU U CTYAEHTDI

1997 - "WM.Cap", yyawmmncsa 15 net ns BeHecyanbl
1998 - "HepHoObLINbL'", cCTYyAEHT N3 TanBaHsA

2000 - "Love Letter", ctynoeHT ns ®dununnuH
2001 - "Anna Kournikova', 20-neTHuu ronnaHaey

2002 - "Goner", 5 yyeHukoB 8-11 knaccoB n3 Uspaunsa
2003 - "Blaster” (ogHa n3 Bepcumn), amepukaHeu 18 net

2004 — "Sasser" n cemeunctBo "Netsky'", Hemeu 18 neT



NenctBusa komnaHmm Microsoft,
HanpaBfeHHble Ha 60pLOY C
BUpyconucartensammu

Hos6pb 2003 - $5m B choHa 60pbOLI C BUpyconucartensamm.
Bbino BbiaeneHo 3 * 250 Tbic. AoNs. — HA MOUCKU aBTOPOB
BupycosB Blaster.A, SoBig.F n MyDoom.B. KomnaHusa SCO
Bbiaenuna 250 tbic. gonn. 3a «ronoBy» aBtopa MyDoom.A.

Maun 2004, apectoBanu co3aartensa BupycoB Sasser n Netsky.

B 2003 r. Obina KynneHa pyMbIHCKas aHTUBUpYCcHasa chmpma
GeCAD u Ha gHax MS obbaBun, uto 6yaeTt aenartb cBon AB.



ICSA Labs o pacnpocTtpaHeHHOCTH
Bupycos B 2003 (Computer Virus 9"
Annual Prevalence Survey 2003)

300 pecnoHOeHTOB -- OpraHM3aumm rocyaapCcTBeHHOro,
KOMMEpP4YeCKOro u NpoOMbILLNIEHHOro CeKTOpPOB.

CpenHAsa KOMNbIOTEPHaA MOLWHOCTL: 6ornee 500
KOMNbLIOTEPOB, 2 n bonee noKanbHbIX ceTen, 2 n bonee
TOYeK yaaneHHoro AoCcTyna K KoprnopaTuBHOU CeTW.

Bce pecnoHAeHTbl OTMEeTUIN, YTO Npobnem ¢
KOMMNbIOTEPHbIMU BUPYyCaMM CTaHOBUTCA BCe Gonblue.



KonnyectBo OOHapyXeHHbIX
BUPYCOB B MecsiL, B cpeaHeM Ha
1000 komnbiroTepoB (ICSA Labs)

T'ox Ko/inmuecTBo BUPYCOB
1996 10

1997 21

1998 32

1999 80

2000 91

2001 103

2002 103

2003 108




KaHanbl npOHNKHOBEHUSA

BUPYCOB B KOMMbIOTEPDI
(ICSA Labs 2003 survey)

HUcTovHrKN BUPYCOB

BiioskeHust B 2/IeKTPOHHBbIE IHCHMA

@ ail1bl, 3arpy:kaemble U3 Uarepuera
IIpocMoTp BeO-caiiToB

"He 3Ha10"

JApyrue nyru

Huctpuoyrus 11O

HANCKeThI

1996

9%
10%
0%
15%
0%
0%
71%

1997

26%
16%
3%
7%
5%
3%
84%

1998

32%
9%
2%
3%
1%
3%

64%

1999

56%
11%
3%
9%
1%
0%
27%

2000

87%
1%
0%
2%
1%
1%
7%

2001

83%
13%
7%
1%
2%
2%
1%

2002

86%
11%
4%
1%
3%
0%
0%

2003

88%
16%
4%
3%
11%
0%
0%



PeweHua Dr.Web onga noytoBbIXx
cepBepoB, paboTarowmnx noa
ynpaBneHuem Unix-cucrtem

OemoH Dr.Web ansa Unix-cuctem Linux, FreeBSD, OpenBSD u
Solaris (x86) MoXxeT ObITb UCNOSIL30OBaAH NMPaKTUYECKN B
NOObLIX KOMMJIeKcax oopaboTKn AaHHbIX B Ka4yecTBe
NOAKMNOYaeMoro BHeWWHero aHTUBMPYCHOro (punesTpa.

ECTb rotoBble aHTUBUPYCHbIE PUNLTPLI ANA
no4ytoBbiXx cepBepoB Sendmail, QMail, Postfix, Exim,
CommuniGatePro, Courier-MTA, Zmailer n Mobico MIO.

Ucnonb3yroTcsa Ha novyToBbIX cepBepax Mail.ru, AHgekc,
3eHoH, PocbusHecKoHcanTtuur, HighWay, NetepnuHk u gp.



B sHBape-thespane 2004 r. 6onee 40 MJIH. 3K3. BUPYCOB
Dr.Web obesspenun B Poccum Ha KpynHEALLMX NOYTOBbIX
cepBepax Mail.ru, AHpexc, 3eHoH, PocbusHecKoHcasTTUHTr,

HighWay, MNerepnuHk u ap.
B MyDoom.32768

H Klez.4

1 Gibe.2

[JYaha.4

M Fo00.41984

0 Foo

H Klez.1

[ MyDoom.based

B Bugbear.2

B Dumaru

[J Other 1180 viruses
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MNMpoueHT MyDoom.32768 B 06LLeM obbeme
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120 mnH. 3k3. -- B "Anpene-Mae 2004™
(c yyeToMm paHHbIX oT cepBepoB Telia)

B Netsky
B Beagle
O MyDoom
O LovGate
B Gibe

O Yaha

B Dumaru
O Mimail
W SoBig

B Klez

O Others




AHTUBUPYCHbIE NpoaykKTbl Antigen
OT KOMnaHuu Sybari

» Antigen 7.5 anga cepBepoB no4uTtbl Microsoft Exchange
» Antigen 7.5 pna wnro3oB SMTP Gateways

» Antigen 7.0 ana cepBepoB nouytbl Lotus Domino

» Antigen 7.5 ana cepBepoB Microsoft SharePoint

» Antigen 7.5 ana cepBepoB Instant Messaging



MoAaynbHbLIM NPUHLMN aHTUBUPYCA
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O00oNnoYKNn
AHTUBUPYCHbIX NMporpamMmm

Windows 95/98/Me/NT/2000/XP

Linux, FreeBSD, OpenBSD, NetBSD, Solaris x86, MCBC
-- noyToBbIe cepBepbl Sendmail, Qmail, PostFix,
Exim, Zmailer, CommuniGate Pro, Courier-MTA u
-- pannoBbIN cepBep Samba

Windows NT/2000/XP, MS Exchange, Lotus Notes, NetWare

DOS, Windows 3.1x, OS/2

Aapo (DLL) aHTuBUpyca BCTpamBaeTCcs TaKxe U B gpyrue
npuknagHble nporpamMmmbl



JIlnueHsnpoBaHue agpa Dr.Web
APyrmmMm npon3BoanTensam

1999 -- cuctema gokymeHtoobopoTta «CanueHc» chnpmbl HIMNO
«MawuHocTpoeHua» (Poccus), aHTUBMpPYCHaA npoBepKa
¢dannoB nepen nx sanncbio B 0a3y AaHHbIX

2000 -- aHTuBMpycHasa nporpamma iDuba.net doupmbli
Kingsoft (Kutan), ucnonb3ayet aBa sapa («aBuxkKa»)

2001 -- nporpamma Nero 3anucu channos Ha CD-R dompmbli
Ahead (FepmaHusa), npoBepkKa nepen «NPOXUraHNEemM»

2001 -- anTnuBMpyc StopSign oupmbl eAcceleration (CLLUA)

2002 -- anTuBupyc Virus Chaser coupmbl NWI (FOxxHan Kopes),
npopaetca B KOxxHoun Kopee un B AnoHnun ¢ 2002 roaa



Harpaasl VB100%

3a nepuop «PeBpanb 2002 - Anpenb 2004», nony4vyeHHbIe
BeAyLWMNMN aHTUBUPYCHbIMU KOMMNAHUAMMU, YbU NPOAYKTbI
npeacTtaBreHbl HA POCCUNCKOM pbIHKe (CM. OTYET KOMMaHUU
IDC “The antivirus software market in Russia, 2001-2006”)
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TecTupoBaHue aHTUBUpPYycoB B Virus
Test Center npu Nambyprckom
yHuBepcurterte, mapt 2002 r.

TecTpoBaHuMe cTapbiX BepCcu aHTUBUPYCOB.

CoBepLIeHHO HOBble BUPYCbl OOHapPyXMBanuchb:

-- KaKk MoanduKaummn ctTapbiX BUPYCOB,

-- KaK NpeacTaBUTENM YXe N3BECTHbIX CEMEMNCTB BUPYCOB,
-- C MOMOLLbIO 3BPUCTUYECKNX aNITOPUTMOB.

B 3TUX TecTax, B KOTOPbIX NPMHUMANU y4acTue nydwuime
aHTUBUPYCbI CO Bcero mupa, Doctor Web 06151 oTMeueH Kak
nokKasaBLUMN HaunyJlwue pe3ynsraThl.



[Mporpammbl Doctor Web
n ADinf cepTudomunpoBaHbli
MuHuctepcTtBOM 00OPOHLI PO

MporpaMmmbl NPOLWAN UCNbITAHUA B
4YaCTU COOTBETCTBUSA pearibHbIX U
AeKnapupyembix (pyHKLUMOHANbHbIX
BO3MOXHOCTEN, OTCYTCTBUSA
HeAaeKnapupoBaHHbIX BO3MOXHOCTEN
(nporpaMmmMHbIX 3aKnagok).

JTO ObIN NepBbIN Criy4vyan NoslyvYeHus
AHTUBUPYCHbLIMM NPOrpaMmMamMm Takoro
cepTudguKkaTta cooTBeTCTBUSA



NHTerpaumna Doctor Web B
KOMNbIOTEPU3NPOBaAHHbIE CUCTEMbI

C 1995 -TAC “Bbibopsbl”, LleHTpoOaHK

C 1996 - TYUP ®PAIICHU, CoepbaHK

C 1997 - MuHduH, ®CHII

C 1998 - MnHo60poHbLI, MMHOGOpa3oBaHuA

C 1999 - MuHakoHomMuku, MUHNpoOMHayKu

C 2000 - AnnapaTtbl Nlocaymbl n Coseta Penepaumnm
C 2001 - MuHucTepcTBO NO Hanoram n coopam

C 2002 - NeHcHOHHBLIN hOHA

C 2003 - Btopas ouyepenb 'AC «BbiGopbI»



becnnatTHas nMueH3uns
ANA y4eOHbIX 3aBefeHUN
MuHucrtepcTBa obpaszoBaHuna PP

T e T LLlecTon rog noapsaa Mmbl gaem
S 6ecnnaTHylo nuueH3uo MuHncTepcTBy

THUEH3RA o6pa3oBaHusa Poccuu ans

—iooaL— ncnonb3oBaHusA aHTuBupycoB Doctor
e Web n ADinf B rocyaapcTBeHHbIX
v | YYEOHBIX 3aBeAEeHUAX.
Mporpammbl UCNOSMbL3YIOTCH B AECATKAX
TbiCAY Y4eOHbIX 3aBeaeHun Poccum.

PacnpocTpaHAaTcAa nporpaMmmbl Yepes
cepBep MuHucrtepcrtBa obpasoBaHusa PO



MemopaHaym A1O

MemopaHaym O NpOTUBOAEUCTBUM PaCNpPOCTPaAHEHUKO
BPeAoOHOCHbLIX nporpamMmm (BMpycoB) u
HeCaHKLUMOHMPOBAHHbIX PeKfaMHbIX paccbIfIOK (crnama)
pa3paboTaH 00LWeCcTBEHHO-TOCYAapPCTBEHHbLIM
oobeaunHeHuem “Accounaumna [JOKyMmeHTanbHOU
AnekrtpocBa3n” (AQJ) B COOTBETCTBUU C NOPYYEHNEM
MuHuctpa Poccunckon ®egepaumm no CBA3U U
UHopMaTmn3Iauum.



Y4YaCTHUKN pa3paboTKu v
obcyxaneHusa MemopaHgyma

B paspaboTtke u obcyxaeHnn MemopaHgyma yyacteBoBanum
npeacTaBUTEsNIM FOCYAApPCTBEHHbIX OpraHu3auum m
KOMMep4YyecKknx komnaHumm -- AQ19, AumaHoB u lNapTHepsl,
OuanorHayka, 3eHoH H.C.I1., UHchbocuctembl [xet, UCA PAH,
NNabopatopua Kacnepckoro, Mankpocodt, Mnuceasumn PO,
MTY-UnTen, PocHUNPOC, Poctenekom, PTKomm.PY,
TpaHcTeneKom, CoBuHTten, AHagekc, Cisco Systems, Mail.ru,
Rambler u ap.

NMonHbin TekcT MemopaHayma npeacraBneH Ha cante AQ9.



[TnaH pabot A9 Ha 2004
Mo BbINONMHEeHUIo 3a4au,
nocTtaBlfieHHbIX B MeMopaHayme

|. HopmaTuBHO-NnpaBoBas AeATeNIbHOCTD.
Il. Pa3paboTKka cTaHgapToB.

lll. MpocBeweHue.



|l. HopmaTuBHO-NpaBoBan
AeATeNbHOCTb

HUP «CpaBHeHue 3akoHopaTenbcTB Poccuu, CLLUA n
EBponenckoro coro3a B oonactm nHpopmaLumoHHOWU
0e30nacHoOCTUY.

Pa3paboTka npeanoXxeHun no 3akoHogaTeNlbHbIM MepaMm
NPOTUBOAENCTBUSA BUPYCHbLIM Yrpo3am U criamy.



Il. PaspaboTka ctaHgapToB

HopmaTtuBHbIN akT « KomnbroTepHble BUpycbl. OCHOBHbIE
TePMUHbI U onpeaeneHns».

NMpodunu 3awmnTbl «Cpeacrtea aHTUBUPYCHOU 3aLUUTLIY.

NMpodunu 3awmnTbl «Cpencrtea 60pbLOLI C
HeCaHKLUMOHMPOBAHHOU PaCCbINIKONY.



lll. NMpocBelweHue

Pa3paboTka y4yeOHbIX nporpamMmM v npoBeaeHue y4eOHbIX
KYpPCOB.

Pa3paboTka yuyeOHoro nocoomsn «3awmrta UHpOPMaALMOHHbIX
pecypcoB OT BUPYCHbIX Yrpo3 U cnamay.

Co3pnaHue pasgena cauta A9 no npoTuBoAEeUCTBUIO
pacrnpocTpaHeHUI0 BpeAOHOCHbIX NporpaMm u cnama.

The US Computer Emergency Readiness Team:
www.US-CERT.gov -- HOBOCTU 1 coBeTbl B 0bnacTtu
nHdopmaumoHHon 6e3onacHocTtu MK



IOpuanyveckue 3agaum

19 aBrycTta 2003 chupma Symantec 3a 62,5 mnH. gonn. Kynuna
y ¢pupmbl Hilgraeve nateHT CLUA 3a Ne 5,319,776 ot 1997r.

B 1997 Hilgraeve nogana B cya Ha Symantec un McAfee (NAI).
NAIl, Trend Micro n IBM yxe yperynupoBanu 3ToT BONpoc.

HOena Computer Associates, Aladdin Knowledge Systems u
Clearswift oo cux nop B cyge. «oxumarb» 6yaet Symantec.

The patent describes hardware and software implementations
of scanning data intransit between two ‘mediums’, such as
‘between two computer[s] communicating over a
telecommunications link or network’.



Cnacun6o 3a BHumaHwume!

Appec: 119991, MockBa, yn. BaBunosa, a. 40, ocouc 103
Ten.: (+7 095) 137 0150, 135 6253

Ten./cpakc: (+7 095) 938 2970, 938 2855
UHTepHeT-NnpeacTtaButenbcTBOo: Www.DialogNauka.ru
AnekTpoHHasa nouta: Antivir@DialogNauka.ru



