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3awmTa KOMNbIOTEpa U
MHPOopMaLUMN.




3aJauya.

» [103HAKOMUTb YnTaTens C
knbepbesonacHoTblo. O6bACHUTL NMPOCThIE
npaBuna Ana4a 6e30nacHOCTU KOMIMblOTepa.




BBepeHune: NHpopMaLMOHHOEe
obLLecTBO.

B HacTosLLlee BpeMsa YenoBeK XXUBET B
MH(OPMALIMOHHOM 06LLIeCTBE N aKTUBHO
Y4acTBYeT B MHPOPMALMOHHbIX MpoLieccax.
Bcsi XXn3Hb YenoBeyeckoro obuecTsa
3aBMCUT OT MHMOPMaUun. I HET HMYero
YOMBUTESIbHOIO, YTO Ha 6€30MacHOCTb
MH(POPMALIMU MOXET KTO-TO MOKYLLATbLCS.
TaknuM obpa3oM, nepeq obLLECTBOM BCTaeT
3aa4a obecnevyeHns MHPOPMaLIMOHHOM
6e3onacHoCTy.




BBeaeHne: nNpecTynHoCTb

CerogHst TEXHUYECKMMN BO3MOXXHOCTAMM
KOMMbIOTEPOB, UX NPOrPaMMHbIM 0becrneyeHnemM,
ceTbto IHTEpPHET, COTOBOM CBSA3bIO CTPEMSTCS
BOCIMOJ1b30BAaTbCSA KPMMUHA/bHbIE 3NIEMEHTHI,
KOJIMYECTBO KOTOPbIX C KaXAblM IHEM BO3pPaCTaEeT.
[10 MHEHUIO CNEeLMaNnUCTOB, TEMMbl POCTa
NPecTynHoOCTK B rnobanbHON cetn NHTepHeT
ABMIAKOTCA CaMbIMU ObICTPbIMK Ha MNIAHETE.



Y10 Takoe kubepbeszonacHOCTb?

Ha4yHeM CO 3HAaKOMCTBA MNOHATUSA
«Knbepbe30nacTHOCTb>». ITO COBOKYMHOCTb
YCNIOBUW, NMPU KOTOPbIX BCE COCTaBAOLLNE
KnbepnpoCTpaHCTBa 3alMLLEHbl OT MaKCMMalibHO
BO3MOXXHOIO YMcna yrpo3 1 BO3AENCTBUN C
HeXXenaTenbHbIMKU NocneaAcTBuamMun. pyrmmm
C/i0BaMu, Lenbio Knbepbe3onacTHOCTU SABMASIETCH
3alLMTa KOMMbIOTEPHbIX YCTPOUCTB, MHMDOPMaLnK,
nosb3oBaTens.



Co BpeMeHeM CeTb CTAaHOBUTCS BCE CIIOXKHEE, B HEN XPaHUTCS BCe
6onblue NHpOpPMaLIMK. KOMMbIOTEP MOXET CTaTb XXEPTBOM.
CyLecTBYIOT IBE€ OCHOBHblE BO3MOXXHOCTU:

[lepBoe — Bbl CaMW, CTPAHCTBYS MO pa3/INYHbIM CauTaM Un
yCTaHaB/MBas nporpaMMHoe obecneyeHne C HerpoBEPEHHbIX
MCTOYHMKOB, @ MHOIAA M C NMPOBEPEHHbIX, 3apaXkaeTe CBOM KOMIMbIOTEP.
HeocTopo)kHOe noBeAeHue NoJsib30BaTeNs - HEOCTOPOXKHOCTb
Nofnib30BaTesis — 3TO cepbe3Has rnpobnema, KoTopas CTaBuT Moa yaap
JaXKe CaMylo 3aLUULLEHHYIO CUCTEMY, AaXKe AaHHble, KOTOpble
PAcrnonoXXeHbl Ha OTK/IIOYEHHOM OT UHTEPHETA KOMMbIOTEPE.
HanpumMep, 3aaaBas CULLKOM MPOCTOM Naposib A1 NOYTOBOro ALK,
Bbl /IE/IAETE €r0 B3/IOM CPABHUTE/IbHO NIETKUM, HEMPUSATHbI
NOCNEeACTBUSA C/TyYanHOro yAaneHms BaXKHbIX AAHHbIX.



VIHTEpHET: counanbHasa CeTb.

Hanpumep, permcTtpupyscb B Kakow

nnMbo coumanbHOW CETU, FAe NPOCAT YKa3biBaTb
BEPHbIE JINYHbIE AaHHbIe- PaMunus u uMms. MNpocar
3aMOJIHUTb JINYHbIE AaHHble O cebe, NpocaT
NOCTaBUTb POTOrpaduto. 3aTeM NonpocaT yKa3aTb
HoMep TenedoHa, Bpoae bbl Ha cnydan ecnu
3abynete naponb canta. Bam 6yaeT BbicnaH Koa
ONs CMeHbl Napons. A HEKOTOPbIE NPOCAT BBECTU
NacCnopTHbIE AAHHbIE N HAXOAATCS Takue, KTO
BBOAUT. He HY>XXHO 3amnosHATb Takne AaHHbIE.
[ToMHUTEe 06 3TOM.



>

NHTEpHeET:

BTopoe — BO3MOXXHa TakXke CUTyauus, Koraa
3/T0YMBbILLSIEHHUKN NpeaHaMePEHHO, C NMOMOLLbIO,
HanpuMep, TPOSIHCKMX NMPOrpamMM Wnn BUPYCOB,
AENAIOT Balle YCTPONCTBO UCTOYHUKOM OMACHOCTM.

KoMnNblOTEPHbIE BMPYChI, CETEBbLIE U MOYTOBbLIE
YepBU MOTYT PacnpOCTPaAHATLCS CaMOCTOSATENBHO.
Hanpumep, ecnn BaM NpuxoanT NOAO3PUTENBHOE
3N1EKTPOHHOE MUCbMO C B/IOXXEHWEM — BECbMA
BbICOKA BEPOSITHOCTb TOr0, YTO OHO COAIEPXKMUT
KOMIMbIOTEPHbI BUPYC, KOTOPbIN MOXET 3apasunThb
HeKoTopble alsbl Ha BalleM KOMMbIOTEPE,
MCMOPTUTb UM YKPACTb Kakne-Hubyapb AaHHbIE.
TpostHCKME NporpaMMbl CAMOCTOSITENTbHO He
PacnpoCTPaHAIOTCS, XOTS OHU MOryT
PacnpoCTPaHATLCS C MOMOLLbIO KOMMbIOTEPHbIX
BMPYCOB. VX OCHOBHbIE LIeNn — KpacTb U
YHUUTOXaTb TPOsiHbl 1 BUPYCbl MOTYT 6bITb
CnpsaTaHbl B pa3nnyHbix 6€cnnaTHbIX, AOCTYMHbIX
ONS CKa4YMBaHUSI U3 MHTEPHETA NporpaMmax,
KOTOPbIX OFPOMHOE MHOXECTBO WM/IN Ha MUPATCKUX
ANCKaX, UMEKLWNXCS B CBOBOAHOM Npoaaxe.




NHTEpHET: XaKepbl.

» XaKepbl CTapaloTCA
Nosly4YnTb AOCTYN K
BaLLMM 3/1EKTPOHHbIM
noyTaMm, KoLlesibKaM,
aKKayHTaM B COLMAbHbIX
ceTdax, popymax. nu
MOryT 3ab/10KnupoBaTb
paboTy onepaLmnoHHON
CcUCTEeMbI U noTpeboBaTb
[IeHbI'M 3a yCTpaHeHue
npobsiemsl.




CTaTuUCTUKa: obLume cBeneHus.

HecMOTps Ha TO, YTO ouLmManbHas CTaTUCTUKA BeAETCS
Mo BCEM NPECTYM/IEHNAM (B TOM ynCnie U He UHTEPHET-
NpecTynieHnsaM) B chepe KOMMbITEPHOMN UHMDOPMaLINK,
cpean Hux npeobniaaatoT NpecTynieHnsl, CoBeplleHHbIe
nocpeacTBoM UHTEPHET. 3TO NOATBEPXAAIOT HEKOTOPbIE
PErnoHasibHble N 0bLWEPOCCUNCKME NCCNENOBaHMS.
Hanpumep, B Pecnybnvke [larectaH cambiM YacTbIM
NPecTyrnieHneM SIBNSETCA HENPaBOMEPHbIM AOCTYM K CETU
MHTEPHET NocpeacTBoM Yyxux peksnsntos (B 2003 1. —
100% OT BCex nNpecTyrnieHMn B cchepe KOMMbIoTEPHOU
MHopMaLnn)99. CneaoBaTesibHO, CTAaTUCTMKA MO
NPecTyrnieHnsaM B cepe KOMMbITEPHOU MHMOPMaLINK
MOXET ObITb MCNOJ/Ib30BaHa /151 OLIEHKU XapaKTePUCTUK
NHTepHeT- NpecTynHoCTu



CTaTUCTUKA: NpecTynneHus.

» [lepen Bamu
CBeaeHuns o pocTe

L DECTYI'I HOCTU B BeAeHHs 1o PocCcHH 0 KOAHYECTEe 3apernCTPpHPOBaHHbBIX
NpecTynAeHHM B chepe KoMNbIOTEpHOH HHpOpMaLHH
VI HTEe p HEeTe. I/I 3 (FAraea 28 YK P®) 3a nepuop 1997-2007 rr.
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[1poCTbie NpaBuna.

» Jlioan cTtanu 3abbiBaTb O NPOCTbIX NpaBUax, KOTopble
HY>XHbl /19 6@30MnacHOCTH:
YaanauTte cpasy e BCe NMMcbMa MNoAo3pUTENbHOMO
CoAEPXXaHUs, He B3AyManTe OTKpbIBaTb Pansbl U3
HEN3BECTHbIX UCTOYHNKOB. IrHOPUpYNTE BCE NPEATOXKEHUS]
nerkoro 3apaboTka, HUKOMY He BbICblIJITANTE CBOM Mapoy,
He nepexoauTe no rnoAo3pUTENIbHbIM CCbISIKaM.
[peanountante paboTaTb C NNATEXHBIMU CUCTEMAMM
yepe3 nx cCObCTBEHHbIE NPUIOXKEHUS, @ HE Yepe3 CanT. ITO
HaMHoro 6e3onacHee.



AR e v V VIHTepHerT.

Bce 60nblle CTAHOBUTLCA KONMNMYECTBO AETEMN,
KOTOpble UMeIoT BbIxoA B NHTepHeT. U
nobaBnseTcs elle ofHa 3aaada: obecneynTb
6esonacHoCTb AeTen B ceTU MIHTEpHET. B Hel ecTb
O4YeHb MHOro MHOPMaLWK, AOCTYNa K KOTOPOW Y
AETEN BbITb HE AOMKHO. OHM Nerko MOryT
NONacTbCA Ha YAOUKY OMbITHOrO MOLLUEHHWKa UK
3/10YMbILUSIEHHUKA. Y MHOIMMX €CTb MeHbLune bpaTbs
NN CECTPEHKN. PacckaXknte MM HECKONbLKO NpaBun,
KoTopble cnegyet cobnoaatb. O6bACHUTE, UTO B
BUPTYaNbHOM NPOCTPAHCTBE HE HY>KHO HUKOMY
Ha3blBaTb CBOIO (haMuUnIO, IOMALLHWUW aapec,
HOMep LWKOJIbl. [TOCOBETYNTE HE BCTPEYaThCS C
APY3bSIMU U3 CETU, TaK KaK OXWAAHUSA MOryT ObITb
0bMaHyTbl, He BEpUTb BCEMY TOMY, YTO UM
roBOpAT/NULWYT. PacckaxkuTe, Kak cobnoaatb
KOHPMAEHUNANbHOCTb. YCTAaHOBUTE MPOrpamMMHoe
obecneyeHne, 61okmpytoLlee HexenaTesbHble
CanTbl, He pa3peluanTe 6e3 cornacoBaHns C BaMu
yCTaHaB/IMBaTb tobble NporpamMmsl. U He
3abbIBanTE CNeanTb 3@ TEM, YTOObI OHN HE CTanu
3aBUCMMbIMUK OT VIHTepHeTa




VIHTEepHEeT LieH30p.

NHTepHeT ueH3op — b6ecnnatHoe
nporpaMMHoe obecriedeHne, KoTopoe
6nokupyeT AOCTyn K NI0XMM canTaM. Bam
HY>XKHO YCTQHOBUTb NPOrpaMMy 1 NOCTaBUTb
Naposib Ha BXOA B NaHEesb
aAMUHUCTPUPOBaHNA. UHTEPHET LIeH30p
NOBOJIbHO CEpbe3HO OTHOCUTCS K
6e3onacHocTn pebeHka. OHa NOSTHOCTbLIO
OTKOYAET AOCTYN K COLMAbHbIM CETSM,
POTO XOCTUHIraM, panioobMeHHHNKaM




>

Mepbl 6e30nacHoOCTMW.

YCTaHOBUTE aHTUBUPYCHOE U @HTULLMMOHCKOE NpOorpaMMHoe
obecneyeHne. AHTUBUDYCHLIE POrPaMmbl AO/MKHbI ObITb CBEXUMU U
perynspHo ckauneaTb 6a3bl C O6HOBNEHNSMU Yepe3 NHTEPHET.
AHTMBUpYCcHoe MO A0/MKHO 3anyCcKaTbCsl aBTOMATUYECKU NMpu 3arpyske
Windows n paboTaTb NOCTOAHHO, NPOBEPSSA 3aMyCKaeMbl€ BaMy
nporpamMmbl, B GOHOBOM pexxmnMe. Obsg3aTeNnbHO NpoBEPSINTE Ha
BMPYCbl nepeA rnepBbiM 3anyckoMm Jobble NporpamMmmel, KOTOPbIE Bbl
roe-nnbo ckaumBaeTe nnm nokynaete. . CneayeTt NOMHUTL, YTO Stobou
aHTMBUPYC 3aMeansieT paboTy KoMMbloTepa, HO A 6€30MaCHOCTY C
3TUM CTOUT CMUPUTLCA. [1ponU3BOANTENIN GHTUBMPYCOB
COBEPLUEHCTBYIOT CBOIO MPOAYKLIMIO N CENYAC 3TO YXKE HE TaK 3aMETHO,
KaK 3TO Ob1/10 paHbLue. NoMMMO TOro, YTo aHTUBUPYC NMPON3BOAUT
3aLUUTY KOMMbOTEPA B peasibHOM BpeMeHu, HeobxoanMo, He pexxe pas
B MecsiL, NpoBOAMTb MOJIHYIO NPOBEPKY KOMMbIOTEPa U BCEX AUCKOB.
Henb3sa ycTaHaBnnBaTb OAHOBPEMEHHO Ha KOMMbIOTED /1Ba aHTUBMPYCA
OT pa3HbIX Npou3BoanTENEeN, oHM ByayT KOHDNNKTOBATb APYr C

ApYrom.




AHTUBUPYC.

[1poBEpPUTDL gaavmbl Ha KOMMbIOTEPE MOXHO U B VIHTEPHETE,
yepe3 OHManH-CKaHepbl aHTUBUPYCHbBIX KOMMaHWUN.
Hanpumep, cepsuc VirusTotal npoBepseT ann C NOMOLLIbIO
43 (Ha cerogHsALWHUM AEeHb) OHNANHOBLIX NPOrpamm.

Cneayet NOMHUTbL, YTO B VIHTEpHeTe cyllecTByeT
MHOXXeCTBO (anbLUNBbIX aHTUBMPYCOB. Bbl HABEPHSKa
BCTpeyanu B IHTepHeTe Takue BCMn/blBatoLLne
06BbSABNEHNS, B KOTOPbIX HAMMCaHO, YTO Ball KOMIMbOTEP
3apaXkeH. PanblumnBble aHTUBUPYCbl HAXOAAT Ha BalleM
KOMNbKOTEPE MHOXXECTBO BUPYCOB M NpeanaraloT 3arpy3nThb
nporpaMmMmy Ansg neyeHus Ballero KoMnbkoTepa. 3Ta
nporpaMMa cama 3aTeM CTaHET UCTOYHUKOM BUPYCOB



9 6orat?

Ecnn BamM coobLatoT, YTO Bbl CTA/IM MUIITTMOHHBIM
NOCETUTENEM canTa, npeasaratoT riaHweTHbin MK nnm
ApYrov npms B 06MEH Ha 3amnoJiHeHMe aHKETbI, @ TaKxe
PACCKa3blBAOT O ObICTPOM U NIErKOM cnocobe 3apa60TaTb
NEHbIM Unu nonyuntb paboty ("Y3Hante, Kak bbICTpO
pasborateTb, paboTas y cebst ;omMa BCero rno JBa 4Yaca B
neHb!"), 6y.que OCTOPOXHbI. [1oNy4nB NMUCbMO O TOM,
YTO Bbl YTO-TO BbIUrpanu, a Ass NOAy4YeHUs Npu3a Bam
NOCTATOYHO YKa3aTb JIMYHYIO MH(DOPMALINIO B aHKETE, He
noaJaBanTecb cObna3Hy M He 3arnoNHANTE ee. 3aL|aCTy+o
MOLLEHHMKAM 10CTaTO4YHO TOro, YTO MOJIb30BaATESb
Habpan faHHble B NOMSX Ha caMTe HEe Ha)XnuMasi KHOMKY
"OTnpaBuTb". NOMHUTE: «6ecnnaTHBbIN CbIp TOJIbKO B
MbILLESTIOBKE ».

credit C}'?u ”




YaanaeMm nHopmauumto.

NMpaBunbHO yaanaute nHpopmayuro

[lpeacrtaBbTe, UTO BaM npucnanu otyeT. Bbl ero npoynTanu, caenanu
HeobxoauMble BbiBOAbI U yaanunu ero. A Kak Bbl ero yganunu? Ecnm
Bbl yoanunu otyeT v onpaBuIn €ro B KOP3nMHY, TO €ero MOXXHO A0CTaTb
N3 KOP3UHbI U U3y4nTb. [lonyyaeTcs, Yto Bbl yoanunun gaHHble, HO Ha
CaMOM [iENE OHM BCE ELLE €CTb HA KOMMbIOTEPE. 3/10YMblILLIEHHUKN
NepBbIM AENOM NIE3YT B KOP3MHY, YTO Obl HAUTK TaM AKOObI yaaNEHHbIE
NaHHble. Bcerna yaanante MHOpMaUno, MUHYS KOP3UHY. [1ns
3TOro BblbepuTe Hy>KHbIE ansibl U NanKu 1 Haxmute “Shift” +
“Delete”. Tak aaHHble He 6yayT nepemMeLlleHbl B KOP3UHY, a cpa3y
yaanstcs. BocCTaHOBUTE MX MOXHO TOJIBKO C MOMOLLbIO CrieUMasIbHbIX
NporpamMM, HO 3TO 3aUMET MHOIO BPEMEHUN U HE PaKT YTO MX YAacTCs
BOCCTAQHOBUTbD.



[laponb.

Mcnonb3ynte HaaeXXHbIN Naponb

[lepBoe 1 rnaBHOe NMpaBuUI0 COXPaHHOCTU Ballumx
NAHHbBIX, YYETHbIX 3arMMCceN, NOYTOBOWN MEPECHISIKM
5TO HaAE)XHbIW Naposib! MHOro pa3 xakepbl
B3/1aMbiBani CTPaHULbI B COLIMANbHbBIX CETAX UMK
NOYTOBbLIE apeca M3-3a TOro, 4YTO NOJIb30BaTESb
CTaBWA NMPOCTOMN Naposib. Bbl BeAb HE XOTUTE, YTO
661 Balln nn4Hy0 nepennucky y3Han KTo-To
Yy>KON?



CkauymBaHuMe nporpamMm.

CkaumBanTe nNporpaMmmMbl MO0 ¢ odpULManbHbIX CAauTOB
pa3paboTumkoB, MO0 C KPYMHbIX TOPPEHT TPEKePOB. He
CKaumBauTe NPOrpaMMbl C NOAO3PUTESbHbLIX CaUTOB UK C
(hannoobMeHHMKOB. Tak Bbl yMEHbLUMTE PUCK CKayaTb
BMPYC BMECTO MPOrpaMmsbl. He HaxxumanTe Ha KpacuBble
6aHHepbl UK peklaMHble 610KM Ha canTax, KakuMm Obl
NpVBNEKATENbHBIMUA U 3aMaHUYMBbLIMU OHU He 6bin. B
fiydiiem cryyae, Bbl noMoXere aBTOpY canTa Mony4uThb
NEHbIN, @ B XyALWEM — MosyyuTe BUpyC. He HaxxnmanTe Ha
BM/1bIBAIOLLME OKHA, B KOTOPbIX HAanMcaHo, YTo Balua
yYeTHas 3anncb B COLIMarbHOU CETH 3a6n0|<V|pOBaHa 2T0
NpoAeNnkun 3n0yMbllnieHHMKOB! ECnn Bac Bapyr
3abnoknpytoT, Bbl y3HaeTe 06 3ToM, 3anas B 3TY
COLMabHYIO CETb, N aAMUHUCTPaLMS OTnpaBuT Bam
3/IEKTPOHHOE MNCbMO.



3aK1ro4eHume.

» BOT HECKoNbKO MPOCTbIX NPaBusl, KOTOPbIE
nomoryt Bam ansa 3awutbl KOMnboTepa. HoO
3aNoOMHUTE: HUKOrAa He CTAaHOBUTECH
3aBUCUMbIMU OT VIHTEpPHETA U KOMIbIOTEDA.




O co3paTene npe3eHTauunu.

» Paboty coenana Atonosa DnnHa P.
YuyeHunua 11 knacca.



