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UHd opMaumoHHOM 6e30NacHOCTLIO Ha3biBaOT
KOMMNEKC OPraHn3aLoHHbIX, TEXHUYECKUX W
TEXHONOrMYeCKUX Mep no 3awmTe nHopmauum or
HEeaBTOPU30BAHHOro A0CTYNAa, pPaspyLLeHus,

MoauduKauun, packpbiTUs ¥ 3aaepxeKk B AocTyne.
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WHopmaumoHHas 6e30NacHOCTb AaeT rapaHTvio Toro, 4to
AOCTUraKTCH cneayloume uenu:

KoHghudenyuansnHocms wHhopmaumm (CBORCTBO
WHOPMALIMOHHbIX PECYpPCoB, B TOM Yucie nHopmaum,
CBA3AHHOE C TEM, YTO OHW HE CTaHYT AOCTYNHLIMWA U He
OYAYT packpbiThl /17 HEYNONTHOMOYEHHbIX NALY),
yenocmuocms MHMOPMALIUU W CBA3AHHBLIX C HEW
npoueccoB (Heu3MeHHOCTL MHhopMauun B npouecce ee
nepeaayun uNn XpaHeHus ),

docmynHocme WHHOPMALMK, KOrA4a OHa HyXHA (CBOMCTBO
WH(POPMALIMOHHBIX PECYpPCOoB, B TOM Yynucne nHopmaumg,
onpeaensiouee BO3MOXHOCTL UX NOTYYEHUS WU
WUCNONB30BAHWUA NO TPEBOBAaHMIO YNONHOMOYEHHbLIX NTALL),
yuyem Bcex NPoLeccos, CBA3aHHbLIX C nHopMaLment.
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OBecnedgnne Ge30ONAcHOCTH
MHDOoPMALMK CRIALMBARTCA
W3 TPEX COCTABNRIOUMX:
BKoND® AeHUMANSHOCTH,

TovaMN NPUNoKENNR
NPOUECCA 3aLMTH

::?Muuoﬁ

CHCTEME REBNAOTCH:
Sannaparuoe obecnevenne,
EnporpaMmeoe oGecnauenne
Nodecneverne

COAIN (KOMMYM MKRLIN).

Camn npousQypsi( MEXanH 3mbl)
FALNATY PAILENAKTCA KA
W3aUMTY (DHINUECKDID YPOBHA,
WianTy nepcokana
Boprannsaumonn il yposeus,
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Yrpoza 6e30NaCHOCTH KOMMNbIOTEPHON CHCTE@MbI - 370
NOTEHUMANDHO BOIMOXHOE NPOUCWECTENE (NPeAHAMEDEHHOE WK
HET), KOTOPOE MOXET OKa3aTh HENENATEMbHOE BOSASHCTBNE Ha Camy
CHCTEMY, @ TAIKE Ha MHDOPMALMIO, XPAHALLYIOCS B HEW.
AHANWU3 YIPO3 NPOBEASHHBIX AareHTCTBOM HAUMOHANLHOW accoumaumen

nHhopMaumorHoi HesonacHocTu (National Computer Secunty
Association) 8 CLUA BbisBNN CNEAYIOWYI0 CTRTUCTHKY:

OCHOBHLIC MHDOPMALNOHNLIE YIPOltl
B 008 CSOPYIORAMAA

MO NETINE W MO T e
DORCTIVA NEOCOMANS

L ROBLNTENINCCNe e THRN
COUCTIOIL COTPWIMNEOS

WU T NO cotm (Vhaopaet )

B 001N TEND ROMMBIOTEDAI BMpYTOD
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Buabl MHOOPMaLWOHHbLIX Yrpo3
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Monutuka 6e30NacHOCTYU - 3T0 KOMNNEKC MepD U aKTUBHbDbIX

AEWUCTBUAN NO YyNPaBNeHUIo U COBEPLLIEHCTBOBAHMIO CUCTEM
¥ TexHONOrM 6e30nNacHoCTy.

3akoHopaTensHLIA
ypoBeHS

AAMMHMCTPATUBHLIN
YPOBEHL

MNpoueaypHuii YPOBEHL

- —
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OpraHun3aumnoHHas 3awmura

B op2anuIayus pexumMa u OXparbl.

B opzanusayun pasomes! ¢ compyonukamu (nogtop ¥ paccranossa
NEPCOHANA, BINIONAR OIHAXDOMNEHWE C COTPRYAHWKAMM, MX HIyJYeHne,
OBY4Y@HNE Mpasunam padoTel C KOHPHaEHUWANLHON nuhopMaLed,
OIHAXOMNEHWE C MEPaMK OTBETCTBEHHOCTH 38 HapyWenue npasun
3AUMTH nshopMaumre w Ap.)

B opzanuzayun paGomel C OKYMEHMAMU W JOKYMENTUPOBAHHON
nwowaq‘foeﬁ ‘(’paspaw:a.o:cymmoaame. vgr. WCNOMHEHWE,
BOIBPAT, XPAHEHNE U YHHYTOXEHHE JOKYMENTOS W woCuTenad
KOHbHASHUMANLHOH MHopMaynn)

B op2anuzayus UCNOML3I0BAHUA MeXHUYeCKUX cpedcme chopa.
OOPAtOTEN, HEKONNEHNA M XPEHERHA KORDNASHUNANBHOR
NHDOPMALMK,

B opzanusayus pasomsl NO aKanu MPEHHUX U BHEWHUX Yy2pO3
ng:t;meﬂ&uanwa UHopMAaLm :ya:zyaﬁmxe Mep no oOecneugumo
e 3ALNTH,

B opzanuzayus padoms! NO NPOBEISHUIO CUCMEeMAMUYeCK020
KOHMPOARA 3a paGomod nepcorasa C oHPuaSHLRaNnsHON
MHDOPMALKEH, NOPAOKOM YHETA, XPAHEHHA U YHUYTOXEHNA
AOKYMENTOS N TEXHHYSCKHUX HOCHTENeH,
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TexHunyeckue cpeacrea 3aWuThl

UHhopmayunm

JNs 38T e NEPUMETPA MHEOPMALIMOHHON CHCTEMBI
CO3AAI0TCH.

BCoucTemMbl OXPAHHONW U NOXAPHONR CHIHANK3ALMN,
Bcucrems: U posoro snaeo HabnopeHus,
HcucreMsbl KOHTPONA U ynpasnedns goctynom (CKY ).

3aumTa HHOPMALMK OT ee YTEYKM TEXHHYECKMMMU KaHanamu
CBA3N 06ECneIMBABTCS CNeay oMM CPeaCT BamMu W
MEPONPUATHAMK,

BUCnonb3oBaHnem IKPaHNPOBAHHOTO kabens u npoknagxa
NPOBoA0E K Kabenen B IKPAHUPOBAHHLIX KOHCTPYKLMSX,

HyCTaHOBKOW HA NMHUAX CBA3N BLICOKOYACTOTHLIX (hMNLTPOB.,
BNoCTPOEHUE IKPAHWPOBAHHBIX NOMELLEHNH («Kancyn»),

B yCNoNL30BAHNE IKPAHWPOBAHHOMD 000 PYA0BAHNA,
WyCTAHOBKA AKTUBHLIX CUCTEM 3alUYMNIEHUA,

Hco3faHne KOHTPONUPYEMbIX 30H.
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AnnapaTtHble cpeacTBa 3alluThbl
NHhopMaLnu

B CneuynanbHbie perucTpobl 4158 XPaHeH!si PEKBUINTOB 3aLUMTbI:
naponen, naeHTHPUUNPYIOUMX KOAOB, MKGOB UK YPoBHEe:
CeKPeTHOCTM,

B YCTpoRcTea M3MEepeHns HHAMBHAYANLHLIX XapakTepucTuk
yenoseka (ronoca, OTNeYaTkos) € UensIo ero
NASHTH(PUKALK,

B Cxembl npepuisasus ne YW MHPOPMALIMK B NUHUK CBR3IN
C UeNnsLo Nepuoanyeckon NpoBepky aapeca Buifavn AAHHbIX.

B Ycrpoicrsa Ans wudposBaHna HopMmaumm
(kpunrorpadmueckne Metofpl).

B Cucremb: GecnepebonHoro NUTaHns:

VICTOYHMKK BecnepeboiHoro NTaxms,
Pe3epenpoBaHne HarpyIxm,
MEHEPATODL! HANPRXKEHUS,
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[lporpamMmmHbie cpeacTea
3almUThLI MHopMaLmnm

B CpeacrTsa 3alymMTsl OT HECAHKUWORKPOBansora goctyna (HCA):
Cpepcrsa asTopusayns,
Mangarnoe ynpasnexme QOcTynom,
VaGu parensioe ynpasnexne JoCTynom,
YNpasnexdne AOCTYNOM Ha OCHOBE poned,
HMypsanuposanne (Tak xe HaILIBasTCcR AyanT).
B CucTembl aHanm3ia n MoAeNMpoBaHna MHMDOPMALMOHHBLIX NOTOKOS
(CASE-cucrems).
B CucTembl MOHHTODUHIA CeTedl:
- CucTemsl oSHapyxess ¥ npegoTapalesus stopesnil (IDS/PS),

Cucreme n SPAB HHK yTeuex xoupbugenumansuoil nndopman
(DtP-caaeuwg.

B AHanu3aTopb! NPOTOKDNOE.
B AHTHBUPYCHBIE CpEACTBA.
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[lporpammHbie cpeacTea
3almTbl MHGOpMaLUUK

B Mexceressie 3KpaHbl.
® Kpuntorpaguuyeckue cpeacrea:
Wudbposanmne:;
Uuchposas nognucs.
B Cucrtemb! pe3sepsHoro KONMPoOBaKHUA.
B Cucremb ayTeHTnmkaLpn:
MNapoms:
Koy goctyna ((hu3n4eckinid nny aNexKTPoHHLIR);
CepTudmnkar,
BEHOMETPUA.
B HCTpyMeHTanbHLIe CPeACcTBa aHania CHCTeM JalliM Tl
MOHHTOPUHIOBLIA NPOrPaMMHSIR NPOAYKT,
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BU/bl AHTUBUPYCHbIX MPOrPAMM

B fleTexropsl NO3BONRKT OBKAPYRABATL hallNb:, 33DAKEHHLIE OAHMM U3
HECKD/TBEMX MIBECTHLIX Bt B HEeXOTOPGIE NPOTPaMME-SETEXTOPM TAXKE
BUNOAKRIOT IBRUCTUNECKH R axanus ailnos U cHcTeMunx oonacTeil
ANCHDB, NTO HACTO (WO OTHIOAL e BCerga) noseonneT obkapysnears
HOBBIE, HE MIBECTHRIE NPOrPaMME-SETEXTORY, BIPYCSH!

B DunLTDN - 3T0 PEINASNHTHBIE NPOTPaMME, KOTOPSIE ONOSSUE0T
NOMLIOSATENRA O BLEX NONLITHAX XAKDW-NUO0 NPOrpaMMil SENUCATHCR HE
AMCK & yx Tem Gonee OTROPMATHROBATD €0, & TAKXKE O APYrHX
NOAOIPUTENLMLIX AeNCTBMAX.

" Wum:mmmm WE TONbXO HAXOAAT IADAMEHHLIC B DyCAMM
bi, HO # «N1BUAT» MX, T.€. YAANSNOT N3 Qaina 1enc nporpamMme-
BHpyca, BOIBpAalAS hallnu 8 NCXOAHOE COCTORHNE.

- Rgmapﬁc JANOMIHANT CBEAEHNR O COCTORNNN Dalinos W CHCTeMHLIX

AMCKOB, & NPH NOCNEQYIOLNX JANYCKAX ~ CPABHMBAIOT WX
COCTORHNE HCXOAHDIM, [TPH BUABNEN UK HeCOoOTBETCT BN 05 aTOM

COOBRUAETCR NONBIOBATENIO,

B CTOROKA WK DUNLTPL PACHONATAITCA PESUAEHTHO B ONeparnenol
NAMATH XOMNBIOTEPA W NPOSENAIOT HA HANNYME BUDYCOS 3anyCKaamse

thaiinet v BcTasnnemsie USEB-Haxonurenn

B TIPOrPAMMEI-BAKLMHEI HNW 1 MMYHHSATODS MOQHEM L NpOrpamMmsl i
ANCX TAKNM ODPAas0OM, NTO 3TD HE OTPAXASTCH HA PadoTe NporpamMM, Ho
TOT BHPYC, OT KOTOPOrO NPOMSBOANTCA BAKLMHALMA, CUNTAET ITH
NPOTPAMME! HAN QNUCKH YNE SADASEHHLIMM,
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HepoctaTtku aHTUBUPYCHbIX
nporpamm

B Hi ogHA 13 CYWECTEVOWMX ANTREHPYCH X TEXHONOM A HE MoxeT
OSECNEUNT b NONHOR SALMTH OT BHPYCOS.

B ANTHBHPYCHAR NPOTPAMMA 3R0HDAET YACTL BLIUNC/THTENbHbIX
pe OB CHCTEMB, HATPDYXAR UEHTDAN bHbIR NPOUSCCOP N MECTRIN ANCK
HMO ATO MOXAT OLITL 3AMETHO HA CNabsix KOMNBOTEPAX,

B ARTHBHPYCHBE NPOrPAMML MOTYT BHAETH YIPOSY TAM, Fe 88 HeT (NoxHme
cpatarsisanun)

B ANTHBHPYCHBI® NROTPEMMB SATPVKAKT OGHOBNEHUA 13 VINTEPHETA, TeM
CaMuiM pacxogys Tpacnx.

B Payinunnie METOAM WHKDPOBANKA W YNAKOEKH BPEAOHOCHRIX NPOTPaMM
BenanT QEaxe HISeCTHNe BHOYCH He 0OHADYXN BASMEIMI ANTHENDYCHLIM
nporpamMMHsiv obecnevennem, R OCHADYRENURA 3THX
AIAMACKNPOBANNBIX» BUPYCOB T CA MO A MeXRHIIM gacnamm.
xKOTOPsIH MoxeT gewndposars hailnm nepeg wx nposepxoil. Ogxaxo so
MHOMX BHTRBIPYCHBIX NPOTPAMMAX 3TA BOIMOXHOCTS OTCYTCTEVET U, 8
CEA3M C STHM, YACTO HEBOIMONHO ODHARYXNTEL SALIMPPOBANHLIE BAPYCH!, ™



[TOHATUE KOMNLITEPHOrO BUpYyCa

KomnsromepHbIU BUpYyC — 3TO
cneunansbHas nporpamma, HaHocsias
3aBe1OMbIN Bpe KOMNbIOTepY, Ha
KOTOPOM OHa 3arnyckaeTcs Ha

BbINONTHEHWE, WK APYTUM KOMIbIOTEPAM B
ceTn.

OCcHOBHOW (hyHKUMEN BUpYCA ABNAETCH €ro
pa3sMHOXeHue,
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Knaccuukaums KOMnbOTEPHbIX
BUPYCOB

® no cpepe o6uTaHus;

no onepayuoHHbIM CUCTEMaM;

no anropuTmy padorbl;

No AeCTPYKTUBHBLIM BO3MOXHOCTAM.



1) Mo cpeae oﬁ_uraﬂ‘v_pﬁn

P

Qalnossie
supycst

HanoCcHT Bpea
hannam
CosnaT
hain-As0AHUK
C MMEHEM
opuruKsana

3azpy3ouHbie

supycsi
EHEAPHIOTCH 8
3ArPy30uHbIA
CexTOp ANCKa
OnepaunoxHas
CHCTEMR NP
3TOM
JArPYNASTCA C
oumbamn u
cHorMM

Makpo-

supycsl
«MopTHT»
AOKYMEHTbI
Word, Excel »
ApyTnx
NPUKNAAHLIX
nporpamm
onepauUMoOHHON
CHCTEMDI
windows,

Cemessbie
supycsi
PacnpocTpass

KTCR No
Internet yepes
INEKTPOHHLIe
NACbME HNK
nocne
NOCELLIeHHUA
COMMHMTE L HBLIX
CanToB.
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2) Mo onepayuoOHHbIM CUCTEMaM

Ansa Kkaxaow onepayvoHHON CUCTEMbI CO34a0TCA
CBOW BUPYCbI, KOTOpble ByayT «paboTaTb»
TONBKO B HEW. HO CYWecTBYIOT U YHUBEPCANbHbIE
BUPYCbI, KOTOPbLIE CNOCOOHbLI BHEAPATLCA B
pPasfInyHbIe onepaunoHHble CUCTEMB!.



3) Mo anroputmy pacoThI

Pe3zudenm-

HOCMb
Bupycs,
obnapaoume
ITUM
CBOMCTBOM
AeRCTBYIOT
NOCTORHHO
noka
KOMNLIOTEP
BN/TIOYEH,

Camowughpo

Banue u
nosumop-
huzm

Bupycoi-
NOAUMOPUKK
H3IMEHSI0T
CBOW KOA UNK
Teno npor-
PaMMbl, YTO WX

TPYAHO
OBHAPYKNTE,

Cmenc-

anzopumm
Bupychi-
HEBUANMKM
«NPAYYTCH» B
oneparusHon
NamsTH
aHTUBUPYCHaRA
nporpamma mx
HE MOXer
ODHAPYKNTL.

dapmmsbie
npuems!

MpuHUMNUans
HO HOBLIE
MeToAb!
BO3AEHCTENA
BUpyca Ha
KOMNLIOTEP,



BO3MOXHOCTAM
Gezsped-  HeonacHsie
Hbie HAHOCAT

HE HAHOCHT MOpanbHbIA
HUKAKOTO yuiept
Bpeaa HW nons3oBaren
nons3osare- K BbizbiBaKOT
N, HK BU3yansLHble
KomnbloTepy, rpaduyeckue
HO 3aHMMAaT WKW 3BYKOBbIE
MEeCTO Ha appextul.
KECTKOM

JINCKE.

’
4) No fecTpyKTUBHbIM

OnacHbie
YHHUTOXAIOT
HHhopMaLmo
B thalnax.
«lopTAT»
than N,
AeNaKwT nx
HecYuTbIBa-
eMbiMK 1 1.4,

OyeHb

onacHsle
cOuBalT npouecce
sarpysku OC,
nocne yero
Tpebyercs ee
nepeycraHoBka,
WK «NOPTAT»
BUHYecCTep, 410
ero TpetyercH

thopmaruposath
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BpeooHOCHbIE Npo2paMmMbi

® TposHckud KOHE - 3T0 NPOTPAMMA, COGQeDXALLAR B cale HexoTo
IPYILRI0 HKL{MMO, KOTOPAS AKTHBHINPDYETCR N nactgme M
HEXOTOPOro 7 cpafaTsisanns., O TaKne bl
mﬁmcn NOA KAXHEe-HHOYAL NONEIHLE YTHINTSI ASCTPYKTHEHBIX

YHN 10 wesine nmbwp. (Nonthpe il InBOD 06 WEXTO8 I CHOCOGO Yhe (T O MW I
JNENCKHT TOMA0 O TEMH DETODA THON NOOTPaMMb! ¥ BoaMosvoc Tl OC. J1a

Eryvot s S0 1es obaelt s Tpassecaat kol it Jasagon)

Nepexsn | w nepe vt sdopmiepin  (aaponedl, nalupasau o xismatype)

LI nenanpagnons o0 MIMEsesi o MPOTPaaLl

B Yepsamu Hassisaior Bnpycsl, KOTOPSIE PACNPOCTPANSKIOTCR NO rNoGaNbMNLIM

CETAM, NOPEXAS LSNbIE CHCTeMSI, & HE OTAENbHBIE NPOTEaMMEl, 3T0 camei
onacHuil BUg BUPYCOB, TAK KAK OOHLEKTAMA HANALEHMS B ITOM Cnyae
CTANOBATCA HNDOPMALIMONHSIE CHCTEMM MOCYQAPCTBeNNOrO Maclwrata, C
noRenesnem rnodancHoll cetn Internet sToT Bug Ma WA Ge3onacHocT
NPEACTRENRET KANCONLLWYIO YTPOTY, T.K eMy B NOG0N MOMEHT MONET
NOASEPTHYTHCR MOBOR U3 XOMNLIOTEPOB, NOAKNIONEHHBIX K 3TOR CETI.
OCHOBHAR (PYHALMA BURPYCOR QANHOID TUNA ~ BANOM ATAXYyEMON CHCTEMBI,
T.€. NPEOAONEHHE JALNTE C LeNLi0 Hapyluesns Ge30nacKocT W

WHENOCTHOCTH,



HygeHTUdUKayuma — 3710 HasblBaHue
nuuom cebs cucrteme;

HayTteHTUPUKALUUA — 3TO yCTaHOB/EHWE
COOTBETCTBUA NULA Ha3BaHHOMY UM
naeHTuukaTopy;

Hasgropusayus — npegocraBsieHue aTomy
NALY BO3MOXXHOCTEW B COOTBETCTBUE C
NONOXEHHbIMW eMy npasamMun Uu
npoBepKa Hanuuus npas nNpu NonbITke
BbINO/THUTL Kakoe-nnbo aencreue
















