KOMIMBIOTEPH
blE BUPYCDbI




Y10 Takoe KOMMbIOTEPHbIil
BUPYC? ??

= KoMnbKTEpPHbIN BUPYC —
KOMMbOTEPHAA NporpaMmma uam
BPEAOHOCHbIV KOA,
OT/INYUTE/IbHBIM NMPU3HAKOM
KOTOPbIX AB/IAETCS
CNOCOBHOCTb K PAa3MHOXEHMUIO.
B AonosiHeHMe K 3TOMY BUPYCh
mMoryT 6e3 Begoma
NO/Ib30BATESA BbINO/IHATD
npoyne NPoOn3BOJIbHbIE
AEencTBUS, B TOM Yncae
HaHoOCALLMe Bpes
No/Ib30BaTeto U/uan
KOMMbIOTEPY.




[loyeMy MMEHHO «BUpPYC»?

[l0CTOBEPHO HEN3BECTHO, KTO U
KOrga nepBbiM ynotpebun
C/JI0BO BMPYC MO OTHOLLUEHWUIO K

KOMMbIOTEPY. ITO

(Ha poTo cnpaBa) —
acTpopusmk n, no
COBMeCTUTE/IbCTBY, NMUcaTe lb-
daHTacT n3 CLLA. MHorme
CYMTALOT, YTO MMEHHO B €ro
pacckase «Yenosek B
lWpamax» (1970) C/IOBO «BUPYC»
Ob110 BNepBble MCM0/Ib30BaHO
MO OTHOLLEHMUIO K
KOMMbIOTEPHOU NPOrpaMme.
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Bce nn Bupycbl NMPUHOCAT

"B ,sHe BCe BUPYCbl A1 KOMMNbIOTEPOB CTOJIb
BPaXZEOHbl. HekoTopble M3 HUX MPOCTO BbIBOAAT HA

3KpaH MoHMTOpa 6e30bmnaHble coobueHns
OMOPUCTNYECKOTO, PEKIAMHOIO NN
NOJINTNYECKOro coAepxaHua. Hnukakoro epega an4
KOMMblOTEpPa Npm 3TOM He Habatogaetca. Yero He
CKaXkellb O NO/Ib30BaTeNe, HepBHAA CMCTEMA
KOTOPOro nogsepraercsa onpegenéHHoMy
MCNbITaHUIO. MICNbITaHMIO, C KOTOPbLIM AAJ1E€KO He BCE
13 HaC MOryT cnNpaBuTbCA. OTOpPBaHHbIE MbILLKW,
M3ypo0BaHHbIE KJ1aBMaTYpPbl U pa3bmnTblie MOHUTOPDI
B po/sivkax Ha YouTube — ToMy sipkoe

noATBEPXAEHME. \




Knaccudunkauums
KOMNbIOTEPHbIX BUL

= CeTeBoM YepBb — BUJ «BpaxaebHoro» MO,
KOTOPbIN CNOCOH6EH CaMOCTOATENBHO
PacnpoOCTPAHATLCS C MOMOLLbHO JIOKA/IbHbIX
AN TN06ANBHBIX KOMMBIOTEPHbIX CETEMN.
[epBbIM NpeaCcTaBUTENEM ABNAETCS YXKe
ynomsHyTbin Morris worm.

TPOSAAHCKMW KOHb, TPOSAH — BU/
KOMMNbIOTEPHOI O BUPYCaQ,
pacrnpocTpaHaemoro (3arpyxaemoro B 1K)
HernocpeACcTBEHHO YesioBekoM. B oTanune ot
yepBs, TPOSIH HE MOXET CaMOMNPOM3BO/IbHO
3axBaTblBaTb TOT MW MHOW KOMMbIOTEP.
[lepBbIM «TPOAHCKMM KOHEM» B 1989 roay
cTas koMnbloTepHbIN BUpyc AIDS.




OCHOBHbLIE UCTOYHUKMU
BUPYCOB:

AMCKETa, HA KOTOPOM HAaXOAATCS 3apaXKeHHble
BUPYCOM daunbl;

KOMMbIOTEPHAA CETb, B TOM YNC/IE CUCTEMA
31eKTPOHHOW MouTbl U Internet;

XECTKUW ANCK, HA KOTOPbIY Nonaj BUPYC B
pe3yabTaTe paboTbl C 3apaxKeHHbIMMU
nporpammamy;

BMPYC, OCTaBLUMMNCS B ONEPATUBHOM NaMATH
Moc/ie nNpeALwecTBYOLWEro nob3oBaTens.




[lpn3Hakm BUpPYCOB

OCHOBHblIe paHHUE NPU3HaKK 3apakeHUsi KOMMNblOTEpa
BUPYCOM:
yMeHbLleHne obbema cBo60AHON ONepaTMBHOM MNaMATK;

3aMeJ ieHne 3arpy3kmn 1 paboTbl KOMNbIOTEPQ;

HeMoHsATHble (be3 NpMYMH) n3MeHeHMs B paniax, a TakxKe
M3MEHEeHNs pa3MepoB U AaTbl NocaegHeN MOAUPUKAL MK
dannos;

OWMOKM Npu 3arpy3ke onepaL,MOHHOW CUCTEMBI;
HEBO3MOXHOCTb COXPaHATb Pal/ibl B HY>XHbIX KaTaslorax;

HEMOHATHbIE CUCTEMHbIe COOOLLEHNS, MY3bIKa/lbHbIE U
BM3YyasibHble 3P PeKTbl U T.4.



Kak >Xe ne4yntb KomMnbloTEP?




AHTUBUPYCHbIE MpOorpamMmbl

1) NPOrpaMMbl-AETEKTOPbI: MpeAHa3HaAYeHbl 4151 HAXOXAEHMS 3aPAXKEHHbIX
bannoB 04HNM U3 N3BECTHbIX BUPYCOB. HeKoTopble Nporpammbl-
AETEKTOPbI MOTYT TakXe /1eYnTb Gal/ibl OT BUPYCOB UAM YHUUTOXATb
3apaXxeHHble parnbl. CylwecTBYIOT CeLan3npoBaHHbIe, TO eCTb
npeAHa3HayYeHHble a5 60pbbbl C 0O4HUM BUPYCOM AEeTEKTOPbI U noandaruy,
KOTOpble MOryT 60pOTbCSA C MHOFMMW BUPYCAMW;

2) NporpaMmbl-sekapu: NpeAHa3HavYeHbl 419 Ie4eHNS 3apaXKeHHbIX AMCKOB
M nporpammM. J/leyeHne NporpamMmMbl COCTOUT B U3bATUM U3 3apaKEHHOM
nporpaMmbl Tena BMpYyca. Takxe MoryT ObITb Kak noaMdaramm, Tak 1
CneLnanm3npoBaHHbIMK;

3) MpOrpamMmMbl-peBU30PbI: NPeAHa3HaYeHbl A1 BbIAB/IEHUNA 3apaXKeHuns
BUPYCOM PannoB, @ TAKXKe HaXOXAeHME NOBPEXAEHHbIX PanoB. ITH
NPOrpamMmbl 3aMOMMHAIOT AaHHble O COCTOAHUW NPOrPaMMbl U CUCTEMHbIX
obnacTen ANCKOB B HOPMaJIbHOM COCTOSIHUM (4,0 3apaXKeHuUs) U
CPaBHMBAIOT 3TU AaHHble B npouecce paboTbl koMNbtoTepa. B cayvae
HEeCOOTBETCTBUA AaHHbIX BbIBOAUTCA COOOLEHME O BO3SMOXHOCTU
3apaxeHuns;

4) NNEKapU-peBMN30pbI: NpegHa3Ha4d4yeHbl 414 BbiAB/1IEHUA N3MEHEeHUN B
c|>aw1ax N CUCTEMHbIX 061acTAX ANCKOB U, B CJ1y4ae€ VI3M€H€HVIVI
BO3BPALWAOT X B Ha4Ya/IbHOE COCTOAHUE.



= 5) NporpaMmbl-GUALTPLI: NpesHa3HAYeHbl A8 NepexBaTa
obpaleHn K onepaLMoOHHOM CMCTEME, KOTOPbIE MCMO/b3YHOTCS
BUPYCaMM A5 pa3MHOXEHUSA 1 coobLatoT 06 3TOM nosib3oBaTens.
[Monb30BaTe/Ib MOXET Pa3peLINTb UM 3aMNPETUTL BbINOJHEHNE
COOTBETCTBYIOLLEN OnepaLun. Takme NporpamMMbl ABASIOTCA
Pe3UAEHTHBIMUY, TO €CTb OHW HAaXOAATCSA B ONEPaTUBHON NAMATH
KOMMbtOTEpa.

= 6) NporpamMmbl-BakLMHbI: UICNOAbL3YIOTCA A5 06paboTkm pannos u
boot-cekToOpOB C Lenbio NnpeaynpexaeHns 3apaxeHus
M3BECTHbLIMW BMpPYyCaMu (B NociesHee BpeMs 3TOT METO/,
MCMNOJ/Ib3YyeTCA BCEe Yalle).

= Cneayet 3amMeTUTb, 4YTO BbIBOp 04HOrO "Hamayuylwero" aHTMBMpYyCa
KpanHe owmnboyHoe pelueHne. PekomeHAyeTCA MCMO/Ib30BaThb
HECKOJIbKO Pa3HbIX aHTUBUPYCHbIX MAaKeTOB O4HOBPEMEHHO.
Bbibupas aHTMBMpPYCHYIO Nporpammy ciegyet obpaTnTb BHUMaHMeE
Ha TakoW NapameTp, Kak KOANYeCTBO PACMO3HAOWMX CUTHATYP
(mocneso0BaTe/IbHOCTb CMMBOJIOB, KOTOPbIE FAPaHTUPOBAHHO
pacrnosHaloT BUpYC). BTopon napameTp - Haanyme 3BpUCTUYECKOrO
aHa/M3aTopa HEN3BECTHbIX BUPYCOB, €ro NpuUcyTCTBUE OYEHb
MNOJIe3HO, HO CYLL,EeCTBEHHO 3amMeIfeT BpemMs paboTbl nporpamMmbl.
Ha cerogHsaWwHMM aeHb cyliecTByeT 60/bLLIOE KO/IMYECTBO
pPa3HO0bpa3HbIX aHTUBUPYCHBIX MPOrpaMm. PaccMOTpUM KOpPOTKO,
pacnpocTpaHeHHble B cTpaHax CHI.




Kak He OonycTuUTb
obpa3oBaHue Bupyca? Yto Xxe
HY>XHO 4YTO Obl obesonacuTb
CBOM KOMMbIOTEP OT BMpyca?




M3aBeCTHble aHTUBUPYCHLIE
nporpamMmmbil

= [lonynsapHble :

= o AHTnBMpPYCc Kacnepckoro 2016
e ESET NOD32 Antivirus
e AHTMBMPYC ® AHTUBKMPYC Dr.\Web o AHTUBMpYC
Dr.Web ans ® AHtnsupyc Dr.Web gna Windows
e Emsisoft Anti-Malware
e Avast Pro Antivirus 2016
e McAfee AntiVirus Plus
e Panda Antivirus Pro 2016
e Symantec Endpoint Protection
e Kaspersky Small Office Security
* AVG AntiVirus 2016




Kak 3allUTUTb KOMMbIOTEP OT
BUPYCOB

YcTaHOBUTE aHTUBUPYCHYIO NPOrpaMmy. YCTAaHOBKA aHTUBUPYCHOW NPOrpaMMbl U ee
MOCTOsIHHOE 06HOBJIEHME MO3BOSAIOT 3aLYMTUTL KOMMbIOTEP OT BUPYCOB. AHTUBMPYCHbIE
NpOrpamMmbl MPOBEPSIIOT HA/IMYME BUPYCOB B COODLIEHNAX 3/1EKTPOHHOMN MOYTHI,
onepaLmnoHHOM cucteMe n pannax. HoBble BUPYCbl MOMYT NOSIBAATLCS €XeAHEBHO,
NO3TOMY HEOH6X0ANMMO NOCTOSAHHO NPOBEPSATb OOHOBIEHMS Ha BeH-canTe n3rotosmnTens
aHTUBMPYCHOM NPOrpamMmMbl. HekoTopble aHTUBMPYCHbIE MPOrpaMMbl MPOAAIOTCS HA
YC/JIOBUSIX FTOA0BbIX NOAMUCOK, KOTOPble MOTyT OblTb 0OHOBAEHbI MPY HEOHXOANMMOCTH,
OAHAKO MHOTMe U3 HUX A0CTYMHbl 6becnaatHo. Kopnopauusa Microsoft npeanaraet
Microsoft Security Essentials, 6ecru1aTHyro AaHTUBUPYCHYIO MPOrpamMmy, KOTOPYH MOXHO
3arpysmTb C Beb-canTa Microsoft Security Essentials. Kpome Toro, MoXHo noceTuTb Beb-
CTPaHWLy NOCTaBLMKOB NporpaMm no obecneyeHuio 6ezonacHoctn Windows ANS
MOMCKA aHTUBUPYCHOM NPOrpaMmMbl CTOPOHHErO U3rOTOBUTENS.

He oTkpbiBaiiTe cO06LWEHNA 31€KTPOHHOM NOYTbI OT HE3HAKOMbIX OTNpPaBUTeNEN AU
BJIOXKE€HUSA, KOTOpPble BaM HeM3BeCTHbl. MHOIrne BUPYCbl COAEPXKATCA BO BIOXEHUSAX
3/1€KTPOHHOM NMOYTbI M HAYMHAOT PACNPOCTPAHATLCA CPa3y NOCAE OTKPbLITUS BJOXEHMUS.
HacTtoaTenbHO He pekOMeHAYeTCsl OTKPbIBaTb BJIOXeHUs 6e3 npesBapuUTeNbHOM
A0rOBOPEHHOCTM O ero nosy4yeHuu. Mporpammel Microsoft Outlook 1 Moyta Windows
noMoratoT 6,10KkMPOBaTh MOTEHLMANBLHO ONACHbIE BIOXEHUS.

Ucnonb3ynte ¢pyHKuuio 610kMpoBaHUA BCNJ/IbIBAOLWMX OKOH B

bpaysepe. BcnabiBatowme okHa — 310 HebosbLIMe OkHa Beb-6pay3epa, koTopble
NOSIBASIIOTCS MOBEPX NPOCMATPMBAEMOMN CTPaHMLLbl Beb-canTa. HecMoTpsa Ha To 4TO
BonbLuas Mx YacTb CO34aeTCA PEKAAMOAATENSAMMU, OHU TaKXKe MOryT COAepXKaTb
BPeAOHOCHbIN UAn Hebe3sonacHbI kKog. PyHKLMA 610KMPOBaHNS BCMJbIBAIOLLMX OKOH
MOXEeT NpeAoTBPaTUTb OTOOpaXxeHNe HEKOTOPbIX UM BCeX NOAODOHbIX OKOH.



BioknpoBaHuWe BcnbIBalOLWLMX OKOH B Beb-6pay3sepe Internet Explorer
BKJ/IFOYEHO MO YMOI4aHMIO. [lonoNHUTENbHbIE CBeAeHMA 06 M3MeHeHUH
MapamMeTpoB 3TOM PYHKL MK, @ TAKXKE O ee BKIOYEHUN N OTKHOUYEHUM CM. B
pa3gene baokupoBka Bcn/ibiBalowmx okoH B Internet Explorer: Bonpocbl 1
OTBEThI.

PerynspHo obHoBAsUTe onepauyunoHHyo cuctemy Windows. Koprnopauus
Microsoft neproanyeckn BoinyckaeT cnewmnanbHble obHoBIEHMA 6e3onacHOCTY,
KOTOpPble MOTYT MOMOYb 3aWUTUTb KOMMbOTEP. DTN 0OOHOBAEHMS MOTYT
NpeAOTBPATUTb BUPYCHbIE U APYrMe aTakm Ha KOMMNbOTEP, 3aKpbiBast
MOTEHLMANBLHO OMACHble TOYKKM BXoAa. Ybeguteck, uto Windows nonyyaet
AaHHble 0OHOBEHMSA, BKIOUNB QYHKLMIO aBTOMATUYECKOrO 0OHOB/IEHUS
Windows. ZlononHuTenbHble CBEAEHUS CM. B pa3jene BktoyeHue 1
BblK/IlOYEeHME aBTOMaTU4YeCcKOro obHoBaeHus.

Ucnonb3ayiTe 6paHgmayap. bpaHamaysp Windows nam gpyrve 6paHgmayapei
OMOBELLAT O HAZIMYNWN NOA03PUTENBHON AKTUBHOCTU MPU NOMNbITKE BUPYCA AN
YepBAa NOAKAUNTLCA K KoMMbloTepy. OH TakXe 3anpeLyaeT BUpyCcaMm, BUpycam-
YepPBAM M 3/10YMbILLNEHHWUKAM 3arpyaTb NOTEHLLMAILHO ONacHble NPOrpaMMbl
Ha KoMnbtoTep. JJononHUTENbHbIE CBeAeHUs1 0 bpaHamayspe Windows cm. B
pa3gene MNapamerpbl 6paHamayspa Windows.

Ucnonb3ynte napameTpbl KOHGUAEHLMANBHOCTM bpay3epa. BaXxHO 3HaTb, Kak
Be6-camTbl MOTYT MCNOAb30BATb JIMYHYIO MHPOPMALLMIO, YTOOLI NPeAoTBPaTUTL
LLe/IeBYIO peK/laMy, MOLLEHHMYECTBO N KPAXy JINYHbIX AdHHbIX. [pun
ncnoab3oBaHuM Internet Explorer MOXHO B 110601 MOMEHT HAaCTPOUTL
napameTpbl KOHPUAEHLMANBHOCTU MAM BOCCTAHOBUTb MNapaMeTpbl MO
ymMonyaHuto. lononHUTeNbHbIE CBEAEHUSA CM. B pa3aene M3meHeHue
napameTpoB KOHbuaeHuManbHocTu Internet Explorer.




=  Bkatounte KOHTpoOab yyeTHbIX 3anucen (UAC). MNpu nonbiTke BHeCEHUS
N3MEHEHWW, TPeOYIOL X paspeLleHns aAMUHNCTPATOPA, GYHKLUS
KOHTPOJIS Y4eTHbIX 3amu1cen BbIBOAUT COOTBETCTBYIOLLEE YBEAOMIEHME U
NpesoCTaB/IfeT BOSMOXHOCTL NPUHATUA M3MeHeHUN. KOHTPO/Ib Y4EeTHbIX
3anucen NoMoraeT NpejoTBPaTUTb BHECEHNE BUPYCaMU HeXelaTelbHbIX
n3mMeHeHun. lononHUTeNbHbIE CBEAEHMS O BKIOYEHUU QYHKLUK
KOHTPO/1A YYE€THbIX 3an1cen U HaCTPONKE MapaMeTpPoB CM. B
pa3gene BkaloueHue v BbiK/IIOYEHUE KOHTPO/ISA YYETHbIX 3anuUceun.

=  OuuwanTte k3w NHTEepHeTa U XXypHa/l NPOCMOTPOB Beb-

cTpaHuL,. BoblWMHCTBO Hpay3epoB XPaHUT CBeAEHMUS O NoceL,aeMbix Beb-
camTax, a TaKkxke MHGOPMaL MO, KOTOPYIO MM, BO3MOXHO, NoTpebyeTcs
npeAoCTaBUTb (HaNnpuMep, UM U agpec nonb3OBaTenﬂ) HecmoTps Ha TO
YTO COXPaHEHME ITUX CBEAEHMN HA KOMMbIOTEPE MOXET ObITb NONE3HO,
CYLLECTBYHOT CUTYALL MU, KOTAQ UX HEOOXOAMMO YAAINTb YaCTUYHO UIN
nosHOCTbIO. Hanpumep, 3To TpebyeTcs, ecan nonb3oBaTenb paboTaeT Ha
0bL,e40CTYNHOM KOMMbIOTEPE U HE XOYET OCTAB/IATb HA HEM CBOW JINYHbIE
cBeseHus. CBegeHuMs 0 npoLueaype oUnCTKM XypHana Internet Explorer cwm.

B pa3jenax YaaneHue XypHaia Beb-cTpaHuu 1 YaaneHue ¢pannos
cookie.




Cnacubo
3a BHUMaHue!

PaboTty BbinoaHaAMN:
Yyauwmecs 10 knacca MbOY «COLLU N221» HMP PT
3aruaynnuvHa J1.P, XycHynamHa 4 .P.



