KoMmribroTepHbIe BUPYCHI.
AHTHUBUPYCHI IPOTrPAMMBI

[IpeseHTan U0 MOATOTOBUII:

YYE€HHMK 9 A KJIacca

[ToBog Aptem




B psny TexHo/morn4yeckumn
HOBOBBE/IEHU TTOUTHU Y KOKIOTO
IOMa eCTh KOMITBIOTED,
coZiepyKalllMii BayKHbIe (AIJIbI.
Hy>)xHo 3auuiiaTh Gpauibl OT
BUPYCOB.

B mpeseHTanuu Mbl pacCMOTpUM
BUZbI BUPYCOB U KaK
00€e30MacuTh CBOM KOMITBIOTEP
OT BUPYCOB.
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Y1TO TaKO€ KOMIIBIOTEPHBIU BUPYC?

KoMnibroTepHbIV BUPYC — BUJ, BPEJOHOCHOT'O
IIPOrpaMMHOI0 00ecIiedeHus1, CIIOCOOHBINM CO31aBaTh
KOITMH CaMOTI'0 ce0si M BHEAPATCS B KO, APYTHX
IIpOrpaMM, CUCTeMHbIE 00JIaCTH MaMSITH,
3arpy304YHbIe CEKTOPHI, d TAK YK€ PAaCIIPOCTPAHATh CBOU
KOITHMH I10 Pa3HOOOpa3HbIM KaHa/IaM CBSI3H, C II€JIbI0
HapyleHus: paboThl TPOTPAaMMHO-ATIIAPATHbIX
KOMILJIEKCOB, yaaieHus PpaiioB, MpUBeIeHHs B
HETOJHOCTh CTPYKTYP Pa3MellleHHs TaHHBIX,
OJIOKMPOBAaHMS PaOOTHI ITOJIb30BaTE/Iel HJTH JKe
pUBejieHHe B HETOJAHOCTb allapaTHBIX KOMITJIEKCOB

KOMITbIOTEPA.




McTopus co3paHuss BUPYCOB

[TepBbIii BUPYC NOSABUICS B 1972 TOMy, KOTIa
IpeKpaTH/ia CBoe GYHKIIMOHUPOBaHUeE Ie/1ast
KOMITbIOTePHAsI CETh M3 COCTaBa «JHUPIIAHET». 19
arIpesist Ipor30IIes c00i B paboTe YCTPOMCTB Y
HEeCKOJIbKUX ThICSY IT0JIb30BaTesieii. B aToT meHb
IpeKpaTuiach JI00as repeaadya JaHHBIX, KOMIIBIOTEPhI
BBIXOJIMJIH 13 CTPOSI.




g . SN :

| I]pruriHbI TOSAB/IEHM A IEPBOTO BUpYyca

DTOT BUPYC CTAT Pe3y/IBTATOM OOBITHOTO PO3BITPHIIIIA OT
CTyZleHTa UTHPOPMAIIMOHHOTO OTAeneHus1. [lapeHb-
MPAKTUKAHT PELIUJ CO34aTh IPOrpaMMy, C TOMOLLIBIO |
KOTOPOWM XOTes MOIIYTUTh HaJ, CBOUMU Kosuteramu. OH
3aTJIAaHUPOBAJI €€ CAIeIATh TaK, YTOObI OHa CAMOCTOSITE/THHO
OCYILLLeCTBJISIJIA 3AITYCK U UMeJIa BO3MOXHOCTh
PACIIPOCTPAHATHCS MEXAY OTAETbHBIMU KOMITBIOTEPAMU.
Co3zaBasi 3Ty MporpamMmy, OH JaXKe He 3aAyMBIBAJICS O
MOC/IeACTBUSIX, a UMEHHO O CKOPOCTH PACIPOCTPAHEHUS
Bupyca. OH He TIpeJnosaraji, YTO CKOPOCTb OyzaeT
3aTpezie/TIbHOM, a caMa MPOrpaMMa UMeTh CITOCOOHOCTH
YHUYTOXATh MOIe3HYI0 MHPOPMAITUIO




104K 110C/1C 1HUAB/ICAVIA HICPBOLU

vpyca




Buabsl BUpycoB

3arpy304YHble BUPYChI IPOHUKAIOT B 3arPy304YHbIe CEKTOPA
YCTPOMCTB XPaHEHUS JAHHBIX .

daii1oBBIE BUPYCHI Yallle BCEro BHEAPSIOTCS B UCIIOTHUTETbHBI
MoAy/IH mporpaMm (baiisibl ¢ ITOMOIIBIO KOTOPBIX IPOU3BOIUTCS
3aITYCK TOM UJIU UHOM

®ait10BO-3arpy309Hbie BUPYChI 0OeHSIOT B cebe
BO3MOXXHOCTH JIBYX MPEbIIYIINX I'PYIIII, YTO MO3BOJISIET UM
IIPEe/ICTaB/ISATh CEPbEe3HYI0 YTPO3y paboTe KOMITbIOTEpA.

CeTeBble BUPYCHI PAaCIPOCTPAHSIOTCS MOCPEACTBOM CETEeBBIX
CTY>KO ¥ TIPOTOKO/IOB. TaKMX KaK pacChl/IKa MOYTHL..

JloKyMeHTHBIe BUPYCHI 3apKAIOT (Galiibl COBpeMEeHHbBIX
oPUCHBIX CHCTEM Yepe3 BO3MOXXHOCTH MCIOTb30BAHUS B DTHX
CHUCTeMaX MaKpOCOB.




EaKI/Ie OBIBAIOT BUPYChI I UX CTEMEHD

OIlaCHOCTH -

1. Bupycsi-mapasuTsI — BUPYChI, paboTaroiine ¢ paiiamu
nporpaMMm.MoryT ObITh IETKO BbISIBIEHBI M YHUUTOXKEHBI.

2. BupychI-peninKaTopsl — BUPYChl, OCHOBHAs 337jla4a KOTOPBIX
KaK MO)XXHO OBICTpee pa3MHOXKHUTCS BCeM BO3MO)XHBIM MeCTaM
XpaHEeHUS JaHHBIX U KOMMYHUKALMSIM.

3. TpostHBI -3TOT BHUJ, BUPYCOB MaCCUPYET CBOU MOZY/IU I10J, MOAY/IU
HCII0/Ib3YEeMBIX IIPOTPaMM, cO3ZaBast Gpaujibl CO CXOXKUMHU UMEHaMU
[lapaMeTpaMu

4. BUpychI-HeBUANMKH —HanboJiee CI0XKHBI A/ OOHApY >KeHUsI, Ta
KaK UMEIOT CBOU a/ITOPUTMbI MAaCKMPOBKU OT CKAHUPOBAHUS.

5. Camomrn@pyromuecss BUPYChbl —XPAaHUTCS U PACTIPOCTPAHSIETCS
3a1PpOBAHHOM BHU/IE.

6. MaTupyroimuecss BUPYChI — BUPYC IIOCTOSIHHO MeHsIeT LeI0YKHU
CBOEro KOJia B Mpolecce PyHKIIMOHUPOBAHUS Y PAa3MHOXEHUS

7. "OTapIXaomye” BUPYCHI — SIBISIIOTCSI O4€Hb OTTACHBIMH, TaK KaK
MOTYT O9€eHb IMPOJAODKUTETbHOE BpeMsI HAaXOIUTCS B COCTOSTHHUH
5(0




llericTBUe BUpYyCa

1. /lJarenTHas cragusa. Ha 3Toi cTaguy Koj, BUpyca HaXOQUTCS B
CUCTEMe, HO HUKAKUX JeUCTBUM He IpeArpuHumMaer. /1
O/Tb30BaTe s He 3aMeTeH. Mo)XeT ObITh BEIYKC/IEH CKAHUPOBAaHUEM
$aiisoBo# CCTEMBI Y CaMUX (PAMJIOB.

2. UakyOanmonHas cragus. Ha aToit ctaguu Kox BUpyca
AKTUBUPYETCSI U HAYUHAET CO3/4aBaTh CBOU KOIIMHU, PACIIPOCTPAHSISI KX
0 YCTPOMCTBAM XPaHEHUS JAHHBIX KOMITBIOTEPA, JIOKAJIbHBIM U
17100/ IbHBIM KOMITBIOTEPHBIM CETSIM, PACChIIasi B BH/Ie MTOYTOBBIX
CcOOOIeHU M U Tak gasiee. [1Jig 1oIb30BaTe s MOXKET OBITh 3aMeTeH, TaK
KaK HAYMHaeT NOoTPeO/ISITh CHCTEMHbBIE PECYPChI Y KAHAJIbI TTepeIavn
TAaHHBIX, B pe3y/IbTaTe Yero KOMITbIOTep MOXXeT paboTaTh MeIIeHHee,
3arpyska uHGopMalu u3 MHTepHeT, TOYThI ¥ MTPOYHX JAHHBIX MOYKET
3aMeIJISITCS].

3. AKTUBHas cTragusa. Ha aToii cTafgmu BUPYC, TPOAO/DKAsi pa3MHOXKAT
CBOU KOZ, IOCTYITHBIMU €My CIT0COO0aM¥, HAUMHAEeT JeCTPYKTHUBHbIE
IerCcTBUSI Ha KOTOPble OpDUEHTHPOBAH. 3aMeTeH I0Ib30BaTe o, TaK Ka
HQYWHAET MPOSIB/ISATHCSI OCHOBHAsA PYHKIIUSI BUPyCa — TTPOMAIAI0OT
daiiibl, OTKIFOYAIOTCS CTY>KObI, HapyaeTcss PyHKIIMOHUPOBAHME CeT
MIPOMCXOJUT TTOpYa 000PyJOBaHUS.
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YHTO0 Xe Takoe aHTUBUPYC?

D

AHTHUBUPYCHAsA NpOrpaMMa —
cIiellMaJTM3MPOBaHHAs MTpOrpaMma Zijisi OOHapYy)KeHU S
KOMITbIOTEDHBIX BUPYCOB, A TAK)XKe He)XKeJlaTe/IbHbIX
MPOTPaMM.
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| lepBbIle aHTUBUPYCHI

[TosiBeHMe TIepBHIX BUPYCOB MPUBEJIO K TOMY, UTO CTAJIO
HeoOXOAUMOCTBIO CO3/IaHN e aHTUBUPYCHOM
nporpamMmbl. CaMasi mepBasi Takasi pa3paboTka
IIPUHAJIe)XKana KoMITaHUU «/lnanor-Hayka». Ee
AHTUBUPYC BBITyCKA/ICS Ha ABYX ArcKeTax. OOHOB/IEHUS
BBIXOA VT Ha TAKOM YK€ HOCHUTeJIe KOKAYI0 HeJeTro.
YnuBuTenbHbIM (paKTOM OBLJIO TO, YUTO MPHU
0OHapy)XeHUH KaKoro-1n0o BUpYycCa yajeHre He
npouicxoauio. /11st aToro Tpe6oBasIOCh OTOCIATH
pe3y/bTaThl B TabopaTopuio MocKBbI. 37eCh yxe
pa3pabaThiBasoCh TIeKapCcTBO. IMeHHO 3Ta
OpPTAaHM3AIHs B ITOC/IeICTBHE OPTAaHM30BaJIa U3BECTHYIO
BO BceM Mupe Jlaboparoputo Kacmepckoro.

. —




B gvem 3aksmrodaeTcst paboTa aHTUBUPYCOB?

MeTombl ¥ IPUHITUITBI 3aIIATHI TEOPETUYECKH HEe NUMEIOT 0CO00T
3HAYEeHMsI, IJITaBHOe YTOOBI OHU OBbLIM HaIlpaBaeHbI Ha O0PBOY C
BpeJIOHOCHBIMH ITporpaMMamu. Ho Ha mpakTHKe fe10 00CTOUT
HeCKOJIbKO MHaYe: MPaKTUYeCKHU JII00ast |
aHTUBHUPYCHAsi Npo2pamma oobeIUHSIET B Pa3HbIX IIPOIOPIIHIX
BCe TeXHOJIOTUH Y METOABI 3aIIUThHI OT BUPYCOB, CO3ZIaHHbIE K
CEeTOHSAIIHEMY THIO.

M3 Bcex MeTOgOB aHTUBUPYCHOU 3ALLMUTHI MOXXHO BBILE/IUTH JBE
OCHOBHBbIE I'PYIIIIbI:

CurHaTypHbie METO/bI - TOYHbIe MEeTOIbl 0OHAPY)KEHHSI
BUPYCOB, OCHOBaHHbBIE Ha CpPaBHEHUM ¢aiijia C U3BBeCTHBIMU
oOpasIamMu BUPYCOB

IBpHUCTUYECKHe MeTOAbI - TPUOIU3UTEe/TbHbIE METO/IbI
oOHApY>KeHUsI, KOTOPbIe TTO3BOJISIIOT C OTIpeie/IeHHOM
BePOSITHOCTBIO MTPEATIONIOKHUTD, YTO (Al 3aparkeH




CUrHaTypu4ecKui aHaaus -

CueHamypHbIlU aHau3 3aKI04YaeTCs B BBISIBICHUU XapaKTePHbBIX
UAeHTUPUITUPYIOIIMX YePT KaXKI0T0 BUPyCa ¥ TOMCKA BUPYCOB MyTeM
cpaBHeHUsT (ANIOB C BHISIBIEHHBIMU Y€PTAMU.

CueHnamypoti supyca OyAeT CIUTAThCSI COBOKYITHOCTH YEPT, TTO3BOJISTIONINX
OJTHO3HAYHO UAeHTUPULIMPOBATh HATMYIHE BUPYCa.

3aiavy BbIZie/IeHUSI CUTHATYP, KaK MTPABUJIO, PEIIAIOT JTIOAU - SKCITePTHI B
00/1aCTU KOMITBIOTEPHOIM BUPYCOJIOT UM, CITOCOOHbBIE BBIZIEIUTD KO, BUPYCa 13
KOZIa TPOrpaMMbl U cGOPMYTHPOBATH €r0 XapaKTepHbIe YePThI B popMme,
HanboJsiee yTOOHOM JIJIST TIOMCKA.

[IpakT4YeCKH B KQXXA0U KOMIIAHWY, BBIITyCKAIOLe aHTUBUPYChI, €CTh
CBOsI 2pynnda 3KCIIePTOB, BHINIOJIHAIOIIASA AHA/IU3 HOBBIX BUPYCOB U
MIOTIO/THSTIOIIAst AHTUBUPYCHYIO 623y HOBBIMU CUTHATYPAMHU.

CooTHoIllIeHHe KOJTUYeCTBa CUTHATYP Y KOJIMYeCTBA U3BECTHBIX BUPYCOB /ISl
KOKIOU aHTUBUPYCHOM 6a3bl CBOE U BITOTHE MOXXET OKA3aThCs, YTO 0asa ¢
MEeHBIIIUM KOJIMYe€CTBOM CUTHATYP B IeHCTBUTETLHOCTU COAEPIKUT
nHdOpMAIHIO 0 OOJbIIEM KOJTMYeCTBe BUPYCOB. BaykHOe momoTHUTe TbHOE
CBOMCTBO CUTHATYP - TOYHOE ¥ TapAaHTHUPOBAaHHOE onpedesieHue TUTIA BUPYCa.
DTO CBOMCTBO ITO3BOJISIET 3aHECTH B 0a3y He TOJIbKO CAMU CUTHATYPbI, HO U
CIToCcOObI JIeYeHHs BUPYCA.




~ IBPUCTUYECKUM aHAJIU3
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Cnoso "sspucmuka’ MPOUCXOAUT OT IPeYeCcKOTO
raarosia 'HaxoauTh . CyTh 3BpUCTUYECKHUX METO/IOB
COCTOUT B TOM, YTO pellleHre IMTPOOIeMbI
OCHOBBIBAETCSI HA HEKOTOPBIX ITPaBAOIIO00HbIX
IIpeINOI0KEeHUSIX, a He Ha CTPOTHX BbIBOZIAX M3
MMeIoXCcst PaKTOB U MPEeAITOCHIIOK.




%—cmmmymym IIPOTPaAMMY

BbIOpATh ¢
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CnenyaarcThl BIAEASIOT TOM 5 :

AnTnBupyc Kacmepckoro - aHTuBHpyC pa3paboTaH
"JlabopaTtopueit Kacmepckoro”.

Symantec Norton AntiVirus - pogyKT
AMePHUKAHCKOM KOMITAaHWUM Symantec.

Dr. Web - paszpa6orka OOO "Cankr-IleTepOyprckas
aHTUBHUPYCHas Taboparopwus [laHumosa".

NOD32 - kommnanus ESET
Panda - xomnanusa Panda
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KASPERSKY
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Kaspersky Internet Security 2015

[T/1f0ChI: U3BECTHBIN Y aBTOPUTETHBIN Pa3pabOTUHK,
OT/INYHAS CTENEeHb 3alLUTHL.

MUHYCBI: CIOXKHOCTH B OOHOB/IEHHUH , UHOT/A He JIaeT
3aIYCTUTh TOYHO «YUCThI€» MPOTPAMMBI.




Norton 360

[T1foChI: BBICOKAsi TOYHOCTH OOHAPYKeHHST BUPYCHBIX
yTpo3, yIoOHbIi nHTepderiC.

MI/IHYCI)II N3/TUIITHAA CaMOCTOATE/IbHOCTD.




Dr.Web Security Space
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[T/1f0ChI: U3BECTHBIN Y aBTOPUTETHBIN Pa3pabOTUHK,
OOITMpHAasi aHTUBUPYCHAas 6a3a, HeT JIOXKHBIX
pearupoBaHUM, pabOTaeT TOJBKO C BUPYCAMH,
OT/IMYHOE Ka4ueCTBO CKaHepa.

MuHYyChI: OTHOCHUTE/THLHO CIOXKHBIU HHTEPPETC,
IOJITO€ CKAHUPOBaHUE.
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becriiaTHble aHTUBUPYCBHL

M

o i ESET

1 i@l NOD32

g ANTIVIRUS &

2 SORIALLNY ZEA0N




~ Panda Free Antivirus
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[Tnrockr: Bxmtodaer B ce6st 06/1a4HbIi aHTUBUPYC-
AHTUIIITTNOH, KpOMeE 3TOT0, aHTUBUPYC YMeeT
OJIOKMPOBATH MOJO3PHUTETbHBIE (PalijIbl, BbIIABas
MTOHSATHBIN JTFI0O0OMY ITO/Tb30BaTE/TIO TTOAPOOHBIN OTYET,
IT03BOJIseT paboTaTh 6e3 0OHOBIEHUH.

MuHyCBI: B C/ly4ae OTCYyTCTBUU MHTEPHETAa YPOBEHbD
3alIUTHI MOYKET OBITh 3HAYUTE/THHO CHIDKEH.







CJIX BAPYT Y BacC OSABUJICS BUPYC, TO
. BOT-IIaPY-COBETOB. .

YCTaHOBUTE AaHTUBUPYCHYIO IIPOTrPaMMY.

He oTkpsiBatiTe cOOOIIEHMS 37IEKTPOHHOM MOYTHI OT
He3HAKOMBIX OTIIPABUTEIEU UIU BIIOXKE€HUS, KOTOPbIE BaM
HeN3BECTHBI.

Hcnonb3ytiTe GyHKIIUIO OJIOKUPOBAHUS BCII/TBIBAIOIITAX
OKOH B Opaysepe.

PerynsipHO 0OOHOBJISIHITE OTIEPAILIMOHHYIO CHCTEMY.
Mcnonb3yiiTe 6paHaMaysp

Mcmonb3yiiTe mapameTpbl KOHPHUAEHITNATBHOCTH
o6paysepa.

Bxiatouure KOHTPOJIb YHETHbBIX 3aIIMCe.




HWcrtounuku unpopmanym

http://wd-x.ru/history-of-the-first-virus/

http://avdesk.kiev.ua/virus/83-virus.html

~

http://informatika.sch88o.ru/pi6aai.html

https://ru.wikipedia.org/wiki/%D0%90%Do%BD%D1%82
%D 0%B8%D0%B2%D0%B8%D1%80%D1%83%D1%81%Do
%BD%D0%B0%D1%8F %D o0%BF%D1%80%Do%BE%D 0%
B2%D1%80%D0%B0% D 0%BC%D0%BC%Do0%Bo

http://komputer-info.ru/luchshij-platnyj-antivirus-2014.ht

http://komputer-info.ru/luchshij-besplantniv-antivirus-20
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byarTe BHUMaTe/IbHbI




