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KoMnbroTepHbie BUPYCb
AHTMBMpyCHblen orp

ABTop: BacuneHko AnekcaHap, 9 Knacc,
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MBQOY COLU N5 nrt MNeyeHra, MypMaHckas obnactb




YTO )Ke Takoe KOMNbIoTepHbI BUPYC?

[lo cyTn cBOEW 3TO Pa3HOBUAHOCTb KOMMbKTEPHbLIX NMporpamMM. To eCcTb
BMPYC — 3TO 06bIYHO Hebosbllas nporpaMmma, Kotopas npeaHasHadeHa
0151 OCYLWeCTBNeHUs Kaknx nnbo aencTeumn.

Bupyc MOXeT nNpUUYMHUTL Bped XPaHAaWweuca Ha KOoMMbioTepe
MHpopMauMm nMNpocTo yaanue wunu nognoptue ee. Jimnbo oH Oyaert
cobnpaTtb BawM KOHMPUAEHUMaNbHble AaHHble (agpeca 3/1eKTPOHHOMU
NOYTbl, JIOTMHbLI W NaApoan, MNAaTeXHble AaHHble, HanpuMmep, HoMepa
6aHKOBCKUX KapT U T.4.), @ 3aTeM nepenpasBnsatb 3Ty WMHOOpMauUUIo
cBoeMy pa3paboTumky. Takxe BUPYC MOXET MPOCTO OTKPbITb AOCTYM K
BalleMy KOMMbITEPY A/ CBOEro X03sivHa U YyX caM pa3paboTuunk
Bupyca 6yaetr pewaTb 4YTO JAenatb C BalwWKM  KOMMbKOTEPOM WU
XpaHsLWenca Ha HeM nHdopMaumnen.
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'\ O6HapyxeH eupyc WinKillerdsmt2000.exe. YnaneHue BUpyca MoxeT
NPUBECTU K HEPaBoTOCNOCOBHOCTW Windows.  Yaanute  Bupyc?
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lNMpu3Haku 3apaxeHnuss KoMnbroTepa

* Ha 3KpaH BbIBOASTCS HEMpPEeAYCMOTPEHHbIE CO0bLLIEHNS,
n306pakeHnst N 3ByKOBblE CUIrHasbI;

* HEOXWOAHHO OTKPbIBAETCH U 3aKpbiBaeTca N0ToKk CD-ROM-
YCTPOWCTBA;

* NMpon3BoabHO, 6e3 Ballero y4yactus, Ha BalLleM KOMMbOTEPE
3arnycKatoTcs Kakue-nmbo nporpaMmel;

* Ha 3KpaH BbIBOASATCSA NpeaynpexaeHunst o nonbiTke Kakon-
nnb0 M3 NporpaMM BalLEro KOMMbOTEPA BbINTU B MHTEPHET,
XOTS Bbl HMKAK HE MHULUMMPOBANKM Takoe ee rnoeseaeHne$Bam
0 COobLEHNAX OT Bac, KOTOpble Bbl HE OTNPAaBASANN;

* B BAllEM MOYTOBOM SlLLMKE HaxoanuTcs bonblioe
KoJsinyectBo coobuieHnm 6e3 obpaTHOro aapeca u
3arosioBKa.
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KocCBeHHble NMPpU3HaKN 3apaxeHns KoMnbroTepa

* YacTble 3aBUCaHnS U cbon B paboTe KOMMNbOTEPA;

« MeaneHHas paboTa KoMMbloTePa NP 3arnycke rnporpamm;

* HEBO3MO)XHOCTb 3arpy3ku ornepaumoHHOU CUCTEMbI;

* UCYE3HOBEHME (PaWUOB N KaTasloroB UM UCKaXKeHMe UX COAEPXXUMOrO;

* yacTtoe obpalleHne K XKeCTKOMY AMCKY (4aCTo MUraeT slaMnoyka Ha
CUCTEMHOM 6110Ke);

« Microsoft Internet Explorer «3aBucaer» nnun seaet cebst HeoXXMaaHHbIM
obpa3omM (HanpuMep, OKHO NPOrpamMmbl HEBO3MOXHO 3aKpPbIThb).

B 90% cny4yaeB HanMumMe KOCBEHHbIX CUMMTOMOB Bbi3BaHO CO0OeM B annapaTtHOM UK
NporpaMMHOM obecneyeHnn. HecMoTpst Ha TO, UTO NOA0OHbIE CUMMATOMbI C MasioN
BEPOSITHOCTbIO CBUAETENbCTBYIOT O 3aPAXXEHUMN.
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Knaccbl BpeaoOHOCHbIX nporpamMm

Bupychoi (Viruses)
Yepeu (Worms)
TposiHckue nporpamMmmbl (Trojans)

NMporpamMMbI-LUNUOHDI

®uwumHr (Phishing)

NMporpammbl-pexknambl (Adware)

NMoTeHUuManbHO onacHble npunoxeHusa (Riskware)

NMporpammbi-lyTKKN (Jokes)

NMporpammbi-MmackupoBilnku (Rootkit)

Npouue onacHblie NporpaMmMmbl

o0 00 oo 0o o0 0 O

Cnam (Spam)



Knaccbl BpeaoOHOCHbIX nporpamMm

Bupycobl (Viruses): nporpammbl, KOTOpble 3apakaloT Apyrue nporpammbl —
no6aBnsAlOT B HUX CBOM KOA, 4TOObl MONYyYMTb YMNpaB/ieHME NpPU  3anycke
3apakeHHbIX annoB. ITO NPOCTOE onpeaesieHne AAeT BO3MOXHOCTb BbISIBUTb
OCHOBHOE [EWCTBME, BbIMOMHSEMOE BUPYCOM — 3apaxeHue. CKopoCTb
PACNpPOCTPaHEHNSI BUPYCOB HECKOMbKO HUXKE, YEM Y YEPBEN.
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Knaccbl BpeaoOHOCHbIX nporpamMm

YepBun (Worms): naHHass  Kateropyss  BPEAOHOCHbIX  Mporpamm  Ans
pacrnpoCcTpaHeHnss NCNONb3YET CETEBbIE pecypchbl. Ha3zBaHMe 3TOro kiacca 6bi1o
JAHO WuUCxoAas W3 CrnocobHOCTM 4epBen 'mepenon3aTtb"’ C  KOMMbKOTEpPA Ha
KOMMbIOTEP, MUCMOMb3YyS CETWU, SMEKTPOHHYIO MOYTY U Apyrne MHMOOPMALIMOHHbIE
KaHanbl. Takke 6narogapss 3TOMy 4yepBu 06naaaloT UCKIIOUUTENIbHO BbICOKOW
CKOPOCTbIO PacCnpoCTPaHEHUS. YepBU MPOHUKAKOT Ha KOMMbIOTEP, BbIYMCASAIOT
ceTeBble aapeca ApPYrMx KOMMbIOTEPOB M pacCbiialdT Mo 3TUM aapecaM CBOM
Konuu. NMoMMMO ceTeBbIX apeCOB YacTO MCMOJIb3YHOTCA AaHHbIe aAPECHON KHUMM
NOYTOBbIX KNMEHTOB. [lpeacraBuTENM 3TOr0 Kacca BPEeAOHOCHbIX MNporpaMm
MHOrAa co3aatoT paboume annbl Ha AUCKAX CUCTEMbI, HO MOryT BOOOLLE He
obpallaTbCa K pecypcaMm KOMMbtoTepa (3a UCKTIOYEHMEM OrnepaTUBHOM MaMSATH).
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Knaccbl BpeaoOHOCHbIX nporpamMm

TposiHckue nporpamMmmbl (Trojans): nNporpamMmbl, KOTOPbIE BbIMOSTHAKOT Ha
NOpa)aeMbIX KOMMNbIOTEPAX HECAHKLIMOHMPOBAHHbLIE MONb30BaTENEM AEUCTBUS, T.€. B
3aBUCUMOCTM OT KaKuUX-TMB0 YC/TOBUMA YHUYUTOXAIOT MHDOPMALIMIO Ha ANCKAX, NPUBOAAT
CUCTEMY K "3aBUCaHMIO", BOPYIOT KOH(UAEHUMAIbHYO MHDOPMaLUMo U T.4. JaHHbIN
KNlacC BPpeAOHOCHbIX NPOrpaMM He SBNSIETCS BUPYCOM B TPAAULIMOHHOM MOHUMAHUKN 3TOT
TepMUHa (T.e. He 3apaXkaeT Apyrue nporpaMMbl UK AaHHbIE); TPOSIHCKME NpOrpaMMbl H
CMOCOBHbI CaMOCTOATENBHO MPOHMKATb HA KOMMbIOTEPbLI U PACMPOCTPaHAOTCS
3/10YMbILLSIEHHUKAMM oA BUAOM "Mofie3Horo" nporpaMMHoro obecrneyeHus. Npu 3Tom

BpeA, HAHOCMMbIN UMK, MOXKET BO MHOIO pa3 NpeBbILAaTb NOTEPU OT TPAANLIMOHHOM
BMPYCHOW aTaKM.

o Beb-AHTUBUPYC '
Dakin COAEPHHT TPORHCKYHD NPOrpamy.
PeKOMEHAYETCA 3aNPETHTE 3arpysKy.

B P ® o | & 8 2] TposiHCKas nporpamMMa:

Trojan-Downloader.HTML.Agent.ij

=  Trojan Remover _; waiin
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rufbitrix/admin/sysupdate. php?lang=ruj/sysupdate

Database 7479 - 27 February 2010

= Paspeumtb

Onepauma By AeT BbINONHEHE,

=) 3anpeTutb
Onepauma By AeT 3anpelleHa.

[] npmmenmTe B0 BCex NoAobHbIX CAyHasx




Knaccbl BpeAOHOCHbIX NporpaMm

NMporpaMMbI-LUNMOHDbI: NPOorpaMMHoe obecneyeHne, rno3Bonsiowee cobupaTb
cBefleHns 06 OTAeNbHO B3STOM MOJb30BaTeNe UM opraHu3aummn 6e3 nx segoma. O
HaMYMM NPoOrpaMM-LINMOHOB HA CBOEM KOMMbIOTEPE Bbl MOXETE U HE A0raAblBaThCS.
Kak npaBuio, Lenbtlo nporpaMM-LINMOHOB SBNSIETCS:

*OTCNEXUBaHNE AENCTBUN MONb30BATENS Ha KOMMbIOTEPE;

«cbop MHMOPMaAUMM O COAEPXAHUM KECTKOro Aucka; cbop WHdopmaumm o

KayecTBe CBsA3U, crocobe noaktoyeHns, CKopoctu Moaema u T.A4.
OAHaKo AaHHbIE MPOrpaMMbl HE OrpaHUYNBAOTCS TOSIbKO COOPOM MHMOPMaLIMKN, OHU
NpeAcCTaBNSAOT peanbHyto yrpo3dy 6e3onacHOCTU. HaBepHsika Bbl BCTpeYanncb C
noAobHbIMK NporpaMMaMu, ecin Npu 3anpoce OAHOro ajapeca Beb-canTa OTKpbIBaCH
COBCEM APYroMn.
OAHOM 13 pa3HOBUAHOCTEN MPOrpaMM-LLMMOHOB ABASIOTCH (PULLNHI-PACCHIIKMU.




Knaccbl BpeaoOHOCHbIX nporpamMm

®uwunHr (Phishing) — noytoBas paccbinika, LEeNbio KOTOPOU SABNASETCSA MONyYeHne
OT NONb30BaTeNs KOHMUAEHUMANbHON WHPOPMaumMmM Kak npaBuno (HUHAHCOBOMO
XapakTepa. TakuMe nucbMa COCTaBASOTCA TakuM 06pa3oM, 4TOObl MaKCUMMasbHO
NOXOAUTb Ha WHMOPMALMOHHbIE MUCbMa OT 6OaHKOBCKUX CTPYKTYpP, KOMMaHWu
N3BECTHbIX 6peHaoB. lMWUCbMa coaep)KaT CCbIIKY Ha 3aBEAOMO NIOXHbIM CauT, rae
NO/SIb30BATENIO NPeanaraeTcs BBECTU, HanpuMep, HOMEP CBOEW KPEeAUTHOW KapTbl U
APYryt0 KOHpuAeHUManbHyo MHpopMauuio.




Knaccbl BpeaoOHOCHbIX nporpamMm

Mporpammbi-peknambl (Adware): nporpaMmHbI Kof, 6€3 BeaoMa nosib30BaTeNs
BK/TIOYEHHbIN B MPOrpaMMHOe obecneyeHne C LUenbl AEMOHCTPALMM PEKTAMHBIX
obbsBneHnn. Kak npaBuno, MNporpaMMbl-peksiamMmbl BCTPOEHbI B MPOrpaMMHOE
obecneyeHune, pacnpocTpaHsiioeecst 6ecnnatHo. PeknamMa pacrnonaraeTtcsl B paboyem
nHTepdence. 3ayacTylo AaHHble MNPOrpaMMbl TakKXe cobupaloT M nepenpaBnsatoT
CBOEMY pa3paboTumKy NepcoHanbHyo MHMOPMaLMIO O NoJSib30BaTenNe.

Mo3agpasnsaem!!! + Xx
* Bbl nonyyaete 1 1o B NMOAAPOK *

% NMpaeuTtenbcreo CLUA: *
"PaBHble WaHcbl Ang Bcex - 50,000 Yenosek nonydar MpuH Kapa!"

Haxmute 3aech gna yyacma celiuac B «IpuH Kapa» nporpamme |

DNonyun ceon Mpud Kapa B notepee Mpud Kapa CLIA B
—_—————————
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Knaccbl BpeAOHOCHbIX NporpaMm

NMoTeHUunanbHO onacHble NpUIoKeHUs (Riskware): nporpammHoe
obecneyeHne, He ABNSIOLLEECS BMPYCOM, HO cofepallee B cebe noTeHLUManbHYHO
yrpo3y. [1py HEKOTOpbIX YCNOBUAX HaIWyMe TaKuUxX NporpaMM Ha KOMMblOTepe
noaBepraeT BaluM AdaHHble pUCKy. K TakMM nporpaMMmaM OTHOCATCA YTWUNUTHI
YOANEHHOro agMWHUCTPUPOBaHUSA, MpPorpaMMbl aBTOMAaTUYeCKOro [JO3BOHA Ha
NnaTHbIE pecypcbl MHTEPHETa C ucnonb3oBaHmeM Dial Up-coeanHenus n apyrue.
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Knaccbl BpeaoOHOCHbIX nporpamMm

NMporpammbi-WyTKU (Jokes): nporpamMmHOe obecrieyeHne, He MnpuUnHSoLLEee
KOMIMbIOTEPY KakKoro-nmbo npsMoro Bpeaa, HO BbiBOAsLlee COObLEHNS O TOM, YTO
TaKOW Bpen yXe npuyuHeH, nnbo 6yaeT npuuYMHEH npu Kakux-nmmbo yCrnoBusix.
Takve nporpamMMbl 4acTo nNpeaynpexaatoT Mnosb30BaTeNs O HECYLIECTBYIOLLEN
OMacHOCTW, HarnpuMmep, BbIBOAAT COO0OLWEHNa O dopMaTUpoBaHMM aAncka (XoTs
HUKAKOro OpMaTMPOBAHUSI Ha CaMOM [efie He npoucxoauT), ObHapyXusakoT
BMPYCbl B HE3apaXXeHHbIX hannax 1 T1.4.

\
L Joke e o]

G. Minitnize BHumaHKe! B KomNbloTEpe OTCYTCTEBYET DNOK NMTaHWA.

= About ° HekoTopble anemeHTbl cucTembl ByayT paboTaTe

Options HEKOPPEKTHO.
, " Tieer 1790
Justforfum=) Close /
¥ i : JaBEpIWWTD | Mponycrime I ,f! nporpanne, KOTOPY0 Bbl cCOGUpaeTecs Yaanurb, He
To execute a jO e Iaieiteseeenssrinsnassissans J

e { YCTAHOBAEHA HA 3TOM KOMNbIOTEpe
Freeze pandem Colours I
Puzzie ; )

Show

<o MNporpaMma BbINOAHWNS BONOMERZKYIO AniHb
Meuse ¥ Lines Fi= OMepauuo U GYAET AEMHAYNE MPOBaHa.

EcnuaTa owmika GYQeT NOABAATECA B

AanbHeNWeM, 06pPaTUTECE K MacTLIPIO.
MonuTea>> I
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Knaccbl BpeAOHOCHbIX NporpaMm

NMporpamMmmbl-MackupoBliuMkn (Rootkit): 510 yTunnTbl, Mcnonb3lyemble O/
COKPbITUS BPEAOHOCHOW aKTUBHOCTU. OHM MAaCKMpYIOT BPEeAOHOCHbIE MPOrpamMMbl,
4yTobbl M36exaTb WX OOHapyXeHus aHTMBUPYCHbIMM nporpammaMn. Rootkit'bl
TaKXke MOryt MoaAMuuUMpoBaTb OMEpPaLUMOHHYIO CUCTEMY HA KOMIMbIOTEPE W
3aMeHSITb OCHOBHbIE ee (PYHKUMKN, YTODObl CKPbITb CBOE COHBCTBEHHOE MPUCYTCTBUE
W OENCTBUS, KOTOpble MPEeAnpPUHMMAET  3/10YMbILWJIEHHUK Ha 3apa)X€HHOM
KOMMbOTEpPE.
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Knaccbl BpeAOHOCHbIX NporpaMm

NMpoume onacHble nporpamMmMbl: pasHoobpasHble MNporpaMMbl, KOTOpble
pa3paboTaHbl AN Co34aHnNs ApYruX BPeAOHOCHbLIX MporpamM, opraHusauummn DoS-
aTak Ha y[aneHHble cepBepa, B3/I0Ma ApPYrnx KOMMbHOTEPOB U T. M. K Takum
nporpaMMamM OTHOCATCA Xakepckue ytunutbl (Hack Tools), KoHCTpyKTOpbl BUpYyCOB
nT.A.

| Bingo Bash Cheat Toal

\
AX D/ - Select Features
" - [¥] Coins 999959
Select Device [¥] Potions 999999
Android [¥] Grey Body Color
ner
9] Unlock all kems =
ios
Hack Options
9999999
999999
999999
cheats-world.eu
ns 0999999

¥ vice

Saripts | e P A © Aerlelos
- START HACK EXI

AntiBan Script 2

ems
S
— START HACK
This version is compatybilel  fjLevel :
frress
v

[7] Unlock All tems

Progress
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Knaccbl BpeaoOHOCHbIX nporpamMm

Cnam (Spam): aHOHMMHAsi, MaccoBas rMOYTOBAsl KOPPECNOHAEHLMS
HeXXenaTtenbHOro Xapaktepa. TakK, CrnaMoOM  SBASOTCA  PacCbifiKK
NONIMTUYECKOrO W arnTaLMOHHOro XapakTepa, MuUCbMa, MNpPU3blBatOLLME
NoOMO4Yb KOMY-HUOYab.

OTAenbHYO KaTeroputo cnama COCTaBASIOT MUCbMa C NpeaIoXeHUS MU
obHannuuTb BoNbLYD CYyMMY AEHEr wauM BoBnekawwme B (HUHAHCOBbIE
nMpaMmnabl, @ TakKXe MUCbMa, HamnpaB/fiIEHHbIE HA KPaXy Maponen wu
HOMEPOB KpeaAWTHbIX KapT, NMcbMa C Npocbbon nepecnatb 3HAKOMbIM
(HanpuMep, NMCbMa c4acTbsl) U T. M.

ChnaM CyWecTBEHHO MOBLIWAET Harpy3ky Ha MOYTOBbIE CepBepa U
MOBbILLAET PUCK NOTEPU MHMDOPMaLIMN, BaXXHOW ANs NONb30BaTENS.




OCHOBHbIE€ UCTOYHUKWN NPOHUKHOBEHUSA Yrpo3 Ha KOMMNblOTEP

Cpean UICTOYHMKOB MPOHUKHOBEHUS BPEAOHOCHbIX MPOrpaMMm
Hanbonee onacHbIMU ABASIOTCS:

1. UHTepHeT

2. ONeKTPOHHaA noyra

3. YA3BMMOCTU B NporpaMmMHOM obecrnevyeHumn
4. BHewHne HocuTenun nHdpopmaumm

5. NMonb3oBaTtenu



N
NHTepHeT

[nobanbHas WHMOPMALMOHHAA CETb SBNSIETCS  OCHOBHbIM  UCTOYHMKOM
pacrnpocTpaHeHnss noboro poaa BPedoOHOCHbIX nporpamMm. 3nospegHoe [10
MOXXET NONacTb Ha KOMMNbIOTEP MpuU CNeayoLWmX AEUCTBUSIX NONb30BaTENS:

* NPV NOCELLEHMMN CauTa, COAEPIKALLEro 3n0BpeaHbIn koa. MNpumepom MoryT
ABNATLCA  drive-by aTaku. [pn drive-by aTakax 3/10yMblLUIEHHUKN
MCMNONb3YIOT Habopbl 3KCM/IOUTOB, KOTOpble MOryT ObITb HaUeNneHbl Ha
YyS3BMMOCTU  Beb-6bpay3epa, €ero nnarnHbl, YS3BUMMOCTM  3/IEMEHTOB
ynpasnenus ActiveX nnm 6pewmn B 3awmte ctopoHHero [MO.

* MNPV CKauYMBaHUKM C CanToB 3noBpeaHoro MO, MacKMpyoLWErocs noa KeMreHsbi,
KP3KuW, naTyu u T.4.

* Mpu CKa4YnBaHUKM Yepes peer-to-peer ceTb (HanpuMep, TOPPEHTHI).
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DNIeKTPOHHAaA nouTta

[MouToBbIE COODLLIEHMS, NOCTYNAOLLME B NOYTOBLIM SALLMK MOMb30BATENS U
XpaHsWmecs B Mno4yToBbiX 6as3ax, MOryT coaep)xaTb B cebe BUPYCHI.
BpeaoHOCHbIe nMporpamMmMbl MOMYT HAaXOAUTBLCS KakK BO BJIOXXEHUWU MUCbMAQ,
Tak U B ero Tene. lNpn OTKPbITUM NUCbMA, NPU COXPaHEHWW Ha AMCK
B/IOXXEHHOro0 B NMMCbMO hanna Bbl MOXETE 3apa3vTb AaHHblE Ha BalleM
KoMnbloTepe. TakXe no4ytoBasi KOppeCnoHAEHUMS MOXeT CTaTb
MCTOYHUKOM ellle ABYX yrpo3: cnama n guwuHra. Ecnn cnam Bneyer 3a
cobo B OCHOBHOM MOTEPIO BPEMEHU, TO LIE/bl0 (DULLNHI-NUCEM SBNSIETCS
Balla KOH(puAeHUWanbHasa mHbopMauus (HanpuMep, HOMEpP KpeauTHOM
KapThl). —

noyrta
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YAa3BMMOCTM B NporpaMMHOM obecneyeHunm

Tak HasblBaeMble «ablpbl» (3KCMAOUTbI) B MPOrpaMMHOM obecrnevyeHun
SBNSAOTCA  OCHOBHbIM  WMCTOYHMKOM  XaKepCKMX aTaK. YS3BUMOCTU
NO3BONSAOT MONYUNTb XaKepy YAaNEHHbIN AOCTYN K BalLEMY KOMMbIOTEPY,
a, CnefoBaTeflbHO, K BalUMM [aHHbIM, K [AOCTYMHbIM BaM pecypcaMm
NOKaNbHOM CETU, K APYrMM UCTOYHUKAM MHGOPMaLUK,

= )




PekoMeHAaLlMU N0 COCTAaBJIEHUIO HAaA@XXHbIX NapoJsien

NMpu coctaBneHUn naponenm peKkoMeHAyeTCA nNpUaepXKuUBaTbCA
cneaywowmx npaBun:
 [laponb Ao/MKeH cogepXaTb HE MeHee LWeCTU CUMBOJSIOB.
« Bcoctae napons MoOryt BXOAUTb UUMPPLI, NaTUHCKME 6YKBblI,
npobenbl U crneumanbHble CUMBOSIbI («€.», «,», «?», «I» «<», «>»,
«"»n ap. ).
* PekomeHgyeTCcsl COCTaBnsATb MNapofib M3 CMewaHHoro Habopa
LUNPPOBbIX U BYKBEHHbIX (MPOMUCHBLIX U CTPOYHbIX) CUMBOJIOB.
He ncnonb3ynrte B kayecTBe Napons:
« ObuweynoTpebuTenbHble C0Ba U YCTONUMBBIE C/TOBOCOYETAHUS.
« Habopbl cMMB0OMOB, NpeacTtaBnsolme cobon KOMOMHaUMN KnaBuL,

PACMNOJIOXKEHHbIX noapsa Ha KnaBuaTtype, Takue
Kak: gwerty, 123456789, gqazxsw 1 T. n.
 [lepcoHasnbHble [AaHHble: UMeHa 1 amMnnuu, agpeca, HoMepa

NacrnopToB, CTPaxoBbIX CBUAETENLCTB U T. M., Maposn, CO3A4aHHble
AN OOCTyrna K ApYyruMm rnporpaMmaMm (9/1eKTpOHHas rnoyrta, 6a3bl
OaHHbIX U Mp. ).



I
BHewHue HocuTenm nHdpopmMmaumm

Ans nepegayn nHbopMauum No-npexHeMy LMPOKO UCMOSb3YIOTCS CbeMHbIE
ANCKW, KapTbl paclumpeHns namMaty (dneww), a Takxke ceTeBble nanku. 3anyckas
Kakoun-nmbo awnn, pacrnonoXeHHbIN Ha BHELLHEM HOCUTENE, Bbl MOXKETE MOPa3nTb

[NaHHblE Ha BallEM KOMMbIOTEPE BUPYCOM U, HE3AMETHO ANs cebsi, pacnpoCTpaHnUTb
BMPYC Ha AUCKM Ballero KomnbloTepa.
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Monb3oBaTenm

[loBepumBblE MOML30BATENN CAMU YCTAHABIMBAOT 6e306MaHbIe Ha NepBbIN B3rNa/
NporpaMmbl, 3apa)kast TakuM 06pa3oM CBOM KOMMbIOTEP. ITOT METO/, HA3bIBAETCS
CoLManbHOM MHXEHEpPUEN — BUpYyconucaTenu AobmBatoTCs Toro, YTobbl XepTBa
cama yctaHoBuna 3noBpeaHoe MO npu NOMOLLM Pa3/IUYHbIX Y/IOBOK.

HACKER

ZARARLI YAZILIMIN BULASMIS ZARARLI YAZILIMIN BULASMIS A
OLDUCU SISTEM BILGIS OLDUGU SISTEM BILGISI
HACKERA ILETILIR HACKER'AILETILIR LIBERPY
KULLANIC| LIBERPY DOSYASINI

INDIREREK SISTEMI ICINDE
CALISTIRIR
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KakK UCK/TIOUYUTb BO3MOXKHOCTb 3apaXeHus

UTOObI NCKITIOUYNTL BEPOSTHOCTL 3apakeHNs1 KOMMbloTepa, yCTaHOBUTE NPOOHYHO
BEPCUIO OHOIO N3 NPOaYKTOB: : . Mocne
YCTaHOBKM NporpamMmbl OOHOBUTE aHTUBMPYCHbIE Ba3sbl U 3anyCcTUTE MOSHYIO
NPOBEPKY KOMIMbIOTEPA.

[na npoBepkn KomnbtoTepa cneunanucTel Jlabopatopumn Kacnepckoro takxe
PEKOMEHAYIOT UCMONbL30BaTh BecnnaTHy YTUNnTy

&5 Anrvnmpyc Kacnepoxoro Personal x|
NMpeaynpexaenve o penyrauvmn gaitna - &2 jl

Cyas no scemy, $aiin, KOTopsIii BbI 3arpy>KaeTe, COE Nonnoxersn: C:\Program Files\Internet Explorer
VN OHEeHb PeaKUA.

MEXPLOREEXE
Crparsass http:/ /viruses/eicar.html cogepsm cucrspesi,
XOTOOESE SHOETHTE =]

N CUATAHMBIE NONBIOBATEAN U3 BCEMUPHOTO COOSLUECTBA aVi
3TVIM GINNOM. HTO ZENAET ero NOTEHUMANLHO NOA0ZPUTENLHEIM. 3 ™ { )
O ParpeusiTe sanomisen

~

Kaspersky .
Virus Removal TOOL _ O %0 Boen OOBLOKT M B PISTAX AMSION COCOBE
) n<

Tpesora

@
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« 7‘ BPOACHOCHOE NPOMPAMIEKNEe 0DOINEeING.

Obvexr:
«AViruses_3732_for_Anti-veus_Testing.rarffUive Yeuses 3732 F

Mot :ﬂovcwb g = Eamil. ECNW B PELUMTE COXPaHNTE
dai irus. AVP-based
ad 5 TPOSIH B/IOKUPOBAH (-A)

&> Yapanurs apxus
Din apooasa SyaeT yaanes

| & MNMponycrwre (peKoMeHnYevm)
He NPearpvesiaTD MHAKENIO JeRcToe

H Npasesnts K0 Boem obbexTaM




Cnacmb60 3a BHMMaHue!

’ symantec McAfee
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€Evast!

Professsonal

|

http://support.kaspersky.ru/viruses/common

Davins  NOD32  kafpriys



