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4 Llenun npoekTa:

= a | ® Y3HaTb YTO TaKOe KOMMNbTEPHLIN BUPYC.

oz | * Y3HaTb pa3HOBUOHOCTU KOMIMbIOTEPHbIX
BMPYCOB.

* Y3HaTb YTO TaKkoe aHTUBUPYCHAaH
nporpamMmma.

* Y3HaTb pa3HOBUOHOCTU aHTUBUPYCHbIX
nporpamm.

* BbISICHUTB, KaKk aHTUBUpPYCHAadA nporpamma
nomMoraeT Npu yganeHum BUpycoB C
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B KomMnbloTepPHbIV BUPYC

<> | * KoMNbIOTepHbLIN BUPYC —

241 BMO BpeAgOHOCHOIo nNporpaMmmMHoOro
obecne4yeHuns, CnocodbHOro co3gaBaTtb
KOnnn camoro cebsa n BHeOPATbLCA B KO
OpYrux nporpamm, CUCTEMHbIE 00fiacTu
NnamMsaTKn, 3arpy304Hble CEKTOPLI, a Takke
PacnNpPOCTPaHATb CBOU KOMUK MO
pa3HOOOpa3HbIM KaHarnam CBA3WN.
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o KoMnbloTepHbIN BUPYC

~ale Bupycbl MOryT NnoBpeanTb UMM NOSTHOCTbIO
oz | YHUYTOXUTb BCE (Paunbl U AaHHbIE,
NOAKOHTPOMbHbIE NOMb30BaTENtO, OT
MMEHMN KOTOPOro Oblifa 3anylLleHa
3apaeHHasi nporpamMmma, a Takke
noBpeauTb NN Aaxe YHUYTOXNTb
ornepaunoHHY CUCTEMY CO BCEMMU
doannamu B LIESIOM.
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> «| BUObl KOMMNbLIOTEPHbLIX BUPYCOB

. > | * PeknamMmHble nporpaMmmbl

B &1« [Moa peknaMHbIMU U UHPOPMAaLIMOHHBIMU NPorpaMMamm
NOHMMAKTCA Takne nNporpammbl, KOTOpble, TOMUMO CBOEN
OCHOBHOWN QPYHKLUW, TAKXXe OEMOHCTPUPYIOT PeKaMHble
GaHHepPbI 1 BCEBO3MOXHbIE BCIIbIBAOLLME OKHA C
peknamon. Takme coobLLeHUA C peknamMon Nopon obiBaeT
OOCTaTO4YHO HESErko CKPbITb UMW OTKMIOYNTL. Takue
peKiaMHble Nporpammbl OCHOBbLIBAOTCS NMpu padboTe Ha
noBedeHMe nonb3oBartenen KoMnbTeEpPa U ABNATCA
OOCTaTOYHO NPOBIeEMHbIMU NO COODPaXKEHUAM

0e30nacHOCTU CUCTEMBI.
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> «| BUObl KOMMNbLIOTEPHbLIX BUPYCOB

2% |+ Bakpopbl (Backdoor)

B & 1e YTUNNTLI CKPLITOrO aAMUHUCTPUPOBAHUA NO3BOMSIOT,
0bxoa4a cUCTEMBI 3aLLNTbI, NOCTaBUTb KOMIMbIOTEP
YCTaHOBMBLLErO NOMb30BaTeNd Nog CBOW KOHTPOSb.
[Mporpamma, kKoTopasi paboTaeT B HEBUOANMOM PEXNME,
[AEeT Xakepy HeorpaHuU4eHHble npasa ansd ynpasneHus
cuctemoun. C nomMoLLb TaknX backdoor-nporpaMmm MOXKHO
NOJNTYYNTb AOCTYN K NepCOHaNbHbIM U NIMYHbIM JaHHbIM
nonb3oBartens. Hepeako Takue nporpamMmmel
NCNOJNb3YHTCA B Liendax 3apaXxXeHna CUCTEMbI
KOMMNbIOTEPHLIMW BUPYCaMU U A CKPbITOU YCTAHOBKU

BPE€OOHOCHbIX INMporpamMmm be3 BEAOMa M0J1b30BaTesiA.
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> «| Bnabl KOMNLIOTEPHLIX BUPYCOB

Al e 3arpy3oyHble BUPYChbI

o & | » Hepeoko rmaBHbIN 3arpy304HbIN CEKTOP Balwlero HDD
rnopa)kaetca cneunanbHbIMU 3arpy304H6IMU BUPYCaMM.
Bupycbkl nogobHoro tmna saMmeHaT nHdopmauuto,

| KOTOpaga Heobxoamma anst becrnpensaTCTBEHHOro 3arnycka
cuctembl. OgHO U3 NocneacTBU AENCTBUA TAKOBOM
BPE€4OHOCHOW NporpamMmmbl 3TO HEBO3MOXXHOCTbL 3arpy3Ku
onepaymoHHOU CUCTEMBI...
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> «| BUObl KOMNBLIOTEPHBLIX BUPYCOB

2 Q

7 A

’: f; e Bot-ceTb

o 2z | © Bot-ceTb 3TO NOSIHOLIEHHAA ceTb B IHTEPHET, KOTOpasi NOANEXNT

@ @ a,EI,MI/IHl/ICTpI/IpOBaHI/I}O 3J'onMbILIJJ'IeHHl/IKOM N COCTOALLAA N3 MHOTNX

NHPUNUNPOBAHHLIX KOMMNbLIOTEPOB, KOTOPblE B3aMMOAENCTBYIOT
Mexay cobon. KOHTporb Hag Takou CETbO AOCTUIaeTCsl C
NCNONb30BaHNUEM BUPYCOB UITN TPOSIHOB, KOTOPbIE NPOHMKAIOT B
cucrtemy. l'pu paboTe, BpeaoHOCHbIE NporpamMmmbl HUKaK cebst He
NPOSABNAIOT, OXXnaast KomaHabl CO CTOPOHbI 3NOYMbILLUIIEHHUKA.
[MogobHble ceTn npumeHsatoTesa anga paccoinku CMNAM coobuieHuin
nnun anga opraHmsauymm DDoS aTtak Ha Hy>XHble cepBepa. UTo
NHTEPECHO, NOMb30BaTeNN 3apaXXeHHbIX KOMMbIOTEPOB MOTYT
COBEPLLUEHHO HE AoragbiBaTbCA O NPONCXOOALLEM B CETW.
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Buabl KOMNbIOTEPHbLIX BUPYCOB

JKCNNOUT

QKCNNowuT (AocrnoBHO bpellb B 6e30nacHOCTN) — 3TO
TaKoW CKpPUMNT UK nporpamma, KoTopble UCMNonb3ytoT
cneumndunyeckue ablpkn n yassmmoct OC munm Kakom-
nnodo nporpammbl. NogobHbIM 0Opa3om B cuctemy
NPOHUKAIOT NPOrpamMmsbl, C UCNOSb30BAHMEM KOTOPbIX
MOrYyT ObITb MOJSTyYEHbI NMPaBa AOoCTyrna agMUHUCTpaTopa.
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> «| BUObl KOMNBLIOTEPHBLIX BUPYCOB

2
78| ¢« Hoax (4OCNOBHO LUYTKA, NOXb,
> ¢ MucTUdurKalms, oomaH)

© 0| * YXe Ha NPpoTSXXeHUN HECKONbKNX NET MHOIMe
nonb3oBatenu cetn IHTEpPHET Nony4atoT ANTIEKTPOHHbIE
coobLLEeHNST O BUpYCaXx, KOTOpbIE pacnpOCTPaHSOTCS
sIkoObI NocpeacTBoM e-mail. [TogoOHbIE NpeaynpeXxaeHns
MaCCOBO pacCChINnatTCsl CO Cre3HON NPOCbLOoM OTNPaBUTb
NX BCEM KOHTaKTaM U3 BaLLEro NMMYHOro nucTa.
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«| B1abl KOMNbIOTEPHBIX BUPYCOB

A | * PyTkurt

¢ | » PyTKUT — 3TO onpeaeneHHbli HAbop NporpaMmMHbIX

= CPeACTB, KOTOPbIX CKPbITO YyCTaHaBNMBAETCA B CUCTEMY
nosib3oBatensi, obecneymsBasi Npu 3TOM COKpbITUE

JTINYHOTIO J10I'MHa |<M6epnpeCTynH|/||<a N PA3ITNYHbIX
npoueccos, Nnpum aToM gejiad Kornnm daHHbIX.
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> «| Bnabl KOMNLIOTEPHLIX BUPYCOB

2 Q

7 A

«~a | ®* lUnuoHckoe INO

;é ° LUI'II/IOHbI MOFyT nepecnaTb JIMYHbIEe JaHHbIE

o0 nonb3oBaTens 6e3 ero Begoma TPeTbUM nuLam.
LLInoHCKMe nporpaMmmbl NPY 3TOM aHaNU3NPYIOT

|  noBedeHue nonb3oBaTens B ceTu IHTepHeT, a Takxe,
OCHOBbIBasACb Ha COOpPaHHbIX AaHHbIX, EMOHCTPUPYIOT
nonb3oBaTemnto peknamy Unu pop-up (BcnnbiBatoLLme
OKHa), KOTOpble HENPEMEHHO 3anHTEepPECyIoT
nonb3oBaTens.
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Buabl KOMNbIOTEPHbLIX BUPYCOB

e TposiHCKMe nporpamMmmbl

* TposHCKMe nporpamMmmbl 3TO NporpamMmel, KOTopble
OO KHbI BbIMOMHATL onpeaeneHHbie noresHble PyHKUUN,
HO NocIe 3anycka Takux nporpamMm BbIMOJIHAKOTCA
OEWUCTBUA OPYroro xapakrepa (paspyLumTenbHblie).
TpOSAHbI HE MOTYT pa3MHOXXaTbCA CAMOCTOATESNIbHO, K 3TO
OCHOBHOE X OTNINYME UX OT KOMIMbIOTEPHbLIX BUPYCOB.
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Buabl KOMNbIOTEPHbLIX BUPYCOB

e 30MOM

¢ 30MOMU - 3TO MHPULMPOBAHHLIN KOMIMBIOTEP, KOTOPbIN
NHULUMPOBAH BPeOOHOCHbIMU nporpamMmmamMmuy. Takou
KOMMNbIOTEP MNO3BOSIAET Xakepam yaaneHHo
aAMWUHUCTPMPOBATL CUCTEMY M C MOMOLLLIO 3TOrO
coBepLlaTb pasnnyHble HYXXHble 4encTBUs (DoS aTaky,
paccbifika crnama v T.n.).
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AHTUBUPYCHaA Nporpamma

e AHTUBUpPYCHasA nporpamMmma (aHTUBUPYC) —
crneymanmsnpoBaHHasa nporpamma ang
OOHapyXeHUsa KOMMNbIOTEPHbIX BUPYCOB, a Takke
HeXXenaTenbHbIX (CHMTaKLWmMXCca Bpe4oOHOCHbIMN)
nporpamMm BoobLLe N BOCCTAHOBMNEHUS
3apaXeHHbIX (MoOANMPULNPOBaHHbLIX) TAKUMU
nporpammamMmu doannos, a Takke ang
npodunnakTmkn — npeaoTBpaLleHns 3apaxeHud
(Mogmndmkauunm) dannos nnm onepaLuoOHHOU
cucTeMbl BpegoOHOCHbLIM KOOOM.
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>« BAbl @HTMBUPYCHbLIX NPOrpaMm

AHTHEMDYCHBIE T 0T PanIVE]

H eTexT opBI Hoxropa Pepmsoper

Fromm TRBI B axanms1
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>« Bnabl aHTUBMPYCHbIX Nporpamm

2

AR:

w~ A | ° [Nporpammbl-AeTeKTOPbI, NN CKaHePbl, HaXoAAT BUPYChbI B

N8 ornepaTtUBHOW NAaMATU N HA BHELLHUX HOCUTENSX, BbIBOAS COODLLEHNE
O & npu obHapy»XeHnn Bmpyca.

© O | « [lporpammbl-OoKTOpPAa, (Paru, nporpamMmmbl-BakLUnHbI) HAXo4AT
3apa)keHHble hannbl 1 "neyat"” ux. Cpeamn aToro suaa nporpamm
CYLLECTBYIOT nonudarmn, Kotopble CNOCOOHbI yaansTb
pa3Hoobpa3sHble BUAblI BUPYCOB, CaMbl€ U3BECTHbIE U3 aHTUBUPYCOB-
nonngbaros Norton AntiVirus, Doctor Web, Kaspersky Antivirus.

» [lporpammbl-peBU30pPbI ABAAKOTCA Hanboriee HageXHbIMU B NfiaHe
3almTbl OT BUpPYCOB. PeBM30pbI 3aNOMUHAKOT UCXOLHOE COCTOAHME
nporpamMmm, KaTarioroB, CUCTEMHbIX obriacTen gMcka oo MOMEHTa
NHPULMPOBAHNSA KOMMNbLIOTEPA, 3aTEM CPaBHUBAIOT TEKYLLEE
COCTOSIHME C NnepBoHavarbHbIM, BbIBOAA HAaNOEHHbIE U3BMEHEHUA HA
ancnnen.




¥ Paint - Paint Q@@

®ann Mpaeka Bua PucyHok Manutpa Cnpaeka

.........

-« Buyabl aHTMBMPYCHbIX NporpamMm

2

/| A o

=~ a | © lporpammbl-MOHUTOPSLI (banepBorbl, bpaHamMayapbl)

G Ha4YMHaloT CBOKO paboTy npu 3anycke ornepaymoHHON

g g CUCTEMbI, NOCTOAHHO HaxX04ATCA B MaMATU KOMMbOTEpa U

OCYLLECTBNAT aBTOMaTUYECKY MPOBEePKY doannos Nno
npuHUMny "3gecb 1 cenyac'.

* [NporpamMmbl-puUnbTpbl (CTOPOXKA) ODHaAPYXNBAKOT BUPYC
Ha paHHeun ctagmu, Noka oOH He Ha4varn pa3MHOXaTbCA.
[TporpamMmmbl-CTOpOXa - HebonbLUME PeE3NAEHTHbLIE
nporpamMmel, LIEMNbLIO KOTOPbIX SIBNSIETCA OOHapYXeHne
OEWUCTBUN, XapaKTepHbIX O4Ns BUPYCOB.




¥ Paint - Paint Q@@

®ann Mpaeka Bua PucyHok Manutpa Cnpaeka

.........

= Kak aHTUBMPYCHas NporpaMma noMoraeT npy

P @

2Q yaaneHum BupycoB C KOMMbloTepa?

AR-

& A |- PaboTtaeT oHa TOYHO TaKXe Kak U nonckoBasa cuctema Google, TONbLKO NOUCK
& OCYLLIECTBNSAETCS MO BaeMy KOMMboTepy. BHavane aHTUBMpPYC ULLET Te

0O 4 BUPYCbIl, KOTOPbLIE €CTb Y HEro B Bbase, A4 3TOro OH COBCTBEHHO U

© O NPOM3BOAUT NOCTOSIHHbIE OOHOBIEHNS (YBENNYMBAET KONIMYECTBO N3BECTHbIX

BupycoB B ba3se). OgHOBpPEMEHHO OH NCMOSb3YET pasfnnyHble
OO0MONHUTENbHbIE METOALI A9 OBHapYyXeHNA BUPYCOB:

*  OBPUCTUYECKMI aHaANU3 — 3TO Korga nporpaMmma ULWET KO MOXOXUN Ha Ko,
Bupyca. OH BaxeH, 4ToObl 6OPOTLCA C rope-BupyconncaTesisiMm, KoTopble
4YyTb BUAOU3MEHSAIOT KO 1 NOSTydaroT No X MHEHWNIO HOBbI BUPYC.

* [lounck nporpamm ¢ Nog03pUTENbHLIM NOBEAEHNEM — NMOYTU BCE NPOrpamMmbl
CNOCOOHLI onpeaenuTb NOA03PUTENBHOE NOBELEHME NPOrpaMmmbl: OTNpaBkKa
naposien unm BoodLLe Kakon-To MHpopmMaunmn, HENOHATHbIE OENCTBUS B
cucteme. AHTUBMpPYCLI ANns bonee TOYHOro onpeaeneHns MoryT 3anycTuTb
Nogo3puUTENbHbIN OOBLEKT B cneuuanbHomn 6e3onacHon cpege u ecnu
nporpamMmma HayMHaeT OTNPaBMATb BallW JIMYHbIE OJaHHble U ewe
BbITBOPATb PasfnyHble oOKYChbl, TO aHTUBMPYC ObET TPEBOTY.
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« Cnacnbo 3a BHMMaHue.
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NCTOYHUKIN:

* CeTb NHTEpPHET

* http://pedsovet.su/ (opopmneHune
npes3eHTaummn)
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