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AHHaTaums

B aTOM ITpe3eHTay TOBOPUTCA O BUPYCaX , KOTOPHIE
3apakaroT HAIIIK KOMIIBIOTEPHI , TeJIe(OHBI , U IIPO
AHTUBUPYChHI , KOTOPBIE 3AIUIIAIOT HAIIIK YCTPOUCTBA.




KomMnbromepHbIe sUPVCbI U

dHMueBsuUpyYCHbie npoepamMmbli

boppboli € KOMOBIOTEPHBIMH BUpPycaMHu IpodeccHOHATBHO
3aHUMAIOTCA COTHU (MJIM TBHICSIYN) CIEIHAJINCTOB B JecsSTKax
koMmIlaHui. KomnbpioTepHble BUPYCHI OBLJIM M OCTAIOTCSA OJHON U3
HanOoJiee pacIpoCTpaHEHHBIX IIPUYUH IIOTEpU HWHOOPMAIIHU.
V3BecTHBI CjydaW, KOIrJla BHPYChl OJIOKMpOBaIH paboTy
OpraHu3aluu U OpeAlpUusATUH.

bosiee Toro, ObL1 3adUKCHUPOBAH cJay4dal, KOTJla KOMObIOTEDHBIN
BUPVC CTAJI IPUYMHOU I'OeJIHN UeJIOBEKA - B OTHOM M3 TOCHUTAIEU
HunepsianioB mamueHT MOJyYU JIETATBHYIO 03y MOPQUS 0 TOU
IIPUYUHE, YTO KOMIIbIOTEp ObLI 3apakeH BUPYCOM U BbIJIaBajl
HEeBEPHYI0 HHPOPMAaIHIO.




deHOMEH KOMNbIOTEPHbIX BUPYCOB

Hartre crosieTrie, HECOMHEHHO, SIBJISIETCS OJJTHUM M3 IIOBOPOTHHIX 3TAIOB B }KU3HU
yesioBeuecTBa. UeI0BeUeCTBO 3aXBaUeHO TEXHUKOU U y3Ke BPS JIU OTKAMXKETCS OT
yA00CTB, IIPeZI0CTaBIsAEeMbIX €10 (MaIo KTO IT0KeJIaeT IOMEHATh COBPEMEHHBIN
aBTOMOOMJIb Ha TY?KEBYIO TATY). Y3Ke 3a0bITa OOBIYHASA MOYTA C €€ KOHBEPTAMHU U
IIOYTaIbOHAMU - BMECTO Hee IMPHUIILIa 3JIEKTPOHHAS II0UTa.

He npencraBJisieTcs y2Ke CyIlleCTBOBaHUE COBPEMEHHOTO0 0011iecTBa 6€3 KOMITBIOTEPA,
CII0OCOOHOTO MHOTOKPATHO MOBBICUTH ITPOU3BOAUTEILHOCTD TPY/Ia U JIOCTaBUTh
JII00y10 MBICJIUMYIO HH(pOpMAITUIO.




° CGI‘OZ[H}I (l)aKT BOSHHKHOBEHHNA KOMIIBIOTEPHBIX BUPYCOB IIOCTaBJIEH B OZJUH
pPAA ¢ HCCII€EJOBAHUAMMU KOCMOCA, aTOMHOTI'O AAPa U PA3BUTHEM

JJIEKTPOHUKU .




* Bo-mepBbIX, KOMIIBIOTEPHBIE BUPYCHI - 3TO CEPbe3HAs U IOBOJILHO 3aMeTHasI
1pobJsieMa, BOSHUKHOBEHUS KOTOPOM HUKTO He OxKuai. Jlaxke BCEBUSIIE
danTacThi-QYTYPOJIOTH IPOIILIOr0 He TOBOPAT 00 3TOM HHUUET0, HET HU OJTHOTO
IIPOPOYECTBA, MOCBAIIEHHOTO KOMIIBIOTEPHBIM BUpycaMm. Tema Bupyca B
IIPOU3BEAEHUAX TUCATENIEN TOSABUIACH yKe MOCJIE TOTO, KaK IIEPBBIN PeaIbHbIN
BUPYC ITIOPa3uj CBOU MEPBBIN KOMITBIOTED.

« Bo-BTOpPBIX, KOMIIBIOTEPHBIE BUPYCHI - 3TO MEPBas BIIOJIHE yIaUHAas MOMBITKA
CO3aTh KU3Hb. [10IBITKA y/1auHas, HO HeJIb3sl CKa3aTh, YTO IT0JIe3HA -
COBPEMEHHBIE KOMIIBIOTEPHBIE « MUKPOOPTaHU3MbI» 60JIe€ BCEro HATIOMUHAIOT
HAaCEKOMBIX-BpeUTeIeN, IPUHOCAIIUX TOJIHKO IMTPO0JIeMbl U HeMPpUATHOCTH.  Ho
BCE - TAKH - JKU3Hb, IIOCKOJIBKY KOMIIBIOTEPHBIM BHPYCAM IIPUCYIIH BCE aTPUOYTHI
JKUBOTO - CTIOCOGHOCTD K Pa3MHOKEHHUIO, IIPUCIIOCOOJISIEMOCTH K Cpefie, ABIKEHUTO U
T.J1. (eCTeCTBEHHO, TOJIBKO B IIpe/iesiaX KOMITHIOTEPOB - TaK 7K€ KaK Bce
BBIIIIECKAa3aHHOE BEPHO /11 OMOJIOTUYECKUX BUPYCOB B IIPEJIeIaX KJIETOK
opranusma). bBojiee TOro, CyIiecTByIOT «AByIOabIe» BUPYcH (Bupyc RMNS), a
IIPUMEPOM «MHOTOKJIETOYHOCTH» MOTYT CJIYKUTh, HAIIPUMEDP, MaKPO-BUPYCHI,
COCTOSIIHE U3 HECKOJIBKUX HE3aBUCHMBIX MaKPOCOB.

- W B-TpeTbux, 60pbba ¢ KOMIILIOTEPHBIMH BUPyCaMU SIBJISIETCS OOPHOOM UueioBeKa
C UeJIOBEYECKHUM K€ pazyMoM. ITa 60pbOa sABjsieTcss 60pb00H YMOB, ITOCKOJIBKY
3a/1a4, CTOsIIIKE MEPE/l BUPYCOJIOTAMU, CTABST TAKHUe Ke Jioau. OnHu
IIPUYMBIBAIOT HOBBIH BUPYC - a APYTUM C HUM pa30HpaThCH.




YTo TaKoe KOMNbIOTEpPHbIM BUPYC

OO0BbsACHEHUH, UYTO TaKOe
KOMIIbIOTEPHBIN BUPYC,
MO>KHO IPUBECTU

HECKOJIbKO.




O6bvacHeHue
6bImosoe

«Ilepenucars 3TOT JIUCT [Ba pa3a U IIOJI0KUTh KOIIUU B
CTOIIKY 3aJJaHUH COCeaeU »

Yro caesnaer kiepk? JIBakAbl IEPENUILET JIUCT, IIQJI0XKUT €ro
cocesAM Ha CTOJI, YHUUYTOXXUT OPUTHUHAJI U IIEpeUusieT K
BBIIIOJTHEHHUIO BTOPOTO JIUCTA U3 CTONKH, T.€. IIPOJOJIKUT
BBINIOJIHATH CBOIO HACTOAIIYIO PabOTYy.

YTo caenaroT cocenu, ABIAACh, TAKUMU K€ aKKYPaTHbIMU
KJIEpKaMHU, 0OOHapYy>KUB HOBOe 3a7aHue? To ke, 94TO U
IIEPBbBIN: IIEPEMUIIIYT €ro 110 ABa pa3a v pa3gaayT APyTrUM
KJIEPKAM.

HToro, B KOHTOpPE OPOJST yKe UeThIPe KOITHUHU
IIEpBOHAYAJILHOT'O JIOKYMEHTAa, KOTOPbIE U JaJjbIlle OyayT
KOIIMPOBATBLCA, U pa3aBaThCA HA APYTrUe CTOJIbI.

IIpumepHo maxk 3ce pabomaem u KOMNbIOMEPHDBLIL
8UPYC, MOABKO CMONKaAMuU oymaz2-ykasaHuil
ABAAOMCA NPOPAMMDBL, A KAEPKOM — KoMNnbviromep




XopoIllo U3BeCTeH BUPYC «Jerusalem» (apyroe HazBaHUe - « Time»).

Kcratuy, Ha ipuMepe KiepKa OUYeHb XOPOIIIO BULHO, II0UYeMY B
OOJIBITIMHCTBE CJIy4YaeB HEJIb3s TOYHO OIPENEIUTh, OTKY/la B
KOMIIBIOTEDE TTOSBUJICA BUPYC. Bece Kiiepku nMeloT OZInHaKOBbIE (C
TOUYHOCTBIO 710 mouepka) KOIIMM, Ho OpurnHaI-TO C HOUYEPKOM
3JIOYMBIIIIJIEHHUKA yKe TARHO R KON3UHe!




Hay4Hoe
onpedeJieHue

IIepBble uccaegq0BaHUA CAMOPA3MHOKAIOIINXCA UCKYCCTBEHHBIX
KOHCTPYKIUH IIPOBOJINJINCH B CEPEINHE HBIHEITHETO cToIeTus. B paborax
don Helimana, BuHepa u ipyrux aBTOPOB JAaHO OIIPeJieJIEHNE U IIPOBEeH
X MaTeMaTUYECKNUU aHAIU3.

TepMUH «KOMIBIOTEPHBIH BUPYC» BIIEPBbIE YIIOTPEOUII COTPYAHUK
Jlexatickoro yauBepcutera (CIIIA) ®.KosH B 1984 r. Ha 7-i1
koH(depeHINH 110 Oe301acHOCTU nHGopManuu, npoxoausiiei B CIITA.

C Tex mop MPoILI0 HEMAJIO BpEMEHU, OJTHAKO CTPOTOTO OIIPeleIeHU s, UYTO Ke
TaKOe KOMIIbIOTEPHBIN BUPYC, TAK M HE JJAHO, HECMOTPSA Ha TO, YTO MOMNBITKU

AaTb TAKO€E OIIpeAc/TIEHUE IIPEAIIDMHUMAJINCh HEOAHOKPATHO.




Tpu aKCUOMbI:

Bo-nepBbiX, BUPYCbl HEe BO3HUKAKT caMn cobom - nx co3aatoT
HexopoLune NporpamMmMmUCTbI-Xakepbl U pacchinatoT No ceTu
nepefadn gaHHbIX UMW NOAKNObLIBAOT HA KOMMbIOTEPbLI 3HAKOMBbIX.

Bo-BTOpLIX: BUPYC HE MOXeT caM cobon NosiIBUTLCA Ha Bawem
KOMnblOTEpe - NMMBO ero NOACYHynNn Ha AUCKETaX UNu gaxke Ha
KOMNakT-gucke, nmbo Bbl ero crnydanmHo ckadanu n3 KOMNbTEPHOM
ceTun, nMbo BUpYyC Xun y Bac B KOMNbIOTEPE C caMoro Hayana, nnbo
(4TO camMoe yXKacHoe) nporpamMmMncT-xakep Xmeet y Bac B gome.

B TpeTbnx: KOMNbIOTEPHbIE BUPYChI 3apa)kaloT TONbKO KOMNbIOTEP
N Hu4ero bonbLlue, NO3TOMY He Hafo 60ATbCA - Yepes KnaBuaTypy U
MbILLUb OHW He nepeaaroTcs. -




KoMnbromepHbie sUpycChbi

- MO KAACC NPOSPAMM CNOCOOHBIX K CAMOPA3IMHONCEHUIO U
camomooupurauuu 8 padéomarouieil 8bLIMUCAUMEAbHOU cpede U
68bI3blBAIWUX HedceaameabHble 011 NoAb3osameneil
deiicmeus.

/leilicmeus mo2ym 8blpaxcamuvCcs 8 HapyuweHUu pabomvl Npo2pamm,
8bl800e HA IKPAH NOCIMOPOHHUX CoOOWeHUll uau u3obpaxceHuil, nopue
3anuceil, ¢paiinos, ouckos, 3amedreHuu pabomuvt IBM u dp.




OcHoBHas TPYAHOCTb, BO3HUKAKLWAA MNMPU MOMbITKAX
A4aTb CTporoe ornpegejsieHne sMpyca 3akJjo4aeTcA

B TOM YTO NPAKTUYECKH BCE OTJIUYMUTEIIbHBIE YEPTHI BUPYyCA
(BHeZipeHUeE B JIpyrue 00bEKTHI, CKPHITHOCTD, IIOTEHIINAIbHAS
OIIACHOCTD U IIPOY.) JUOO0 IPHUCYIIH APYTUM IIpOTrpaMMaM, KOTOPbIE
HUKOUM 00pa30oM BUPyCaMU HeE SBJISIOTCS, INOO CYIIeCTBYIOT
BUPYChI, KOTOPBIE HE CO/IEPKAT YKa3aHHBIX BBIIIE OTJIUYUTETBHBIX
yepT (32 NCK/II0UEHUEM BO3MOKHOCTH paclpoCTPaHEeHUs).

S Hblﬁ' |
E3onAaC HErl




Knaccnpukauma KoOMNbIOTEpPHbIX
BUPYCOB

Bupychl MOKHO pa3e/iuTh Ha KJIaCChl IO CJIE]
IIpU3HaAKaM:

cpesia OOuTaHUA;
onepanonnad cucrema (OQC):;
0COOEHHOCTH aJIrOPUTMAa PAOOTHI;

JECTPYKTHMBHBIEC BOSMOKHOCTH.




T —
[lo CPEAE OBUTAHUA BUpyCh
MOXHO pa3ae/imTb Ha:

* (DalJIOBBIE;

* 3aTPy30YHBIE;
* MAKpO;

* CETEBBIE.




HanOoJiee PacpOCTPAaHEHHBIH TUII BUPYCOB), THOO0 CO3MATOT (haiiIbI-
TBOMHUKM (KOMIIaHBOH - BUPYCHI), JIUOO MCHOJIB3YIOT 0COOEHHOCTH
opraHusanuu ¢aiaoBoii cucteMsbl (link-Bupychr).

e 3arpy3o4Hble BUPYChI 3apakaloT 3arpy30UHbIe CEKTOPA JNCKOB
(boot-cexTop), 1n6Go r1aBHYIO 3arpy3o4Hyio 3amnuch (Master Boot
Record), 1160 MeHAIOT yKa3aTeslb Ha aKTUBHBIN boot-ceKTop.

 Makpo-BMPYCHI - PA3BHOBUJHOCTH (DaliJIOBBIX BUPYCOB
BCTPauBaloNiuecs B IOKYMEHTbBI U BJIEKTPOHHbIE TAOIUIIBI
MIOIYJIAPHBIX PEIAKTOPOB.

 CeTreBble BUPYCHI UCIIOJIB3YIOT JIsl CBOETO PACIIPOCTPAHEHM ST
IIPOTOKOJIBI UJIM KOMaH/Ibl KOMIIBIOTEPHBIX CETEH U 3JIEKTPOHHOU
IIOYTHI.

CymiectByeT 00JIBIIIOE KOJIMUECTBO COUETAaHUH - HAIIPUMED,
(paityioBO-3arpy304Hble BUPYCHI, 3apakaroliye Kak anjbl, TaK 1
3arpy304HbIe CEKTOPA AUCKOB. TaKkue BUPYChI, KaK MPABUJIO, UMEIOT
JIOBOJIBHO CJIOKHBIN aJITOPUTM PabOThI, YACTO MPUMEHSIIOT
OpUTHHaIbHbIE METO/bI IPOHUKHOBEHUS B CHCTEMY. /[pyro mpumep
TAKOT'O COYETAHUA - CETEBOU MAaKPO-BUPYC, KOTOPHIN HE TOJIBKO
3apakaeT pelaKTUPyeMble JIOKyMEHTbhI, HO ¥ PacChlIaeT CBOM KOIINH
10 3JIEKTPOHHOU IIOYTE.



saparkaemaa OlNEPALA
CACTEMA

BepHee, OC, 00beKTHI KOTOPOU ITO/IBEPKEHDI 3aPAKEHHIO, SBJISIETCS
BTOPBIM YPOBHEM JI€JIEHUA BUPYCOB Ha KJIACCHI.

Kaxxzpii1 (paniyioBBIN WJIN CETEBON BUPYC 3apakaeT (panjibl KAaKOU-
1160 ogHOM Mu Heckoabkux OS - DOS, Windows, Wing5/NT,
OS/2 u T.1. Makpo-BupychI 3apaskaioT ¢aiiabl popmaToB Word,
Excel, Office9?.

3arpy304Hble BUPYChI TAKXKe OPHUEHTHPOBAHbI HA KOHKPETHHIE
(opMaThl pacIoI0KeHNA CUCTEMHBIX JAHHBIX B 3arPy30UHbIX
CEKTOpax JIMCKOB.



Cpeau )
OCOBEHHOCTEU AITOPUTMA PABOTbI BupycoB

BblAEJTAIOTCA cAeAYIOLNME NMYHKTDbI.

* PE3UJEHTHOCTD;

* UCIT0JIb30BAaHUE CTEJIC - AJITOPUTMOB;

* caMOIIN(ppoOBaHUE U ITOJIUMOP(PUUYHOCTD;

* MCIIOJIb30BAHME HECTAHJAPTHBIX IIPUEMOB.




Mo AECTPYKTUBHbLIM BOSMOXHOCTAM
BUPYCbl MOXHO pa3ieuTb Ha

» 0e3BpeaHbIe, T.e. HUKAK He BIHAIONINE Ha paboTy KOMIIbIOTEpPa
(kpoMme yMeHbIlIIeHHA CBOOOHON NaMATH Ha JUCKE B pe3yJabTaTe
CBOET0 PaCIIPOCTPaHEHUA);

° HeOoIlaCHbIE, BINAHUE KOTOPbIX OTPAHUYNBAETCA
yMEHbBIIIEHHEM CBOOOTHOM ITaMATH Ha JUCKe U TpadUUYeCKUMU,
3BYKOBBIMU U IIP. 3(pPheKkTaMu;

e OIIaCHBIE BUPYCHI, KOTOPHIE MOTYT IPUBECTHU K CEPhE3HBIM
cb60sIM B paboTe KOMITBIOTEPA;

* OYE€HB OIIACHBIE, B AJITOPUTM PabOTHI KOTOPHIX 3aBEJOMO
3aJI0KEHBI IIPOLIEAYPHI, KOTOPhIE MOTYT IPUBECTH K IIOTEPE
IIpOTPaMM, YHUUYTOKHUTH JaHHEIE, CTEPETh HEOOXOAUMYIO JIJIsI
pabOTHI KOMITbIOTEPA HH(POPMAIIUIO, 3aIIMCAHHYIO B CHCTEMHBIX
00J1aCTAX IIaMATU




KaK roBopsat B MeamumHe 601e3Hb
Nierye npeaynpeamTtb, YEM NeYUTD.

4 Noura

:ﬁ Kanenpapob




AHTUBUPYCHbIE NPOrpamMMbl

° AHTHUBUPYCHBIE IIPOrPAMMBI IIpE€IHA3HAUEHBI JIJIA NIPEJOTBPAllleHUA 3apaKeHNUA
KOMIIbIOTE€PA BUPYCOM U JIMKBUAIUY IIOCJIEACTBUY 3apaKeHuA. B 3aBUCUMOCTH OT
Ha3HAYE€HUA U NPUHIINNA JIEUCTBUSA PA3JUYAIOT CIIEAYIOINEe aHTUBUPYCHbBIE
IIPOTPAMMBbI:

- CTOPO:Ka WIH AETEKTOPHBI — IIpeHa3HauUeHbI JiJIs oOHapyKeHUA GHaiIioB
3apa’KeHHbIX U3BECTHBIMU BUPYCAMU, UJIN MPU3HAKOB YKa3bIBAIOIIMX HA
BO3MO>KHOCTD 3apaKeHusl.

-  JXOKTOpAa — IpeaHa3HAYEHbI JIJIA OOHAPYKEHHUS 1 YyCTPAaHEHHs U3BECTHBIX M
BHPYCOB, YAAJISAsI UX U3 TeJia IIPOrPaMMbl 1 BO3BpaIilas ee B ICXOAHOE COCTOSHHE.
\I}an60ﬂee U3BECTHBIMHU IIpecTaBUTEIAMU sABAsSI0TCs Dr.Web, AidsTest, Norton Anti

irus.

- PeBHU30PbI — OHU KOHTPOJIUPYIOT YAA3BUMBIE U II03TOMY Harbosiee aTaKyeMble
KOMIIOHEHTBI KOMIIbIOTEPA, 3aII0MHHAIOT COCTOSHUE CIIy:KeOHBIX 00J1acTel U
daiinos, a B ciiyuae oOHApY:KeHU U3MEHEHUN cOO0IIAI0T M0JIb30BaTEIO.

-  Ppe3uJgeHTHbIC MOHUTOPHI WIH (PUIBTPHBI — IIOCTOASHHO HAXOAATCA B IIAMATH
KOMIIBIOTEpPA /1/1s1 OOHAPY>KEeHNU MOMBITOK BBIIIOJHUTh HECAHKIIMOHUPOBAaHHbBIE
JeucTBUA. B cirydae oOHapy»KeHUA NOJ03PUTEIBHOTO AEHUCTBUA BBIBOAAT 3aIIPOC
II0JIb30BATEJI0 HA OATBEPKAECHUE OlepaIuii.

-  BaKIHHBI — UMUTUPYIOT 3apakeHune (gaﬁHOB BUpycaMu. Bupyc Oyzer
BOCIIDMHHMATD UX 3aPA’KEHHBIMH U _He OyAeT BHeAPATHCA. Haille BCero NCIOIb3yITCA
Aidstest Jlosunckoro, Drweb, Dr.Solomon.



@ NPOAYKTOB MOXHO OTMETUTb, NPEeXKAE BCETO,
NaKkeTbl:

Norton Antivirus (Symantec),
Vims Scan (McAfee),

Dr.Solomon AV Toolkit (S&S IntL),
AntiVirus (IBM),

InoculLAN (Computer Associates)

» JIaGopaTropua Kacnepckoro.

JlaHHbIe IpOrpaMMHbBIE NPOAYKTHI OTBe4aroT TpeboBaHuAM ICSA,
OTCJIEXKMBasA 300 HauboJiee pacOpPOCTPAHEHHBIX U XOTA OBl 9 U3
Ka)KZIbIX 10 OCTaJIbHBIX BHUPYCOB, 00J1a/1al0T QYHKIUAMU IIPOBEPKU
Ha BUPYCHl U Y[AJIEHHWs] MX B PEAbHOM BDPEMEHW, OTKJIIOUEHUs
3apaKEHHBIX PabOUYUX CTAHIIMU OT CETU, ONpeesieHUs NCTOUHHUKA
3apa’keHus1, MPOBEPKU CXKAThIX (PaljIOB B peKUMaxX CKaHUPOBAHUSA
1 peaJIbHOTO BPEMEHH.

Kpome TOrOo, 3TH IIPOrpaMMBbl MO3BOJIAIOT IIPOBO/IUTH Yy/IAJIEHHOE
ckagupoBanme IIK ¢ Windows NT u BeayT eauHBIH KypHaJ
COOBITHI.
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NCTOYHUKU

o http://startnewlife.ru/wp-content/uploads/2011/09/virus.jpg
e http://gansik.ru/wp-content/uploads/2011/09/first computer virus 001.ipg
o http://www.mobile-inform.com/phones/edneo/qxz7047/WMyvirus/virus.ipg

o http://www.jagannath.ru/upload/iblock/fdo/virus.jpg

e http://sovetuyzeru.ru/wp-content/uploads/1086 picture of a weird
looking computer virus with three eves.ipg

e http://burnlife.ru/wp-content/76369ac5dc46.ipg

e http://imgis.nnm.ru/f/7/5/8/9/aeqc1748b28121e92bcs30cf4ee.jpg

 http://clip2net.com/clip/m10803/1275421068-clip-23kb.jpg

o http://sp.sz.ru/virusi .html

 http://www.google.ru/url?sa=t&source=web&cd=1&ved=0CBsQFjAA&
url=http




Cnacmo6o 3a BHMMaHue !




