NONTCHTEDHbIG BARYCH

ATHBIDYCHBIE TDOTpAMME

Pa6boTy BbINONHUNG :
yyeHuua NbOY COLL NelO
10 knacca

"'yceHkosa Mapus



KoMnbloTepPHbIE BUPYChI-

BHJI BPEJIOHOCHOI'O IMMPOTrPAMMHOTO 00ECIICYCHHUS,
CITOCOOHOTO CO3/1aBaTh KOMIMKU CAMOI0 Ce0s U

BHEAPATHCS B KO APYTUX MPOrpaMM, CUCTEMHbIE
00JIaCTH ITaMSITH, 3arPy30YHbIEC CEKTOPHI, 4 TAKKE
pPacpoCTPaHATh CBOM KOIMHU 110 Pa3HOOOPa3HbIM
KaHaJlaM CBS3M.




Llenb BMpyca

ABMAETCA HapyLUeHne paboTbl NporpaMmmHoO-
annapaTHbIX KOMIMIEKCOB:

* ynaneHue doamnos

* rnpnBeaeHne B HErogHoOCTb CTPYKTYP
pasMeLlleHNA JaHHbIX

* DnoknpoBaHne pPaboTbl NMNosfib3oBaTeNen

* ripyusegeHne B HeroaHoCTb aI'II'IapaTHbIX
KOMIMJ1eKCOB KOMIbKOTEPA ‘




[IpU3HaKM TOro, 4To

3adpPa3nii Ball KOMIbHOTEDP.

£ [MporpaMmmbl CTanu 3arpy»katbCa MeasieHHee.
45 annbl NOSABNSAOTCS UM UCHE3AIOT.

1‘_{ Pa3smep nporpammbl Unn o6beKTa N3MEHSAOTCS MO HEMOHATHBLIM
" MIPUYNHAM.

'fw Ha akpaHe noaBnseTca HeObbIYHbIN TEKCT Unn n3obpakeHns.
¢ ONeMeHTbl 9KpaHa BbIMAAAT HEYETKUMU, Pa3MbITbIMM.

1»'( Cam no cebe ymeHbLLaeTcsa ob6bem cBOOOOHOINO MecTa Ha KeCTKOM
Y OUCKe.

¢ KomaHgpl CHKPSK n SCANDISK Bo3BpalLaloT HEKOPPEKTHbIE
" 3HayeHus.

¢ VmeHa paiinos nameHaoTca 6e3 BUANMBIX NPUYUH.
¢ HaxaTns knaBuL conpoBOXAaTCA CTPaHHLIMM 3BYKaMM.
f% [ocTyn K >KecTKkoMy AMCKY 3anpeLLleH.



Kakue e OblBalOT BUPYCHI...

UepBb (nporpamma, KoTopasa genaeTt Konum camoun cebsi. Ee
BPE/ 3aKI04aeTCs B 3axXramiieHn KOMMbIOTePa, 13-3a Yero
OH Ha4YnHaeT paboTaTb MearneHHee.)

TposHcKas nporpamma (mackupyercs B Apyrux 6e3spenHbix
nporpammax. TpositHCcKasi nporpamMmma MOXeT HaHEeCTU pas3nnyHbIn yepob
Ons KomnbtoTepa. B OCHOBHOM TPOSAHbI UCMOSb3YIOTCS ANS KpaXu,
N3MEHEHUA UM yaareHnsa gaHHbIX. )




[1porpamMmmbl — LUMUOHbI (cobupatoT MHPOPMAaLMIO O AENCTBUSIX U

noBeaeHUN nonb3oBaTensa. B 0CHOBHOM UX MHTepecyeT nHdopMaLlns
(agpeca, naponn).)

30MOU (NO3BONSAOT 3MO0YMbILLIIEHHUKY Yp

KOMMbIOTEPOM Nonb3oBartend. KomneoTepbl — 30MbU MOryT
ObITb 00beAnHEHbI B CETb 1 NCNONb30BaTbCA AJ11 MacCOBOM
aTaky Ha cauTbl UK paccbinkn cnama. ['lonb3oBaTenb MOXeT
He JorafbiBaTbCH, YTO €ro KOMMNbTEP 30MONPOBaH U
NCNOJb3YETCA 3T0YMbILLITEHHUKOM. )




[Tporpammbl — ONOKUMPOBLUWKK (DaHHEPLI) (6rokupyet

NonbL30BaTesno 4OCTYN K onepaunoHHomn cucteme. [pu 3arpyske
KOMMbIOTEPA NOABAETCS OKHO, B KOTOPOM MOSfib30BaTeNii 00BMHSIOT B
CKaymBaHue HenuUeH3NOHHOro KOHTEHTa UMM HapyLleHne aBTOPCKMNX
npase. W nopg yrpo3on NonHoro yoaneHuns Bcex AaHHbIX C KOMMboTepa
TpebyloT oTOCNaTb CMC Ha HOMEpP TernedoHa Unn NPOCTO NOMOSHUTL ero
CYET.)

BpenoHocHasa nporpamma (Malware) (no6oe nporpammtoe

obecrevyeHne, co3gaHHoe Anst NonyvYeHns HeCaHKLUMOHMPOBAHHOIO
O0CTyna K KOMMNbIOTEPY M €ro AaHHbIM, C LESblo XULWEHUA MHdopMaLnm
NN HaAHeceHuto Bpeaa. TepMuH “BpegoHocHas nporpaMmma’ MOXHO
cunTaTb OOLLNM AN BCEX TUMOB KOMIMbIOTEPHbLIX BUPYCOB, YEPBEW,
TPOSIHCKMX NporpamMm 1 T4.)




Kak e 3alnTUTb CBOU
KOMMNbOTEP OT BUPYCOB?




AHTUBUPYCHbIE NpOorpamMmmabl-

nobaga nporpamma angd

OOHapyXeHUs1 KOMMNbIOTEPHbLIX BUPYCOB, a Takke HexenartesribHbIX (CYUT
aloLnxca BpeaoHOCHbIMI) NporpamMm

BOOOLLE 1 BOCCTAHOBIEHNSA 3apaXeHHbIX (MOaNPULMPOBaHHbIX) TaKUMN
nporpaMmmamMmu doansos, a Takke ans

npodunnakTnuKM — NpeaoTBpaLleHns 3apaxeHus (moandounkaumm) dpanno

B U onepawuu-OHHON CUCTEMbI BPE€AOHOCHBLIM KOOM.




Cxema OencTBum aHTUBUpPYCa:

* nouck B 6a3e aaHHbIx aHTUBUpYcHoro MO curHatyp BMPYCOB.

* eCnn HangeH MHOUUUPOBAHHbLIN Ko4 B NaMATU (OnepaTuBHON
n/Mnn NOCTOSIHHOW), 3anycKaeTcsl NPOLECC «KapaHTUHa», U
npouecc briokmpyetcs.

* 3aperncTtpupoBaHHas nporpamma obbl4HO yOanseT Bmpyc,
He3aperncTpupoBaHHaa NPOCUT perncTpaunm n octaBnset
CUCTEMY YA3BUMOMW.




Knaccngpunkauna aHTUBUPYCOB

BaKLIMHbI (nporpaMmbl, NpeaHasHaveHHble AN npeaoTBpaLleHus
3apaxeHust pannosB OT Kakoro-nmbo ogHoro, KOHKPETHOro BUpYyca.
BaKkunHbl NPUMEHSAIOTCA, €CNU OTCYTCTBYIOT NMPOorpamMmbl, CrocobHble
00e3BpeanTb JaHHbIN BUPYC.)

«[eTeKTopbI» NN «CKaHepbI» (NporpaMmsbl, KOTOPbLIE OCYLLECTBISAOT
MOUCK XapaKTepHOW Ans KOHKPETHOMO BMpyCa CUrHaTypbl, B onepaTuBHOM
namaTy KOMNbIOTEPA UMK B doannax Ha KeCTKOM AMUCKe, U Npu
oOHapy>XeHun, BblAalOT COOTBETCTBYHOLLIEE COOBLLEHME.)




«PeBn30pbI» (nporpaMmMbl, KOTOPbIE OTHOCATCH K CaMbIM HAOEXHBIM
cpencTteam 3awmTbl OT BUpYycoB. OHM NOCTPOEHbLI Ha NpUHLUMNeE,
obpaTHOM NPUHLMNY NOCTPOEHNA cKaHepoB. PeBM30pbl He 3HAKOT B NNLO
KOHKPETHbIe BMPYCbl, HO OHWN 3anOMMHAKOT MHGOPMAaLMIO O KaXXaoMm
KOHKPETHOM JTIOrM4eCcKoM AUCKE U MO N3MEHEHMIO 3TON MHGbOpMaLMN,
NO3BONAIOT HAEXHO OBHapyXMBaTb Kak N3BECTHbIE, TaK N HOBbIE,
Hen3BeCTHble BUPYChI.)

«CTOpOXKa» (Hebonblume peanaeHTHbIE NPOorpaMMbl, NPegHasHauYeHHbIe

ANt oOHapY>XeHUs NoJ03PUTENbHbIX AEACTBUN, BO3HUKAIOLLMX NPW
paboTe nonb3oBaTens Ha KOMMNbIOTEPE, U XapakTepHbIX A8 BUPYCOB.)




«MoHUTOPbLI» (M NPOrpamMmbl-PUNLTPLI) (AHTUBUPYCHLIE NPOrpaMmmsl,
OCHOBaHHbIE NO NpUHUUNY nonudara, n ncrnonsbayLmne angd
oBOHapyxeHnsa BupycoB 6a3y AaHHbIX UX CUTHATYpP. AHTUBUPYCHBLIN
MOHUTOpP pacnosfiaraeTca pe3angeHTHO B NaMsaTn KOMMbloTepa, U
NPoOBEPAET HA HaNM4YMe BMPYCOB TOSIbKO T€ NporpamMmmbl, Hag KOTOPbIMU
NPoOM3BOAUT Kakne-nnbo mMaHMnynaumm nonb3oBaTenb, Unm
orepaumoHHasi cmctemMa.)

«[Tonndarm» (nporpammsl, KOTopble CNOCOGHbLI Briaronony4YHo

yOoanuTb BUPYC N BOCCTAHOBUTb paboToOCNOCOBHOCTb UCMOPYEHHbIX
nporpamMmm.)

OBPUCTUYECKME aHANMN3aTOPbI (MporpaMMbl, BbIMOMHSAOLLME NOA

CBOWM KOHTPONEM, NpoBepsieMble NporpaMmbl U 0OHapyXusatoLLue
NENCTBUSA, XapakTepHble Ans BUPYCOB.)




Kakne e aHTUBUPYCHbIE
nporpamMmsbl BblOpaTb?

Ha cerogHAWHUN OeHb NepevYeHb AOCTYMHbIX
aHTMBUPYCHbIX NporpamMmm BecbMa oowmnpeH. OHu
pasnnyarTcd Kak no ueHe (oT BeCbMa gopormx ao
abcontoTHO becnnaTHbIX), Tak 1 N0 CBOUM
doyHKLUMOHabHbIM BO3MOXHOCTAM. Hanbonee mMoLlHbIe
(1 KaKk npaBuo, Hanboree goporne) aHTUBUPYCHbIE
nporpamMmbl NpeacTaBnaT cobon Ha camom gerne
nakeTbl cneymanm3mpoBaHHbIX YTUIUT, CMOCOOHbIX Mpu
COBMECTHOM MNX NCMNOMb30BaHMN NOCTaBUTb 3aCSIOH
NpakTU4Yecku rnodomy Buay 3noBpeaHbIX Nporpamm £,

NV



Kakne doyHKUMN OHU OOIMKHbI BbIMOSHATD:

CKaHI/IpOBaHI/Ie NnaMAaTn n cogep>KMmoro ANCKoOB,

CKaHI/IpOBaHI/Ie B peanbHOM peXnmMe BPEMEHU C MOMOLLIbIO
PE3NAEHTHOro MoAyns;

pacno3HaBaHme rnoBeAeHus, XxapakTepHOro Ans
KOMMbIOTEPHbLIX BUPYCOB;

6n0|<mp0|3|<a U/vnu yaaneHune BbiiBNEHHbIX BUPYCOB;
BOCCTaHOBJ'IeHI/Ie 3apaxeHHbIX UHPOPMAaLIMOHHbIX OO LEKTOB;

I'IpI/IHy,EI,I/ITeJ'IbHaFI NnpoBepKa NOAKIMIOYEHHbIX K
KOpnopaTMBHOW CETU KOMMNbIOTEPOB,

yuaneHHoe OOHOBNEHNE aHTUBUPYCHOIO MPOrpamMmMHOro
obecne4vyeHns n 6a3 gaHHbIX Yepe3 VIHTepHeET;

cpvmprauMﬂ Tpaduka VIHTepHeTa Ha NpeaAMET BbIABNEHUS
BMPYCOB B NnepegasaeMsbixX nNporpamMmmax U JOKYMeHTax;

BmeneHme noTeHuunanbHO onacHbIX Java-annneTos U
moayneun ActiveX,

BeneHme NPOTOKONMOB, coAepKallmx NHpopmMaLumto o

b COObITUAX, KacatloLUXCA aHTUBUPYCHOW 3aLLUMUThI.



Hanbonee mowHbIe n nonynsapHbie B Poccun
AHTUBUPYCHbIE NaKeThbl:

AHTneupyc NOD32

OuyeHb ObICTPO paboTatolasa aHTMBUPYCHasi nporpamma, 3doeKTUBHO
3awmuiarolias ot Bcex BUAoB BMPYCOB U "LLUNMOHCKNX" Nporpamm.
NOD32 obnagaet BcemMn BO3MOXHOCTSIMU, XapaKTepPHbIMN ONA
COBPEMEHHbIX CPEeACTB 3alnTbl KOMNbOTEPA, MPUYEM NO HEKOTOPbLIM
o4YeHb BaXkHbIM napameTpam NOD32 npeBocxoauTt abcostoTHOE
BONLLWMHCTBO NOMNYNAPHBIX @aHTUBMPYCHBLIX NPOrpamMm.




AHTUBUPYC KacnepcKkoro
AHTMBMpPYC Kacnepckoro - ogHa 13 nonynspHeuwnx n Handorsee
Ka4eCTBEHHbIX aHTUBUPYCHbIX NporpamMm. 3a CHeT crevumanbHOro
anroputMma paboTbl Y Hee 04YeHb BbICOKUM NPOLEHT onpeaeneHns
BUPYCOB, B TOM YUCIIEe U eLle He N3BECTHbIX.

KASPERSKY

ANTI-VIRUS
AHTUBMpYC Dr.\Web

[okTop Beb - ogHa 13 camMmbliX N3BECTHbLIX N MOMYNAPHbIX OTEYECTBEHHbIX
aHTUBUPYCHbIX Nporpamm. iIMeeTt aBpuUCTnYeCcKknin aHanmaartop,
NO3BOSIAIOLLMIA C DONbLLLIOW A0NEN BEPOATHOCTN OBHapyXMBaTb
HEN3BECTHbIE BUPYCHI. N3




Norton AntiVirus
Norton AntiVirus - ogHa U3 camMblX N3BECTHbLIX B MUPE aHTUBUPYCHbIX
nporpamm. [ponssognTcs amepukaHCcKon KomnaHnen Symantec.
[aHHbLIN aHTUBMPYC HAaxoauT 1 yaanseT BUPYCbl U NporpamMmbl-LUMUOHDI,
aBTOMaTU4YECKN ONOKNPYET NPOorpaMmbl-LLMNOHBLI, HE MO3BOMSET
paccblnaTbh 3apaXeHHble NMcbMa, aBTOMaTUYECKM pacno3HaeT U
BrIoKMpYET BUPYChI, NPOrpamMmMbl-LLUMNOHLI N TPOSIHCKME KOMMOHEHTHI,
oOHapy>XMBaET yrpo3bl, CKPbITbIE B ONEPaALMOHHON CUCTEME, BbIMOMHAET
JOYHKUMIO 3aLUUTLI OT MUHTEPHET-4YepBen, PYHKLNIO NPOCMOTPa
9NEKTPOHHOMN MOYTHI.

’ symantec.
N rton

Panda Antivirus
Panda Antivirus genaert 3awuTty Bawero 'K makcumanbHO NpOCTOW:
aHTUBMPYC aBTOMAaTUYECKM DIIOKUPYET U YHUUTOXKAET BCE TUNbI BUPYCOB U
LUMMOHOB, TaK YTO MOXHO Mosib3oBaTbCA VIHTEPHETOM U 3NIEKTPOHHOM
noyTon 6e3 pucka anst 6e3onacHoCcTn.




McAfee VirusScan AsaP

McAfee VirusScan AsaP - cpeacTtBo 3awmThbl OT BUPYCOB,
npeacrasnalowee cobon yoobHoe pelleHne ans Bcex rnosib3oBaTernen
NepCoOHarnbHbIX KOMMbIOTEPOB, XXenalwWwmX CHATb C ceba bpems 6opbObI C
BUpycamun. HoBasa Bepcua 9TOro aHTUBMpyca 3almiaeT oT aHTUBMPYCHbIX
aTaK He TONbKO HACTOSbHbIE KOMMbIOTEPBI, HO U CEPBEPDI.

U McAfee
AHTMBMPYC Avast!

AHTmBMpyc Avast! cogepXmtT Bce BO3MOXHOCTHN, KOTOPble HeobXxoauMbl
npodeccnoHansHON aHTMBUpPYCHOM rnporpamme. OH MEET NMPoCTomn
NonNbL30BaTEeNbCKUMN MHTEPdENC, NnoaxoasaLmn Ansd HOBMYKOB UMK
HEeONbITHbLIX NOfb30oBaTenemn, OH TaKkke UMeeT pacLIMPEHHbIN NHTepdenc
(oocTtyneH Tonbko B Bepcun Professional Edition), koTopein gaer
BO3MOXXHOCTb MNosib3oBaTento, obpawlaTbecsl K 1todon HacTpouKke u
NOMNHOCTbLI KOHTponuposaTb Avast!




AAII(A AA RAlIIIILIAILILL

"lNpeseHTauns noarotToeBneHa Ans KoHKypca
"MHtepHewwka" hitp://interneshka.org/"




