TeMma 5. KoMmnbroTepHbie BUPYChbI
M aHTUBUPYCHbIE NPOrpaMmmbl




TepMNH «KOMMbIOTEPHbLIN BUPYC»

Brnepsblie ynotpebun coTpyaHuk Jlexanckoro
yHuBepcuteta (CLUA) ®.KosH B 1984 r. Ha 7-U
KOHepeHunn no 6e3onacHOCTN nMHdpopmauum,
npoxoaumslien s CLUA.

C Tex nop npowJsio HeMano BpeMeHn, ogHaKo
CTPOroro onpeneneHns, 4To Xxe Takoe
KOMMbOTEPHbIN BUPYC, TaK U HEe AaHO,
HEeCMOTPS Ha TO, YTO NONbITKU AaTb TakKoe
ornpeaeneHne npeanpuHMManmncb
HEeOAHOKpPAaTHO.




KoMnbloTepHblie BUPYChbI

KoMnbloTepHbIe BUPYCbI -_3TO KJlacc
NporpamMM CnoCoObHbIX K CAMOPA3MHOXXEHUIO U
camomoamnpukaumm B paboTarouien
BbIUMNC/INTENIbHOWN Cpefe M Bbl3bIBAKOLWMNX
He)XenaTesbHble AN Nosib3oBaTeNnen 4ENCTBUS.
[1encTBmnsa MOryT BbipaXXaTbCs B HapyLUeHUmn
paboTbl MporpamMM, BblBOAE Ha 3KpaH
NOCTOPOHHMX coOobLWEHUN nnn n3obpaxeHuu,
nopye 3anunceun, doannos, ANCKOB, 3aMeas/IeHnNn
paboTtbl 2BM u ap.




KpaTkasa ncropmsa BpeaAoOHOCHbIX
nporpamMmm

0 [lepBble BpeAOHOCHbIE NporpamMMmbl NOABUINCE Yepes
HEeCKOJ/1bKO J1eT Mocsie nosiBAeHnsa nepcoHanbHbIX
KoMnbloTepoB cepuun IBM PC. 3To cnydymnnocb B Havane
80-x rogos asaguatoro eeka. K 2005 roay BpeaoOHOCHbIX
nporpamMm 3aperncrtpupoBaHo yxe 6onee 100000.

1 OcHoOBHas Macca KOMMNbIOTEPHbIX BUPYCOB - 3TO TaK
Ha3blBaeMble CTyJEeHYECKNE BUPYChI.

NX NULIYT CTYAEHTbI-NMOAPOCTKN, U3ydarLlime
nporpaMMmMpoBaHmMe Ha KoMnbtloTepe. OHM AenatoT 3TO B
bopMe Urpbl Ana camoyTBepxaeHus. Yacto Takume
BUPYCbl TONbKO M3A4A0T pa3Hbie 3BYKU, BUAE0I(] D eKThI,
TOpMO34T paboTy kKoMnbloTepa. ONacHOCTb CTYAEHYECKNX
BUPYCOB B TOM, YTO B HUX MHOro owmnbok. MoatoMy mnx
BO3/1ENCTBME Ha KOMMbIOTEP MOXET ObITb
HenpeaBUAEHHbIM,




Hauyano nytwm

Te, KTO Hayan pabotaTtb Ha IBM-PC B cepeagunHe
80-x, He 3abblnn NoBasbHYO 3NUAEMUIO
BMPYCOB. byKBbI CbINMasCb Ha 3KpaHax, a
TOJINbI NOJSIb30BaTENEN HECNCh K
crneumannucTam rno pemMoHTy Aucnnees (cenyac
BCe HaobopoT: BUHYECTep CAOX OT CTapoCTH, a
BaNISIT HA HEU3BECTHbIN NepefoBON HayKe
BMPYC). 3aTeM KOMMbIOTEP 3aurpan
yy>ke3eMHbI TMMH «Yankee Doodle», HO
YAHUTb AMHAMUKUN YXKEe HUKTO He bpocuscs -
o4yeHb 6bICTPO pa3zobpanmnch, YTO 3TO - BUPYC,
Aa He OAMH, a uenbli OEeCATOK.




Tak BUPYCbl Hayanun 3apaxatb pannbl. Bupyc «Brain» u
CKauyyLMM No 3KpaHy wapuk empyca «Ping-pong»
o3HaMmeHoBanu nobeny supyca u Haa Boot-cekTtopoM. Bce
3TO O4YeHb He HpaBWJIOCb Nonb3oBartenam IBM-PC, u -
NOSABUINCL NpOTUBOAANA. [1epBbiM @aHTUBUPYCOM 6blil
oTeyecTtBeHHbIM ANTI-KOT: 310 nereHgapHbin Oner KoTuk
BbIMYCTW/1 B CBET NepBble BEPCUN CBOEN MPOrpamMmel,
KOTOpas yHM4YTOXana uenbix 4 (4eTblipe) Bupyca

(amepukaHckmmn SCAN nossBUNCHA y Hac B CTpaHe HECKOJIbKO
nosgHee).




NMonmMmopdusMm - MyTaumsa BUPYCOB.
[lepBbIN MNOJIMMOPPUK-BUPYC NOSABUSICA B
Hadane 90-x rogoB. K cyacTbio, NepBbIn
MtE-BMpyC He nonan B «XXUBYIO nNpupoay»
M He Bbl3Bana aNMAeMmnun, a paspaboTumkm
AHTUBUPYCHbIX NporpamMMm, COOTBETCTBEHHO,
MMesIn HEKOTOPbIX 3anac BpeMeHun Ans
NOAMOTOBKU K OTPa>XeHU HOBOW HaMacTw.




3a npepenbl DOS. B koHue 1992 roga nosaBuics nepebin
Bupyc ana Windows, oTKpbIBLLNN, TaKUM 06pa3oM, HOBYIO
CTpaHuLy B UCTOpUKN BUpyconmcaHmnd. Hebonblioro pasmepa
(meHee 1K), coBepuweHHO 6e3BpeaHbIn N HEPE3UAEHTHbIN
BMPYC BMOJIHE NPAMOTHO 3apaas BbIMNOJIHAEMble panbl
HoBoro dgopmata Windows (NewEXE) n cBouM nosiBieHnem
npobun ansa supycos okHO B Mup Windows.

Yepe3 HeKoTopoe BpeMs nossBuancCb Bupycol ansa 0OS/2, a B
aHBape 1996 - n nepebin BUpYyC ana Windows95. Konb ckopo
BCce cyuwecTteyowme DOS-npunoxeHus 6yayTt 3aMeLleHbl nx
aHanoramu ansa Windows, Win95 un 0S/2, npobnema DOS-
BMPYCOB COMAET HA HET U OCTaBUT nocse cebda nuilb
TeopeTUYeCKnim nHTepec Ansa KoOMMbOTEPHOro counyma.




nuaeMusa Makpo-Bupyca. [oa 1995-un, aerycr.
Bce nporpeccuBHoe 4yenioBe4vyecTtBo, KOMMNaHUS
Microsoft n bunn N'entc NMYHO NpPa3aHYOT BbIXOA
HoBOW onepaunoHHon cuctembl Windows95. Ha
doHe WYyMHOro Top>XecTBa NMpakKTU4Yecku
He3aMe4yeHHbIM NpoLU0 coobuieHne o NnosiBAeHNN
BMpPYyCa, UCNoJsib3yowero npuHUMnmaibHO HOBbIE
MeTOoAbl 3apa)XeHus, BUpyca, 3apaxarlLlero
nokymeHTbl Microsoft Word.




1 O O [

OTAanunTtenbHbIMU 0CO6EHHOCTAMM
KOMMbIOTEPHbIX BUPYCOB SABNAIOTCA:

ManleHbKUN 0bbeM;
CaMOCTOATENbHbIN 3aMycK;
MHOMOKpaTHOE KonmpoBaHue Koaa;

co3aaHne noMex AJid KOppeKTHOW
paboTbl KOMNblOTEPA




1 O O [

Knaccndumkaumsa KOMMNbOTEPHbIX BUPYCOB
BUpyCbl MOXXHO pa3AesnTb Ha KNAaccChbl Mo
cneayrowmM OCHOBHbBIM NMPU3HaKaM:

cpena obnTaHug;

onepaunoHHasa cuctema (OC);
ocobeHHOCTMN anroputMma paboThbl;
NeCTPYKTUBHbIE BO3MOXHOCTMU,




[To CPEAQE OBUTAHWA Bupychl
MO>XHO pa3aefinTb Ha:

[0 dausioBblE;
[0 3arpy304Hble;
[0 MaKpo;

] ceTeBble.




dannioBble BUPYCbIl 3apaxatloT BbINONHAEMbIe dannbl (3TO
Hanbosiee pacnpoCcTpaHeHHbIN TN BUpPYCcoB), b0 co3patoT
dannbl-4BONHNKN (KOMMNAHbOH-BUPYChbI), IMO0 NCNOMb3YIOT
0cobeHHOCTU opraHusaunn pannoson cucrtembl (link-supycol).
3arpy3o4Hble BMPYCbI 3apaXatoT 3arpy304Hble CeKTopa
anckos (boot-cekTop), NnMb0O rnaBHy 3arpy304Hyto 3anmcb
(Master Boot Record), nmbo MeHSAOT yKa3aTe/lb Ha aKTUBHbIN
boot-cekTop.

Makpo-BUPYCbl - PAa3HOBUAHOCTb (Pan/10BbIX BUPYCOB
BCTpanBaowWwmecs B AOKYMEHTbI U 3J/IeKTPOHHble Tabnuubl
NoNynsaApHbIX peaakTopos..

CeTeBble BUPYCbI NCMNOJb3YIOT A1 CBOEro pacrnpocTtpaHeHus
NPOTOKOblI NN KOMaHAbl KOMMbIOTEPHbIX CETEN N SNEKTPOHHOM
NOYThl.




3apaxaemad ONEPALULNOHHAA CUCTEMA
(BepHee, OC, 06BbeKTbl KOTOPOU NMOABEPXKEHDI
3apaXXeHut) SaBSISeTCa BTOPbIM YPOBHEM AeleHuns
BMPYCOB Ha KJ/1acchl.

Ka>xabl danioBbIN NN CETEBOUN BUPYC 3apakaeT
dannbl Kakon-nnbo ogHOM UM HecKoJibknx OS -
DOS, Windows, Win95/NT, OS/2 n 1.4.
MaKpo-BUpYChl 3apaxatT dannbl popmatos Word,
Excel, Office97.

3arpy3o4Hble BUPYCbl TakK)XXe OpUeHTUPOBAaHbI Ha
KOHKpeTHble popMaThbl pacrnosioXXeHUs CUCTEMHbIX
AaHHbIX B 3arpy304HbIX CEKTOpaX AUCKOB.




Cpeay OCOBEHHOCTEUW AJITOPUTMA
PABOTbI B1pyCcoOB BblAeNATCS
cnenyrlwme nyHKThbI

[] pe3uaeHTHOCTb;
(] WUCMoJ1b30BaHMe CTeNC-aJiropuTMoOB;

] CaMOoWn@poBaHMNeE “
MOJIMMOPMUNYHOCTDb,

[] MCNOJSIb30BaHME HEeCTaHAaPTHbIX
NpUEMOB.




PESUAEHTHDbIU BupycC

PESUAEHTHbIU BUPYC Npn MHPULMNPOBAHUM
KOMMbIOTEpPA OCTABMISET B ONepaTuBHOMN NaMSATH
CBOIO pe3naAeHTHY 4YacCTb, KOTOpaa 3aTem
nepexsaTbliBaeT obpalleHns onepaumoHHOMU
CUCTEMbl K 06beKTaM 3apaXXeHnd n BHeapseTCH
B HMUX. Pe3naeHTHbIe BUPYCbl HAXoAATCA B
NaMATUN N ABNAOTCA aKTUBHbIMU BNNOTb A0
BbIK/TIOYEHNA KOMNbIOTEPA UMK Nepe3arpys3ku
ornepaunoHHON cnucrteMbl. HepesanaeHTHbIe
BMPYChbl HE 3apa)alT NaMATb KOMMNbIOTEPA U
COXPaHSAT aKTUBHOCTb OrpaHNYEeHHOEe BpeM4.




Ncnonb3oBaHne CTEJIC

Ncnonb3oBaHune CTEJIC - anroputmMoB
NO3BOJIAET BUPYCaAM MOJIHOCTbIO UM YaCTUYHO
CKpbITb ceba B cucrteme. Hanbonee
pPacnpoCcTpaHeHHbIM CTesNC - aropuTMOM
aBnseTca nepexeat 3anpocoB OC Ha
yTeHmne/3anucb 3apaxeHHbIX 06bEKTOB.
Crenc-supychbl npn 3ToM 6o BpeMeHHO neyaT
nx, Tn6o «nNoACTaBAAOT» BMeCTo cebs
He3apaXXeHHble YYaCTKU MHpopMaLnu.




CAMOLLMNPPOBAHMUE «
NOJIMMOPOUYHHOCTD

NCMOJIb3YOTCA NMPaKTUYECKU BCEMU TUMAMU
BUPYCOB AJ19 TOro, Yto6bl MAKCMManbHO
YC/IOXXHUTb Npoueaypy AeTEKTUPOBAHUS
BUpYCa.

NonumMmopduk - Bupychl (polymorphic) - aT1o
AOCTATOYHO TpyAHO O6HaApy>XUMble BUPYCbI, HE
nMeruwne CUrHaTyp, T.e. He coaepXxalme HU
OAHOr0 NMOCTOSAHHOIO y4acTKa Koaa.

B 6onblUMHCTBE ciydaeB ABa obpa3ua o4HOro u
TOro Xe noIMMopMuK - Bupyca He 6yayT UMeTb
HW OQHOro coBnageHuns. OTO AOCTUraeTCH

MOoANPUKAUNSAMU NMPOrpaMMbi-paclUin@poBLLMKa.



[To AECTPYKTUBHbIM
BO3MOXXHOCTAM BupycCbl MOXHO
pa3aennTb Ha:

6e3BpepaHble, T.€. HNKAK He BAMAOWME Ha paboTy
KoMnbtloTepa (KpoMe yMeHblleHUs cBo60AHOM NaMATU Ha
ONCKe B pe3y/ibTaTe CBOEro pacrnpocTpaHeHus);

HeonacHble, B/INSIHWE KOTOPbIX OrpaHNYMBaETCS
yMeHblueHneM cBoboaHOW NMaMATN HA AUCKE U
rpauyecKknuMmn, 3ByKOBbIMU U Np. 3P PeKTamMm;

OnacHble BUPYCbI, KOTOPblE MOIyT MPUBECTU K CEPbE3HbIM
cbosM B paboTe KoMnbtloTEPA;

O4YeHb OMNacHble, B a/IrOPUTM paboTbl KOTOPbIX 3aBEAOMO
3a/10>kKeHbI NMpoLeaypbl, KOTOpble MOFYT MPUBECTU K NOTEPE
NpoOrpaMMm, YHUUTOXNUTb AaHHble, CTepeTb HEOOXOANUMYIO ANS
paboTbl KOMMNblOTEPA MHAMOPMALIMIO, 3aNNCAHHYIO B
CUCTEMHBbIX 061aCTAX NaMAaATH, U Aa)Xe, Kak rnacut ogHa m3
HENPOBEPEHHbIX KOMMbIOTEPHbIX SiereHa, cnocobcTBoBaThb
6bICTPOMY U3HOCY ABUXYLLUMXCHA YacTel MeXaHU3MOB -
BBOAMTb B PE30HAHC U pa3pyllaTb rOIOBKM HEKOTOPbIX
TUMNOB BMHYECTEPOB.




Boot-Bupychl

[Mpwn 3arpy3ke onepaumMoHHON CUCTEMbl KOMMbIOTEP MOXET
CaMOCTOSATENbHO NPOYNTaTb TONIbKO HyneBon Boot-
CeKTOp ANCKETbI UNnN BMHYecTepa. CuMTaHHasa oTTyAda
nporpaMMa 3aTeM MOJSIHOCTbIO YNpaBAsAET 3arpy3Komn
onepauuoHHoOM cuctemMbl. B Boot-cekTop A0oCTaTOUHO
rPAaMOTHO BNMCaTb HECKOJIbKO KOMaH, Bbi3blBaOLLMNX
Ha BbIMOJIHEHNE BUPYC, PACMO/IOXKEHHbIN Ha
BUHYecTepe KoMnbloTepa. U Toraa npu Ka)aom
3arpy3ke ornepaunoHHOW CUCTEMbI B NaMATH
KOMMblOTEpPA YXe byaeT HaxoamnTbcsa Boot-Bupyc.

Ans 6opbbbl ¢ Boot-BupycamMmun B yCTaHOBOYHbIE
napameTpbl KoMnbtloTepa (Setup KoMnbloTEpPA) BBEMU

3anpeT 3arpy3kun ¢ AUCKeTbl 1 3anpeT peaakTUupoBaHUS
Boot-cekTopa BMHYecTepa.




Ncuxonornyeckue BUpPycChl

EcTb n HecTaHAapTHblE CNocobbl HAHECEHUS Bpeaa UYyKUM
KoMnbloTepaM. He o653aTenbHO yMeTb NporpaMMnUpoBaTb BUPYCHI.
Nepuoanyeckn no 3NEKTPOHHOM MoYTe NPUXOAAT JIOXKHbIE
npeaynpexaeHnsa o BUPYCHbIX aTakax. B Hux 3anyrueatoT
NOsIBIEHMEM HOBOIO CTPALLHOIro BMUpYyca.

NHorga aBTOpbI CTPALUMIOK OCTAHAaB/AMBAKOTCS HA 3anyrmBaHUAaX.
Ho nHoraa coseTytoT ansg 6opbbbl C BUPpYCOM yaanuUTb OANH NN
HecKo/bKO hannosB Ha BaweM koMmnbloTepe, rae "npadercs” Bupyc.
Ho ecnun Bbl nocnepyete nx coBeTy, TO CBOMMU pyKaMu BbiBeadeTe
CBOM KOMMbIOTEP M3 CTPOS. Haule BCero oH NpoCTo nepecraHeTr
3arpy>aTtbcsl. PaccuntaHbl 3TV CTpaWWUIKK Ha t04en, KOTopble
HeaaBHO MOAKNOUYNINCE K ceTU UIHTepHeT U elwé He yBepeHbl B
CBOUX AENCTBUSAX.

[pyron pacnpocTpaHéHHbIN crnocob obMaHa - 3TO JIOXHble NMUCbMa
OT aAMUHUCTpaumm nposanaepa. B aTux nncbmax ob6bIYHO
coobuaeTcs 0 peopraHmsaunm paboTtbl UK 0 cO60AX Ha cepBepax
nposanaepa, n Bac npocaTt coobwmTb CBOU JIOFMH U Naposb, NnoAa
KOTOpbIMWU Bbl BbixoanTe B VIHTepHeT. TakmMM cnocobom BOpPYIOT
naponu.




MouTOBbIE YEepBMU

B HacToswee BpeMsa 90% BpeaAOHOCHbIX M BUPYCHbIX NporpamMm
MPOHMKAIOT Ha KOMMNbOTEPLI N3 CETU VIHTEPHET C 3N1EKTPOHHbIMU
NMCbMaMn N BO BpPeMS MoceLlleHns CanTos.

[Mo4TOBbLIN YepBb - 3TO BpeAOHOCHAas nporpamMma, Haxoasauwascs B
danne, npucoeAMHEHHOM K 31IEKTPOHHOMY MUCbMY. ABTOPbI YepBS
BCAAYeCKM nobyxkaatoT Bac 3anyCcTnTb Ha BbIMNOJIHEHME
NpUCoeanHEHHbIN ann ¢ BUpyCcoM. Ero MackupyoT rnog HOBYIO
nrpy, obHoBneHmne nonynsspHbIX nporpamMmm (B TOM 4yucne,
HanpuMep, noa obHoB/EeHUE aHTUBUPYCHON NPOrpaMmel),
doTorpadpum u Tak ganee. B xoa naet Bcé. BnnoTb A0 pacyéTa
LUNPUWHBI NONS, B KOTOPOM NMOYTOBas NporpaMMa rnokasbiBaeT NMMEHa
NPUCOeANHEHHbIX dannos. nnHy nmeHn dpannia noabupatoT Tak,
4yTOo6bl OHA He noMelwanacb NMOJHOCTbIO B 3TOM nosie U He 6bIS1o
BUAHO UCTUHHOro pacwunperus danna "EXE" nnmn "COM". A B
BUAMMOM 4aCTU NoNd NpUCoeanHEHHbIN dana MOXET MMETb JTIOXKHOe
paclwnpeHne, COOTBETCTBYOLWEee rpadpnyeckomMy, 3ByKOBOMY U/
TEKCTOBOMY haunny.




NMporpaMMbI-LLUMNOHDI
(TpOSSHCKME KOHMN)

OO6bIYHO LUMMUOHCKKE MPOrpamMMbl - 3TO KOMMEpPYECKMUE
NpoOrpaMMbl OYEHb BbICOKOIO KayecTtBa M 60/bLLION
C/JIOXXHOCTU. YacTo OHM HanpaBJ/iEHbl Ha NoAy4YeHue
CEKPETHOM MHpOpPMaLKMN O KoAax 3NEKTPOHHbIX 6@HKOBCKUMX
KapTo4yek. [porpaMma-LINMOH He A0J/1KHa cebs
obHapy>xunBaTb B KoMnbtloTepe. OHa A0/IKHA OTCNEXMBATb
MOMEHT BbIX04a KOMMbloTepa B MMHTEPHET U MO BO3MOXHOCTH
HE3aMEeTHO nepenaBaTbh AAaHHbIE CBOEMY XO3SIMHY.

[MlporpamMMa-wWwnMoOH MOXeT MMeTb PYHKLUN YnpaBJieHNS
KOMMNbOTEPOM. Toraa no KoMmaHgaM X03siMHa, NnoJsly4yaeMbiM
BO BpeMsl CeaHCOB CBSA3M C HTEepHEeT, WMNMOH MOXET
nepenaBaTtb B IHTepHeET Kakme-To annbl ¢ Bawero
KOMMNbKOTEPA WM MHTEPECYIOLYIO ero Xo3siMHa MHdopMauuio
0 BaweM KoMnbloTepe.




CTpykTtypa  PpyHKLMOHUpPOBaHUe
AQHTUBUPYCHbIX NporpaMmm
(Tnbl aHTUBUPYCHbIX NporpamMMm):

AHTUBUPYCHbIA MOHUTOP

MoHuTop paboTaeT B KOMMNblOTEpPE NMOCTOSAHHO. OH
OTCNEeXUBaeT cUTyaunun, Npm KOTOPbIX MOXET
NPOU30OUTM 3apakeHne KoMnbloTepa BMPYCOM. ITO
3aMnycK rnporpamMM Ha BblINoJIHEHUe, obpalleHnsa K
ONCKaM C uenblo MmoanpuumposaTtb @annbl, OTKpbITUE
NPUNOXKEHUN K DJIEKTPOHHbBIM MMCbMaM, 3arpyska
nporpamMm n ansos n3 cetn MHTepHeT U ToMy
noaobHole gencremnd. O6bIYHO aHTUBUPYCHbIA MOHUTOP
MO>XHO HacTpaunBaTb, BKAKOYASA U OTKJIIOYAs passiMyHble
€ro BO3MOXHOCTMU.




AHTUBUPYCHDbIN CKaHep

AHTUBUPYCHbIN CKaHep npeaHa3sHavyeH Ang
NpoOBEepKN ornepaTMBHOM NAaMATU U ANCKOB
KOMMbOTEPA Ha Hann4vme Bupycos. B
HAaCTpoOMKaxX aHTUBUPYCHOINO CKaHepa MOXHO
yKa3sblBaTb, Kakme Tunbl pamnnos, apxmeos, 6a3
XPaHEHUS 2JIEKTPOHHbIX MNCEM HYXHO
NpoBepsTb BO BpeMs aHTUBUPYCHOIO
CKaHMpOBaHUA.




Monmgparn — camble yHnBepcalsibHble U 3D PEeKTUBHbIE
aHTUBUPYCHble nporpamMmel. [poBepsaoT pansbl,
3arpy3o4Hble cekTopa amckosB 1 Oll Ha NMOUCK HOBbLIX U
HEN3BECTHbIX BUPYCOB. 3aHMMAOT MHOIro MecTta, paboTatoT
He 6bICTPO

PeBun3opbl — NpoBepPAOT M3MeHeHne AInHbl panna. He
MOryT 06Hapy>XuTb BUPYC B HOBbIX pannax (Ha AuckeTax,
Npu pacnakoBke), T.K. B 6a3e AaHHbIX HET CBeAEHUN O 3TUX
dannax

broknpoBLWHNKHN — CNOCOOHbLI 06HAPY>XXUTb M OCTAHOBUTDL
BMPYC Ha CaMOW paHHen ctagunun ero passuTtunsa (Npuv 3anmcu B
3arpy304Hble CeKTopa ANCKOB). AHTUBUPYCHbIE
6nokmnpoBWMKN MOryT BXxoauTb B BIOS Setup




3almTa OT KOMNbIOTEPHbIX
BUPYCOB

OCHOBHbIMU MEpaMN 3alllnTbl OT BNPYCOB CHNTAKOTCH.

[ pesepBupoBaHue (konnpoBaHue FAT, exxeaHeEBHOE
BeJleHne apXmMBOB U3MEHEHHbIX (PaNJIoB);

0  npodwunakiunka (pasaenbHoe XpaHeHne BHOBb
NO/TYYEHHbIX MPOrpaMM M 3KCMJIyaTUPYIOLWMXCS,
XpaHeHne HEUCMOoNb3yeMbIX NMPOrpaMMm B apxmBax,
MCNO/b30BaHMeE cneunanbHOro AnMcKa Ang 3anucu
HOBbIX MPOrpamMm);

0 peBusnga (aHann3 BHOBb MOJIYYEHHbIX NporpaMm
crneunanbHbIMK CpeaCcTBAMMN U UX 3aNyCK B
KOHTPONMPYEeMOU cpene, cucTeMaTnyeckas npoBepka
BOOT-ceKkTOpa UCMoJib3yeMbIX ANCKET N COAEPXUMOro
CUCTEMHbIX @annosB (npexae Bcero command.com) v

ap.),;




OCHOBHbIMW MEpPaMMn 3alLMTbl OT BUPYCOB
CUYMTAIOTCA:

dunnbTpaumnsa (MCnonb3oBaHMeE crneunanbHbIX
CEePBUCHbIX NporpamMm Ans pasbreHuns AMcka Ha 30Hbl
C YCTaHOBJ/IeHHbIM aTpnbyToM read only,);

BakLMHaLKMA (cneynanbHaa obpaboTka painos,
ONCKOB, KaTaloros, 3anyckK creunasbHbliX
PE3UAEHTHbLIX MPOrpaMM-BaKLUMNH, UMUTUPYIOLLMNX
coyeTaHue yCcnoBUMN, KOTOPble NCMNOJIb3YIOTCA AAHHbIM
TUMNOM BUPYyCa ANga onpenesieHnsl, 3apa)eHa yxe
nporpamMmma, amck, 2BM mnnun HeT, T.e. o6MaHbIBalOLWMNX
BMpPYC);

neyeHune (Ae3akTnBaLUO KOHKPETHOIoO BMpyca C
NOMOLLbIO CNeunanibHOW NporpaMmmbl UK
BOCCTaHOBJIEHMNE NepBOHAYaSIbHOr0O COCTOSAHUS
nporpamMMm NyTeM yaaJIeEHUS BCEX IK3EMMISAPOB BUpPYyCa
B Ka)XXAOM M3 3apa)>XeHHbIX (ansioB Nam ANCKOB).




AHTUBUPYCHbIE NpOrpaMmmbli
npeaHa3sHayeHbl And npeaorBpalleHuns
3apaXxeHns KoMnbTepa BUPYCOM U
NMMKBUMAaUNMN NOCNeaCTBUN 3apaXXeHUs.




B 3aBMCMMOCTM OT Ha3Ha4YeHUsa U NpuHUMNa
ANEeNCTBUSA pa3inyaloT cneayroume
AHTUBUPYCHbIE NPOrpaMMbl:

[0 CTOpPOXa WU AEeTEeKTOPbI —
npeaHasHauveHbl A58 obHapyXxXeHus panos
3apa)>XeHHbIX U3BECTHbIMWU BUPYCaMu, NUnun
NPU3HAKOB YKa3bIiBaloWMX Ha BO3MOXHOCTb
3apa)xeHu4.

0 AOKTOpa — npeaHa3HayveHbl A
obHapy>XeHns U ycTpaHeHNs U3BECTHbIX UM
BMPYCOB, yaasnisis UX U3 Tena nporpamMmmbl U
BO3Bpallas ee B UCXOAHOE COCTOSHUe.
Hanbonee nm3BeCcTtHbiMM NpeacTaBUTENIAMU
{I/I_BJ'IFIPOTCFI Dr.Web, AidsTest, Norton Anti

irus.




B 3aBMCMMOCTM OT Ha3Ha4YeHUsa U NpuHUMNa
ANEeNCTBUSA pa3inyaloT cneayroume
AHTUBUPYCHbIE NPOrpaMMbl:

0 peBuU3Oopbl — OHN KOHTPOIMPYIOT YA3BUMbIE U MOSTOMY
Hanbonee atakyeMble KOMIMOHEHTbl KOMMbIOTEPA,
3aMOMMHAIOT COCTOSIHME cny>XebHblXx obnacten m
dannos, a B c/iyyae obHapyXeHns n3MeHeHuin
coobLWaloT Nosb30BaTeNH.

0 pe3naeHTHble MOHUTOPbI U PUNbTPDLI -
NOCTOSAHHO HaxoAAaTCA B NaMATU KOMMNbOTEPA A4
0bHapy>XeHUS MonbITOK BbINOJHUTD
HECAaHKLMOHMPOBAHHbIEe AeNCTBUA. B cnyuae
0BbHapy>XeHns NoA03pUTENbHONO AENCTBUSA BbIBOAAT
3arnpoc NMoJsib30BaTEN0 Ha NMOATBEPXAEHME OnepaLni.

[0 BaKUMHbI — UMUTUPYIOT 3apaxeHne pannios
BMpycamu. Bupyc 6yaeTt BocnpmHuMaTb UX
3apaXeHHbIMN U He byaeT BHeAPATLCS.




Cpean aHTUBUPYCHbIX MPOrpaMMHbIX
NPOAYKTOB MOXHO OTMEeTUTb, Nnpexae
BCcero, naketbl: Norton Antivirus
(Symantec), Vims Scan (McAfee),
Dr.Solomon AV Toolkit (S&S IntL),
AntiVirus (IBM), InocuLAN (Computer
Associates) n AntiViral Toolkit Pro
(JTabopaTtopunsa Kacnepckoro).




[laHHbIe NMporpaMMHbIe NMPOoAYKTblI OTBEeYarT
TpeboBaHusaM ICSA, otcnexunsas 300 Hanbonee
PACNPOCTPAHEHHbLIX N XOTHA 6bl 9 U3 Kaxabix 10
OCTa/IbHbIX BUPYCOB.

B TOM nnm nHom crteneHun AaHHble aHTUBUPYCHbIE
nporpamMmmbl 06/1a4al0T PYHKLUNAMM NPOBEPKU Ha
BMPYCbl U yAaJIEHUS UX B peajibHOM BpPEMEHMH,
OTKJ/TIOHEHMNSA 3apaXXEHHbIX paboumnx CTaHUMN OT
ceTun, onpeaeneHnsa MCTOYHUKA 3apaXeHud,
NPOBEPKU CXKaTbIX PannoB B pexmnmax
CKaQHUPOBAHNA N peaslbHOro BPEMEHM,




AHTUBUPYCHblE MPOrpaMMHbIE MPOAYKTbI:

Norton AntiVirus — naer, [ Nodon Ao AmE|
npegHasHa4yeHHbIN ANA 3allUNThbl Goan Jook MHep

KOMMbOTEpa OT BUPYCOB BO BpeMS
paboTbl B UHTepHeTe, o6MeHa pannamm FT" B Eﬁ =
Mo ceTu, 3arpy3kun pannos C AUCKET U L&) e =4
CD. MNporpaMmma MOXeT aBTOMaTUYECKHU (etons | Veuelat | Schedgler | Acwiy |
CKaHMpoBaTb BXoAsLMe NnoYToBble
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coobueHuns, coaepxxalime passIM4yHoro Deves

POAa MPUKPEnIeHHble NaHHble, B TaknX | :"* ica Dvive types .
MOMyNSAPHbIX NOYTOBbIX NPOrpammax, Kak |* == - *° - | Egan Now I
MS Outlook, MS Outlook Express, o lloe Alisry Gives

Eudora Pro, Eudora Lite, Netscape 5 A had dives _‘i‘__]
Messenger, Netscape Mail. lNporpammMa

3alMLLaeT CUCTEMY OT omacHbIX ActiveX- r _“""_J
KOAOoB, Java-annjeTtoB 1 Tak

Ha3blBAaEMbIX «TPOSAHOB», @ TaKXe o

onpenenser n ynanseTr BUPYChbl U3
oXaTbliX Pansios (B TOM yncne v mn3 Coloct e Gvet 300 Wath o scar. e Jck Scan om
MHOFOKpPaTHO CXaTbIX (hannos).
MoannepxunsaeMble popmatbl: MIME/UU;
%IFF,)A/LZH; ARJ; CAB; PKLite; LZEXE;




AHTUBUPYCHblIE NMPOrpaMMHbIE MPOAYKTbI

AHTMBUPYCHbIN nakeT AVP,
SABMSIETCA pacClUMpPEHHOW BepCUen
M3BECTHOro aHTUBUPYCHOIO
KoMnnekTa «[oKTop
Kacnepckunin». Komnnekc
COAEPXUT nNporpammy-dar,
TECTUPYIOLLYIO U
BOCCTaHaB/MBawowWy dannbl u
3arpy304Hble ceKTopa AUCKOB,
noBpexaeHHble BUupycamun. B
npouecce paboTbl NporpaMmbl
NpPOU3BOANTCH TEeCTUPOBaAHUE Ha
Hen3BeCTHble BUPYCbl. TakXe B
KOMMJIEKT BXOAUT pe3unaeHTHas
nporpaMmma, oTcnexmsaroLlas
noAo3puTenbHble AeNCTBuUS,
coBepllaeMblie Ha KOMMbloTepe, U
Aarouwas BO3MOXHOCTb
npocMaTpuBaTb KapTy NaMsaTu.
CneumnanbHbi HAboOp YyTUNUT
noMoraeTt obHapy»XmnBaTb HOBblE
BUPYCbl N pasbupaTbCa B HUX.




Hanbonee nonynsipHbIM CpeCcTBOM MPOTUB
BMPYCOB S1BNSAeTcsd, Kak nieectHo, Aidstest, Ho,
NCMosib3ysa ero, Bcerga Haao NMOMHUTb, YTO OH
npeaoxXxpaHseT TONIbKO OT BUPYCOB, C KOTOPbIMU OH
y>Xe 3HakoM. [Ana obecneveHns 6onbluen
6e3onacHoOCTM ncnosibl3oBaHme Aidstest
HeobxoaAMMO coyeTaTb C MOBCeAHEBHbLIM
NCroJsib30BaHneM pesunsopa ancka Adinf.




Peensop ADInf no3sosiseT 06Hapy>Xutb nosiesieHne ntoboro
BMUpYyca, BK/to4dasa Stealth-Bupycbl, BUPYCbl-MYyTaHTbl U
HEN3BECTHble Ha CerogHsWHNUN AeHb BUPYChbI. Mpu
ycTaHoBneHHon nporpamme ADinf Cure Module (nedawunn
610k pesnsopa ADinf) MOXXHO HeMeaseHHO yaannTb A0 97%
n3 Hnx. ADinf 6bepeT noa KOHTPO/b BCe y4aCTKU BMHYECTepa,
KyAa BO3MOXHO NMPOHUKHOBEHME BUPpYyCa. Takon crnocob
NpoOBEepPOK MOJTHOCTbIO UCKJ/TOYAEeT MacKUpoBKy Stealth-
BUPYCOB U obecrneymBaeT BeCbMa BbICOKYHK CKOPOCTb
NpOBEPKU AUCKA.




Doctor Web 6opeTcsa ¢ nussectHbIMM nNporpamme
nonnMmop@PHbIMM BUpycamun. Kpome toro, Doctor
Web MoxeT npoBoauTb 3BPUCTUYECKMINA aHaNN3
dannoB B Lensax BbiSIBIEHNSA HEN3BECTHbIX
BMPYCOB, B TOM YUCJIe CNOXHOLWNPpPYyeMbIX U
NOIMMOPMHbLIX BUPYCOB. Ycnex Takoro aHanmsa —
B cpeaHeM 82%. lporpaMMa MOXeT
pacnakoBbiBaTb U NPOBEPSATb UCMOJIHSAEMbIE
dannbl, 06paboTaHHbIe apxuBaTtopamu LZEXE,
PKLite u Diet.




CamocTtoaTtenbHasa pabota N2°5

1. Kakune undpbl 1 CUMBOJIbl UCMNOJIb3YET
ans o603HavYeHns Yncna B TPOUYHOMU
cucrteMe cHncaeHmsa?

2. [Anga yero ncnonb3yeTcd
LecTHaguaTepunyHaga cucrema
cuyncneHmsa?

3. [epeBectn uncno 567 U3 AecATUYHOU
CNCTEMbl CUUNCSIEHNS B ABOUNYHYIO
CNCTEMY CUYUCNEHUA.




