hOMNbIOTEHbIC BHIYChI
Vi
3ALUMTA OT HUX.




YTo Takoe KOMMbOTEPHbIN BUPYC?

Kowunvromepuwtii gupyc — 310 CrieliajibHO HAIMCAHHAsl HEOOJIbINAs 10 pa3Mepam
IporpamMMma, KOTopasi MOXKET «ITPUIMCHIBATHY CE€0s K APYTUM IIporpaMmam, a
TAK>KE€ BBINOJHATH Pa3JIMYHBIE HEKEIIATEIIbHbBIC JICCTBUS HAa KOMITBIOTEPE.
[IporpamMmma, BHYTpH KOTOPOM HAXOJUTCSI BUPYC, HA3BIBACTCA «3aAPAKEHHON.
Korma takas mporpaMma Ha4YMHAET PadOTy, TO CHaYaJIa YIPaBICHUE MOTy4aeT
BUpYyC. BUpyc HAXOAUT 1 «3apa)xaeT» Apyrue NporpamMmMmebl, a TAKKE BBITTOIHIECT
KaKHhe-HUOYyb BpEAHBIE JEUCTBUS (HApUMep, MOPTUT (hailiibl HIIU TaOIUIY
pasMenieHus (ailyioB Ha JINCKE, «3aCOPACT» ONEPATUBHYIO NaMATh U T.1.).

Bupyc — 310 nporpamma, obnagaronias CiocCoOOHOCThIO K CAaMOBOCIIPOU3BEICHUIO.
Takast cioCOOHOCTB SIBJISIETCS] €IMHCTBEHHBIM CBOMCTBOM, MPUCYIIIUM BCEM THIIaM
BUPYCOB. BHpyC HE MOXKET CylIeCTBOBATH B «IIOJHOW U3OJISIIAIY. ITO O3HAYAET,
YTO CETOHS HEJIb34 MPEICTAaBUTh Ce0e BUPYC, KOTOPBIN Obl TaK WX MHAYEC HE
MCIIOJIb30BaJ KOJI IPYTUX IporpamMM, HHPopmaliyio o paiaoBoOi CTPYKType WU
JIa)Ke TTPOCTO UMEHA JIPYruX nporpamm. [IpuyrHa 3TOr0 TOBOJILHO NMTOHSATHA:
BUPYC JIOJKEH KaKUM-HUOYIb CIIOCOOOM 00ECIICUMTh Mepeaady ceoe ynpaBieHus.




s B nacrosmee Bpems uzsectao 6omnee 5000
IPOrpaMMHBIX BUPYCOB, UX MOXKHO
KJIACCU(DMLIUPOBATH MO CICIYIOIINM

f IIPU3HAKaAM:
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4) 0COOCHHOCTSIM aJITOpUTMa




B 3aBMCUMOCTU OT cpeabl 06UTaHNSA BUPYCbl MOXHO
pa3aennTb Ha:

-CeTeBble BUPYChbl PacnpOCTPaHAOTCS MO Pa3/IMYHbIM KOMMbIOTEPHBIM
CETAM.

-Paii/10Bble BUPYChl BHEAPSIOTCA NaBHbIM 06Pa3oM B UCTO/HAEMbIE
moaynu, T. e. B davnebl, nmerowme pacwmpedms COM n EXE. ®aunnosble
BMPYCbl MOTYT BHEAPATLCA U B APYrue TUMbl (hansios, HO, Kak npaswo,
3aMnncaHHble B Taknx dannax, OHM HUKOrAa HE MosyvatoT yYnpaBieHUne u,
cnenoBaTeNnbHO, TEPSIOT CMOCOOHOCTb K Pa3MHOXEHMIO.

-3arpy304Hble BUPYChl BHEAPAIOTCA B 3arpy304HbIM CEKTOP Ancka (Boot-
CEKTOP) WIN B CEKTOP, COAEPXKALLMN NpOrpaMMy 3arpy3kn CUCTEMHOrO
ancka (Master Boot Re-cord).

-Dai/10BO-3arpy304HbIE BUPYChl 3aPaXXatoT Kak dalsibl, Tak U 3arpy304Hble
CekTopa AMCKOB.




[lo cnocoby 3apakeHnst BUpYCbl AENATCS
Ha:

s Pe3uaeHTHbIe BUPYChbi NPU 3apaXXeHnn KOMMboTepa
OCTaBNSAOT B ONepaTMBHON NMaMATU CBOKO PE3UAEHTHYHO
4acCTb, KOTOpasi MOTOM MEpPeXBaTbIBAET 0bpaLleHmne
onepaLnoHHON CUCTEMbI K 06bekTaM 3apaxeHus (dhannam,
3arpy304HbIM CEKTOPaM ANUCKOB U T. M.) N BHEAPSIETCS B
HUX. Pe3naeHTHbIE BUPYCbl HAXOAATCS B NAMSTU U
SABNSAOTCS aKTUBHbIMW BMNOTb A0 BbIK/TIOYEHUS UK
nepe3arpy3kmn KoMnbtoTepa.

= Hepe3uaeHTHbIe BUPYChl HE 3apaXkaloT NaMATb
KOMMbOTEPA U ABNSIOTCS aKTUBHBbIMU OrpaHNYEHHOE
BpeEMS].




Mo cTeneHn BO34EeNUCTBUS BUPYCbl MOXHO pa3aennTb
Ha cneayloLwune BUabl:

= HeonacHble, He MellatoLue paboTe KoMnbloTepa, HO
yMeHbLUaloLWwmne ob6bem cB060AHOM ONepaTMBHOM NAMATY
M NAMATM Ha ANCKaX, AEUNCTBUS TakNX BUPYCOB
NPOSIBASAIOTCA B KaKMX-1MB0 rpauyeckmx wunm
3BYKOBbIX 3(ppeKTax.

= OnacHble, KOTOpblE MOIYT
MPUBECTU K Pa3/IMYHbIM HapYyLUEHNSM B

paboTe KoMmbloTepa. :~—;—" |
s OYeHb onacHble, BO3AENCTBUE N ¢ % |
KOTOPbIX MOXET NPUBECTU K NOTEPE - N R
NPOrpaMM, YHUUTOXKEHWIO AAHHBIX, P \,{
CTUpaHWIO NHMOPMaLMN B CUCTEMHBIX @9 S
061acTsax ancka. = il




Mo 0cO6eHHOCTAAIM anropuTMa BUPYCbl TPYAHO
KnaccupmumposaTb U3-3a 6onbluoro
pa3Hoobpa3us.

= [IpocTeniume BUpPyChbl - Napa3nuTUUYECKNE, OHW
M3MEHSIOT CoaepXXnuMoe pannoB U CEKTOPOB
AMNCKa U MOryT ObITb JOCTAaTOYHO NErko
obHapy>XeHbl U YHUUTOXEHbDI.

= Bupycbi-penvkaTopbi(4epBu )-
PACMPOCTPAHSAIOTCHA MO KOMIMbIOTEPHbLIM CETSM,

BblHUC/IAKOT aApeCa CETEBLIX KOMIMNbKOTEPOB U
3dlfncbiBakoT Mo sTMM agpecCaM CBOU

KOMUn.




= Bupycbi-HeBUAUMKU (CTE/IC-BUPYChI) - O4EHDb

TPYAHO 0OHAPYXXWUTb M 06€3BPEANTD, TaK KaK OHY
nepexeaTbiBalOT 0bpalleHns onepaLoHHON
CUCTEMbI K MOPaXeHHbIM dannam n cekTopam
[INCKOB N NOACTaBNSIOT BMECTO CBOEro Tesa
He3apa)XeHHble y4aCTKU AucKa.

» BUDYCbI-MYTaHTbI - COAEPXXAT arOPUTMBbI
LIJM%DOBKM -pacwMpoBKK, 6narogaps KOTOpbIM
KOMWUW OAHOIO U TOrO XKE BUPYCa HE UMEIOT HU
OQHOW NOBTOPSAOLLENCH LIenoYkn 6anTos.

» KBa3uBUDYCHbIE WU/IN <KTPOSIHCKUE>» MPOrpaMMbl
- XOTS OHU N HE CNOCObHbI K
CaMOpacnpoCTpaHeHnto, HO 0YeHb OMacHbI, TaK
KaK, MacKMpyscb Moji NoJie3Hyto Nporpammy,
pPa3pyLUaloT 3arpy304HbIN CEKTOP M panoByto
CUCTEMY OMCKOB.




[n4a 3alnThbl OT BUPYCOB MOXXHO MCMOJIb30BaTh:

= Ob6Lne cpeacrea 3alnTbl MHPOPMaLIUK,
KOTOpble NOME3HbI TAKXKE U KaK CTPaxoBKa OT
(PU3NYECKOU NMOpPUN AUCKOB, HEMNPABU/IbHO
paboTaloLLnx NporpaMmM mm oLNO6OYHbIX
NENCTBUMN MOSb30BaTENS;

= [IpodunakTuyeckme Mepbl, NO3BONSAIOLLNE
YMEHbLLUNTb BEPOSATHOCTb 3apa)EHUSI BUPYCOM;

= CneumannsnpoBaHHble MporpamMMbl AN4 3alUThl
OT BUPYCOB. = :

n



L IporpaMMBbI-IETEKTOPEI

IIO3BOJISIIOT OOHAPY>KUBATh (Pailiibl, 3apaKCHHBIC OJHUM

M3 HECKOJIBKMX HU3BECTHBIX BUPYCOB. DTH IIPOTrpPaMMbI
IIPOBEPSIOT, UMEETCS JIU B (paiijiax Ha yKa3aHHOM
10J1b30BaTEIEM JHUCKE crerupudecKas 111 JaHHOTO
BUpyca KoMOnHaIus 0anToB. [Ipu ee oOHapyXeHUU B
KaKOM-JIMOO (haiijie Ha DKpaH BbIBOJUTCS
COOTBETCTBYIOIIIEE COOOIIeHHE. MHOTHE JETEKTOPHI
MMEIOT PEKUMBbI JICUCHHUS UIIN YHUYTOXKEHUS

3apaXCHHBIX (paioB. CiaeayeT nogye
IIPOrPaMMBI-IETEKTOPLI MOTYT OOHAPY#
T€ BUPYCHI, KOTOPBIE €1 'HU3BEC




[IporpaMMBI-PEBH30PHI

= MMEIoT ABe cTaamn paboTbl. CHavana oHW 3arnoMmnHaloT
CBEEHMS O COCTOSIHUM MPOrpaMM N CUCTEMHBbIX
obnactein AMcKoB (3arpy304HOro CEKTOpA M CEKTOPA C
Tabnmuen pasbrueHns KeCTKoro AMcKa).
[peanonaraercs, Yto B 3TOT MOMEHT MpPOrpaMMbl 1
CUCTEMHbIE 06/1aCTU AMCKOB HE 3apa)keHbl. Mocne 3Toro
C NMOMOLLbIO MPOrpaMMbl-peBMU30PA MOXHO B Nt060M
MOMEHT CPaBHUTb COCTOSIHWE MPOrpaMM U CUCTEMHbIX
obnacrter AUCKOB C UCXOAHbIM. O BbISAB/IEHHbIX
HECOOTBETCTBUSIX COOBLLIAETCS MOSIb30BATENIO.



[IporpaMMbI-()HIIBTPHI

= PacronaraloTcs pesnaeHTHO B ONepaTMBHON NaMsiTU KOMMbloTepa
NepexBaTbIiBalOT Te 0bpalleHnss K OonepauMoHHOM CUCTEME,
KOTOpPbIE UCMONb3YIOTCA BUPYCaMuK AN Pa3MHOXEHUS N HAHECEHUS
Bpeaa, 1 coobLaloT 0 HWX rosib3oBaTens. Mosb3oBaTesib MOXET
pPa3peLnTb UKW 3aNpPeTUTb BbINOTHEHNE COOTBETCTBYHOLLIEN
ornepaumw.
HekoTopble NporpamMMbl-uIbTPbl He "NOBAT" NOA03PUTENbHbIE
NENCTBUS, @ MPOBEPSIOT Bbl3bIBAEMbIE HA BbINOTHEHNE NPOrPaMMmbl
Ha Hann4ymMe BUPYCOB. DTO BbI3bIBAET 3aMeasieHne paboThbl
KOMMbloTEpa.
OAHaKo NpenMyLLECTBA UCNOJIb30BAaHUS NporpaMmM-buibTPoB
BECbMa 3HAUMTEJIbHbI — OHW MO3BONAIOT 06HAPY>XWUTb MHOTME
BMPYCbl Ha CaMOW paHHEN CTaaun, Koraa BUPYC €Elle He ycnen
PA3MHOXUTbCA U YTO-NMO0 NCMOPTUTb. TEM CaMbiM MOXHO CBECTU
YyObITKM OT BUPYCa K MUHUMYMY.



[IporpaMMbI-BaKIHBI (MMMyH#3aTOpSI)

= MOAMMDUUMPYIOT MPOrpamMmMbl U ANCKNU TakMM 06pa3oM,
YTO 3TO He OTPa)kaeTcs Ha paboTe nporpaMM, HO TOT
BUPYC, OT KOTOPOro npou3BOAMUTCA BaKLUUHALMS, CHUTaET
3TW NMPOrpaMmMbl MU AUCKU YXKe 3apaXeHHbIMU. ITU
NporpaMMbl KpamHe HEIMMEKTUBHDI.



" B Hawewu cT aHe oco6¥|o non
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COBMECTMMOM MNEPCOHA/IbHOM KOMMbIOTEPE ECTb
0Ha M3 Bepcun 3Ton nporpammbl. OaHa m3
nocnenHux sepcunst obHapy>xnsaet 6osiee 8000

BUPYCOB.



DOCTOR WEB

B nocnegHee BpeMs CTpeEMUTENBHO pacTeT
NONyNSAPHOCTb APYron aHTUBUPYCHOW
nporpamMmsbl - Doctor Web. Dr.Web Tak e,
Kak n Aidstest oTHOCUTCS K Knaccy
LETEKTOPOB - IOKTOPOB, HO B OT/IMYME OT
nocneaHero, UMeeT Tak Ha3biBAaEMbIN
"3BPUCTUYECKUIA aHaNn3aTop" - anropuTM,
NO3BONAOLLMNA OBHAPYXMBATb HEU3BECTHbIE
BMpPYCbl. "JleyebHas nayTuHa", kak
NepeBOANTCS C aHITTIMACKOrO Ha3BaHUe
NporpamMMsbl, CTana OTBETOM
OTeYeCTBEHHbIX NPOrpaMMUCTOB Ha
HallecTBMe CaMoOMOANMDULIMPYIOLLNXCS
BUPYCOB-MYTaHTOB. [locnegHue npu
Pa3MHOXEHUN MOANMUUMPYIOT CBOE TENOo
TaK, YTO HE OCTAETCHA HU OJHOM
XapaKTepHOU Lienoykn 6aunT,
NPUCYTCTBOBABLLEN B UCXOAHOW BEPCUM
BMupyca. Dr.Web MOXHO Ha3BaTb
AHTUBMPYCOM HOBOIO MOKOJIEHUS MO
cpaBHeHuto ¢ Aidstest n ero aHanoramu.

Dr.Web + xmoM

Bepcun npoayxra: v.5.0
MucTpyxuma: npucymcemsyem

A3bik mHTEpdeNca: pycokul
Mnartdopma: Windows 35 - XF, Vista
D YHEKUMOHANBHOCTL: NONHAA



Microsoft Antivirus

= B coctaB coBpemeHHbIx Bepcnn MS-DOS (Hanpumep, 7.10)
BXOAUT aHTMBUpYCHas nporpamma Microsoft Antivirus
(MSAV). 3TOT aHTUBUPYC MOXET paboTaTb B peXXnmax

AETEKTOPA-AOKTOPA U PEBU3OPA.

s Avast!Antivirus

Avast AntiVirus + nuueH3unA

Bepcwa npoaykra: sce espouu
Mucrpyxumn: 4.8.1169 prof. edition
A3uix wuTepdenca: pyccxul, english
Mnardgopma: Windows 95 — Vista
DYHKUHOHANBHOCTL: MONHARA

Avast AntiVirus + n1ueH3unA

Bepcua npoaykra: ece espcuu
WucTpyxumn: 4.8.1169 prof. edition
A3bix waTepdenca: pycoxuu, english
Mnardopma: Windows 95 - Visfa
DYHKUMOHANBHOCTL: NONHAA




ADINF(Advanced Diskinfoscope)

s ADinf oTHOCHTCS K KJIacCy IPOrpaMM-pEBU30POB.
AHTHBHUPYC HMEET BHICOKYIO CKOPOCTh PadOTHI,
CIIOCOOCH C YCIEXOM IMPOTHUBOCTOSITH BHPYyCaM,
HaxoAsIuMcs B maMsATH. OH MO3BOJISET
KOHTPOJUPOBATh AUCK, YMTAasl €ro MO CEKTOpaM 4epes
BIOS 1 HE MCOAB3ys CUCTEMHBIE MPEPHIBAHUSA
DOS, K0TOpbI€ MOKET IIEPEXBATUTH BUPYC.
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Knwoyn Kacnepckoro

+ NporpaMmmbl

ANA NOUCKa KNKYeM
Bepcua npoaykra: sce eepcuu
MHCcTpyRUMA: npucymcmeyem
A3k muTepdenca: pycoxud
Mnardgopma: Win 2000, XP, Vista
DYHKUHOHANLHOCTL: NONHAA
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= Kaspersky
|' p |mgmetSecw¥
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Kaspersky Antivirus + Knw4u

Bepcua npoayxra: 2009
MHCTpYyRUMA: npucymemeyem
A3k wHTepdenca: pycokuu
Mnardopma: Windows XF, Vista
PYHKUMOHANBLHOCTL: NONHEA

—
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antivirus

NOD 32

antivirus system
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NOD32 + knioum NOD 32

+ ABTONOMUCK KIHOYeH (Knoun He TpedyTCA)
Bepcua npoaykra: v3.0.672 Bepcua npoayxra: v2.7
MHCTpyxumMa: npucymcmeyem WHCTpYRUMA: npucymcmeseyem
A3uix nuTepdenca: pycoxuu A3k waTepdenca: pycoxuu
Mnardgopma: Windows XF, Vista Mnardgopma: Windows NT/2000/XP

PYHKUMOHANLHOCTL: MONHaA POYHKUMOHANBHOCTL: NANHAA




