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“IIpe3eHTanusa NOArOTOBJIEHA I KOHKYpCa
"UntepHemka" http://interneshka.org/”.
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XapaKTepucTUKA
KOMITBIOTEPHOI'0 BHpPYCa

Komnwvromepnbwtit 6upyc — 5T0 CIEIHAIBLHO HAMCaHHAsA
HeOOJIbIIasi IO pa3sMepaM IIporpaMma, KOTopas MOXKET
BHEJIPSITh CBOM KOMNHMH B JIPYTHE MPOTrpaMMbl (T.€. 3apadcambs
MX), @ TAKXKE€ BBINOJIHATh PA3JIMYHBIC HEKEIATEILHBIC ICHCTBUS
HAa KOMITBIOTEPE, NMPUYEM ATH KOITMKU MOTYT CaMOIIPOU3BOJIBHO
PA3MHOXKaThCS.

[IporpamMmMa, B KOTOPYIO 3alucajicsi BHPYC, HA3bIBACTCS
3apaj)ceHHoll, U Korja Takas nmporpaMma HauMHaeT padoTy, TO
YIIPABJICHUE MOJy4YaeT BUPYC.
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XapaKTepucTUKA
KOMITBIOTEPHOI'0 BHpPYCa

Bupyc HaxoauT M «3apaxkaeT» APYTrHe MpOrpamMMbl, a TaKKE
BBIMOJIHSAECT KAaKUE-HUOYAb JCWCTBHUS, BPEIHBIE W HE OYECHb.
Hanpuwuep,

*HEKOTOpBIEC TMPOTrpaMMbl MEPECTAIOT PadOTAaTh WM HAYWHAIOT
paboTaTh HEMPABUIBHO;

* Ha DKpPaH BBIBOJSITCS MOCTOPOHHUE COOOIIEHMS, CHMBOJIBI U T.

A,

e pa0OTa Ha KOMIBIOTEPE CYIIECTBEHHO 3aMEIISIETCS;

* HEKOTOpPBIE (hailjIbl OKA3bIBAKOTCS UCIIOPYECHHBIMHU U T./I.
[Tociie TOro Kak BHUPYC BBINIOJHUT HYXHBIE €My JIE€UCTBUSA, OH
MEPENACT YIPABICHUE TOW MPOrpaMMe, B KOTOPOHU OH HAXOJIUTCS, U
OHa padoTaeT TaK ke, KaK 0OBIYHO.

\¢I » Coz(eh(a}me




UcTopusi BOSHUKHOBCHU A
BHPYCOB

POBHO HECKOJIBKO JIET Ha3aJ aMmepukaHer, Moppuc 3anycTui B
KOMIIBIOTEPHBIE ceTU BUpYyC. IlepBbiM B Mupe Moppuca nocaauinu
3a BUpPYChbl B THOpbMy. Ho mocTpamaBimime ObUIM B IIIOKE: BCE
CUMTAJIN, YTO KOMITBIOTEPHBIE CETU JJIsI BUPYCOB HEIOCTYITHBI.

IlepBasg «maccoBasy»  JSMUIAEMHUA KOMIIBIOTEPHOTO BHPYCA
npousonnia B 1986 roay, korma Bupyc Brain «3apaxan TUCKETHI
MACCOBBIX IIEPCOHAJILHBIX KOMIIBIOTEPOB. B Hactosinee BpeMs
MU3BECTHO HECKOJIBKO JIECSITKOB ThICSY BUPYCOB.

Ha3zBanue «eupyc» 10 OTHOIICHHIO K KOMIBIHOTEPHBIM
nporpaMMaM  OPHUILIO M3 OHOJOTMM HWMEHHO II0  MOPHU3HAKY
CHOCOOHOCIU K CAMODA3MHONCEHUIO.

\@ @ Cone.caﬂne




IloueMy BHPYCHI
ONMACHLI?

Tepmun "3apamxeHue KoMmnbTEepa' Ha CaMOM
Jeie O3HavyaeT NPOHUMKHOBEHHE BHpYyCa Ha KECTKHUMH
auck ("BuHYecTep"). OmacHOCTh BHpYyCa 3aKIH04aeTCs
B TOM, YTO OH MOXET YHHUUYTOXKHUTh HYKHYIO
MH(pOpMAIIO Ha KECTKOM JucKe. Ecian koMnbroTep He
MMEET BHHYECTEpa, W BCS pabdOTa BBINOIHICTCS C
JUCKET, TO BHPYC HE HaHeceT OO0JbIIOro Bpela
(BO3MOKHA IIOTEps HMH(POpPMALMK Ha JUCKETE, C
KOTOPOM MOJIb30BATEb PA0OTACT B IAHHBIM MOMEHT).
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Kiaaccupukanus
BHPYCOB

1. 1O CPEJE OBUTAHUWSA

2. 110 CITIOCOBAM 3APAKEHUA

3. HO AECTPYKTUBHbBIM BOSMOKHOCTAM

[ @ @ Coneh(alme




Kiaaccupukanus

BHPYCOB

11O CPEAE OBUTAHUSA

[Io cpene oOuTaHus BUPYChl MOXKHO pa3AciuTh Ha
CeTEBbIC, (DAHJIOBBIC U 3aIPy304YHBIE.

cemeeble BUPYCHI PACIIPOCTPAHSIOTCS IO KOMITBIOTEPHOU

CETH,

¢haiinoevie BHEPSIOTCS B BBINOJIHSIEMbIE (DalJIbI,
3azpy3ouHnvle - B 3arpy304HbIM cexkTop aucka (Boot-
CEKTOpP) WJIH B CEKTOP, COAEPKAIIUN CHUCTEMHBIM 3arpy34dK
BuHYecTepa (Master Boot record).
CyllIeCTBYIOT COYETaHUs, HaIpUMeEp, (DanIOBO-3arpy30YHbIC
BUPYCHI.

\¢I @ @ Conefranue




Kiaaccupukanus

BHPYCOB

11O CIIOCOBAM 3APAKEHUA

CnocoObl  3apaXeHHs ACIATCS Ha PE3UJCHTHBIM H
HEPE3UICHTHBIM.

Pezudenmmuoiit  BAPYC TPUA 3aPAKCHUM KOMIIBIOTEPA
OCTAaBJISIET B ONEPATUBHOM IMAMATH CBOIO PE3UICHTHYIO YaCTh,
KOTOpasi 3aTeM MEpPeXBaThIBACT OOpaIICHUE OIEePalMOHHON
CHUCTEMBI K OObEKTaM 1 BHEAPSAETCS B HUX, 3apakas UX.

Hepe3uoenmuwvle  BUPYCbl  HE  3apa)arOT  NaMSATh
KOMITBIOTEPA U SABJIAIOTCA AKTUBHBIMU OTPAHUYEHHOE BPEMHL.

\¢I @ @ ConePkanne




Kiaaccupukanus

BHPYCOB

IO JIECTPYKTHUBHBIM BOZMOKHOCTAM

Bupychl MOKHO pa3euTh Ha:

Oe3BpeaHbIe, T.€. HUKAK HE BIUAIONIME HA padOTy KOMIIbIOTEpA
(KpoM€ YMEHBIICHUS CBOOOJHOW MaMATH Ha JUCKE B PE3YJIbTaTe
CBOETO PACIPOCTPAHCHUS );

HeonacHbvle, BIASTHUE KOTOPBHIX OIPAHUYMBACTCS YMEHBIIICHUEM
CBOOOJTHOM MaMSITH Ha JAUCKE, rpa)MYE€CKUM, 3ByKOBBIMH U MPOYUMU
s pexramu;

OnAcHble 8UPYCHL, KOTOPHIE MOTYT MPUBECTH K CEPHE3HBIM COOSM
B pabOTE KOMIIBIOTEPA;

0YeHb ONACHBIE, KOTOPbIE MOTYT IIPUBECTH K IIOTEPE MPOrpaMm,
YHUYTOXXKUTh  JIaHHBIE, CTEPETh HEOOXOAMMYIO JUIsi  PpaldOThl
KOMIOBIOTEPA I/IH(l)OpMaI_II/IIO, 3allMCaHHYI0 B CUCTEMHBIX 00JIACTSX.

L ﬂ@ @ ConepPranmue
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AHTUBHPYCHBbIE
IPOrpaMMbl

JIng  oOHapyXeHus, yHOaJleHusT ¢ 3alUThl O
KOMIBIOTEPHBIX BHPYCOB pa3padoTaHbl CIE€lHaIbHbI

OpPOTPAMMBI, KOTOPBIE IIO3BOJISIFOT  OOHApPYKUBATH 1
YHUYTOXATh BUPYCHI.

Takume mnporpamMMmbl  Ha3bIBalOTCSI  AHTUBUPYCHBIMHU
COBpEMEHHBIE AHTUBUPYCHBIE MPOTPAMMBI IPEACTABIISIOT
c000i1 MHOrO()YHKIIMOHAJIbHBIE MPOMYKTHI, COUYETAIOIIAE E
ce0e KaK MPEeBEHTUBHBIC, MPOPHIAKTUYECKUE CPEACTBA, Tak
U CpPEJICTBA JICUCHUS BUPYCOB U BOCCTAaHOBJICHUS JaHHBIX.




TpeOGoBanus K
AHTHUBHPYCHBIM IpOorpaMmmMam

Evast!

Professional

KonnuecTBO M pazHOOOpa3ne BUPYCOB BEJIMKO, U YTOOBI

ux OBICTPO W APPEKTUBHO OOHAPYKWUTh, AHTUBUpPYCHas WM \ CI
mporpamMma J0JbKHA OTBEYaTh HEKOTOPBIM ITapaMETpaM. I
CTaOUJIBHOCTh M HAJIEXKHOCTh padOThl. ITOT mapamerp, 0e3

COMHCHHUS, SBIISICTCS OIPEACISIONMM — AK€ CaMbBId JTYYIIHi
AHTUBUPYC OKAXKETCS COBEPIICHHO OECHOJIE3HBIM, €CIU OH HE
CMOKET HOpMaJIbHO (DYyHKIIMOHUPOBATH Ha BallleM KOMITBIOTEPE, €CIIU
B pe3y/bTare Kakoro-imoo cO0o0si B paboTe MNporpaMMbl IPOIECC
IIPOBEPKH KOMIIbIOTEpA HE MPOMIALST 10 KOHIIA.

Torma Bcerga ecTh BEpOSATHOCTH TOTO, YTO KaKHE-TO 3apPaKCHHBIC

(baiiIbl OCTaIUCh HE3aMEYCHHBIMU.
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AHTUBUPYCHBIM NporpaMmmMam

Pazmepbl BuUpycHOM 0a3bl  MmporpaMmbl  (KOJHYECTBO
BUPYCOB, KOTOPBIE IIPABUJILHO ONPEAENAOTCA nporpammon). C ...
YUETOM ITOCTOSIHHOTO TIOSIBJICHHS HOBBIX BUPYCOB 0a3a JaHHbBIX [
JOJKHA PETYIISIPHO OOHOBIATHCS. Cro/ia )K€ clieyeT OTHECTU U |
BO3MOKHOCTh IMPOTPaMMbl ONPEENIATh PAa3HOOOPA3HBIEC THIIBI _é;j
BUPYCOB, U yMEHHE paboTarb ¢ (aiiaMu pasinYHBIX THIOB =
(apXuBBI, JOKYMEHTHI).

i LTS
o

CKopocCTh paloThI IPOrPAMMBl, HAJIMYHNE
JTOIOJHUTEIIBHBIX ~ BO3MOXKHOCTEM  THMNA  aJITOPUTMOB
ONpENENICHUsT JaXe HEU3BECTHBIX MPOrpaMME BHPYCOB
(3BpUCTUYECKOE CKAHUPOBAHUE).

@ » Coneh(a}me
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TpeOGoBanus K
AHTHUBHPYCHBIM IpOorpaMmmMam

MHoromnaT@opMeHHOCTh (Hamu4ue BEpPCUM
IporpaMMbl MO/ Pa3JIUYHBIC OIEPALIMOHHBIE CHCTEMBI).
KOHEYHO, €CIIM aHTUBUPYC UCIIOJIB3YETCS TOJBKO JI0Ma, Ha
OIHOM KOMIIBIOTEPE, TO OTOT MaApaMETP HE UMEET
OoJibIIOro 3HadyeHus. Ho BOT aHTUBUpYC 111 KPYIHOM
OpraHu3aly  MNPOCTO  00s3aH  MOAACPKHUBATH  BCE
pPacpOCTPAHEHHBIE ONIEPAILMOHHBIE CUCTEMBEL.

HemanoBaxHbIM TAaK¥XKC ABJIACTCA HaJIN4uc
pPE3NACHTHOIO MOHHTOPA, OCYHICCTBIIAIOLICTO IIPOBCPKY

BCEX HOBBIX (pailyioB “Ha JeTy” (TO €CTh AaBTOMAaTUYECKH,
110 MEPE UX 3aMCH Ha JTUCK).

@ » Coneh(a}me




| IlporpaMMbI-IETEKTOPDDI
I IporpaMMebI- JIOKTOpa
I IporpaMMbI-PEBU30PDGI

[ IporpaMMbI-(ODUIETPEL
| IporpaMMbI-BaKIIMHEI
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IIporpaMMbI-1eTEKTOPbI
00E€CHEeYMBAOT IMOUCK M OOHAPYKECHHUE
BUPYCOB B OIICPAaTMBHON MaMsATH U Ha
BHCIIIHUX HOCHUTENSAX, M MPU OOHAPYKCHUM
BBIJJAIOT COOTBETCTBYIOIIEE COOOIICHHUE.

|

oot

HenocTrarkoM TakuxX aHTUBUPYCHBIX IPO TPAMM SIBJISIETCS
TO, YTO OHM MOT'YT HaXOIAWUTh TOJILKO T€ BHPYCHI, KOTOPHIC

M3BECTHHI pa3padOTYMKaM TaKUX IMPOrPaMM.

ﬂ@ @ Coneprannue
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[ BI/II[LI AHTHBHPYCHBIX IMPOrpaMMam

IIporpammbI-nokTOpa ((harn),

HE TOJIbKO HaXOJAT 3apaKeHHbIC BUpyCcaMHu (haijibl, HO
n "newar" ux, T.€. yJAISAKOT U3 (aia TeIo MPOorpaMMbI
BUpYCa, Bo3Bpaias (haiabl B UICXOJIHOE COCTOsiHME. B Hadane
CBOECH pa0OThl (haru MIIYT BUPYCHl B ONEPATUBHOM IaMSTH,
YHUYTOXKASI MX, W TOJBKO 3aT€M MNEPEXOAAT K 'JTCUCHHUIO"

Cozlehalme




| Buabl aHTHBHPYCHBIX POrpaMMam

IIporpaMmMbI-peBU30PLI

OTHOCATCA K CaMbIM HAJACKHBIM CPCACTBAM 3alTUTHI
OT BUPYCOB. PeBU30pbI 3allOMUHAIOT HCXOJHOE COCTOSIHUE
IporpaMM, KaTaJlorOB M CHUCTEMHBIX 00JacTel JMCKa TOIJa, KOrja
KOMIIBOTCP HC 34pPaKCH BHUPYCOM, a 3aTCM NCPHUOAUHUYCCKHU HIIN IIO0
KEJIAaHUIO TIOJIb30BATENsi CPABHUBAIOT TEKYIIEE COCTOSHHE C
HNCXOIHBIM. O6Hap}I)I(€HHI)IG NU3MCHCHHSI BBIBOIATCA Ha 3KPaAH

T — " Do
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| Buabl aHTHBHPYCHBIX POrpaMMam

IIporpamMMbI-QUILTPHI (CTOPOXKA)

IPEACTABIISAIOT CO00M HEOONBIINE PE3UACHTHBIC ITPOTPAMMEL,
npeaHa3HauYCHHbIC JJIsI OOHAPYKEHMS MOAO3PUTEIbHBIX JIEUCTBUM
npu paboTe KOMIIbIOTEpA, XapaKTEPHBIX JUISI BUPYCOB. Takmmu
JICHCTBUSMH MOTYT SIBISTHCS:

. TIONBITKA KOppekuuu (aitnoB ¢ pacmmpervsayvu COM u
EXE;

. I3MEHEHME aTpuOyTOB (PaiJIOB;

. TIpsIMas 3aluCh Ha JUCK MO a0COIIOTHOMY

. 3aIMCh B 3arpy30YHBIC CEKTOPA JUCKA.

. 3arpy3Ka PE3UICHTHOU ITPOTPAMMBI.

Conehcarme




BI/IJII)I AHTUBHMPYCHBIX IPOrPpaMMaM “"

IIporpaMMbI-pUILTPHI (CTOPOKA)

[Ipy MOMBITKE KAKOM-IUOO MPOrpamMMbl MPOU3BECTH YKa3aHHBIC
AeucTBUa  "cTOpoX'" TMOCBUIAET IIOJB30BATEO0 COOOIIECHHUE H
peJiaracT 3apeTUTh WIM Pa3peliuTh COOTBETCTBYIOIIEE ICHCTBUE.

[IporpamMMbI-GUIBTPEl BEChbMa IIOJIE3HBI, TAaK KaK CIIOCOOHBI
OOHApyXKUTh BUPYC Ha CaMOM paHHEH CTaJuH €ro CyIlleCTBOBAHHUS /10
pasMHOXeHHs1. OgHaKo OHU He "nevatr" (paliibl U JUCKH.

e — = Y— 12
pitdefende” 3

T Px,rsona: Firewall

Coaehcarme




Bakuuusl  (MMMYHH3ATOpPBI) -  3TO
PE3UACHTHBIE  IIPOrpaMMBbl,  IPEAOTBPAIIAIOIINEC
3apakeHue (aiyioB. BakIUHBI MOPUMEHSIOT, €CIIH
OTCYTCTBYIOT NPOrPAMMBI-IOKTOpPA, 'Jedamue” 3TOT
BUpYyC. BaknuHaius BO3MOXKHa TOJIBKO OT M3BECTHBIX
BUPYCOB. BakimHa MoauduiupyeT mporpaMmy HiIx
JIYCK TaKUM 00pa3oM, 4TOOBI 3TO HE OTpakaJioCh Ha
uxX paboTe, a BHUpPyYC OydeT BOCIPUHMMATh UX
3apaX€HHBIMH W II03TOMY He BHelaputcsi. B
HaCcTOSIEE BpeMs MOPOrpaMMBI-BaKIUHBI HMEIOT
OrpaHUYCHHOE ITPUMEHECHHE.

O ‘ ConePranue [ |




YTo fejarh eciiM Ha KOMIBIOTEPE § Lo
3aBesicd BUpPYC? -

. Hamo HeMmenJieHHO BBIKJIIIOYUTH KOMIIBIOTEP, YTOOBI BUPYC HE MPOJOJLKAT CBOUX
PA3PYILIUTEIBHBIX JICHCTBUM.

. Ilepe3arpy3uth ONEPALMMOHHYIO CUCTEMY C 3apaHEE IOATOTOBJIEHHOW CHCTEMHOM
JTUCKETHI. DTa JUCKETA, IO KHA ObITh 3aIlMIIEHA OT 3allMCH, YTOOBI BUPYC HE CMOT
3apa3uTh WM UCTOPTUTH (Palibl HA ATUX JUCKETAX. 3aMETHUM, UYTO MEPE3arpy3Ky
HE CcJeayeT BBINOIHATh ¢ momoleio Ctrl+Alt+Delete, Tak kak HEKOTOpbIE BUPYCHI

YXUTPSIIOTCA «IEPEKUBATHY TAKYIO MIEPE3ATPY3KY.

. Ecnin y Bac umeroTcst mporpaMMbl-I€TEKTOPbI 711 OOHAPYKEHUSI U YHUUTOKECHUS
TOrO BUPYCA, KOTOPBIM 3aPaKEH KOMIIBIOTED, CIEAYET 3alyCTUTh 3TH MPOTPAMMBI
U1 TPOBEPKH JHUCKOB KomIbroTepa. (CHauanma WMEET CMBICT 3aIlyCKaTh
pOrpamMMbl, OOHAPYKUBAIOIIME CpPa3y HECKOJIBKO BHUPYCOB, HallpuMeEp Scan Wiu
Aidstest. Cnemnyet 3aMeTUTh, OTHAKO, YTO OYE€Hb YaCTO KOMIIBIOTEPHI 3aPAKAOTCS
Cpa3y HECKOJbKHMHU BHUpPYCaMH, MO3TOMY, OOHApY>KHB OJIUH BUPYC, HE CIEAYET
YCIIOKauBaThCsl, B KOMIIBIOTEPE MOXKET OBITh U BTOPOU, U TPETUW BUPYC U T.1.

. C moMOIIbI0 apXUBHBIX KOMUH CIIETYET BOCCTAHOBUTH (Dailiibl, pa3MEIIaBIINECS Ha
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3akJII0YCHHUEe

B pe3syiabrare MnpoBEeAEHHOr0 Y4eOHOIrO
3aHATUSA Obli1a MPOAEMOHCTPUPOBAHA
[pe3eHTAlUsA, KOTOpas I03BOJIsIeT NOBBICUTH
3P PEeKTUBHOCTH YCBOCHUS Y4eOHOI0 MaTepuaJia
U MOXKET ObITh MCHOJb30BAHA B YUYeOHOM
nmpouecce NPH HU3YYEHUM BOIPOCOB TeMbl
«KoMnbOTEepHbIA  BUPYC.  AHTHBUPYCHBbIE
[porpamMmsbD»
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