AOMUHUCTPUPOBaHNE
MHOPMALMOHHbIX
CUCTEM

MexaHnambl obecnevyeHusd
besonacHoCTM nepenavn gaHHbIX



Llenn obecne4veHns 6be3onacHoCTU
CeTu

KoHTponb besonacHocTb

3awmTa 3awwmTa OBHapyxeHune s ¢ KoHdpuaeH- yAaneHHoro

nepumeTpa KNWEHTOB BTOPXXKEHUN LUManbHOCTb

cetn aocTyna
ISA Server

Windows Firewall

Network Access
Quarantine




Moaoenb MHOrocrmionHowu 3aLuThl

cnonb3oBaHWE MHOMOCITOMHOW MOAENM 3alunTbl MO3BOSISAET:

" YMEeHbLUNTb LWAaHC ycnexa atakun

= YBenuunTb BEepPOATHOCTb o6Hapy>KeH|/|;| dTaKu

MpunoxeHus
KomnbioTep

du3smnyeckas 3awmTa

ACL, wudpoanue, EFS

3awuTa NpUnoXeHUn, aHTMBMPYChl

3awumTta OC, ayteHTUhUKaLmA,
ynpaBneHue 06HOBNEHNAMM

CermeHTtauus cetu, IPSec

BpaHamayapbl, ynpaBneHue
KapaHTMHOM focTyna

OxpaHa, 3aMKu 1 3anuparowme
yCTpOUCTBa

[oKyMeHTbI N0 6e30MacHOCTH,
oby4eHune nonb3oBaTenen



Moaenb MHOrocrnomHou 3aLuThl

Ncnonb3oBaHne MHOMOCNONHOM MOAENN 3aLlnTbl MO3BOMNAET:
= YMEHbLINUTb LUAHC yCNexa aTaku
= YBeNU4YnNTb BEPOATHOCTb OOHapYy)XeHUS aTaku

3au.mTa I'IpVIJ10)KGHMI7I, dHTUBUPYCbI
3awumTta OC, ayteHTUhUKaLmA,
BHyTpeHHAA ceTb

MepumeTp cetu

OxpaHa, 3aMKu 1 3anupatowme
yCTpOUCTBa

[oKyMeHTbI N0 6e30MacHOCTH,
oby4eHune nonb3oBaTenen

du3smnyeckas 3awmTa }

Monutukm, npoueaypsbl



CermeHTauusa cetu

= OOHUM U3 CPeaCTB 3allnTbl Nnepeaadn gaHHbIX
ABNSAETCA MEXaHU3M CErMEHTaLUN CeTH
(OeneHne Ha NoaceTw).

* MexaHu3m pasgeneHust ooLen cetn Ha
OTAEenNbHbIE NOACETUN NPEaNPUATUS NO3BONSIET
CKpbIBaTb AeTanu oTAerbHbIX MOACETEN,
obecne4ymBaeT BO3MOXHOCTb KOHTPOMS Tpaduka
Ha rpaHuue noaceTw.



CermeHTauusa cetu

MapLupyTtumsartop

OToenbHble CErMEHTbI CETU



CermeHTauusa cetu

= [1na obecnevyeHns pasgeneHns BHYTPEHHEN
CETW OpraHn3aunm Ha oTAerNbHble CErMeHThI
BO3MOXHO MUCMNOfib30BaHMe annapaTHbIX
(KoMMyTaTOpPbl) N NporpaMmmHo-annapaTHbIX
(MapLIpyTU3aTopbl) pELLEHUN.

= CepBepHaga nnatdopma Windows 2000/2003
NO3BONSET co3gaHne 3dPPEKTUBHOIO
MapLupyTusaTtopa ¢ BO3MOXHOCTAMU YCUTEHUSA
6e3onacHOCTU Ha rpaHuLax CeTEN.
MHCTpYMEHTOM ABNSIETCA cnyba YaaneHHbIN
poctyn n mapuwpytusauma (RRAS).



Cnyx6a MapLupyTtnsaums u
yaaneHHbIn JOCTYN

= Cnyxba MapuwpyTtusaumsa v yoaneHHbIN
poctyn (Routing and Remote Access, RRAS) B
Windows 2003 npeactaBnseT cobou
nporpamMmmMmHbIi MHOTOMPOTOKOSbHbIN
MapLUpyTU3aTop, KOTOPbIK MOXET ObITh

o0beauHeH ¢ apyrumu pyHkumamm OC, Takmmm
KaK y4eTHble 3annucu 1 rpyrnnoBbie NOUTUKMN.

= Cnyx0a nogaepXxnBaeT MapLUpyTU3aumio Mexay
pasnuyHbiMmu JIBC, mexay JIBC n WAN-
kaHanamu, VPN- n NAT- mapLipyTtmnsauuio B |P-
CeTAaX.



OcobeHHocTn CrnyXobl
MapLUpyTU3aumn n ygarneHHoro

A0CTVIla
= Kpome TOro, cnyxbta MoXxeT ObITb

CKOHdoUrypupoBaHa ans ocoboro snaa
MapLLpyTM3aLunu:

= MHoroagpecHsbie ip-paccbInky;

= MapLpyTtmnsaumsa BbI30BOB N0 TpeboBaHUIO;

= PetpaHcnauua DHCP;

= QunbTpauns NnakeTos

= B cnyx0y BKoYeHa noaaepxka npoToKonoBs
OvHamundeckon mappytusaumm — RIP (routing
information protocol) n OSPF (open shortest
path first).



3anyck cnyxobl MapLiupyTtmnsauus um
yaaneHHbIn JOCTYN

[Mpun yctaHoBku Windows server 2003 cnyxba
MapLupyTnsauna vu yganeHHbIn OCTYN OTKIIKYEHa.

Ee akTnBauus BbINONHAETCSA ¢ noMoullbio MacTtepa
HaCTPOWKM cepBepa MapLUpyTM3aLmMm U yaaneHHOoro
aoctyna.

Ecnn cepBep mapLipyTmsaumnm aBnseTca pagoBbIiM
4yrieHoMm gomeHa Active Directory, To OH gOImKeH bbITb
BkrtodveH B rpynny Cepsepbl RAS n |AS.

KoHTponnepbl JOMEHa B OOMNOSMTHUTENBLHOMN HACTPOUKe He
HYy>XXOalTc4.



KoHconb ynpasneHna MapLuipytusaums
N yoaneHHbIN OOCTYN

= KoHconb ynpasneHna MapLipyTtusauua v yoaneHHbIn OocTyn
npeactaBnsieT cobon cTaHgapTHYH OCHACTKY KOHCOMWU ynpaBneHus B
Windows. B kOHUrypauum no ymonyaHuio nogaepxmsaercs
MapLupyTtusaumns B JIBC.

4 CocToAHM:
=) [fa) DIMA-HOME

-2 MHTepdericel ceT




Co3naHune MHTeEpPdENCOB

= CeTeBOM MHTEPAIENC B KOHCOSN YNpaBneHns —
nporpaMMHbIN KOMIMOHEHT, NoAKto4YaeMbIn K
domnanyeckomy yCcTponucTBy (MoOeMY UMM CETEBOW NnaTe).

= B npouecce HacTpomnku Heobxoamumo, YTodbl Bce
NHTEepMencel, Yepes KoTopble HEOHBXOANMO
MapLUpyTU3npoBaTh TpadouK NPMCYTCTBOBASIM B KOHCOMMW
ynpaBneHus.

= Ecnu HeobxoanMmMo CKOHMUrypmpoBaTb MapLLpyTU3aLnto
yepes NoaKtyeHmne no TpedoBaHUo Nn NOCTOSAHHOE
noakn4veHue no Kommytupyemon nuHmn, VPN mnnu
PPOE-nogkntodeHune (Point-to-Point Protocol over
Ethernet), Heob6xoaMMO BbIMOSNTHUTE KOHPUTYPUPOBAHME
NHTEPMENCOB B PYYHYIO.



Co3naHne MHTEPMENCOB MO
BbI30BY

CeoiicTea: DIMA-HOME {nokanbHo)

= Jlns co3gaHusd
NHTepdemnca no BbI3OBY,
HeobXoaAMMO BKIHOUUTb
TaKyto BO3MOXXHOCTb B S
CBolicTBax cepBepa i Ak o e

O6wwe I Besonacrocts | IP | PPP | Beaenue syprana |

- .
9\5 MaplpyTUzauMa U YaaneHHbIR 4ocTyn

WcnonbsoBare aTor KOMNBIOTED KaK:

........................................................................................................

M a p LLI pyT M 3a L|| M M . | Cepeep YaaneHHoro gocTyna

= Jlns co3gaHusd
NOOKMYEHUS
ncnonbadyetrca Macrtep
NHTEepdenca no
TpeboBaHMIO

OtmeHa | Hpumeuurb



IP - mapLupyTusaymd

" Y3en ip — MapLipyTmsaumna ncnornb3yeTcH
Oria HaCTPOUKM OCHOBHbIX MapamMeTpoB Mo
npotokony IP.

* [1lo ymonyaHuto cogepXxmTcsa Tpu nogyana:
= Obwme
= CTaTnyeckme MapLupyThbl
= NAT / npocton bpaHamayap



HacTpounka napameTpoB CrnyXobl
MapLUpyTMU3aLUum 1 yaarneHHoro
aocTtyna

MocTaBlwumk «
A3HHBIE KAWE
no TpedoBaH!

Caysk6a npoe
Findows

MeToae! np

MocTaBwuk
Ha nograoye

Cayxba yyer

'W'indows -y

Ocoteie IPSE
L2TP-noaknk
3anycTUTb Cf

[~ Paszpewa

[lpeneapuTe)

=

IV Paspew
IV Yaanenr
HazHaueH
Cepeep M
' nporol

" cratne

=

V' Brawuur

O6wwe | bes

31or cepeej
PPP. Moaur,
WCNONB3YEN

v Ilur;

[V Pacwmpi
V' Mporpar

- 2?1 x1

CeoicTea: DIMA-HOME {nokanbHo)

BeaeHue sxkypHana l

Dﬁu.luel Eesonacnocrbl IP | PPP

Brifepure 3anucbiBaeMble B KYPHAN THMbl COOLTIIA:

" BECTW TOABKO KYPHAN OWKEOK

" BECTW XYpHaN BCEX COBBTUNA

" He 3anucbiBaTh B KYpHAN HUKaKUK COBBTMIA

™ >KypHan 0ononHWTENEHBIX CEEAEHWIA O MAPLPYTH3ALMI U
YaaneHHoM 40CTYne [MCNoAb3YETCA 409 OTNaaKM)

Yro6bl NPOCMOTPETE CEEAEHWA B AAHHDBIX KYPHANAX, OTKPOMTE
nanky Zwindir’%\tracing.

OTmeHa '

[ pUMEHHTE




YnpaBrieHne Tabnuuen
MapLUpyTU3aLnm

MpalwpyTnsatopbl CHATLIBAOT agpeca HasHa4YeHUs NakeToB U
nepenpasndl0T NakeTbl B COOTBETCTBMU C MHJpOpMaLMeEN, XpaHALLEUCS B
Tabnuuax mapLipyTusagmn.

OTaenbHble 3anMcu Tabnuubl MapLIpyTU3aLmmM HasbiBalOTCA MapLUpyTaMu.

CyLecTByOT TpU TUNa MapLupyTa:

= MapuwpyT y3na — onpefensieT ccbiniky Ha onpeaeneHHsblid yaen unu
LUMpOKoBeLLaTenbHbIn agpec. Macka maplupyTta — 255.255.255.255;

=  MapLupyT ceTu — onpeaensieT MapLUpyT K OnpeaeneHHon cetu, a
COOTBETCTBYIOLLIEE NONe B Tabnuuax MapLupyTu3auumn MoOXeT codepkaTb
MPOW3BONbHYK Macky;

=  MapLpyT No ymon4aHuio — OaAnH MapLUPYT, MO KOTOPOMY OTMNPaBNsSTCA BCE
nakeTbl, Yen agpec He coBnagdaeT HXU C OAHMM aapecoB Tabnuupbl
MapLUpyTU3auun.
[MpocmoTp Tabnuubl MapLUpyTU3aLUnUnN MOXET ObITb BbINOMHEH C MOMOLLbIO
KOMaHA
= route print
= netstat -r



3alinuTa nepuMeTpa CeTU

= 3aLmMTa nepumMmeTpa cetTu
npegycmMmartpuBaeT co3gaHue ycnosum
NPENATCTBYOLWLNUX NPOHUKHOBEHUIO
NOCTOPOHHEro Tpaduka n3 BHELLHEN CETU
BO BHYTPEHHIOK CETb OpraHm3auum (1
BO3MOXXHO OrpaHnyeHmne Tpaduka m3a
BHYTPEHHEN CETU BO BHELLIHIOH).

= OQHUM 13 CPeacTB 3alNTbl ABNSIETCS
NCrnosib30BaHmMe bpaHaMaya3poB.



DYHKLUNN CETEBLIX DpaHOMayapOB

* QunbTpaumsa NakeTos
* [1poBepka ycTaHOBKN coeauHEHNI

* [1lpoBepka Tpnaduka Ha VDOBHE NDUNQXKEHUN

MHoroypoBHeBasi npoBepka
(BKnoYaa punbTpaLmMIo Ha yPOBHE NPUNOXKEHWUHN)




3awmTa KrnMeHToB

MeTopn, OnucaHue

OGpaboTKka BCcex 3anpocoB KIMEeHTOB U 3anpeT
NPAMbIX COeAUHEHUN

[TpOKCU-CPYHKLNMK

B0O3MOXHOCTb noaaepXK1U NoAKMHOYEHNN
[Mopoepxka KnneHToB 6e3 cneuunanbHoro MNO. Ucnonb3oBaHue
KITMEHTOB cneuunansHoro O (ISA Firewall) obecneunBaeTt
AOMNOSNIHUTENbHY (PYHKLMNOHANIbHOCTb

HdocTtyn K Beb6-pecypcam MOXeT ObITb OrpaHNyeH
[TpaBuna Ha OCHOBe MMeHU nonb3oBaTtens, IP-agpeca
knuneHta, URL cepBepa nnu no pacnucaHuio

OononHuTenbHblie KOMMOHEHTbLI ob6ecneYBaloT
pacwunpeHne pyHKUMOHANbLHOCTU OpaHamayapa u
BO3MOXHOCTb UCMOMb30BaHUs peLleHUN TPeTnux

unpm



3alinuTta Beb-cepBepoB

* [1paBuna Beb-nyonukaunm

= 3awmTa Beb-cepBepPOB, HAXOOSLLMXCA No3aau
bpaHamMayapa npeaoTeBpallaeT BHELWHUE aTaku Ha
cepsepa nytem nposepkn HT TP Bxogdauiero
Tpadouka

* [lpoBepka Secure Socket Layer (SSL)
Tpaduka
= PaclundopoBKka 1 npoBepka BXogsLlero

3alumMdpoBaHHOro Bed-Tpadurka Ha npegmeT
COOTBETCTBMSA 3aJaHHbIM NpaBuiiamM 1 ctaHgapTam

= Bo3amoXxHa nepelwindgpoBka Tpaduka nepen
nepecbIsikon Ha Beb-cepBep



HTTP qounetpaung

* [IHTepHeT npunoxeHnsa ncnonb3yT HT TP ang
TYHHENMpoBaHUA Tpadmka NpUoXKeHU

= |SA Server 2004 skntodaetr HTTP donnetpbl Ans:

= ObecneveHna KoHTpona 3a Bcem HTTP Tpadumkom
= ObecneyeHna URLScan doyHKUMOHANbLHOCTM MO NepUMeTpy
CETWN opraHM3aumm

= Bo3amoxHocTb 00beamHeHunst ¢ URLScan BHYyTpeHHUX BeO6-
cepBepoB AJ1 obecrnevyeHnst corfiacoBaHmd paspeLleHHoro
Tpaduka

= HTTP counbTpbl MOTyT 00ecneynTb punbTpaLnio:

= Ha ocHoBe aHanu3a HTTP 3anpocos, 0oTBETOB, 3arofioBKOB U1
cogepXXaHnUa KOHTEHTA

= Ha ocHoOBe paclmpeHnn dpannos, METOA0B Nepegayn u
LM pOoBbIX NOANMUCEN



