MeToabl 60pbLObLI

C npobnemamu
9NEKTPOHHON NOYTh




B npegbiayLwien npeseHTaunum obinm pacCMOTPEHbI
OCHOBHbIE MPOBSIEMbI ANEKTPOHHOW NOYThI.

Cenyac Mbl paCCMOTPUM METObI PELLUEHUSA ITUX
npobnem. [Ina yoobcTea 3gecb 6yayT NOBTOPSATHCS
cnanabl npeablayuien npeseHTaumm ¢ onmMcaHnem
npobnembi.
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OwnbKkn B Nnporpammax w

.- Mporpammsbl ¢ Abipamu

.- MporpamMmmbl, HacTpoOeHHbIe
/// HenpaBuUIibHO

. Mporpammel, coobwaroLme
HOMep Bepcuun

B3NTOMLLUK

MoxeT nony4nTb NOSTHbIN NN
YaCTUYHbIN KOHTPOJSb Hag

cepBepom
Mail
SMTP
POP3
IMAP
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mmYe

3awmTa oT B3fniomMa

AHanornyHa sawmTe nobon apyron nporpaMmmeil.

[1pn nepBoHa4YanbLHOM yCTaHOBKE:
Anrpeng OC

.besonacHas HacTpouka OC
-OTKNIOYEHME HEHYXXHbBIX CEPBUCOB

Anrpeng nporpamm 1 6ubnuoTtek; BO3MOXHO — 3aMeHa Ha bonee
6esonacHble aHarnoru

.besonacHasi HacTpouka nporpamm
.['10 BO3MOXXHOCTM — 3anyck nporpamm nog HenpusunermpoBaHHbLIM H03epoMm
.CKpbITE HOMEpPa BEPCUN CETEBbLIX CEPBUCOB

.3aKpblTne cepsepa panepBoniom ot HTepHeTa 1 BkntoveHue iptables Ha
cepsepe

‘ MHCDOPMSALUMTA
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mmYe

3awmTa oT B3yiIoMa (npon.)

[MoCTOSAAHHO:

.OTcnexuBaHne coobuweHn ob ysa3BUMOCTSX
Jlepuognyeckoe ckaHMpoBaHUE cepBepa Ha YA3BUMOCTM
M3yyeHne HoBoBBeaeHUM B nporpammax n OC

.O0LLee noBbIWEHWE KBanMdmkauum

[1pn ycTaHOBKEe HecTaHO4apPTHbLIX NPOrpamMmm;.
.YCTaHOBKa nporpamMmm c XopoLlen penyrtaumeun

JJ1pocmoTp Koda nporpaMmmbl Ha HaNNM4YMe O4EBUAHBLIX YSA3BUMOCTEN
(Hanpumep, HeUNLETPOBAHHbLIN MOSIb30BaTENLCKUI BBOA, MCMOSb3YEMBbIN

ansa KomaHg 060noYkmM nnn nmeH doannos)
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h Cnam

Paccbinka cnama Ha BHeLLHWe agpeca
(Open Relay)

cnamep

Cbop agpecoB
nocpeacTBoMm
EXPN n VRFY

Mail
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JlerutumHoOEe ncnonb3oBaHMe MOYThI

M Hawwu gomeHsbl:
.domaini.ru

domain2.ru

Open Rela

Mail

C aBTOpM3aumen

HacTpanBaem B Nno4TOBOW NporpamMmMe: . Hawu JOMEHbI
. Hawwu IP-agpeca
. aBTOpU3aLNIO
/ii/ MHOOPMS3ALLIUTA
=y )
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prO3bI KITMEHTCKMM MalWlNHaM

3JTOYMbIWJTIEHHUK

Bupychol
“TposiHCKMe KOHW”

ji” MHOOPM3ALLUTA
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3alymTta oT cnama 1 BUpycoB

cbop agpecos

EXPN-
“RFY-

3JTOYMbIWJTIEHHUK

_

NMOCbIJIKa CramMa

. [poBepka B dns black lists
- PUnbTPOBLLMKM Cama _
(SpamAssassin, Antispam Mail
Kacnepckoro)
.

YcTaHOBKa aHTUBMPYCOB Ha cepBepe:
KAV (AVP), DrWeb n ap.

_ji” "HOOPM3ALLUTA
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1|
h CHudepbl

3M1OYMbILLIEHHUK 3NMOYMbILUNEHHUK

Mail

. [Nogcnywmusanue naponen POP3, IMAP, SMTP
. [logcnywmBaHme NOYTOBOro Tpadumka

4" VHOOPM3ALLMTA
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3alymTa oT noacnyLwmnBaHuS

. TyHHenuposaHne POP3 n IMAP yepes SSL
- SMTP ¢ SSL (STARTTLS)
. LUndppoBaHHbIe kKaHanbl mexgy punuanamu

. LLindbpoBaHune BaxkHbIX COOBLLEHMIN cpeacTBaMn NMOYTOBOW
nporpamMmmbl (SSL) nnu ¢ NOMOLLLIO APYrux nporpamm

ii "MHOOPMS3ALLUTA
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TyHHenuposaHue POP3 n IMAP

KnueHTckasa noytoBas CepBep

nporpamma

Mozilla, Outlook Express stu‘n_n'el

SSL S

—.() . d p-| CepBep
POP3 - O ‘POP3~ | POP3

pop3s S

BapuaHThl:
Cepsep 1 Cepsep 2

KnuenTckast : stunnel
noyrosas 4’0:3 R
nporpamma | POP3 - - - ‘ cepBep

stunnel n
aHanoru

EO ; POF>3> POP3

nT.ao.

nnsa IMAP - aHanorn4yHo
_{i"VHOOPMS3ALLUTA
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SMTP ¢ SSL

2 BapuaHTa:

1) TyHHenupoBaHue aHanorn4yHo POP3
(penko ncnonb3dyemMas ycrtapesLlas TEXHOMNOMm4)

SSL
BN O™
SMTP . ) .SMTP
. smtps .
stunnel stunnel

2) SMTP co BctpoeHHon nogaepxkon SSL (STARTTLS)

KnneHTtckas CepBepHast
nporpamma SMTP co STARTTLS nporpamma
CINy>XeOHble KoMaHbl _
Mozilla, « . senc!lman,
Outlook Express, gmail ¢ nat4amu,
P O HaHHble O postfix ¢ natTyamu

Netscape

i AHOPOPMS3ALLUTA
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JlokanbHble yrpo3bl cepBepy

3M0YMbILLNEHHUK HENpPaBnibHbIE
2 HaCTPOWKM

nporpamm u
ornepaunoHHOM
CUCTEMbI

Mail

. 3anyck nporpamm nocpeacrtesom .forward
. NlepenonHeHne gnckos
. 3auMKrMBaHMe aBTOOTBETUYMKOB

/{ii/ MHOOPMS3ALLUTA
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3awmTa oT NoKanbHbIX Yrpo3 cepBepy

. 3anpeT co3gaHua unm ncnonHenus .forward
. smrsh n ee beszonacHast HacTponka
. YCTaHOBKa ANCKOBbIX KBOT

. [lpocmoOTp KoAa NporpamMm aBTOOTBETYUKOB U UX
TecTMpOBaHue

ii UMHOOPMS3ALLIUTA
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YTeuka nHdpopmaumm

YTeuka KOH(puaeHUnanbsHON nHpopmaumn
BO BHELLUHUWA MUP

3JTOYMbILLUJTIEHHUK

_ji” VHOOPM3ALLIUTA
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3allmTa oT YyTeYkn MHpopmaumn

MeToabl 3aWwuThbl:

. Konnposatb BCIO BXOOALLYIO U MCXOOSALLYIO NOYTY B dpans
N1 Ha cneuuanbHbIM agpec email

. [MpoBepsATb NPOXOASALLYO NOYTY PUNLTPOBLLMKAMU, KOTOPbIE
OyayT onosellaTb NPy HapyLLEHUMN NONUTUKN BE30NacHOCTY

. Pabota ¢ nepcoHanom

CyLLl,eCTBy}OT alibTePHATUBHbIE KaHAl1bl YTEYKU.

. becnnaTHble no4yToBLIE cepBepa ¢ BED-MHTEPdQENCOM

. Nepenava dannos no ftp

. 3arpyska ¢panna Ha cepsep ¢ nomouwbto HTTP Upload

. CkpbITME MHG OpMaLMKN cpean Mmaccuaa NErmTUMHBIX OaHHbIX
. Nepepaya nHpopmaymm B HectaHAAPTHbBIX CETEBLIX NakKeTax

. BbiIHOC HdOpMaUuun Ha guckeTe, KOMNAKT-AUCKE, XKECTKOM
avcke, dnaw-kapte USB, MP3-nneepe, Ha pacne4daTke

ii | MH¢OPM3ALLIMTA
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Bonpochbl ?
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