~  MeXceTeBble 3KpaHbI



UTO Takoe MeXceTeBOU 3KpaH?

anusupoBaHHoe NporpaMmMmHoe Uau annapaTtHoe
oGecneyeHue, NO3BOMIAKOLWEE pa3fennTb CeTb Ha ABe UIn

6osiee yacTen U peanmsoBaTb HAGOpP NpaBun, onpenenstoWmx
YCN10BUS MPOXOXXAEHUA CETEBbLIX NAKeTOB U3 O4HOW YacTu B APYyryro
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Ha3HaueHue MC3

UNIX NT

Mapwpymusamop

KnueHmabi

OCHOBHO€ HasHaueHue MCDJ - Bon/ioweHne NOUTUKN BGE30MACHOCTH,
NPUHATON B OpraHn3aulnm B Bornpocax oomMmeHa MHhopmaumen
C BHELWWHUM MUPOM



MC3 kak cuctema 3aluTbl NnepumeTpa
»

o

3auwmuaemMbi nepumMmeTp
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KOHTpONbHbIE

YpoBeHb 3
TOUKU

TpaduK Kak BHYTPb TaK U HAPYXXY NPOXOAUT yepes
KOHTPOJ/IbHbIE TOUKU



MexaHu3mbl 3aWnThbl, peanindyembie MCO
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- @ Punbrpaymna nakeToB

O LUndopoBaHue (cosgaHne VPN)

® TpaHcnauua agpecos
® AyTeHTU(pUKauus
® [IpoTuBOgEeNCTBUE HEKOTOPbLIM BUAaM aTak

® YnpaBneHue cnuckamu gocrtyna Ha
MapLlipyTusaropax



Punbrpaumnsa naketToB

IP-agpec otnpasutens
IP-agpec nonyyarend

TCP/UDP-nopt oTnpasuTtens

TCP/UDP-nopt nonyvarens |

dnarn TCP  —
Onuuu IP "

K BHelLHel ceTu



LLindopoBaHue
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HesawmndgpoBaHHbIN
Tpaduk

OyHKUUN WndpoBaHUA NO3BONSAIOT 3aWUTUTb AaHHbIe,
nepegaBaemMbie NO OOLWMM KaHa/1aM CBA3U



: BuptyasibHble YacTHble CeTu
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OpraHu3auus BUPTyasibHbIX YACTHbIX
¢ ‘cetell c ncnonb3oBaHmem MC3
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TpaHcnauna agpecosB

'3ameHa B IP-nakeTe IP-agpeca oTnpaBuUTeNs UK nosiyyarens
pyrum IP-agpecom npu npoxoxaeHuu naketa yepes ycTpoOMcCTBO,
cyllecTBisollee TpaHCAAUUIO
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O6oCcHOBaHue

') MackunpoBka BHYTpeHHux IP-agpecoB OT BHELLHEro mmpa

| PeweHne npo6/1eMbl HEKOPPEKTHOCTU IGO0 HexBaTku IP-agpecoB
BHYTPEHHEWN CeTU



Buabl TpaHCcnAUuum agpecoB

Tuueckan 1 e

3710 3aaHNe OHO3HAUYHOIo COOTBETCTBUSA MEXAY BHYTPEHHUM a4pPecoMm
pecypca u ero ajpecom Bo BHELUHEN CeTu

AunHamuyeckas N - 1

9TO OTOOpPaAXEHME aAPECHOro NPOCTPAHCTBA BHYTPEHHEN CETU
Ha OAVH aipec U3 BHELLUHEN CETU



Cratuyeckad TpaHcnaUuua agpecos

BHYTpeHHUe agpeca

200.0.0.100 - 200.0.0.200

BHelwlHue ajpeca
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NMo3Bondetr nMeTb AOCTYN K BHYTPEHHUM y3/1aM U3sBHe

NMpumeHsieTcA B cnyyae C/IOXKUBLLErocs pacnpegeneHusa

BHYTPEHHMX afipecoB




AnHamMuyeckana TpaHcnsauus agpecos
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BHYTpeHHUe agpeca BHewHNn agpec
200.0.0.100 - 200.0.0.200 199.203.145.35
agpec noprt —— __apgpec _  nopt
source | 200.0.0.104 | 1305 source it ot 2531
r 1932331453 193:233:69.12
est c X dest 9 X

| He no3BonsieT NHULUNPOBATb AOCTYN K BHYTPEHHUM y3AaM U3BHE

| Peluaet npod6nemy HexBaTKu afpecoB



HepocTtatku TpaHcnauum aapecos
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W YBenunueHve BepOATHOCTU HEBEPHOW agpecaLmm

HeBO3MOXHOCTb NN TPYAHOCTU 3anyCKa HEKOTOPbIX
NPUIOXKEHUN

NMpo6nembl ¢ SNMP, DNS u T. A.

TpyaHoOCTb naeHTUdUKaLUN BHYTPEHHEro y3/a n3BHe

3amepnieHue paboTbl



Tunbl MeXceteBbiX 3KpaHOB

a‘KeTHbm UNLTP NN IKPAHUPYOLWUIA MaPLUPYTU3ATOP

o3 ypoBHA coeguHeHUA

3 LLino3 npuknagHoOro ypoBHA
, 3
Pabota MC3 ocHOBaHa Ha |
NCNoNb30BaHUU NHpopMaL UK ,
pa3HbIX ypoBHeu cTeka TCP/IP )

I A

Bce Tpu Tna oGbIYHO
peanusoBaHbl B ogHOM MC3

K ceru 1 K cetu 2



JKpaHupyolme MapLupyTusaTopbl
54‘ 'S UM nakeTHble PUNLTPbI
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BHYTpPEeHHAA ceTb

dunbTpauusa NakeToB OCYLLUECTB/IAETCA HA OCHOBeE crieAyHLuX daHHbIX

=) |P - agpec oTnpaButensa n nony4vyarens
=== TCP/UDP - nopT oTnpaBuTens u nosydyarens



[MpenmyLlecTBa U HeAOCTATKA

*“ NakeTHbIX PUNBLTPOB
. enm eCTBa

| Hu3Kasi CTOMMOCTb

_ | Hebonbluas 3agepxKa NPOX0oX4eHUs NaKeToB

Hepnocratku

| OTKpbITOCTb BHYTPEHHEWN CeTH

| TpyaHoOCTb onucaHusA npaBun uabTpaLmmn



Ry TexHonorunsa «Proxy»

Yy - 3TO NPU/IOKEHUE - NOCPeAHNK, BbiNo/Hsoweecsi Ha MC3
biMo/iHALLee cneaylowme (pyHKLMU

NMpuém n aHanmn3 3anpocoB OT K/IMEHTOB

MepeHanpaBneHne 3anpocoB peasibHOMY cepBepy



LLIno3bl YPOBHA coeaAnHEeHUsA
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BHYTpeHHAA ceTb

Becb TCP - Tpacdumk npocTo TpaHC/IUpyeTCcs B 000X HanpaB/eHUsX



LLIn03bl NPUKNaAHOro YypoBHSA

&‘»"' TELNET - cepeep 18 TELNET
- FTP - cepBep f ?
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BHYTpeHHAA ceTb

Nonb3oBarTenb yctTaHaB/IMBaeT coeguHeHne ¢ CeEpBUCOM,
3anyweHHbIM Ha MeXXceTeBOM 3KpaHe

MpaBuna goctyna )opMuUpyroTCA HA OCHOBE Ha3BaHUs CepBuCa,
MMEeHN NoNnb3oBaTesisi, BpeMeHu pabéoThbl U T. 4.



‘ [MpenmyLliecTBa U HeAOCTATKU

w TexHonorunm «PROXY»
: “ém MyLIlecTBA

| 3aKpbITOCTbL BHYTPEHHE ceTn

_ HapgéxHaa ayTeHTUUkauus

| MpocTtbie npaBuna unbTpayumn

Hepnocrtatku

| AByxwaroBas npoueaypa A BXoaa BO BHYTPEHHIO CeTb
N BbIXOoAa HapyXy

| Hu3Kas npou3BOAUTENILHOCTb

| BblCOKass CTOMMOCTb



- TexHonorusa «Stateful Inspection»

"

*CUUTBIBaTb UH(hOpPMaLUIO CO BCEX CEMU YPOBHEU CeTeBOU Moaenu
*OTCJ/IEXXUBATb COCTOsIHME (NpeabICTOPULD) cCoeAUHEHUSA
*OTCJ/IEXXBaTb COCTOSIHME NMPUSIOXKEHUA

MOoauuyupoBaTb nepegasaeMmyro MUHpopmaLuio

TexHonorusa «Stateful Inspection» o6ecneunBaeT ykasaHHble TpeboBaHUA
K 6€30nacHOCTM U peLllaeT NpPoo6sieMbl NakeTHbIX onbLTPOB U Proxy



TexHonoruga «Stateful Inspection»

.

‘?aker nepexBaTbiBaeTCA Ha
ceTeBOM ypOBHe
()
CneunasibHbIN MOAYNb
aHannsupyet nHcgopmayuro
CO BCeX YPOBHeN
()

NHdopmauma coxpaHsieTcs
U ucnonb3lyertcs AN
aHanu3a nocnieayrowmx
nakeToB



BapuaHTtbl pacnonoxeHuna MC3

FTP WEB
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MC3, mapwpyTtusartop

BHYTpeHHAA ceTb

MapLupyTn3aTop SABISETCA MEeXCETEBbIM 3KPAHOM



~ BapuaHTbl pacnonoxeHua MC3
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MapLipyTunsatopbl Jhi

BHYTpeHHAA ceTb

Tpadmk ¢ BHeLWIHero mapLwpyrtmsaropa nepeHanpasnserca Ha MCJ,
a 3aTeM Ha BHYTPEHHUIA MapLipyTUusarop



BapuaHTtbl pacnonoxeHuna MC3

FTP WEB

J}.

BHYTpeHHAA ceTb

MCD aBnsieTtca eqUHCTBEHHOW BUOUMOW CHaPYXXU MaLUMHOW



BapuaHTtbl pacnonoxeHuna MC3

il
<~ U5
I ==
:

MapLwpyTtusarop

FTP WEB BHYTpeHHAA ceTb

3almiieHa He BCA BHYTPEHHAA CeTb. Y3/1bl, KOTOPbI€ AO/MKHbI
ObiTb BUAWMbI CHAPYXXW, He 3aLiULLEHbI



BapuaHTtbl pacnonoxeHuna MC3
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BHYTpeHHAA ceTb

FTP WEB
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3almiieHa He BCA BHYTPEHHAA CeTb. Y3/1bl, KOTOPbI€ AO/MKHbI
ObiTb BUAWMbI CHAPYXXW, He 3aLiULLEHbI



BapuaHTtbl pacnonoxeHuna MC3
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MapLwpyTtusarop

FTP WEB BHYTpeHHsAA ceTb

L T

FTP n WEB cepBepbl NoAKMO4YEHbI K oTAEe/IbHOMY MHTEpdency MCI,
UTO NO3BOJIAET co3aaTh A1 HUX OTAE/IbHYI0 NOJIUTUKY



~ _HepocTtaTtkm MC3 kak cpeAcTB 3allUThl

Ty

" He 3alluiLaloT OT NMosib3oBaTtesniei,
npolueaLmnx asTopusaLuio
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He 3awuwarotT coeanHeHns, yCTaHOBJ/IEHHbIE
B ooxoa MCJ

He 3awmwalot ot HenpaBWJIbHOI KOH(uUrypauum

He rapaHTupyrotr 100% 3awWmTbl OT BTOPXXEHUMN
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[MTakeTHbLIN OUNLTP
Ha 6a3e OC
Linux



ApXUTEKTypa nakeTHoro punbrpa

‘-"' forward chain

Y CeTeBOM YPOBEHb —
Input chain Output chain

(IP Protocol) / %
T e

Bxoaawuii Ucxoasnin
Tpaduk Tpaduk
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Cxema paboTbl NakeTHOro punbTpa
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[lepenava naketa
B CETb

[lepenaya naketa
Ha YpPOBEHb BblLLE
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:‘ | MexceTeBoW 3KpaH

CheckPoint
FireWall-1



: Apxutektypa FireWall-1

gement Module

FireWall Module

PeXXnm nonb3oBarens

YposeHs IP

NHuTepdenc TDI

paliBep ceTeBoro ajgantepa




o Inspection Module

afin3oBaH B BUge gpavBepa

" BbInonHseT chyHKUMM

—— KnueHTckas ayTeHTUhmkauus

—  AyTeHTUukKaumsa ceccumn

—— TpaHcnauyua agpecos

— KOHTpO/b gocTtyna NHTepdoeic TDI

—  AyauT

[paiiBep ceTeBoro agantepa



. KomnoHeHTbI Inspection Module

NHTepdpenic TDI

Inspection Module

Kernel Kernel
Virtual Address
Machine Translation

Kernel
Attachment

[lpaiiBep ceTeBoro agantepa e



IP Protocol
Inspection Module
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_ . Pab6orta Inspection Module

e | o | % appucaton
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» < npasmso

naketra?
FW-1 % I'IponyCT cnenywouy, L
Inspection Module / UTh ee
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RaHAJ1IbHbIUN |
NOBEHLE .

/"—\

Send NACK



GUI KNIneHT

GUI KnuneHT
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FireWall Module === = Management Module

Management Server
GUI KnueHT




