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INTekumna 15. 3awmTa oT BUPYCHBLIX Yrpo3
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PaccmoTpeTtb TUnbl MHPOPMAaLIMOHHBLIX
BUPYCOB.

|/|3yLII/ITb OCHOBHbIE€ TUlMbl aHTUBUPYCHbIX
cpenctTB 3alliTbl — CpeACTBa KOHTPOJIA
UEJTOCTHOCTHU, aHTUBUPYCHblE MOHUTOPbI U
CKaHepbl, dHTUBUPYCHbIE LLIJTHO3bI.

[103HAKOMUTBLCSH C HOBbIMU NOAXOOaMU K
NOCTPOEHUIO aHTUBUPYCHbLIX CPEACTB 3aLUNThI

BbiaBUTL OCHOBHOE OTNMYMe NpoaykTa
Microsoft ForeFront oT opyrux aHTUBUPYCHbIX
peLleHnn
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5 Tnbl BUPYCHbIX Yrpo3 LR BT
In e W

= [FTOCT P 51188-98] KomrnbromepHbit sUpYC -

crneuuanbHO co3gaHHbIM NporpaMmMHbIv Kofa,
CMOCODOHbIN CaMOCTOATENBHO
PACMPOCTPaHATLCA B KOMMNBLIOTEPHOW cpeae

= (pausioBble 1 3arpy304Hbie BUPYChI

= «CEeTeBble YepBu»

= becTenecHble BUPYChI

= KOMBMHMPOBAHHBLIN TUM

= «TpostHCKUM KOHbY» (Trojan Horses)
= Spyware
= Adware
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Mopenb HapywuTens

Knacc
HAP VI HT eJIsd

Knacc «H-1»
Knacc «H-2»
Knacc «H-3»
Knacc «H-4»

CremeHs mpegHAMEp eHHOCTH
IeC TEHIT Hap VIUH T eJIA
HenpenHamepeHHEE JeACTEHA
[IpenHaMepeHHEIE OEHCTEHA

IIpegHaMepeHHEIE OEHCTEHA

[IpenqnamepeHHEIE JEHCTEHA

YpoeeHs
K B AJIH (DHK AL{HI
Hap VIIHT eJIsd

Huszxui
CpenHui

Bricoxuit
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Mopenb 3aWnTbl OT NOTeHUUarnbHOro
HapvwuTtena aHTUBUPYCHOU 6e3aonacH »

F

[2

- Knacc |
Ne ©Mex arrrz MBI 0e3 orTacHOCTH
HAP VILU HTeJIA

1 | Knacc «H-1»
AHTHEBHPYCHEIE NPOIYTE OJQHOT O MIPOHIBO HTE A

Knacc «H-2»

AHTHEBHPYCHEE NPOIVETH pasIHdHEIX
Knacc «H-3» Py PoAYK Vp
IpOH3BOAHTENEH

AHTHEHPYCHEIE IPOIVETH pasIHdHEX
NPOHSBOOUTENEH, CPEACTEA MEXKCE TEBOT O
Knacc «H-4» P P
SKpaHUpOBaHUA, CPEICTEa ObHApY KEHHA U
Npen oTEpAl] eHWA aTak, obHapy KeHHA YAIBHMOCTEH
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MexceTeBon /ﬁP W3

3KpaH
MoyTtoBbLIN
cepBep

-

L b

I_?m eleHue ogHoro "P°"3Bﬂm;e%

OO0OHO U mo xe ,quo CKaHupoeaHu,q
UCrosib3yemcs Ha ypOoBHE WITH308,
cepsepos u paboyux cmaHyusix

= HepgocTtaTtku noaxoaa:

= 3aBUCUMOCTb OT O4HON
aHTUBUPYCHOM NnabopaTtopun

= HeunsbexHocTb ovepenem
N 3a0epXek Ha cepBepax
no BpemMms 0OHOBNEeHMs 6a3

AadHHbIX CUTHATYyp aHTUBNPYCHOIO
O

= OgHa ToYka ys3BUMOCTU
BCEN CUCTEMbI
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% PeLieHus pasHbIX NpoussaaM gleh .

"> )

Lnsa ebiseneHus supycos

uCrosib3yromcsi pasfu4vHele rnpooyKmal
om pa3HbiX npoussooumerieu
Mexcereso

3KpaH
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IijHoro;lp,epHaﬂ aHTVIBMpyCHai3QHW% B
MS Forefront

Exchange Server /| Windows SMTP Server
Client Security / ISA / Intelligent Application Gateway
Share Point / Office Communications Server (H2.2007)

= [|eHTpanu3oBaHHOE yrnpaBneHne HeCKONbKUMMU
cepBepamu

" UeHTpalin3aoBaHHOE YyripaBrieHne noJsimTukaMu
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Ijm Appa, BXxogsawue B cocmsﬁ:rejr% B

» [10 9-Tn aHTUBUPYCHLIX a4ep O4HOBPEMEHHO
N3 CrieayrLlero cnucka:

Microsoft Antimalware engine

Sophos Virus Detection (AHrMns)

Computer Associates — Vet (ABcTtpanus)
Norman Data Defense (LLiseuus)

Computer Associates — Inoculate (A3paunb)
INNabopatopusa Kacnepckoro (Poccus)

Virus Buster (BeHrpus)

Authentium Command Antivirus (CLLUA)
AhnLab (FOxHas Kopes)
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I %‘] 3arpy3Ka npoteccopa B “w B
/ ”}’_ -

3aBMCKMMOCTb 3arpy3ku npoeccopa
OT KOMMYECTBa aHTUBMPYCHBIX SAEP

. —_———————
o - .
.-' ?': L 1

il X = 3

<!

Mo pesynbratam TectoB komnaHum 3Sharp (okTa6pb, 2006)
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YnpaBrieHne coctaBoMm
Imn aHTUBUPYCHbIX A4ep Forefrorﬁ - w B

— ] L /
; Aapo o
Anpo » bonblie HaaéXHoOCTU: ucrnonb3osaHne 75%
= saep

VN

= HeunTtpanbHbin BbIOOP: ncnons3osaHmne 50% saep

= bBonblue Npon3BoaAUTESNIbHOCTMH:
ncnosnb3oBaHue 25% saep

= Makcumym Npou3BoAUTENbLHOCTU: UCMNOb30BaHWE OOHOMO
aapa Ans Kaxaoro ckaHMpoBaHus

1 Bbiclwan wkosia aKOHOMUku - 2009



@ YnpaBneHue cocTaBoOM
I I] aHTUMBUPYCHbIX Aaep Forefront W m
- Y

= inpo
= Makcum MYM HaAeXHOCTU. 7

NCNONb30BaHNE BCEX UMEIOLLINXCSH
aaep (100%)

= bonblue HAQEXHOCTMU:
ncnonb3oBanne 75% sgep
Aapo
Performance
\ /

= Bonblwe Nnpon3BoAUTENLHOCTM:
ncnonb3oBaHne 25% agep

" MaKCI/IMyM npon3BoanTesibHOCTU:. UCIOJIb3OBaHME OAHOIO AApa
ONA KaXaoro CKaHnpoBaHUA
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% PeweHusa Forefront

/
CoobGLeHus n | Antig
[OKYMEHThI v
CepBep
Live Communications

no4yTta

CepBep Windows SMTP CepBepa Exchange
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12 wmi ft Forefront .
@ ICFOSO oreitron “"__,m -

. = BcecTopoHHASA 3au_u}‘a Oun3Hec-
Microsoft® NPUNOXEHMN, NO3BOMAOLLAA AOCTUYb
FO r‘efrO nt"‘ nyyuwen 3awmtbl U 6e3onacHoro gocTyna
nocpeacTBOM ry0OKON MHTerpauum u
YNPOLLEHHOIO ynpaBreHus

3awmTa KIIMEeHTCKON 3alumTta cepBepHblX  §  3awumTa nepumeTpa
n cepsepHon OC NPUIOXEHNN

Microsoft®
Forefront

Security for Exchange Server

Microsoft® Microsoft®

Fo refro nt e Internet Security &
Client Security Security for SharePoint: Acceleration Server 2006

Intelligent Application
Gateway 2007

Microsoft®
Forefront
Server Security Management Console
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?m Forefront Client Securlw O .

/

= Obecne4yeHne be3onacHoOCTu KOHe‘-IHbIX To4yek
(EndPoint Protection) = 3awmTa ot
BpenoHocHoro 10 + oueHka 300poBbS

* /IHTerpauusa ¢ cyLeCcTBYIOLLEN
nHppactpyktypoun (SQL, AD, GPO, WSUS)

* BbICOKO MacLiTabupyemMoe peLleHmne
* [lpoaBUHYyTasd OTYETHOCTb
* Hu3skag cTouMocCTb BriaaeHus
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E “CooTBeTCTBYET J/IM MO |
UHdpacTpykTypa
pekoMeHaauuam no
0e3onacHocTU?”

“Kak nsmeHsiercs Bo
. BpemeHu ypoBeHb
¢ YA3BMMOCTU CUCTEMbI?” §

“Kakast Yyactb moeu

. MHJpPaCTPYKTYpPbI
L _Haubonee ya3Buma?’

Imn KOHTpOHbMOT‘IETHOCTE o

Security State Assessment Summary

Top Vulnerabilities

Security State Assessment History

Vulnerabilities Discovered During the Last 30 Days

an7 ar24 10101
Sun Sun Sun

Computers by Score

1

\ | 1
\|J

44 Distinct computers responded

High Score Computers by MSRC Severity

16 2009



Forefront OygeT 3awuwaTtbL 6onbLion

aaApPOHHbLIU Konnaunae - 'ﬂ_»,“ .

» CERN: "By the end of this year, all NICE PCs will have k Forefront Client
Security installed. This new anti-virus and anti-malware application will
replace the current anti-virus product from Symantec. The reasons for this
change include the small footprint of the client application, excellent
response times for pattern updates and very good integration with the
existing NICE infrastructure.”

12
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I I%\ Microsoft Security Essentiif\ls* VI

/

» HoBbI 6ecnnaTHbIN NakeT aHTUBUPYCHbIX
npunoXxeHun ot komnaHum Microsoft

= 23 nioHa 2009 roga BbinylleHa
orpaHuyeHHas nyonuyHasa beta-Bepcus
NpoayKTa, AOCTynHad Ans ckadnBaHUs
Tonbko nepBbiM /5000 nonb3oBaTendam n3
CLWA, N3pauna n bpasunuu

* Penni3 dpuHanbHOoU BEPCUn COCTOUTCS
oceHblo 2009 I.

» bynet npeacrtaeneH Ha 20 pbiHkax 1 10
a3bIKax.
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I I%: OcobeHHocTn Microsoft Secwity _Eswials_

-

» Ha paHHen ctagnm pa3pabdboTku npopbalvlma
6bina n3BecTtHa noa KogoBbiM MMeHeM Morro

* [lpnaeT Ha CMEHY KOMMEPYECKOMY CEPBUCY
Windows Live OneCare

= Microsoft Security Essentials Bknto4aeT B cebs
TOSTbKO ABWXKOK MO yAaneHuio BpeAOHOCHbIX
KOOOB

= Bo Bpema nHctanaumum MSE Windows Defender
OyneTt OTKMNHo4YeH

= AHTUBMpPYCHble basbl ansg MSE byayTt BbixoanTb
pa3 B CYTKM
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? 4 ypOBHSA yrpo3sbl
n

= cepbes3Has yrposa

" BbICOKUU YPOBEHb
" cpedHU YpOBEHb
" HU3KNUN YPOBEHb YTpO3bl

20
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BapuaHTbl cCKaHMpoBaHua .
i L

» BLICTPbI |
= CKaHupyeT nuuwb nanky Windows n 3anyLieHHble
npouecchl
= []onHbIN

* BbIOOPOYHbLIN

= MOXXHO YKa3aTb B Kakux nankax npousBecTu
cKaHupoBaHue
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?m Bo3amMmoxXHocTH ' - @' B

* BO3MOXHOCTb yaaneHus Ham6onee
pacrnpocTpaHEeHHbIX BPEOOHOCHbIX
nporpamm

» BO3MOXHOCTb yAaneHusa M3BECTHbIX
BUPYCOB

» AHTUBUPYCHa4A 3aLimTa B pealibHOM
BpEMEHMU

= BO3MOXHOCTb YAaneHUs N3BECTHbIX
LLIMMOHCKMUX NpOorpamm

= 3aLuTa OT LMUOHCKUX NporpamMm B
pearnbHOM BPEMEHM.
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I% MponsBoanUTENbHOCTb

ﬂ i @ —
=  QOrpaHu4veHune 3arpysku npoueccopa (B
pes3ynbrTaTe Yero cuctema Bcerga oyger

OCTaBaTbCHA OT3bIBYMBOM Ha 3anpocChl
nonb3oBartens);

= CkaHupoBaHue BO BpeMs OTAbIXa
(CkaHupoBaHue U obHoBreHWe DyOyT UMETH
HU3KUIA NPUOPUTET U OYAYT BbINOMHATL TOMNBKO
BO BpeEMS OTAbIXa KOMMObLIOTEPA);

=  YMHOEe K3lUMpoBaHUe N NCNosSib30BaHUe
namdaTu (He Ucrnonb3yemMbie CUrHaTypbl
BUPYCOB HE 3arpyXarwTcd B NamMsTh).
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/I_?m UHTepdenc AN e

= Cxox ¢ Windows Defender

= 4 BKNagku

Home - geMoHCTpupyroTcs cBeaeHus o paboTe nporpamMmmbl 1
aKkTyaribHOCTM aHTUBUPYCHbIX 0a3, a Takke npeacraBieHbl
onuun Ansi BbiNofHEHUST BbICTPOW, NONHOW NN YaCTUYHOM
NPOBEPKN KOMMbIOTEPA Ha NPeaAMET Hann4nsa BpegoHOCHOro
nporpaMMHOro obecne4veHud

Update - dourypmnpyet ogHOMMEHHAA KnasuLia u
oTobpaxatlTcs cBeaeHUs 06 OOHOBMEHUN MPUTTOXKEHUS U
aHTUBUPYCHbIX CUTHaTyp

History - roBoput camo 3a cebs, 1 B Heil MOXXHO NPOCMOTPETb
UCTOpUO PaboTbl NakeTa ¢ ykasaHnem Bcex dannos, B
KOTOPbIX HanaeHbl BUPYChbI

Settings - npeacraBneHbl pasnuyHbie HAaCTPOUKN
aHTMBUpYyca.
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UHTepdenc

B Microsoft Securty Essentials

Computer status - Protecied

Up to date

‘ Scheduled tcan seltings
N\ Nest scane Not defined | Changs my scan tchadde

25
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06
HapyXeHue Bwpycosn "=

L SN

=Y

'Microsoft Security Essentials Alert -

| potential threat details

Microsoft Securty Essentials datected potential threats that might compromise your privacy or damage your
computer. What do the a mean?. Your access to thase Rems may be suspended untd you take an action.
'Show details' to learn mor

Detected Rems Alert level Recommendation Kakus

© VirTool:Win32/VBInject.AR Severe Remove v | Suspended

Category: Tool

Description: This program is used to creste viruses, worms or other malware,

Recommendation: Remove this software mmediately,

Microsoft Security Essentials detectad programs that may compromiss your privacy or damage your computer.
<5 the flas that these programs use withowt removing them (not recommended). To acce:

: lect the "Allow’ action and dick "Apply actions”. If this option i not available, log on &5 administrator
or ask the local administrator for help.

nants and Settings!someonelLocal Settings| Temporary Internet Fles\Content. JES|SZ
\KEYGEN{1].EXE

Get more information about this tem onlne.

| Hide detalls << | | Clean compurer
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?m TecTnpoBaHue MSE

= KomnanHuga AV-Test GmbH 4

[Tnatdpopmbl: Windows XP, Vista n Windows 7

3200 Hanboree akTyarbHbIX BUPYCOB, TPOAHOB U
yepBeu

» Pegynbrar

"Bce dhainnbl 6b1n1n 4OrmMKHBIM 0Opa3om
NpoaNarHOCTUPOBaHbI U BbINEYEHbI. OTO OTNMNYHbIN
pe3ynbraT, Tak Kak MHOTMe aHTUBUPYCbI 40 CUX Nop
He onpenenstT 3T BUPYChI' .

"Hun oanH n3 6e3onacHbix danroB HE ObifT MTOMEYEH
Kak BP€OOHOCHbIN - 3TO OTNUYHbLIN pe3ynbTar .
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?m icnonb3oBaHHbIE MCT&fIH_,I‘l_IEkn _

= Ceparok B.A. KomnnekcHbI nogxon K 3aLLlVITe'zOMI'IaHI/II/I oT

BpedoHocHoro koaa // "[dokymeHTarnbHasi anektpocBasb", Ne19,
2008

= Ceparok B.A. KomnnekcHbI nogxoa K obecnevyeHunto
6e30nacHOCTM Ha OCHOBE MHOFOYPOBHEBOW 3aLLNTbl OT BUPYCHbIX
yrpo3 // "[JokymeHTarnbHaga arnekTpocBA3b” Ne17, 2006

= Ceppatok B.A. KomnnekcHbIM NOAX0A K 3aLmMTe KOMMaHUM OT yrpo3

nHpopmaumoHHon besonacHocTu // FpesenTtaums, duanorHayka,
2008

= Kanuxmat P. Forefront Client Security: TexHndecknn o63op //
Microsoft, cnanasi.

= KocuHoB M. 3aliuta Ha ypoBHe repumetpa cetu: Microsoft
ForeFront TMG n Microsoft Forefront IAG // Softline, cnanasi,
20009.

= TpocdumoB A. ForeFront TMG: 0630p npeemHuka ISA Server //
Microsoft, cnanabi.
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Cnacnbo 3a BHumaHume!

Boripock/ 2




