HACTOWMKA MEXAHU3MOB
OBECMNEYEHWS
EE3OMACHOCTU

CEPBEPOB
QINEKTPOHHOW MOYTHI
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besonacHaa HacTpouka
noytosomn cnyxoel SMTP

E-mail
cepBep
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be3onacHaa HacTpouka SMTP cepBepa

C TO4kM 3peHnsa 6e30nNacHOCTU UHTEPEC
NpencTasnsoT crnegyowmne BO3MOXKHOCTH
KOHQOUTYPUPOBaHUA:

1 PasrpanunyeHne goctyna kK SMTP cepBepy B 3aBUCMMOCTU OT
|IP-agpecoB xocToB, ceTen Unm MMeH AJOMEHOB

1 HacTtpoika BapuaHTOB ayTeHTU(pUKauumn Ha cepsepe SMTP

 HacTponka peTpaHcnsaymm novToBbIX COOOLLEHNN Yepes
cepsep

O dunbTpaumns coobuieHnn No agpecy oTnpaBUTeENs

4 YoaneHne nHdopmauyumm o BEpcun 13 3arosfioBka criyobl
SMTP

1 YnpaBneHue aBToMaTU4Y€CKON reHepaLnen OTBETOB

4 YnpaBneHune pernctpaymen cobbiTuin B norax Ha cepBepe

] BBegeHune orpaHM4yeHnn Ha novToBble COObLLIEHNS

"MHOOPMS3ALLUTA

|
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be3onacHas HacTponka SMTP cepBepa

PasrpaHun4yeHue goctyna Kk SMTP cepBepy B
3aBucumocTmn ot |IP-agpecos xocToB, ceTeun
NN UMEH JOMEHOB

x
JTa BO3MOXHOCTb
3awmuiaeT oT yrposol Select which computers may access this virtual server:

" Dnly the list below

MacCKNPOBKU HapyLUUTENA = Al except the list below
noa Apyroro Computers:
nonb3oBaTens (KN1eHTa), T | IP Address (Mask] / Domain Name

Korga HapyLmTento
OTKa3blBaloT B
obcnyxunsaHum no SMTP
Mo KPUTEPMIO MOYTOBOIO
agpeca oTnpaBuTens.

Br‘:n'IO'-."E: |

oK | Cancel Help

ii VIH¢0PM3ALIJ,I/ITA
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be3onacHas HacTponka SMTP cepBepa

PasrpaHunyeHnune goctyna Kk SMTP cepeepy B
3aBucmumocTtu ot |P-agpecoB xocToB, ceTeun
NN UMeH JOMEHOB

X

Add one of the following to the list.

IP apgpec yaria % Single computer
IP address:
) ) ) DNS Lookup...

IP agpec n macka cetu ¢ Group of computers
\ Subnet address; Subriet mask:
[TonHOEe nma gomeHa " Domain

[dame:

(Hy>keH obpaTHbIn DNS) |

[k Cancel Help

ii UMHOOPMS3ALLIUTA
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be3onacHas HacTponka SMTP cepBepa

HacTpounka BapmaHTOB ayTeEHTUPMKaLUN
kKnneHToB Ha SMTP cepBepe

Authentication )

Select acceptable authentication methods for this resouce.

AHOHNMHbIN
0 —— P> [ Gnonpmous access
A0CTYyn No user name or password required.

[V Basic authentication

5830 Bad The password will be sent over the network in clear text using standard
ayTeHTUdMKauus s

[ Requires TLS encryption
(MMa 1 naposb B

Default domain:

OTKPbITOM BUae) |

[V Integrated Windows Authentication
The client and server negotiate the Windows Security Support Provider
AyTeHTUpurKauma no Interface.

npasunam Windows

oK Cancel Help

ii VIH¢0PM3ALLIMTA
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be3onacHas HacTponka SMTP cepBepa

Outbound security

A ! x
HOHVMHbBIN — - R

,D' (0] CTy N No user name or password required.

" Basic authentication
The password will be sent over the network in clear text using standard

5830 Baﬂ commands,
ayTeHTUdVKaums st : =
Password;

(MMA 1 naporsb B
" Integrated Windows Authentication
OTKp bl TO MB M,D,e) The client and server negatiate the Windows Security Support Provider

Interface.

Aceotnt: I Browse..
AyTeHTUdVKaLUs No / Posswortt [
[ TLS encryption

npasunam Windows

| oK I Cancel Help

ii VIHCDOPM3ALLIMTA
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be3onacHaga HacTpouka SM

BbI6GOp COOTBETCTBYIOLMX BAPUAHTOB
ayTeHTUdMKaLMN Ha KIUEHTe

¥® eadmin Properties

General Servers |Connection| Securityl Advancedl

21|

Server Information

My incoming mail server is a  |(glRE SErver.

Incoming mail (POP3): |ershov-w2k.edu.infosec.ru

Outgoing mail [SMTP): |ershov-w2k.edu.infosec.ru

Incoming Mail Server

Agccount hame: |eadmin

Password: |
I~ Remember password

I™ Log on using Secure Password Authentication

Outgoing Mail Server

[V My server requires authentication

Settings... I

oK Cancel |

Apply

Outgoing Mail Server ]

P cepBepa

21

Logon Information

{« yse same settings as my incoming mail server

" Log on using

Account name:  jeadmin

HARAXAX

Password:

¥ Bemember password

™ Log on using Secure Password Authentication

ok |

Cancel

VIHCDOPM3ALUMTA
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be3onacHaa HacTpouka SMTP cepBepa

HacTponka petpaHcnaunm (RELAY)
NOYTOBBLIX COODLLEHNN Yepe3 cepBep

E-mail
cepBep

H¢OPM3ALI.IMTA
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be3onacHas HacTponka SMTP cepBepa

HacTpounka petpaHcnauum (RELAY)
NOYTOBbLIX COODLLEHNIN Yepes cepBep

Ans npegoTBpalleHns x|
NCMNoJib30BaHNA CepBeEpa B Select which computer may relay through this virttual server:

Llensgx paccbifiku cnama : Only the list belows

crnenyer BblbpaTh BapUaHT gompuf:'r:l“’ep‘ e st below

YKa3aHUA Crnncka Access |_IP Address (Mask) / Domain Name
pa3peLleHHbIX

oTnpaBUTENEN, MOCKOSIbKY

TONbKO BMOJSIHE

onpeageneHHbIM BHELHNM

KOMMbOTEpamM Heobxoanmo S TR

NPenocTaBnTb BOSMOXKHOCTb v Allow all computers which successfully authenticate to relay, regardless
oTnpaBku cooblieHnn ¢ s

BaLlero cepBepa. 0K Cancel Help

ii " MH¢0PM3ALIJMTA
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| besonacHast Hactponka SMTP cepBepa

duneTpauusa BXoasLLnX coodLeHnm
No agpecy oTnpaBUTENS

Default SMTP Y¥irtual Server Properties 21 x|

General |Access| Messagesl Deliveryl

- Advanced i x|
235 Default SMTP Vitual Server
Configure multiple identities for this virtual server.

Address:
IP &ddress | TCP Port | Filter Enabled |

(&Nl Unassigned) 25 [
200.0.0.34 25 @

|P address:
| (& Unassigned)

I Limit number of connections to:

Connection time-out [minutes):

Edit... I Hemoye

Enable logging

Active log format:

|W3C Extended Log File Format j Froperties,.. I oK I Cancel | Help

0K | Cancel | Apply | Help I

ii VIHCDOPM3ALUMTA
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be3onacHas HacTponka SMTP cepBepa

duneTpauusa BXoasLLnX coodLeHnm

No agpecy oTnpaBUTENS

B koHTenHepe Organization — General | Defauts {Fileing | Detais |
G | 0] b a | S ett| n g S > Filter messages that claim to be from the following senders.
Message Delivery > Somdels
3aknagka Filtering. bob@spammers.com
Add... Edit... Hemove

I~ Archive fitered messages

I Filter messages with blank sender

™ Accept messages without notifying sender of filtering

oK Cancel l Apply Help

UHDOOPMS3ALLIUTA
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be3onacHas HacTponka SMTP cepBepa

YnaneHune nHdgopmauum o Bepcun ns
3arosnioBska cnyxobsl SMTP

[4] C:A\WINNT\ System32',cmd.exe - telnet localho=: 22

220 ershov—uw2k.edu.infosec.ru'Microsoft ESMTP MAIL Service, Uersion: 5.0.2195.29!’
66 ready at Tue, 10 Sep 2002 1Z-54=20_+0400 =

[ ] C:\ WINNT\ System32',cmd.exe - telnet localhost 25 .
220 ershov—w2k.edu.infosec.ru New SMTP banner for HACKERS Tue, 10 Sep 2002 15: 58=

:21 +0400

i7" MIHOOPM3ALLIUTA
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be3onacHaga HacTpouka SM

YnpasneHne aBToMatu4eCcKou reHepaumnemn
OTBETOB Ha MNOYTOBbLIE COOOLLIEHNS

Default Properties 3 21 x|
General l Message Fomat | Advanced | Details | :
Default Properties )

“% Default

MTP domain:

I%

General | Message Format  Advanced lDetaiIs]

P cepBepa

21|

— Exchange rich-text format
" Always use
" Never use

« igetermined by individual user settingst

— Message text word wrap
& Never use

" Use at column:

—

[~ &llow out of office responses
[~ Allow automatic replies

[~ &llow automatic forward

[V allow delivery reports

v &llow non-delivery reports

[V Preserve sender's display name on mess

| oK I Cancel I Apply

| oK I Cancel Apply

Help

ii UMHOOPMS3ALLIUTA
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be3onacHas HacTponka SMTP cepBepa

YnpaBreHne aBToMaTU4YeCKON reHepaumen
OTBETOB Ha NOYTOBbIE COOOLLEHUS

3amecTuTenb [ x|

" A Haxoxyck Ha patioTe

~{% MeHa HeT Ha patioTe

OTBEYaTE KaXAOMY OTNPABUTEND EAMHCTEEHHBIN pas. TeKkcT oTeeTa:

WaBuHaiTe, HeTY MeHd - I

=)

MNpaeuna ana 06patoTKK COOGLWEHKI, KOraa MeHA HET Ha padoTe:

Bka  Ycaosua Deticteua
Beepx
E!r_m:z:
Hotaeure...|  Harerre.. Yaanure V' Ortofpakare 4na BCEx KOHPUrYPALMI
0K OTmeHa Cnpaeka

ii VIH¢0PM3ALIJ,I/ITA
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be3onacHas HacTponka SMTP cepBepa

YnpasneHue peructpaumnen cobbiTnm
B nor-gpamnax Ha cepBepe

Default SMTP ¥irtual Server Properties 7

General IAccess' Messagesl Deliveryl

KypHanbl
COXPaHSATCS B
dannax nmbo B

6836 ﬂ.aHHb|X IP address:

ODBC | (&l Unassigned) | Advanced.. |
[~ Limit number of connections to: I
| 0

Connection time-out [minutes): 1

Default SMTP Virtual Server

Tpu TMNa
TeKCTOBbIX
X HamnoB v Enable logaing
yp Active log format:
w3C Extended Log File Format EI Properties... I
Microsoft IS Log File Format

NCSA Common Log File Format
0ODEC Logging )
w30 Extended Log File Format 3

ii VIHCDOPM3ALLIMTA
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be3onacHas HacTponka SMTP cepBepa

YnpasneHue peructpaumnen cobbiTnm
B nor-gpamnax Ha cepBepe

MapameTpel x

06 pa boTKY General Propetties | Extended Properties |
—New Log Time Period
MecTo € Houly
% Daily
XpaHEeHNA  weekly
XKYpHasoB € Monthly

" Unlimited file size
" \when file size reaches:

|_|OJ'I$:I, |1 3 3: ME

COXpaHsieMble B

>Kyp Hanax [~ Use local time for file naming and rollover
Log file directary:
S Browse...
Log file name:  SmtpSvecl\exyymmdd.log
oK Cancel Apply Help

ii VIHCDOPM3ALLIMTA
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be3onacHas HacTponka SMTP cepBepa

YnpasneHue peructpaumnen cobbiTnm
B nor-gpamnax Ha KfmeHTax

é,i Options 2| x| |
General | Read I Receipts | Send I Compose I Signatures |
Spelling I Security | Connection Maintenance
Cleaning Up Messages

[ Empty messages from the 'Deleted Items' folder on exit
ol [" Purge deleted messages when leaving IMAP folders
[V Compact messages in the background

[ Delete read message bodies in newsaroups
[V Delete news messages |5 3: days after being downloaded

Compact messages when there is |20 33 percent wasted space

Click Clean Up Now to clean up downloaded

Clean Up Now... I
Messages on your computer.

Click Store Folder to change the location of your Stare Folder... I
message store. —

Troubleshooting

/' Outlook Express can save all commands to and from a server in a log file
e for troubleshooting purposes.

v Mai [ News [~ IM&P [T HTTP

| 0K I Cancel Apply

| ii VIHCDOPMSALLMTA
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be3onacHas HacTponka SMTP cepBepa

BBegeHwne orpaHn4YeHnmn Ha no4YToBbIE

coobLeHns
MakcumanbHblii pasmep 1
General | Access Messages | Delivery |
CO O 6 LLlle HUA Specify the following messaging information.
I Limit message size ta (KBJ; [oss
MakcumanbHbIM pasmep I™ Limit session size to (B} o
ceccumnm ¥ Limit number of messages per connection to: 0
V' Limit number of recipients per message to: IW
MakcnmarnbHoe Konm4ecTso Lot

Badmail directory:
IC: “Program Files\ExchsrvriMailroothysi ThE adMail Browse...

COOOLLEHNN B ceccun

J

Forward all mail with unresolved recipients to host:

MakcumanbHoOe KOM4ecTBO
nonyyarenen coobLleHns

| 0K I Cancel Apply Help

ii UMHOOPMS3ALLIUTA
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IpakTnyeckasa pabota 10
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be3onacHasa HacTpouka SMTP cepsepa

VIH¢0PM3ALLIMTA
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besonacHaa HacTpouka
noytosoun cnyxoel POP3

E-mail
cepBep

o
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be3onacHasa HacTpouka POP3 cepBepa

C To4kn 3peHns 6e3onacHOCTN NHTEPEC
NpencTasnsoT crnegyowmne BO3MOXKHOCTH
KOHQOUTYPUPOBaHUA:

1 PasrpaHunyeHune goctyna kK POP3 cepBepy B
3aBucmmocTtu ot |IP-agpecoB xoctoB, ceTen nnm
NUMEH OOMEHOB

1 HacTtpownka BapuaHTOB ayTeHTUUKALUM HA
cepBepe POP3

YnaneHne nHopmaLmm 0 BEPCUN U3 3arofioBKa U

XBOCTOBUKa cnyxobl POP3

dYnpasneHue pernctpauuen cobbituin B

norax Ha cepsepe

_{i"MHOOPMSALLUTA

Y E B H bl # iy B B F B /.INTOSEC. Tl



oP-
(
=

be3onacHas HacTponka POP3 cepBepa

PasrpaHnyernue goctyna kK POP3 cepBepy B
3aBucumocTmn ot |IP-agpecos xocToB, ceTeun

U UMeH JOMEHOB

Ol'paHl/I‘—IVIBaeT Kpyr nmu,
KOTOpPbIE€ MOTYT

COeOMHUTCS C CePBEPOM.

[Tockonbky cepsep POP
NCNonb3yeTcs ans
NOSTy4EHUS NOYTHI,
avnanasoH agpecoB
0ObI4HO N3BECTEH.
3awuTta oT B35iloMa 13
«YY>KOU» CETH.

VIH¢0PM3ALLIMTA
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Connection 3

Select which computers may access this virtual server:
" Dnly the list below

+ 4l except the list below

Computers:

Access ] IP Address [Mask] / Domain Name

Hemove |

oK | Cancel

Help




be3onacHas HacTponka POP3 cepBepa

PasrpaHnyeHue goctyna kK POP3 cepsepy B
3aBucmumocTtu ot |P-agpecoB xocToB, ceTeun
NN UMeH JOMEHOB

X

Add one of the following to the list.

IP apgpec yaria % Single computer
IP address:
) ) ) DNS Lookup...

IP agpec n macka cetu ¢ Group of computers
\ Subnet address; Subriet mask:
[TonHOEe nma gomeHa " Domain

[dame:

(Hy>keH obpaTHbIn DNS) |

[k Cancel Help

ii UMHOOPMS3ALLIUTA
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be3onacHas HacTponka POP3 cepBepa

HacTpovka BapmaHTOB ayTeHTUdpmnkaumm
knneHToB Ha POP3 cepBepe

Authentication x|

5 a 3 O B a 9 Select the authentication method to use for this resource.
—l IV Basic authentication
ayTe HTU Cb NUKa L', U4 The password will be sent over the network in clear text using standard
commands.
(MMa 1 naposb B Default domain

OTKPbITOM BUae) |

V' Integrated Windows Authentication
The client and server negotiate the Windows Security Support Provider

AyTeHTUdUKaLmS o > inetoce
npasunam Windows ok | Cance Help

(NTLM)

ii VIHCDOPM3ALLIMTA
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be3onacHas HacTponka POP3 cepBepa

YnaneHune nHdgopmauum o Bepcun ns
3aronoBka cnyxbbl POP3

eh LA TN T Ao pstem3Z2iemd. exe
<+0}{ Microsoft Exchange 2000 POP3 server ready.

useyr userd

+0K

pass 1111

+0K User successfully logged on.

stat

+0K 3 7138

retr 1

+0K

Received: from w2kas <([200.1.1.1001> by w2kas.dom.isec with Microsoft SHTPSUC(5.

0.2195.5329);

P T
- .

<+0K Microsoft Exchange 2000 POP3 server version 6.0.6249.0 signing off.

i UHPOPM:S
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lpakTnyeckas paborta 11

be3onacHas HacTponka POP3 cepBepa
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be3onacHaa HacTpouKka
noytoBou cnyxobsl IMAP4

E-mail
cepBep
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be3onacHaa HacTpouka IMAP4 cepBepa

C To4kn 3peHns 6e3onacHOCTN NHTEPEC
NpencTasnsoT crnegyowmne BO3MOXKHOCTH
KOHQOUTYPUPOBaHUA:

1 Pasrpannyenmne goctyna k IMAP4 cepBepy B
3aBucmmocTtu ot |IP-agpecoB xoctoB, ceTen nnm
NUMEH OOMEHOB

1 HacTtpownka BapuaHTOB ayTeHTUUKALUM HA
cepsepe IMAP4

YnaneHne nHopmaLmm 0 BEPCUN U3 3arofioBKa U

XBOCTOBUKa cryxobl IMAP4

dYnpasneHue pernctpauuen cobbituin B

norax Ha cepsepe

_{i"MHOOPMSALLUTA
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besonacHas HacTpouka IMAP4 cepBepa

PasrpaHndyeHne goctyna Kk IMAP4 cepsepy B
3aBucumocTmn ot |IP-agpecos xocToB, ceTeun

U UMeH JOMEHOB

OrpaHunymBaeT Kpyr nuu,
KOTOpblE MOTyT
COENHUTCSA C CEPBEPOM.
[Tockonbky cepsep IMAP4
NCNonb3yeTcs ans
NOSTy4EHUS NOYTHI,
avnanasoH agpecoB
0ObI4HO N3BECTEH.
3awuTta oT B35iloMa 13
«YY>KOU» CETH.

VIH¢0PM3ALLIMTA
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Connection 3

Select which computers may access this virtual server:
" Dnly the list below

+ 4l except the list below

Computers:

Access ] IP Address [Mask] / Domain Name

Hemove |

oK | Cancel

Help




besonacHas HacTpouka IMAP4 cepBepa

Pa3rpaHnyeHune goctyna K IMAP4 cepBepy B
3aBucmumocTtu ot |P-agpecoB xocToB, ceTeun
NN UMeH JOMEHOB

X

Add one of the following to the list.

IP apgpec yaria % Single computer
IP address:
) ) ) DNS Lookup...

IP agpec n macka cetu ¢ Group of computers
\ Subnet address; Subriet mask:
[TonHOEe nma gomeHa " Domain

[dame:

(Hy>keH obpaTHbIn DNS) |

[k Cancel Help

ii UMHOOPMS3ALLIUTA
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besonacHas HacTpouka IMAP4 cepBepa

HacTpovka BapmaHTOB ayTeHTUdpmnkaumm
KIMTMEHTOB Ha IMAP4 cepBepe

Authentication x|

5 a 3 O B a 9 Select the authentication method to use for this resource.
—l IV Basic authentication
ayTe HTU Cb NUKa L', U4 The password will be sent over the network in clear text using standard
commands.
(MMa 1 naposb B Default domain

OTKPbITOM BUae) |

V' Integrated Windows Authentication
The client and server negotiate the Windows Security Support Provider

AyTeHTUdUKaLmS o > inetoce
npasunam Windows ok | Cance Help

(NTLM)

ii VIHCDOPM3ALLIMTA
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besonacHasa HacTpounka IMAP4 cepBepa

YnaneHune nHdgopmauum o Bepcun ns
3arosioBka cnyxobl IMAP4

[ci]ce S WINNT, System32'cmd.exe - telnet localhost 143

»* Q0K Microsoft Exchange 2000 IMAP4revl server version 6.0.62492.0 <{(ershov—uw2k. edul’
-.infosec.ruw) ready.

[ ] C:\ WINNT System32',cmd.exe - telnet localhost 143
»* Q0K New banner for IMAP4 (8.22.0555)>

MHDPOPMS3ALLIUTA
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N3meHeHne 3aronoBkoB crnyx6 POP3 n IMAP4
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