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Pa3gen 2 — Tema 14



CpeacTBa 3alinTbl ceTen

CpeactBa aHa/M3a 3alULLEHHOCTW

CpeactBa 0OHaAPYXXeHUA aTak
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Anropntm (TexHosnorus)
OGHapyXeHus
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Knaecudunkauma cuctem ooHapyXeHnsA atak
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e Cnuctemsbl Ha 6ase ys3na YposeHb OC
e CUCTEMBI Ha Oa3e cermMeHTa [BYslo:Cre=u

MO NCTOUYHUKY AaHHbIX (MPUHLUUNY peann3aLlnin)
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Cucrembl OOHapy)XeHUs aTak
Ha 6a3e y3na
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NCTOYHUKUN faHHbIX:
e XXypHanbl ayguta

e leicTBMA NoNnb3oBaTenemn

Heob6s3aTenbHO: .
CeteBble nakeTtbl (penmbl),
HanpaB/ieHHble K Y371y 1 OT y35a



Cucrembl OOHapy)XeHUs aTak
Ha 6a3e ceTu
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Cucrembl OOHapy)XeHUs aTak
Ha 6a3e ceTu

NCTOYHNK AaHHbIX:

e CeTeBble nakeTbl (hpenmbl)



Knaecudmkauma cucrem o6HapyxeHus arak

:opmm (rexHonorus)
OGHapy)xeHus

OOGHapy)XeHne aHOMa/IUn

@ OGHapy)XeHune 310ynoTpeod1IeHnI

Mo TeXHONOrMm ooHapyxeHus



_4»'O0Hapy>xeHne 310ynoTpedieHn!

2

Cnucok npaBun
(curnaryp)

NCTOUHUK O6HapyY)KeHa
AaHHbIX e

AHanus curHartyp



CurHartypbl ansa ceteBbix IDS
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 CNHTaKCHUUYEeCKUN pa3dop oTAeNbHbIX NaKeToB
(Packet grepping signature)

e AHanu3 nportokonoB (protocol analysis signature)

e AHa/IN3 NPOTOKOJ/1I0B C YYETOM COCTOAHUA
(stateful protocol analysis signature)



AHanu3 curHaryp

»
- :
_ I
-

Port=139

‘ VLT IOWS
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| ATakKa¥*WinNuke”

CUHTaKCMYECKU pa3dop oTae/ibHbIX NAaKeToB



telnet ftp-server 21

220 edu-main2k Microsoft FTP Service (Version 5.0). Im]
USER ftp

331 Anonymous access allowed, send identity (e-mail name) as password.

PASS ww@
230 Anonymous user logged in.
SITE EXEC

p

' Ataka ‘FTP_SITE_EXEC’




AHann3 curHartyp

FTP-cepsep
O6palueHune K onpeaenéHHomy doanny EF

Kof oTBeTa «2XX»

-

@ | YpauHas nonbiTka obpaiteHns K aiiny

AHa/IN3 NPOTOKOJIOB C YYETOM COCTOSAHUSA
(conocTaBieHue 3anpPocoB N OTBETOB)



AHann3 curHartyp
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SYN Y3en A <<
SYN Y3en A
@l VA NI \/ <
ST IN YserA—
SYN Y3en A

~ Ataka “SynFlood”

AHaIn3 NPOTOKO/I0B C YYETOM COCTOAHUA
(oTcnexnBaHue KonnyecTBa 3arnpocoB B eANHNLYY BpeMeHU)
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Cucrema ooHapyxeHus
artak Snort




ApPXNUTEKTYpPA
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- ) NPUHLMNY peanusauyum

« CCcTEeMa Ha 6a3e cetu

Mo TeXHONOrMm ooGHapyXxeHus

e AHaNIN3 curHatyp %




s“ PeXXnmMbl paboThl
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e Sniffer Mode
 Packet Logger

e Intrusion Detection System



Sniffer Mode

bIBO/J, HA 3KpaH COAEPXXNMOTO NaKkeToB

./snort -v ﬂ

TCP
./snort -vd UDP [laHHble
ICMP

TCP
./snort -vde ﬂ UDP | /[aHHble
ICMP




&', Packet Logger

3anucb CoaepPXXNMOro nakeToB B haiis

./snort -vde -1
./1log

nopkatanor log B TeKyuwiem Karanore



Intrusion Detection System

OGHapy)XeHne coobITUN

./snort -vde -1 ./log - c
snort.conf

NMpaBuna cpadarbiBaHUA

(KOHTpONUpyemblie COObITUSA)



[TIpakTnyeckaa paborta 16

Paborta ¢ nporpammoun Snort



Cuctema oO0HapyxeHusa atak RealSecure

Ha Gase y3na

>

Ha 6a3e cetu



KomMmnoHeHTbl RealSecure

Modynu cnexeHusi Mooynu ynpasneHus
Cemesou mMOOY/b CepsepHbIl MOOY/Ib ——
(Network Sensor) (Server Sensor) <

P
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KomMmnoHeHTbl RealSecure

Mooyu cnexeHus Mooynu ynpas/sieHusi

Workgroup Sensor KomaHOHasi  Site Protector
Manager Manager cCMpokKa “



At KomMmnoHeHTbl RealSecure

Workgroup Manager
e Event Collector

e Enterprise Database
 Asset Database

e Console

Event Collector l—)

Enterprise Database
Asset'Database /




~ TpexypoBHeBas apXutekTypa
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KomrnoHeHm, omseyarowuu 3a
c60p cobbIMuUl C CEHCOopPOoB

e

Mooyu cnexeHus



B3aumopaencTBue KomnoHeHToB RealSecure
.

Event Collector

Enterprise Database

Asset Database



Pacr!onomeﬂme cetTeBoro moayns crniexxkeHus

Event Collector

5 CobpaHHble
AaHHbIe
Network
Sensor




MexaHn3mbl pearuposaHusa RealSecure

@})ble COEOUHeHUs

PeKoHpuzaypayusi Mmexxcemeso20 3KpaHa

BbinosiHeHuUe npozpamMmbl, oripeoes1IEHHOU noJsib3osamesiemM
Omnpaska coobujeHus

Ha KOHco/1b
Mo npomokosy SNMP
Mo E-mail

Peaucmpayusi cobbimusi 8 b/
PacwupeHHasi peaucmpayusi ¢ BO3MOXXHOCMbIO

rnocsiedyroujea20 socripoussedeHuUs ceccuu
MPUK/1a0HO20 YPOBHSA
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PasmeuieHue MoAy/eUn cneXxeHus
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[TIpakTnyeckaa paborta 16

Paborta ¢ nporpammoun RealSecure



OOHapyxeHue atak 1 M3

M3

€

CeTteBOU
MoAay/b

cnexeHua

KoHuenuna OPSec



el KoHuenuua OPSec
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 OPSec SDK (Habop Heobxoanmbix API)

O OTKprTbIe MPOTOKO/JIbI
— CVP(Content Vectoring Protocol)
— UFP (URL Filter Protocol)
— SAMP (Suspicious Activity Monitoring Protocol)

e A3bIK INSPECT




PekoHurypauma M3
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NMpoToKon
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SAMP

g

Network
Sensor



PekoHurypauma M3

NMpotokon SAMP




PekoHurypauma M3
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