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- OOHapy)eHune ceTeBbIX
aTak

Pa3gen 2 — Tema 14



CpeacTBa 3alinTbl ceTen

CpeactBa aHa/M3a 3alULLEHHOCTW

CpeactBa 0OHaAPYXXeHUA aTak



K(UTEKTYpPA CUCTEM OOHAPYXXEHUS aTak
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_4h ApXUTEKTYypa MOAYNSA CNeXeHUs
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Anropntm (TexHosnorus)
OGHapyXeHus

NCTOUYHUKM

NaHHbIX E

MexaHn3mbl
pearupoBaHus



Knaecudunkauma cuctem ooHapyXeHusa atak

SN
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BAaHHbIX

YpOBeHb NPUOXKEHUN

)|

; YpoBeHb CYB/
 Cuctemsbl Ha 6ase ys3na YposeHb OC
e CUCTEMBI Ha Oa3e cermMeHTa [BYslo:Ere=u

MO NCTOUYHUKY AaHHbIX (MPUHLUUNY peann3aLlnin)
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CucrtemMbl OOHapy)XeHUA aTak

J‘ Ha 6a3e y3na
%)

NCTOYHUKUN faHHbIX:

e XXypHanbl ayguta

e leicTBMA Nonb3oBaTenemn

Heob6s3aTenbHO: _
CeteBble nakeTtbl (penmbl),
HanpaB/ieHHble K Y371y U OT y35a



CucrtemMbl OOHapy)XeHUA aTak
Ha 6a3e ceTu

(1] ? I [




CucremMmbl OGHaApPYXeHUA aTak
Ha 6a3e ceTu

NCTOYHNK AaHHbIX:

e CeTeBble nakeTbl (hpenmbl)



Knaecudmkauma cucrem o6HapyxeHus arak

:opmm (rexHonorus)
OGHapy)xeHus

OOGHapy)XeHne aHOMa/IUn

@ OGHapy)XeHune 310ynoTpeod1IeHnI

Mo TeXHONOrMm ooHapyxeHus



_4»'O0Hapy>xeHne 310ynoTpedieHn!
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| Cnucok npasun
| (curnaryp)
NCTOUHUK OGHapy)xeHa
AaHHbIX aTaka

AHanus curHartyp



CurHartypbl ansa ceteBbix IDS
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 CNHTaKCHUUYEeCKU pa3doop oTAeNbHbIX NakKeToB
(Packet grepping signature)

e AHanu3 npoTtokonoB (protocol analysis signature)

e AHa/IN3 NPOTOKOJ/1I0B C YYETOM COCTOAHUA
(stateful protocol analysis signhature)



AHanu3 curHartyp
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Port=139

‘ VLT IOWS

| Ataka “WinNuke”

CUHTaKCMUYECKU pa3dop oTae/ibHbIX NAaKeToB



telnet ftp-server 21

220 edu-main2k Microsoft FTP Service (Version 5.0). Im]
USER ftp

331 Anonymous access allowed, send identity (e-mail name) as password.

PASS ww@
230 Anonymous user logged in.
SITE EXEC

X —

p

Ataka “FTP_SITE_EXEC”




AHann3 curHartyp

FTP-cepsep

O6palueHune K onpeaenéHHomy doanny EF

Ko oTBeTa «2XX»

-

A MONbITKa obpalleHns K dpanny

AHa/IN3 NPOTOKOJIOB C YYETOM COCTOSAHUSA
(conocTaBieHue 3anpPocoB N OTBETOB)



AHann3 curHartyp
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SYN Y3en A <<
SYN Y3en A
«
SYN Y3en A
SYN Y3en A

~ Ataka “SynFlood”

AHaIn3 NPOTOKO/I0B C YYETOM COCTOAHUA
(oTcnexmnBaHue KonnyecTBa 3arnpocoB B eANHNLYY BpeMeHU)
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Sourcefire
IMS

Secure IDS

eTrust
Intrusion
Detection

Cucrembl OOHapy)XXeHUA aTak

RealSecur

MpounsBoauTennb

Sourcefire

Cisco
Systems

Computer
Associates

Internet
Security
Systems

Mnatcopma

Unix

3awuueHHa

Bepcus

Solaris

Windows
N

Windows
NT
(2000)

TexHonorus
obHapyxeHus

CurHatypbl
aTak

CurHatypbl
aTak

CurHatypbl
aTak

CurHatypbl
aTak

MprHUMN
peanusaumm

Ha 6a3se
CeTu

Ha 0a3e cetu
+

BO3MOXHOCTH
M3

Ha 6a3se
ceTu

U Ha b6ase
3na

Ha 6a3se
ceTu
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Cucrema oOHapyxeHusA
artak Snort




ApPXNUTEKTYpPA
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- ) NPUHLMNY peanusauyum

« CCcTEeMa Ha 6a3e ceTtu

Mo TeXHONOrMm ooGHapyXxeHus

e AHaNN3 curHatyp %




s“ PeXXnmMbl paboThl
“:‘;

e Sniffer Mode
e Packet Logger

e Intrusion Detection System



Sniffer Mode

bIBO/J, Ha 3KpaH COAEPXXNMOTO NakeToB

./snort -v ﬂ

TCP
./snort -vd UDP [laHHble
ICMP

TCP
./snort -vde ﬂ UDP | /[aHHble
ICMP




ani Packet Logger

3anucb CoaepPXXNMOro nakeToB B haiis

./snort —-vde -1

./1log
noakatanor log B TeKywem Katasiore




Intrusion Detection System

OOGHapy)XeHne coobITUN

./snort -vde -1 ./log - c
snort.conf

NMpaBuna cpadarbiBaHUA
(KOHTpONUpyemblie COObITUSA)



[TpakTnyeckaa paborta 16

Paborta ¢ nporpammoun Snort



Cuctema oO0HapyxeHusa atak RealSecure

Ha Gase y3na

-

Ha 6a3e cetu



KomMmnoHeHTbl RealSecure

Modynu cnexeHusi Mooynu ynpasneHus
Cemesou MOOY/1b CepsepHbIl MOOY/Ib ——
(Network Sensor) (Server Sensor) <

P
N



KomMmnoHeHTbl RealSecure

Mooynu cnexeHus Mooynu ynpas/sieHusi

Workgroup Sensor KomaHOHass  Site Protector
Manager Manager cCMpokKa “



.. KomnoHeHTbl RealSecure

Workgroup Manager
e Event Collector

e Enterprise Database
 Asset Database

e Console




~ TpexypoBHeBas apXutekTypa
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KomnoHeHm, omsevyarowjuli 3a
c60p cobbIMuUl C CEHCOPOoB

A

Mooyu cnexeHus



B3aumopaencTBue KomnoHeHToB RealSecure
.

Event Collector i

Enterprise Database

Asset Database



Pacr!onomeﬂme cetTeBoro moayns crniexkeHus

Event Collector

CobpaHHble
aHHble
S < yil
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~
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Network
Sensor




MexaHn3mbl pearuposaHusa RealSecure

@})ble COEOUHeHUs

PeKoHtpuzaypayusi Mmexxcemeso20 3KpaHa

BbinosiHeHuUe npozpamMmbl, oripeoes1IEHHOU noJsib3osamesiemM
Omnpaska coobujeHus

Ha KOHco/1b
Mo npomokosy SNMP
Mo E-mail

Peaucmpayusi cobbimusi 8 b6/
PacwupeHHasi peaucmpayusi ¢ BO3MOXXHOCMbIO

rnocsiedoyroujea20 socripoussedeHuUsi ceccuu
NMPUK/1a0HO20 YPOBHSA



I=La3meu.|,eHme MoOAYyNnen CNneXxeHus




[TpakTnyeckaa paborta 16

Paborta ¢ nporpammoun RealSecure



OOHapyxeHue atak 1 M3

M3

€

CeTteBOoU
MoAay/b

cnexeHua

KoHuenuna OPSec



el KoHuenuua OPSec

> |

b o

 OPSec SDK (Habop Heobxoanmbix API)

O OTKprTbIe MPOTOKO/JIbI
— CVP(Content Vectoring Protocol)
— UFP (URL Filter Protocol)
— SAMP (Suspicious Activity Monitoring Protocol)

e A3bIK INSPECT




PekoHurypauma M3
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NMpoToKon
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SAMP
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Network
Sensor



PekoHurypauma M3

NMpotokon SAMP
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