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OCHOBHbIE NMOHATUNA N OCODEHHOCTU
NPOrpaMMHO-TEXHUYECKOIO YPOBHS
MHdopMaLMoHHOW Be30nacHOCTH




OCHOBHbIe MOHATMS NPOrpaMMHO-

TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

[TporpaMMHO-TEXHUYECKME MEPDI, TO ECTb MEpHI,
HanpaBneHHbIE Ha KOHTPOSIb KOMMbIOTEPHbIX CYLLIHOCTEWN -
obopyaoBaHus, NnporpaMmm U/Mnn gaHHbIX, 0Opas3yoT
nocnegHuin n cambll BaXKHbIN pybex nHdopmaLunoHHOM
6e3onacHocTn. HanomMHUM, 4TO yLEPO HAHOCAT B OCHOBHOM
OEeNCTBUA NneranbHbIX Nonb3oBartesien, No OTHOLWEHUIO K
KOTOPbIM MpoueaypHble perynsatopbl ManoagdeKTUBHbLI.
[MaBHble Bparn - HEKOMMNETEHTHOCTb U HEaKKYPaTHOCTb Npu

—_BbINOSTHEHUU CIYXeBHbIX 06513aHHOCTEWN, U TOMNBLKO
NpoOrpaMMHO-TEXHNYECKNE MEPBLI CNOCODOHbI UM
NPOTUBOCTOATD.

§



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

KomMmnbloTepbl NOMOrNM aBToMaTM3npoBaTb MHOrmMe obnacTu
4enoBe4Yeckon aeaTenbHOCTU. BrioniHe eCcTeCTBEHHbIM
NpeacTaBnseTCA XenaHme BO3NOXNTb Ha HUX N obecneyeHmne
cobcTBeHHOW B6e3onacHocTU. [laxe pPrU3nyeckyto 3aLluuTy Bce
yalle nopy4yaroT He OXpaHHUKaM, a UHTErpUpPOBaHHbLIM
KOMMbIOTEPHbLIM CUCTEMAM, YTO NO3BONSET OQHOBPEMEHHO
OTCNEeXMBaTb MNEPEMELLEHNSA COTPYOAHMKOB M MO OpraHm3aunu,
1N N0 MHPOPMALIMOHHOMY MPOCTPAHCTBY.

OTO BTOpas NpuymHa, o0bsICHSAOLWAA BaXXHOCTb NPOrpamMmmMHoO-
TEXHUYECKUX MED.

§



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

Cnepnyert, ogHako, y4uTbIBaThb, YTO OLICTPOE pa3BUTME
NHMPOPMALMOHHbIX TEXHOMNOMN He TOSTIbKO NpeaocTaBnseT
0OOPOHAKLLMMCA HOBbIE BO3MOXXHOCTHU, HO U OOBEKTUBHO
3aTpyaHsieT obecnevyeHne HageXXHom 3aLnTbl, ECIn
OnNMpaTbCs UCKIOYNTENBHO Ha MEPbI NPOrpaMmMHO-
TEXHNYECKOro YPOBHS. NpNYMH TOMY HECKOMNLKO:

] noBblLLEHUE BLICTPOAENCTBUA MUKPOCXEM, pa3BUTmE
—___ApPXUTEKTYP C BbICOKOW CTENEHbIO Napannenmama no3BonsieT
METOOO0M rpydbon cunbl NpeoaoneBaTtb bapbepsbl (Npexae
BCEro Kpuntorpadunyeckme), paHee KasaBLUMECS

HEeNPUCTYMHbIMU;



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

] pa3BuUTMeE ceTen N CETEBLIX TEXHOMOMMN, yBENMYeHne yncna
cBsA3en mexay MHAPOPMaUUOHHBIMU CUCTEMAMMN, POCT
NPOMNYCKHOW CNOCOBHOCTN KaHanoB PacLUMNPSIOT Kpyr
3MOYMbILLNEHHNKOB, UMEIOLLNX TEXHNYECKYO BO3MOXHOCTb
OpraHnU30BbIBaATb aTaku;

] noaBneHmne HOBbIX UHGOpMaUUOHHbIX cep8ucos8 BedeT U K
0DOpa30BaHUI0 HOBbLIX YSA3BUMbIX MECT KaK "BHYTpU" CEPBUCOB,
TaK M Ha UX CTbIKaXx;



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

] KOHKYpeHUmMs cpeau Npomn3BoanTenen NporpaMmmMHoro
obecneyeHnss 3acTaBnseT CoKpallaTb CPOKN pas3padoTKu, YTo
NPMBOAUT K CHUXKEHUIO KadecTBa TECTUPOBAHUS U BbIMYCKY
Npo4AYKTOB C AedeKTaMMn 3aLlUThl;

] HaBA3bIBaeMas NnoTpedutensam napagurma nocTossHHOIo
HapaLwnBaHNS MOLLHOCTU annapaTHOro n NnporpaMmmMmHoOro
obecnevyeHnsa He NO3BOMSET OONro OCTaBaTbCs B paMKax
HageXHbIX, anpobupoBaHHbIX KOHUrypauun n, Kpome Toro,

_____BCTYynaeT B KOHPIUKT C BIOOKETHBIMU OrpaHNYEHUAMU, U3-3a
4Yero CHMXXaeTcs oS8 acCUrHoBaHMKM Ha 6e30MacHOCTb.

§



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

[TlepeuyncrneHHble coobpaXXeHust NMULLHNK pa3 Nog4vYepKUBatoT
Ba>XHOCTb KOMMJIEKCHOro noagxoaa K MHpopmaLnoHHOM
be3onacHoCTH, a Takke HeobxoaMMOCTb MTMOKOM No3nLMK NpU
BbIOOpPE 1 CONPOBOXAEHNN NPOrPaAMMHO-TEXHUYECKNX
PErynaTopoBs.

LleHTpanbHbIM ANg nporpaMMHO-TEXHUYECKOTO YPOBHS
ABMNSAETCS NOHATMNE cepasuca be3ornacHocmu.



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

Cnenysa o6bEeKTHO-OPUEHTUPOBAHHOMY NMoAxXoAY, Npu
paccMoTpeHUN NHPOPMALMOHHON CUCTEMbI C €OUHNYHLIM
YPOBHEM AeTanm3aumn Mbl YyBUONM COBOKYMHOCTb
npeaocTaBnsieMbIX €0 UHGhopMaUUOHHbIX cepsucos. HazoBem
NX OCHOBHbIMU. YTOOLI OHM MOIrMY OYHKLIMOHMPOBATL U
obnapganun TpebyembiMn CBOMCTBaAMU, HEOOXOAMMO HECKOSbKO
YPOBHEW O00rnosiHUMmMeribHbIX (8criomo2amersibHbIX) cepaucos -
oT CYB[l n MOHUTOPOB TpaH3aKuMn 00 sapa onepauuoHHOM
_____cucTtembl 1 00opyaoBaHUS.

§



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

K ecrroMo2amesibHbIM OTHOCATCS cepBUCHI Be30nacHOCTU
(Mbl yXXe cTankmpasriMcb C HUMW NP PaCCMOTPEHNN
cTaHgapToB u cneundmkaumn B obnactn Nb); cpeam H1UX Hac
B NepBYI0 ovepenb byayT nHTepecoBaTb YHUBEPCASbHbIE,
BbICOKOYPOBHEBbIE, AOMNYyCKaoLLne NCMNOMb30BaHME
Pa3NNYHbIMU OCHOBHbLIMU WU 8CrIoMO2ameribHbIMU cepsucamu.
[lanee mMbl paccMOTpuUM crneaytoline CeEpBUCHI:

L) udeHmubukayusi n aymeHmugukayus,
[ ynipasrieHue 0ocmyriom;
(] npomokoriuposaHue n ayoum,
O wuposaHue,

§



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

L KoHmporsnb yernocmHocmu;

L) aKkpaHuposaHue,;

O] aHanu3 3awuweHHocmu,

O obecneyeHne omkasoycmouyueocmu;

] obecneyveHune 6e3oracHo20 80CcCMaHoOBIIEHUS,
L myHHernupoeaHue;

L) ynpaerneHue.

__byayT onncaHbl TpeboBaHua k cepsucam bezoriacHocmu, Nx
dYHKLUMOHANbHOCTb, BO3MOXHbIE METOAbI peanu3aumm un
MECTO B 0bLLIen apxXxnTekType.
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OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

Ecnu conoctaBnTb NpMBEOEHHLIN NepevyeHb CEPBUCOB C
Krnaccamu coyHKUMOHanNbHbIX TpedboBaHum "O0Lwmx
Kputepues", To OpocaeTca B rfasa nx CyLecTBeHHoe
HecoBnageHne. Mbl He byaem paccmartpumBaTb BOMPOCHI,
CBA3aHHbIE C rpueamHocmabio, NO criegyouen npudmHe. Ha
Hall B3rnsg, cepsuc besonacHocmu, XoTs 6bl HaCTUYHO,
OOMMKEeH HaxoaMTbCA B pacrnopsXXeHUn Toro, Koro oH

3almulaer.



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

B cny4dae e ¢ npusamHoCmMbio 3TO HE TaK: KPUTUYECKU
BaXXHbl€ KOMIMOHEHTbI COCPENOTOYEHbI HE Ha KNMMEHTCKON, a Ha
CepPBEPHOU CTOPOHE, TaK YTO pusamHOCmMbs No CyLWlecTBy
OKa3blBaeTcs CBOUCTBOM npeanaraemMon MHpopmMaLMOHHOU
ycryru (B NpoCTEULLEM Criyvae rpusamHocmbs AOCTUraeTCs
nyTeM coxpaHeHuns KoHnaeHUMansHOCTU CepBEPHOU
permcTtpaumoHHOU MHopMaLmn 1 3aLlLUTON OT nepexsaTa
OAHHbIX, A9 Yero 4OCTaTo4HO NepPEYNCTIEHHbIX cepsucos
—_be3onacHocmu).



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

C gpyrown CTOpOHbI, Haw nepedeHb Wwupe, 4yem B "ObLmx
Kputepuax", NOCKOMbKY B HEMO BXOAAT 3KpaHuposaHue, aHanus
3aWjuWeHHocmu n myHHernuposaHue. 3T CEPBUCHI UMEIOT
Ba)XXHOEe 3Ha4YeHne camu no cede n, Kpome Toro, MoryT
KOMOMHMPOBATBLCA C APYrMMKN cepBUCaMm AN NonyyYeHus
TaKUX HEOOXOONMbIX 3aWUMHbIX cpedcme, KakK, Hanpumep,
BUPTYaribHble YacTHble CETW.
COBOKYMHOCTb NEPEYUCIEHHbIX BbILLE CEp8UCO8
____b6esonacHocmu mbl Byaem HasbiBaTh MOMHLIM HABOPOM.
CyuTtaeTtcs, 4YTO €ero, B NpuMHLKUNE, 4OCTAaTOYHO AN NOCTPOEHMUS
HageXXHOM 3aLMTbl HA NPOrpaMMHO-TEXHUYECKOM YPOBHE,
npasga, Npu cobrnogeHnn Lenoro psaa AonofTHUTENbHbIX
yCrnoBuin (OTCYTCTBUE YA3BUMbIX MECT, be3onacHoe
agMUHNCTPUPOBaAHME U T.4.).
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OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

[1na npoBeaeHust knaccudukauum cepsucos besonacHocmu v
onpegeneHns nx Mecta B obLen apxnutekType Mepbl
6e30MacHOCTN MOXHO pa3fgenuTb Ha cneayowne Buabl:

L) npeseHMusHbIe, NpenaTcTeyowme HapyweHnam Ub;
] mepbl 06HapyxeHUss HapyweHuu,
0] nokanusyruwue, cyxaroLine 30Hy BO3AENCTBUA HapPYLLUEHWUN;
] Mepbl NO 8bIsA8NEHUK Hapywumeris,
L1 Mepbl BOCCTaHOBNEHUSA pexnma 6e30nacHOCTH.



OCHOBHbIe MOHATMS NPOrpaMMHO-
TEXHNYECKOrO YPOBHA UHA-0M DE30MaCHOCTH

bBonblUMHCTBO cepsucos be3ornacHocmu nonagaeT B YNCHO
rnpeeeHmMuUBHbIX, N 3To, 0e3ycrnoBHoO, NpaBUNbLHO. Ayoum v
KOHMPOIib UeriocmHocmu crnocobHbl NMOMOYb B OBHapyKeHuuU
HapyweHul; akTUBHbIW aydum, KpoOMe TOro, rno3BonseT
3anporpaMmmMmpoBaTbh peakumio Ha HapyLLeHne C Lernbto
nokanusaumn n/vnm npocnexmeaHus. HanpaBneHHOCTb
CepBUNCOB omka3oycmou4usocmu n 6be3ornacHo2o
8occmaHoes1eHUs1 odeBuaHa. HakoHeu, yrnpasneHue urpaet
—__VNHMpAacCTPYKTYPHYO pornb, obcnyxueas sce acnektbl NC.

§



OcobeHHOCTH COBPEMEHHbBIX MH-X CUCTEM,
CYLLIECTBEHHbIE C TOYKM 3pEHNS DE3-T!

IHdbopMaLUnoHHaa cuctema TUNMYHON COBPEMEHHON
opraHusauumn ABnseTca BeCbMa CroXXHbiM obpasoBaHmeM,
NOCTPOEHHLIM B MHOIOYPOBHEBOW apXUTEKTYpE
KNMeHT/cepBep, KOTOPOE NoMb3yeTcsl MHOrOYUCIIEHHbLIMU
BHELLUHUMMN ceEPBUCAMMN 1N, B CBOO ovepedb, NpeaocTaBnseT
COBCTBEHHbIE CEPBMUCHI BOBHE. [laxke cpaBHUTENbHO
HeborbLUMe Mara3nHbl, obecne4ymBaroLLmMe pacyeT C
nokynaTensmm no nNnacTUKOBbIM KapTaM (1, KOHEYHO,
—__nmerowine sHewHumn Web-cepBep), 3aBUCAT OT CBOUX
NHMPOPMALIMOHHBIX CUCTEM U, B YAaCTHOCTU, OT 3aLLULLEHHOCTU
BCEX KOMMOHEHTOB CUCTEM U KOMMYHUKALMA MEXAY HAMN.
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OcobeHHOCTH COBPEMEHHbBIX MH-X CUCTEM,
CYLLIECTBEHHbIE C TOYKM 3pEHNS DE3-T!

C ToukmM 3peHnsa 6es3onacHoCTU Handonee cyLecTBEHHbLIMU
NpeacTaBnaAlTCs crieqytoume acrnekTol coBpeMeHHbIX UC:

0 KopnopaTuBHas ceTb MMEET HECKOSIbKO TePpPUTOpUasribHO
Pa3HECEHHbIX YacTen (MOCKONbKY opraHu3auus
pacrnonaraeTcs Ha HECKOJSIbKMX NPONU3BOACTBEHHbIX
nnowagkax), CBA3N MeXxay KOTOPbIMU HAXOOATCS B BEAEHUM
BHELLUHEro rnocTaBLUMKa CETEBbLIX YCIYT, BbIXOAA 3a npegenoi

— 30Hbl, KOHTPONMMPYEMOUN OpraHn3aunen;

] KoprnopaTuBHasa CeTb UMEET OA4HO UM HECKOSLKO

nogknt4veHun K Internet;

§



OcobeHHOCTH COBPEMEHHbBIX MH-X CUCTEM,
CYLLIECTBEHHbIE C TOYKM 3pEHNS DE3-T!

] Ha KaXxgowu 13 NPOU3BOACTBEHHbLIX MMOLWAaa0K MOryT
HaxXoOUTbCHA KPUTUYECKU BaXKHblE CepBepbl, B AOCTYNE K
KOTOPbIM HY>XOAalTCA COTPYAHMKU, paboTaloume Ha apyrnx
nrowagkax, MobusbHbIE€ Mosib30BaTeENN U, BO3MOXHO,
COTPYOHUKN OPYrnx opraHmsauuu,

] ana gocTtyna nonb3oBatenenm MoryT NPUMEHSATLCS! HE TOJbKO
KOMMNbKOTEPDI, HO U NOTPEOUTENLCKME YCTPOMNCTBA,
ncnonbayroume, B YacTHOCTU, 6ecnpoBOAHYIO CBA3b;

—L1 B TedeHne ogHOro ceaHca paboTbl NOfb30oBaTESO NPUXOAUTCS
obpallaTbCa K HECKONbKUM UHGOPMAaUUOHHLIM cepsucam,
onuparLLMMCca Ha pa3Hblie annapaTHo-NporpaMmmMHble
nnatdopmeil;

§



OcobeHHOCTH COBPEMEHHbBIX MH-X CUCTEM,
CYLLIECTBEHHbIE C TOYKM 3pEHNS DE3-T!

] K AOCTYNHOCTU UHGOOPMaUUOHHbIX cepaucos
NpeabABNATCS XKECTKME TpeboBaHUs, KOTOpble 0ObIYHO
Bblpa)atoTca B HEODXOAMMOCTU KPYrnOCYyTOYHOIo
dOYHKLIMOHMPOBAHUA C MakCUManbHbIM BPEMEHEM NMPOCTOS
nopaaKa HECKOSTbKUX MUHYT;

O nHdopmaumnoHHasa cuctema npeacTtaBnaeT codbon CeTb C
aKTUBHbLIMU areHTamMm, TO eCTb B npouecce paboThl
NporpaMmMHbIE KOMIMOHEHTbI, TAKNe Kak annneTbl Unm

—_cCepBneTbl, NepenalTca ¢ O4HOW MaLUWHbI Ha OPYryHO U
BbINOSTHAKOTCA B LIeNeEBOU cpeae, noaaepXmeaga CBsA3b C
yaaneHHbIMW KOMMNOHEHTaMWU;

] He BCe nonb3oBaTenbCkne CUCTEMbI KOHTPOMNUPYHOTCS
CETEBbIMU U/UNW CUCTEMHLIMW afiMUHUCTpaTopamu .
opraHmsauum; Y2
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OcobeHHOCTH COBPEMEHHbBIX MH-X CUCTEM,
CYLLIECTBEHHbIE C TOYKM 3pEHNS DE3-T!

] nporpammHoe obecrieyeHne, 0cobEHHO NONy4YEHHOE NO CETH,
HE MOXET cYMTaTbCs HaOEXHbIM, B HEM MOTYT ObITb OLLNOKM,
cosparoLime npobnemsl B 3aLUUTE;

] KOHJurypaumna nHgpopmaLMoOHHOU CUCTEMbI MOCTOAHHO
N3MEHSIETCA Ha YPOBHAX aAMUHUCTPATUBHbLIX AAHHbIX,
nporpamMm 1 annapatypbl (MEHSIETCA COCTaB nosnb3oBaTtenen,
X NPUBUIIETNN N BEPCUMN MPOrpamMm, NosABASIOTCS HOBbIE
cepBuCbl, HOBad annapaTypa u T.n.).



OcobeHHOCTH COBPEMEHHbBIX MH-X CUCTEM,
CYLLIECTBEHHbIE C TOYKM 3pEHNS DE3-T!

Cnenyet yunTblBaTh €LUE MO KpanHeU mepe ABa MOMeHTa. Bo-
nepBbIX, ANA KaXXO0ro cepsuca ocHoBHble rpaHn b
(QOCTYNHOCTb, LENOCTHOCTb, KOH(PUAEHUNANBHOCTD)
TPaKTYITCH No-cBoemy. LIenoCcTHOCTb C TOYKN 3peHns
CUCTEMBI yripaerieHust bazamMn gaHHbIX N C TOYKU 3PEHUS
NOYTOBOro cepBepa - BeLM NPUHUMNMAaribHO pasHble.
beccMbICNEHHO rOBOPUTL O 6e30MacHOCTU fToKanbHOW UMK
NHOW ceTn BOOOLLIe, eCcnk CeTb BKMNOYaeT B cebs pasHopogHble

____KOMMoHeHTbl. CnenyeT aHanu3upoeams 3aliuWeHHOCMb
CepBUNCOB, PYHKLNOHNPYIOLLNX B CETH.
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OcobeHHOCTH COBPEMEHHbBIX MH-X CUCTEM,
CYLLIECTBEHHbIE C TOYKM 3pEHNS DE3-T!

[1na pasHbIX CEPBUCOB U 3aLLUTY CTPOAT No-pasHomy. Bo-
BTOPbLIX, OCHOBHas yrpo3a nHgopmalmoHHon 6e3onacHOCTH
opraHmsaumnm no-npexHemy NcxoguT He OT BHELLHUX
3M0YMbILLUSTIEHHUKOB, @ OT COOCTBEHHbLIX COTPYAHUKOB.

B cuny nanoxeHHbIX NpUYMH garnee byayTt paccmarpmBaTbCs
pacnpegeneHHble, pasHopoAdHble, MHOFOCEPBUCHbIE,
9BONOLUMOHMpPYLoWne cuctembol. COOTBETCTBEHHO, HAc byayT

—____NHTepecoBaTb PeLUeHNsi, OPUEHTUPOBAHHbIE HA NOAOOHbIE
KOHUrypaumu.
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APXUTEKTYPHAst 6e30MacHOCTb

Cepsucbkl be3zonacHocmu, KaknMu Obl MOLLIHBIMW OHW HU ObINW,
camm rno cebe He MOryT rapaHTMpoBaTb HAOEXHOCTb
NPOrpPaMMHO-TEXHNYECKOTO YPOBHS 3aLLUTbI. TOMBbKO
NpoBepeHHasa apxutekTypa cnocobHa caenatb aPdDEKTUBHBIM
obbeanHeHne cepBuUcoB, 0becneymnTsb yrnpaBnsieMoCTb
MHOPMaLMOHHON CUCTEMBI, €€ CMOCODHOCTb pa3BUBaTbLCA U
NPOTUBOCTOATb HOBbIM Yrpo3aM NpPu COXPaHEHUN TaKUX
CBOMCTB, KaK BblCOKas NpOM3BOAUTENBHOCTb, MPOCTOTA U
—_yO06CTBO NCNOMNb30BaHUS.
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APXUTEKTYPHAst 6e30MacHOCTb

TeopeTnyeckon OCHOBOM peLLeHNA NMPOBieEMbl apXUTEKTYPHOM
be3onacHoOCTu saABndeTcs crieayowee dpyHgamMmeHTarnbHoe
YTBEPXKOEHME, KOTOPOE Mbl YXXe NpuBoauIin, paccMmaTtpuBas
nHTepnpeTtaunto "OpaHXeBon KHUIn" ans ceTesBbIX
KOHUrypaLuu.



APXUTEKTYPHAst 6e30MacHOCTb

"INycTb KaXXabl CyOBLEKT (TO €CTb Npouecc, AEUCTBYIOLMA OT
MMEHU KaKoro-nmbo rnonb3oBaTensi) 3akmno4vYeH BHYTPM OQHOro
KOMMNOHEHTA U MOXET OCYLLECTBNATbL HENOCPEACTBEHHbIV
OOCTYN K 0ObeKTaM TOSIbKO B rnpegenax 3Toro KOMroHeHTa.
[lanee nycTb KaXgblh KOMMNOHEHT COOAEPXUT CBON MOHUTOP
obpalleHnIn, OTCIIEXUBAIOLLIMA BCE FIoKanbHbIE MOMbITKY
OocTyna, U Bce MOHUTOPbI MPOBOAAT B XXWU3Hb COrfacoBaHHYHO
nonnTnKy 6esonacHocTu. [NycTb, HaKOHeL,

— KOMMYHWKaLUMOHHbLIE KaHarbl, CBA3blBalOLLME KOMMNOHEHTHI,
COXPaHAKT KOHPUOEHUMANbHOCTb U LLENOCTHOCTb
nepenasaemMoun MHpopmaumn. Torga COBOKYNMHOCTb BCEX
MOHMUTOPOB 0bpasyeT eanHbIN MOHUTOP ObpaLleHUn anga Bceun
ceTeBoUu KoHdurypaumn."
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APXUTEKTYPHAst 6e30MacHOCTb

Obpatnum BHMMaHUE Ha TpWU NpUHUMNA, cogepallmecs B
NpUBEJEHHOM YTBEPXKOEHUN:

O HeobxoanMMOCTb BbIpabOTKM U NPOBEAEHUSA B XKU3Hb €OUHON
NONNTNKM BE30MaCcHOCTU;

[ HeobxogmnmocTb obecnevyeHnst KoOHbUAEHLUNaNbHOCTU U
LIeNIOCTHOCTW NPU CEeTEBbLIX B3aUMOJENCTBUSIX;

1 HeobxoanuMoOCTb POPMUPOBAHNSA COCTaABHbLIX CEPBMCOB MO

___coaepXaTernbHOMY NPUHUNMY, YTODbI KaXabl MOSTy4YEHHbIN

Takum obpa3omM KOMMOHEHT obnagan rnosiHbiM Habopom
3aWUmHbIX cpedcme U C BHELUHEW TOYKMN 3pEHUSI NpeacTaBnsn
cobon eguHoe uenoe (He O0MKHO BbITb MHPOPMALIMOHHbLIX
NMOTOKOB, MOYLNX K HE3ALNLLEHHBIM CEpBUCaM).
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APXUTEKTYPHAst 6e30MacHOCTb

Ecnun kakon-nndo (coctaBHON) cepBUC HE obrnagaeT rosiHbIM
HabopoM 3awumHsbix cpedcms (CocTaB MosSsIHOro Habopa
OnucaH BblLLE), HEOOXOAUMO NpUBIEYEHNE AONONMHUTESNbHbIX
CEPBUCOB, KOTOPbIE Mbl ByaeM Ha3biBaTb 3KPaAHUPYHOLLMMN.
OKpaHMPYOLLIME CEPBUCHI YCTAaHABINBAIOTCS Ha NyTAX AOCTyna
K HeQOCTaTOYHO 3aLUULLEHHbIM SfiEMEeHTaM; B NpuHUune, oamH
TaKoW CEPBUC MOXET 3KpaHuposamsp (3awmuliaTb) CKOMb
YyrogHo 005bLLIOE YNCIIO ANEMEHTOB.
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APXUTEKTYPHAst 6e30MacHOCTb

C npakTU4yeckom TOYKN 3peHns Hanbonee BaKHbIMU ABMAIOTCS
cnegyroLmne NpUHLUMNbl apXUTEKTYPHON 6e30MacHOCTH:

L) HenpepbIBHOCTb 3aLlUMUTbI B MPOCTPAHCTBE N BPEMEHMN,
HEBO3MOXXHOCTb MMHOBATb 3alUMUTHbIE CPEeACTBa;

] cnegoBaHue Npu3HaHHbIM CTaHAApPTaMm, UCNonb30BaHNE
anpobunpoBaHHbLIX pPeLLlEeHUN;

 opraHusauua NC ¢ HebOonbLLIMM YMCNOM CYLLHOCTEN Ha

— Ka)XOOM YPOBHE;
] ycuneHune camoro cnaboro 3BeHa;
] HEBO3MOXXHOCTb Nepexoa B Hebe3onacHoe COCTOAHUE,
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APXUTEKTYPHAst 6e30MacHOCTb

O MUHMMKU3aALNA NPUBUMETNU;

] pasgeneHmne obs13aHHOCTEWN;

0 3WeNoOHMPOBAHHOCTL OOOPOHDI;

] pa3HoOOpa3ne 3aLlnTHbIX CPEACTB;

O npocTtoTa 1 ynpaeBnsaemoctb MHPOPMaLMOHHON CUCTEMBI.

[1OSICHUM CMbICHT nepevYncriieHHblX NpMHUUNoOB.



APXUTEKTYPHAst 6e30MacHOCTb

Ecnn y 3noymblLLNEHHWKA UM HEQOBOJIbLHOIO NoNb3oBaTens
NOSIBUTCHA BO3MOXXHOCTb MMHOBATbL 3allMTHbIE CPEeaCcTBa, OH,
pasymeetcs, Tak u caenaet. OnpegeneHHble Bbille
9KpaHUPYIOLLME CEPBUCHI AOMKHbI UCKNIOYNTL NOOOOHYI0
BO3MOXHOCTb.

CnegoBaHue Npu3HaHHbIM CTaHgapTaM U UCMosib3oBaHne
anpodbupoBaHHbIX peLleHn NoBbilaeT HaaeXxHocTb IC u

— YMEHbLUAET BEPOSATHOCTb NMonagaHns B TYNMMKOBYIO CUTYyaLUIO,
Korga obecriedeHne 6e3onacHOCTU NOTPebyeT HENOMEPHO
BbonblUMX 3aTpaT 1 NPUHLMNManbHbIX Mogudmnkaunm.
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APXUTEKTYPHAst 6e30MacHOCTb

Nepapxudeckaa opraHnsaumsa NC ¢ HebonbLLMM YNCIIOM
CYLLIHOCTEN Ha KaX[OOoM ypoBHe Heobxoanma no
TEXHOMNOIMYeCcKNM coobpaxxeHusm. Npn HapyLueHnn gaHHOro
NPUHLKXNA CUCTEMA CTAHET HeynpaBnsemMon U,
criegoBarternbHO, obecrnevnTb ee be3onacHOCTbL byaeT
HEBO3MOXHO.
HapexxHocTb ntobon obopoHbl onpeaenseTca cambiM crnabbim
3BEHOM. 310YMBbILLUSIEHHUK HE ByaeT DOpPOTbCA NMPOTUB CUTbI,
— OH npeanoyTeT nerkyto nobeny Hag crnaboctero. (Hacto
caMbIM criabbiM 3BEHOM OKa3bIBAETCHA HE KOMIMbIOTEP UM
nporpamMmma, a YenoBek, 1 Toraga npobrnema obecneyeHms
MHOpMaLIMOHHON Be3onacHOCTU NpnobpeTaet
HETEXHUYECKNIN XapaKTep.)

31

)
{'/‘

=N



APXUTEKTYPHAst 6e30MacHOCTb

[MpMHUMN HEBO3MOXXHOCTM rnepexoga B HebezonacHoe
COCTOSIHME O3HA4YaET, YTo Npu NMobbIX 0BCTOATENBCTBAX, B TOM
4yuCrie HelwTaTHbIX, 3alnTHOE CPeacTBO NMOO NONMHOCTLIO
BbIMOSTHAET CBOU PYHKLUMK, NTMOO NOMHOCTLIO Brioknpyet
goctyn. ObpasHo roBops, ecrnuv B KPENOCTU MEXAHU3M
NOObEMHOro MOCTa FIOMaeTCs, MOCT OCTaBMNSAT NOAHATLIM,
NpensaTCTBYS NPOXoay HENPUATENS.
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APXUTEKTYPHAst 6e30MacHOCTb

[TPUMEHUTENBHO K NPOrpaMMHO-TEXHNYECKOMY YPOBHIO
NPUHLUMN MUHUMU3AUMN NPUBUIIETNIA NMPeanncbiBaeT BblAENATb
nonb3oBaTenamMm n agMMHUCTPaTopam TONbKO Te npasa
OocTyna, KoTopble HeOOXoAMMbI UM A1 BbINOSTHEHUS
CIy>KEOHbIX 00A3aHHOCTEN. OTOT NPUHLNM NO3BONSET
YMEHbLUNTb yLEepO OT crydYamHbIX U YMbILLIEHHbIX
HEKOPPEKTHLIX AEUCTBMU NOSib3oBaTeNen 1 aoMUHUCTPATOPOB.
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APXUTEKTYPHAst 6e30MacHOCTb

[MpnHUMN pa3geneHna obsaA3aHHOCTEN NpeanonaraeT Takoe
pacnpenerieHne posien U OTBETCTBEHHOCTU, YTOObLI OgMH
4YernoBEK HE MOl HAPYLLUUTb KPUTUYECKM BaXKHbIN OS]
opraHmsaumu npolecc unm cosgartb dpellb B 3aluTe Mo
3aKkasy 3noyMblLNeHHUKOB. B wacTHocTn, cobntogeHme
OAHHOro npuHUumna ocobeHHo BaXHO, YTOObLI NpeaoTBpaTUTb
3NOHaMepPEHHbIE NNU HEKBANNMULUUPOBaHHbIE OEUCTBUSA

CUCTEMHOro agMMHUCTPaTopa.
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APXUTEKTYPHAst 6e30MacHOCTb

[MpMHUMN 3LLENOHNPOBAHHOCTU ODOPOHLI NPEeanMCLIBAET HE
nonaraTbCs Ha OAMH 3aLUUTHbIN PyOeX, Kakum Bbl HaOEeXXHbIM
OH HU Kasarcd. 3a cpeacTtBamn mnsnyeckon 3anTbl JOSTKHbI
criegoBaTtb NporpamMmMHO-TEXHUYECKNE CpeacTBa, 3a
uoeHmMuukayueu n aymeHmudgukauueu - yripasreHue
docmyrioM v, Kak nocrieaHunn pybex, - npomokosruposaHue v
ayoum. 3lenoHnpoBaHHasi 0bopoHa cnocobHa, No KpanHemn
Mepe, 3a4epKaTb 3M10yMbILLUNIEHHMKA, a bnarogaps Hanmuuio

—_TaKkoro pybexa, KaK rnpomokxorsiupogaHue n ayoum, ero
OENCTBUA HE OCTaHYTCS HE3aMeEYEHHbIMU.
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APXUTEKTYPHAst 6e30MacHOCTb

MpuHUMN pa3HOOOpa3uns 3alUNTHBLIX CPEACTB Npeanonaraet
CO3[aHne pa3fiM4HbIX N0 CBOEMY XapaKTepy 000POHUTENBHbIX
pyoexen, YToObl OT NOTEHLMANBHOIO 3r0YMbILLIEHHMKA
TpeboBanockb oBnageHne pasHoobpasHbIMU U, MO
BO3MOXHOCTU, HECOBMECTUMbIMIN MEXAY COOOM HaBbIKaAMM.
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APXUTEKTYPHAst 6e30MacHOCTb

Ou4eHb BaXXeH MPUHLUKUN MPOCTOThl U YNpaBnseMoCTH
MHJOpPMaLMOHHON CUCTEMBI B LIENTOM U 3aLLUUTHbLIX CPeacCTB B
0CcobeHHOCTU. TONMbKO AN NpOoCTOro 3awWmMTHOro cpeacrea
MOXHO (popmManbHO Unm HepopmanbHO AoKasaTb ero
KOPPEKTHOCTb. TOMbLKO B MPOCTON M yrpaBisaeMon CUCTEME
MOXHO NPOBEPUTb COrMacoBaHHOCTbL KOHJUrypawumm
Pa3NnNYHbIX KOMMOHEHTOB M OCYLLECTBNATL LleHTpanmM3oBaHHOE
agMWUHUCTPUpOBaHMeE.

37

>
v

=\



APXUTEKTYPHAst 6e30MacHOCTb

B aTOM CBA3M BaXXHO OTMETUTL MHTErpupytoLyto ponb Web-
cepBuca, CKpbiBatoLLero pasHoobpasne obcnyxmBaemMblx
OOBEKTOB N NPeaoCTaBMNAILWEro eAnHbIN, HarnmsaaHbIv
nHtepdenc. CooTBETCTBEHHO, €CIT OOBLEKTbI HEKOTOPOTO
Buaa (Hanpumep, Tabnuubl 6a3bl AaHHbIX) OOCTYMNHbI Yepes
Web, Heobxogmmo 3abnoknpoBaTtb NPSIMOU OOCTYMN K HAM,
MOCKOJIbKY B NMPOTMBHOM Cny4ae cuctema byaeTt CroXXHOM U
NS10X0 ynpasnsaemMou.
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APXUTEKTYPHAst 6e30MacHOCTb

[1ns1 obecnevyeHns BbICOKOM OOCTYNHOCTM (HEMPEPbLIBHOCTU
doyHKUMOHMpPOBaHUA) Heobxoanmo cobnogats cnegytowine
NPUHLUMUNbI apXUTEKTYPHOU Be30nacHOCTH:

(] BHeCceHune B KOHUrypauuto Tom nnm nHom oopmbil
N30bITOYHOCTHU (pe3epBHOE 0OOPYaOBaAHME, 3anacCHbIe
KaHanbl CBA3U U T.N.);

O Hannume cpencTB 0OHapyXeHUS HELWTaTHbIX CUTYaLUUH;

—[1 Hann4mne cpencTe peKoH(pUrypmpoBaHua a5
BOCCTAHOBJIEHUSA, N30NALMUUN U/UINN 3aMEHbl KOMNOHEHTOB,
OTKasaBLUUX NN NOABEPrLUIMXCHA aTake Ha AOCTYMHOCTL;
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APXUTEKTYPHAst 6e30MacHOCTb

] paccpenoTo4eHHOCTb CETEBOIO yripassieHuUs, OTCYyTCTBUE
eVUHOM TOUYKM OTKa3a;

] BblgeneHne nogceten U N3onaumna rpynn nonb3oBarenen gpyr
oT apyra. daHHas mepa, asnsowasdaca obodueHnem
pasgerneHnst NpoLeccoB Ha YpoOBHE ornepaunoHHON CUCTEMBI,
OrpaHn4YMBaET 30HY NopaXXeHUs Npu BO3MOXHbLIX HapPYLUEHUAX
MHdopmMaLMOHHOU BE30MacHOCTMN.
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APXUTEKTYPHAst 6e30MacHOCTb

ELwie oauH BaXXHbIN apXUTEKTYPHbLIN MPUHLMMN - MUHUMW3aL S
obbema 3alUUTHbIX CPEACTB, BbIHOCUMBbIX HA KITMEHTCKNE

CUCTEMBDbI. |_|pl/l‘—II/IH TOMY HECKOJIbKO.

0 Ansa goctyna B KOpnopaTUBHYHO CETb MOMYT UCMONb30BaTbLCS
noTpednTenbCKue yCTPOMCTBA C OrpaHN4YEHHOM

JoYHKLUNOHANBbHOCTLIO;
] KOHQUrypauuo KIMeHTCKUX CMCTeM TPYOAHO UM HEBO3MOXHO

—KOHTpPONMpOBATb.

K HeoBxoanMoMy MUHUMYMY CriedyeT OTHECTU peanunsaumio
cepsucos 6€301acHOCMU Ha CETEBOM U TPaHCMOPTHOM
YPOBHSIX M NOAAEPKKY MEXaHU3MOB aymeHmudpukayuu, .,
YCTONYMBBIX K CETEBbIM YrpO3aM. ¥ Tg5e



