OCHOBHBbIC BU/bI U IIPUEMBbI
XaKEePCKHUX aTaK

ERHCBAPTOBCKUMA PAMOH
Cyrak Hagexaa AjieKCaHAPOBHA




XaKepckasi aTaKka — 3T0 NOKYIIEeHHEe HA CUCTeMY
0€30MacCHOCTH, JJIfl 3AXBaTa KOHTPOJISI HAX YIAaJI€HHOMN
WJIM JIOKAJILHOM BBIYMCJINTEIbHON CUCTEMOM, JIMO0O IS
ee AecTadmiam3anuu, Ju00 0TKa3a B 00CTY:KMBAHUU




JJ1s1 ocyleCTBJICHUSA XaKePCKOU ATAKHM XaKepPbl 4aCTo
HUCIOJIB3YHT YA3BUMOCTH B IIPOrPAMMHOM 00eCIeYeHUM I
BHEJPEHUS B KOMIILIOTEPHYI CUCTEMY

LlesibI0 TAKUX aTaAK ABJIAIOTCHA KPaka KOHPUICHINATbHOU
UCNO0JIb30BATH B3JIOMAHHbIC MEPCOHATIbHbIEC =%

KOMIILIOTEPHI JJI PACCHLJIKH CllamMa

Hau0os1ee pacnpocTpaHeHHBIMM XaKEePCKUMH aTaKaMu
sABJsAI0OTes: mailbombing, mepemno.iHenue Oyjepa, BHeApeHUE

BHPYCOB, T B, ATAKU HA 0TKA3 B 00C/JYKUBAHUHU U MP.



Mailbombing

Cuurtaercs caMbIM CTapbIM METOAOM aTakK, X0TH CYTb €10 nmMpocCra u
IIPUMHUTHBHA: 00JIb1II0€ KOJIMYECTBO MOYTOBBIX COOﬁIHeHI/Iﬁ HeJAr0T
HECBO3MOKHBIMH paﬁoTy C MOYTOBbBIMMU AIIIMKAMHU, 4 HHOI'IA U C
HCJIBIMHA MOYTOBLIMHU CEPBEPAMHU

st 3TOM e ObLI0 Pa3padoTaHO MHOXKECTBO NMPOTPaMM, M JaKe
HEONBITHBIN M0JIb30BATEJb HITYPMA MOI COBEPIIUTH aATaKy, YKa3aB
Bcero Juib €-malil ;kepTBbI, TEKCT COOOIEHUS, U KOJUYECTBO
HE00X0AMMBbIX COOOICHUI

MHuorue Takue nNporpaMmMmbl
aAPEecC oTnpaBUTeNsA, UCIOJIb3YH JJIs

MOYTOBBIN cepBep

NPsSTAThL peajibHbIM |P-
AHOHUMHbIN

3Ty aTaky CJ0KHO NPEAOTBPATUTh, TAK KaK JTAaKE
(I)I/IJ'IBTPBI np AE€POB HE MOI'YT ONIPEaAC/INTD peaJII)HOFO \
OTIIPpaBUTEJA Cliaivid. HpOBaI/II[e 0KET OIrPpaHUIUTD KOJIHYECTBO
IIUCEM 0T OAHOTO OTHIPpaABHUTE peEC OTIIPABUTE/IA U TEMA
3a9aCTYI0O TCHEPUPYIOTC AUHBbIM 06p33OM “ w
N _agemy




Ilepenoanenue oOypepa

[Toxkanyu, OquH U3 CaMbIX paCOPOCTPAHEHHBIX TUIIOB
arak B MIutepHere. [ I[puHIMI JaHHOW aTaKu IMTOCTPOEH HA
MCHOJIb30BAHUM IIPOTPAMMHBIX OHIMOOK, TT03BOJISIIOIINAX
BbI3BaTh HAPYIIICHUE TPAHUI] HIAMSTH 1 aBAPUKHO 3aBEPIIUTH
IPUIOKEHUE WJIH BBHIIOJIHUTD MPOU3BOJIBHBIM OMHAPHBIN KO/
OT UMEHH TI0JAb30BaTENIsl, 110 KOTOPBIM padoTaia ys3BuMas
IporpamMmma

-

Ecnu nnporpamma TacT MO YYETHOM
3aMMCHI0 AIMUHUCTPATOPA C BbI, TO JaHHAas
aTraka MO3BOJIMT IIOJYYUTh MOJHBIM KOHTPOJIb HAI

KOMITBFOTEPOM KEPTBHI, IOITOMY PEKOMEHAYETCSI pad0TaTh
oJ YYETHOM 3aMMChIO PSAIOBOTO MOJIB30BATEN A, UMEIOIIETO
OTpaHUYCHHBIC IIPaBa HA CUCTEME, a MOJI YYETHON 3aHUCHIO
aIMUHUCTPATOPA CUCTEMBI BBIIOIHSITH TOJIBKO OIEpaluy,
TpeOyIOIINEe aJIMIHUCTPAaTUBHBIC IIpaBa




Bupychbl Bupycol, TPOAHCKME NporpamMmmbl
pPYyChl, TPOSIHCKHE MPOTrPaMMbl, MOYTOBLIE YepBU
IPyChbl, TPOSTHCKHE MPOrPaMMBbl, IOYTOBbIE YEPBH,

" Rootkit-bI u apyrue cnenuajbHbie NIPOrPaMMbI

Crneayrolui BU aTaku MPEACTaBIIET cO00M 0oJiee
U3OIIPEHHBIA METO/I TTOJIYYEHHUS TOCTYIIA K 3aKPBITON
MH(pOPMALNY — HUCIIOIb30BAHUE CIICLUATBHBIX IPOTrPAMM LS
BeJICHUS padOThl Ha KOMITBIOTEPE KEPTBBI, a TAKXKE JAIbHEHILIETO
pacnpocTpaHeHUs (3TO BUPYCHI K YEPBH) @

Takue nporpaMMbl IpeAHA3HAYCHBI UL IIOUCKA U
IIEPEAYN CBOEMY BIIAJICNIBITY CEKPETHOM HH(bopMauHH
IIPOCTO 11 HAHECEHUSA BPEJA CUCTEME 6630Hac *




Man-in-the-Middle

Buj araku, Korga 3J10yMbBIIIJICHHUK IepEeXBaThIBACT
KaHall CBA3W MEXIy ABYMsSI CUCTEMaMM, U MOJy4aeT JOCTYII
KO BCEH nepeaaBaeMoi HH(GOpMAaIiH.

[Tpu nmonydeHuun 10CTyIa Ha TAKOM YPOBHE
3JI0YMBIIIJICHHUK MOXKET MOJIU(PUIIMPOBATH HHPOPMAIIHIO
HY>KHBIM €MY 00pa30M, 4TOOBI JIOCTAYb CBOUX IICIIEH.

[{enp TakoM aTaku — KP&Ka i paabCu@uImpoBaHue
nepeaaBaeMoil HHMOPMAITUU, WK K€ IIOJyYeHHE JOCTyNa K
pecypcam ceTd. Takue araku KparuHe CI0XKHO OTCJICAUTh




CaudPuHr naxkeron

Takxe JOBOJILHO paCIpOCTPAHEHHBIN BU/I aTAKU,
OCHOBaAHHBIN Ha paboTe CETEBON KapThblTakxke 10BO
pacnpoCTpPaHEHHBIN BUJI aTaKW, OCHOBAHHBIN HA pabOTE
CETEBOM KapThl B pexUMe Promiscuous modeTakxe
IIOBOJILHO PACIIPOCTPAHEHHBIN BUJl aTaKU, OCHOBAHHBIN Ha
padoTE CETEBOM KapThl B PEKHMME promiscuous mode, a TakxKe
monitor modeTakxke J0BOJILHO pacpOCTPaHEHHBIN BU]T
aTaKy, OCHOBAaHHBIM HAa padOTE CETEBOM KAPThI B PEKUME
promiscuous mode, a Takxke monitor mode 115 ceTei
Wi-FiTakxe 10BOJBHO pacpOCTpPaHEHHBIN BU aTaKH,
OCHOBaHHBIN Ha Pa0OTE CETCBOW KapThl B PCIKUME
promiscuous mode, a Tak;xke monitor mode 7 cerert Wi-Fi. B
T&KMI/IMC BCE ITaKEThI, IIOJYUYCHHBIE CETeBOM KapToH,
TIEPECHUIAKOTCS Ha o6pa60TI<y GHEHHANBHONY IIPHIIOKEHHIO,
Ha3bIBACMOMY CHU

B pesyiibrare 3/10yMBIIIICHHUK MOXKET ITOTy4YUTh
0OJIBIIIOE KOJIMYECTBO CIYKEOHOM MH(POPMALIMH: KTO, OTKYJA U
KyJla IepeaaBajl MaKeThl, YEPE3 KaKKe ajpeca 3TH MAKEThI



Nuabeknusa

ATtaka, cBsI3aHHAS C Pa3IMYHOIO pOAa NHBCKIUSIMU,
o/ipa3yMeBaeT BHEIPEHUE CTOPOHHUX KOMaH/T UJIM JaHHBIX B
paboTaIOIIYI0 CUCTEMY C 11€JIbI0 U3MEHEHUS X0/ia paOOThI
CHUCTEMBI, a B Pe3yJIbTaTe — IMOJIYyUYSHHE JOCTYIMa K 3aKPBIThIM

byHKIMSIM 1 nHGOpMaIu, 100 JiecTaduiIn3anuu padoThl
CUCTEMBI B IIEJIOM.

Haubonee nomysspHa Takas araka B ceTd MMIHTepHeT, HO
TAKXE€ MOKET OBITh MPOBEJICHA YepPE3 KOMaHIHYIO CTPOKY
. CMbI -




PHP-uHvnekuus

L

OnuH u3 cnoco0oB B3joMa BeO-canToB, paboraronux Ha PHP.
OH 3akr04aeTcsi B TOM, YTOObI BHEJIPUTH CIICIIUATIBHO C(POPMUPOBAHHBIN
3JIOHAMEPEHHBIN CIIEHApUI B KOJ BEO-IIPUIIOKEHHUS HA CEPBEPHOM CTOPOHE
caiiTa, 4TO MIPHUBOJUT K BBITTOTHEHHIO MPOW3BOILHBIX KOMaH/T

M3BECTHO, UTO BO MHOTHX PaclpOCTPaHEHHBIX B MHTEPHETE
OecIuiaTHBIX JBMXKKax U hopyMmax, padoraroniux Ha PHP (4damie Bcero 3to
yCTapeBIlKe BEPCHH) €CTh HemPOAYMaHHbIC MOIYIIN UIH OTACIbHBIC
KOHCTPYKLHU C YI3BUMOCTIMH. XaKe
KaK HEAKPAHUPOBAHHBIC IEPEMEHHBIE, MOMYHAIOIIME BHEIIIHUE 3HAYCHUS,
Harpumep crapasi yI3BUMOCTb




DoS-aTaka

ot anr1. Denial of Service — OTka3 B 00ciyKMBaHUM — aTaka,
MMEIOIIAsi CBOEH LIEJIbIO 3ACTABUTH CEPBEP HE OTBEUATh HA 3aIPOChl. Takoi
BUJl aTAKU HE TOAPA3yMEBACT MOJTYYEHHUE HEKOTOPOU CEKPETHOM
MH(OPMALIMH, HO HHOIA ObIBACT IOACIIOPHEM B MHULNAIU3ALNN APYTUX
arak. Hanmpumep, HEKOTOpbIE MPOrpaMMBbl U3-3a OIMIMOOK B CBOEM KOJIE
MOT'YT BBI3bIBATh UCKIIHOUYUTENbHbIE CUTYALIUN, U TIPU OTKIFOYECHUHU
CEpPBUCOB CIIOCOOHBI UCITOIHATH KOJI, IPEA0CTABICHHBIMI
3JIOYMBIIJIECHHUKOM WJIM aTaK{ JIABUHHOTO TUIIA, KOT/Ia CEPBEP HE MOMKET
00paboTaTh OIPOMHOE KOJMHYECTBO BXOSAIIMX ITAKETOB

DDoSDDoS (ot aHr. Distributed Denial of Service — Pacnipenenennas
DoS) — nmoarun DoS araku, uMeronumin Ty ke 1eiib 4To 1 DoS, Ho
MPOU3BOAUMON HE C OJHOTO KOMIBIOTEPA, & C HECKOJBKUX KOMIILIOTEPOB B
ceTH. B TaHHBIX THUIaX aTak UCIHOJIb3yeTCs JIMOO BOSHUKHOBEHHE OIIMOOK,
MPUBOJISIIMX K OTKa3y CEpBUCA, TU00 cpadaThiBaHUE 3AIUTHI,
MPUBOJISIIECH K OJIOKHPOBAHUIO PA0OTHI CEPBUCA, a B PE3YJIbTATE TAKKE K
0TKa3y B o0ciyxuBaHuu. DDoS ucnosnb3yercs TaM, rae 00bIdHbI DoS
HedpdexTrBeH. J[J1s1 3TOro HECKOIBKO KOMITBIOTEPOB OOBEAUHSIIOTCS, U
KOXIbpIM pou3BoauT DoS araky Ha cuctemy



PU3KYyNbMUHYTKA

YnpaxHeHue nepBoe.

PE3KO 3aXXMYpPUTb rMasa Ha 3 CeKyHAObl: N LUMPOKO
OTKPbITb HA 3 CeKyHAbl, NOBTOPUTbL ynpa)kHeHue 10
pas.

YnpaxHeHue BTOpoOe:

NOOHATL rMasa BBEPX, NP 3TOM royioBa OCTaeTCH B
O4HOM MNOJSIOXKEHUWN, 3aep>KaTb B3rnag Ha 3
CEKyHAbl, 3aTEM OMYCTUTb [Na3a BHU3 U 3afepXaThb
B3rns4 Ha 3 CeKyHAbl MOBTOPUTL ynpakHeHne 10 pas

YnpaxHeHUe TpeThbe:
4YacTo-4acTo MopraTb rnasamu, nosTopute 10 pas.



Opranusanus 3QpPeKTUBHOU 3AIUTHI OT XaKEePOB

Jlaxxe eciu Thl UCIIOJIL3YEIlb CBOU KOMITLIOTED B
OCHOBHOM JIMIIIb JIJISI CKAUMBAHUS (DUIIBMOB U MY3BIKH WJIH
OOIIEHMS C APY3bIMHU B COLICETAX 3HAHUS, KaK 3alIUTUTHCS OT
XaKepoB, TEOE TOXKE OyIyT MOJIE3HBI

BOT HECKONBKO MPOCTHIX COBETOB, KAK HE 3apa3UThCs
«AJIEKTPOHHBIM 3BEPUHLIEM:




He nosepsiite criamy! boabIIMHCTBO YepBEW pacpOCTPAHSIOTCA YEPE3
ANIEKTPOHHYIO MOUTY, @ TOYHEE yepes craM. [loaTomy ynanaire Bce
CIIaMEPCKHE ITOCIaHMs, HE BHUKAas 0CO00 B MOAPOOHOCTH HATMCAHHOTO;

Hcnonb3yite OpanaMaysp, XOTs Obl BCTPOCHHBIN B CUCTEMY, U
BHUMATEJIbHO aHAJIM3UPYUTE €ro COOOIEHHUS U JIOTH;

Kpaline akkypaTHO paOOoTalTe C MMOYTOM, a TAKXKE MpOorpaMMaMH JJ1s
oOMEHa COOOIICHUSIMH U Pa0OTHI ¢ (PailliIoOOMEHHBIMM CETSIMH, HAIIPUMED,
CJIEYET OTKIIFOYUTH UCTIONb30BaHrne HTML B npuHUMaeMbIX MUChbMAX;

Hukorma He 3amyckante nporpaMmMbl COMHUTEIBHOIO IIPOUCXOKICHUS,
JaKe MMOJYYECHHbIE U3 3aCIYKUBAKOLIUX JIOBEPUSI UICTOYHUKOB, HAIIPUMED,
13 IIPUCJIAHHOT'O JPYIrOM MMChMa,

Hu npu Kakux yCJIOBUSIX HE IepeiaBaidTe 1o Teae(pOoHy WU MO MOYTE CBOU
NepCcOHaIbHBIC JIAHHBIE, 0COOCHHO MapOJIH;

PerymsapHo co3maBanTe pe3epBHBIE KOITMU KPUTHHECKAX TaHHBIX



V OOHOBIIITE TPOTPAaMMHOE 00CCIICUCHHE.

YacTeHbKO XaKepaMU UCIIOJIb3YIOTCS JbIPHI BO
BCSKUX Opay3epax uiau opucax. Komnanus,
MHCaBIIas MPOrpaMMy CIEIIHO BBIITYCKAET
OOHOBJICHUSI, B KOTOPOM YSI3BUMOCTh
3akpbiBaeTcs. Ho ecTh monbp30BaTenu, KOTOphIe
HE OYEHB-TO 3a00TATCS O CKAYMBAaHUU
OOHOBJICHUM, TTOATOMY-XaKEPhl YCIECIIHO
HCHOJIB3YIOT UX JJIsl CBOUX ara

| Cxogute B nabopoTopuio u
0GHOBUTE aHTUBUPYCHI!




v He mocemmaiite COMHUTEITLHBIE CAUTHI

O4eHb YacTO CauThl C COMHUTEIbHBIM CONCPKAHUEM TasIT B
KOJI€ CBOUX CTPAHMUIL YEPBSI, KOTOPBIN € YIOBOJILCTBUEM
[IEPETEUET K BAM Ha KOMITLIOTEP

74 BbynbpTe OCTOPOXKHBI C TEM, UTO MOIAacT Ha Balll
KoMIIbIOTep. He xenarenbHo 0€3 00OHOBIEHHOTO XOPOIIETo
aHTUBHUPYCAa MOJKII0YaTh K CBOEMY KOMIIBLIOTEPY YCTPOMCTBA
XpaHCHUS UH(MOPMALKH.

Yare Bcero BUPYChI EPEHOCATCI BMECTE C TUCKETaMHM, Ha
KOTOPBIX XPAHATCS TEKCTOBBIC (DalJibl, HA (PJICHIKAX U Ha
BHUHYECTEpax.

[Els

HUKTO He MoxkeT rapaHTUPOBATD,
YTO eCJIM NpaBuJia de3onacHocTu coodmonaere Bbl,
Balll 3HAKOMBbIH TOKe COOJII0AeT 3TH NpaBuJia!



CITACHBO 3A

BHUMAHHUE!



