NHOOPMALIMOHHAA BE3OINACHOCTD]
NHctutyt MMBC, Kadegpa NCKT]
LLIymeniko E.B.]

[TonuTtmnka n nporpamma Wb.

CUHXpOHU3aLKUA NnporpamMmmbl

Oe30nacHOCTU C XU3HEHHbIM LIMKITOM
— CUCTEM




OCHOBHbIE NOHATUSA

K aOMuHucmpamueHoMy ypo8HH UHGhOPMayUOHHOU
6e3ornacHocmu OTHOCATCA AENCTBUA OOLLEro XxapakTepa,
npeanpuHUMaemMble PYKOBOACTBOM OpraHu3auun.

[maBHas uenb Mep adMuHUCmMpamueHO20 YPOBHS -

copmumpoBaTth nporpammy paboTt B obnacTu

NHOopMaLIMOHHON Be3onacHOCTU N obecnevnTb ee

BbINOMHEHME, BblaenNss Heobxoanumblie pecypchl 1
—_ KOHTPONUpysi COCTOSIHUE aen.
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OCHOBHbIE NOHATUSA

OcHoBOW Nporpammbl SIBRFETCA riosiumuka besonacHocmu,
oTpa)karoLlaa noaxod opraHuU3aumm K 3almTe CBOUX
MHJOPMAaLMOHHbIX aKTUBOB. PYKOBOACTBO KaXOou
opraHm3auum gormKHO 0CO3HAaTb HEODXOANMOCTb
nogaepXXaHus pexnmva 6e30nacHOCTU U BbIAENEHUSA Ha 3TH
Lenn 3Ha4YnTENbHbIX PECYPCOB.

[lonumuka 6e3oracHocmu CTPOUTCA Ha OCHOBE aHasiu3a
pUCKO8, KOTOPbIE MPU3HAaTCA peanbHbIMU OS]

— NHMOPMALMOHHOUN CUCTEMbI OpraHusaunn. Korga pucku
NpoaHanu3npoBaHbl U cTpaTerns 3aWnTbl onpeaereHa,
COoCTaBrisgeTcsa nporpamma obecneyeHna MHPOPMaLMOHHON
be3onacHocTu. [log 3Ty nporpamMmmy BbIOENAKTCA PECYPCHI,
Ha3Ha4yaloTCs OTBETCTBEHHbIE, ONpeaenseTcs nopsgok
KOHTPOMS BbIMNOSTHEHNSA NPOrpamMmmbl 1 T.M. ¥ Tge



OCHOBHbIE NOHATUSA

TepmuH "nonumuka 6e3onacHocmu” sSIBNAETCA HE COBCEM
TOYHLIM NMepeBoOOM aHIMMMCKOro CnoBocoYveTaHnsa "security
policy", ogHako B AaHHOM cryyae KanbKa nyJdlle oTpaxaet
CMBbICI 3TOr0 MNOHATUSA, YEM JFIMHIBUCTUYECKN Donee BepHble
"npaBunna 6esonacHocTn". Mbl byaem nmeTb B BUAY HE
OTAENbHbIE NpaBuna Unn nx Habopsbl (Takoro poga peLleHus
BbIHOCATCSI HA NPOoLEaYPHbIN YPOBEHb, Pe4b O KOTOPOM
BNepeamn), a ctpaTternio opraHmsaumm B obnactu

— WMHdOopMaunoHHON Be3onacHocTu. [Ins BblpaboTKku cTpaTernm
N NPoOBeAEHUSA €€ B XXU3Hb HYXHbl, HECOMHEHHO,
NoNUTUYECKMe peLleHns, NPMHUMMaeMble Ha CaMOM BbICOKOM
YPOBHE.
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OCHOBHbIE NOHATUSA

[Mog monnumukoii 6e3onacHocmu Mbl 6yaemMm NOHUMaTb
COBOKYMNMHOCTb AOKYMEHTUPOBAHHbLIX PELUEHNN, MPUHNMAEMBbIX
PYKOBOACTBOM OpraHm3aumn n HanpaBneHHbIX Ha 3aLUuTy
MHdopmMaLmn N accounmMpoBaHHbIX C HEWN PeCypCoB.

Takasa TpakToBKa, KOHEYHO, ropasao wupe, Yem Habop rnpasurst

pasapaHudeHusi docmyrna (UMEHHO 3TO O3Ha4Yan TeEPMUH

"security policy" B "OpaHxeBon KHUre" n B NOCTPOEHHLIX Ha ee
—____OCHOBE HOpPMAaTMBHbIX AOKYMEHTAaX OPYrMxX cTpaH).
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OCHOBHbIE NOHATUSA

NC opraHmnsaummn n ceasaHHble C HEW MHTepPECHl CYyOBHLEKTOB -
9TO CNOXHasd cuctema, Ang paccMoOTPEHUA KOTOpPOU
HEeobXoaMMO NPUMEHATb OO BEKTHO-OPUEHTUPOBAHHbLIN NOAX0N
N MOHATME YPOBHSA AeTanunsauun. LlenecoobpasHo BbIOENNUTD,
No KpanHen mepe, Tpu Takux YPOBHS, YTO Mbl YXKe genanuv B
npuMepe u caenaem eule pas ganee.
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OCHOBHbIE NOHATUSA

UTtobbl paccmaTtpuBaTtb NC npegmMmeTHO, ¢ NCNosib30BaHUEM
aKTyanbHbIX JaHHbIX, CIIedyET COCTaBUTb Kapmy
UHOopMaUuUOHHOU cucmeMbl. JTa Kapma, pa3yMeeTcs,
AOMmKHa ObITb N3roToBNEHa B 00 bEKTHO-OPUEHTUPOBAHHOM
cTune, ¢ BO3MOXHOCTbIO BapbMpOBaTb HE TOMNBLKO YPOBEHb
demarsnu3sayuu, HO N BUWOUMble rpaHN OOBbEKTOB. TEXHUYECKNM
CpeacTBOM COCTaBIIEHUS], COMPOBOXOEHUS N BU3yanusauumn
NoOOOHbIX Kapm MOXET CNYXUTb CBOOOAHO

— _pacnpocTpaHsieMbIN KapKac Kakon-nmbo cuctemsl
ynpasneHus.
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[lonnTnka 6e30nacHoOCTH

C npakTU4YeCcKom TOYKU 3PEHUSA MOSTIUTUKY DE30MacHOCTU
LiernnecoobpasHo paccMmaTpuBaTb Ha TPEX YPOBHSX
aetanmsauun. K BepxHeMy YPOBHIO MOXXHO OTHECTU peLleHns,
3arparmBatoLime opraHnsauuto B Leriom. OHM HOCAT BECbMa
oOLMIM XapaKTep W, Kak NpaBUno, NCXoaaT OT PyKOBOACTBA
opraHusauun. NpuMepHbIN CMNCOK NMOAOOHbIX PELUEHNN MOXET
BKItoYaTb B ce0s1 cneayowmne aremMeHThl:

__[ pelieHne cdopmupoBaTb UMM NEPECMOTPETL KOMMIIEKCHYIO
nporpammy obecneveHust tUHPopMaLMOHHON 6e30NacHOCTN,
Ha3Ha4YeHne OTBETCTBEHHbIX 3a NPOABUXEHWE NPOorpamMmebl;
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[lonnTnka 6e30nacHoOCTH

O dbopmynunpoBka Lenen, KoTopble NpecneayeT opraHn3auuns B
obrnacTtn nHdopmaumMoHHOM Be30nacHOCTH, onpeaeneHue
OOLLKMX HanpaBfieHU B OOCTUXKEHUN STUX LENEN;

] obecneyveHne 6a3bl Ans cobnogeHnst 3aKkOHOB U NpaBun;

 dopmynupoBka agMUHUCTPATUBHbLIX PELLEHUIN MO TEM
BOMpocam peanusauum nporpammbl 6€30NacHOCTU, KOTOpble
OOMKHbI pacCcMaTpmMBaTbCA Ha YPOBHE OpraHmM3aumm B LIENOM.
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[lonnTnka 6e30nacHoOCTH

[1Ns1 NONUTUKN BEPXHENO YPOBHS LIENM opraHm3aumm B obnactu
NHpopMaLMOHHON Be3onacHOCTU POPMYIMPYIOTCS B
TEPMUHaX LLENTOCTHOCTM, AOCTYMNHOCTU U
KOH(UaeHUnanbHOCTN. Ecnn opraHmnsauunsa oTBevaeT 3a
nogaepXaHme KpUTUYeCcKn BaxXHbIX 6a3 AaHHbIX, HA NepBOM
nraHe MOXET CTOATb YMEHbLUEHMNE YncTa NOoTEPD,
NoBpeXOEHUN UM UCKaXXeHUN AaHHbIX. [lna opraHnsauum,
3aHMMarLlencsa npoaaxem KoOMrnbTEPHON TEXHUKM,
—___BEpPOATHO, BaXkHa akTyanbHOCTb MHGOPMaLUK O
npeaocTaBndeMblX ycryrax u LeHax n ee oCTYNHOCTb
MaKCMMarnbHOMY YMCNY NOTEHUMaNbHbIX MOKynaTeneun.
PykoBOACTBO PEXUMHOIo npeanpusaTua B NeEpBYO ovepenb
3ab0TMTCS O 3alUMTe OT HeCaHKLUMOHNPOBaAHHOMO OOCTyNa,, O
eCTb 0 KOHPMAEHUMANBHOCTY. ¥ Tg>e



[lonnTnka 6e30nacHoOCTH

Ha BepxHUU ypoBEHb BLIHOCUTCA ynpaBneHne 3almMTHbIMU
pecypcamm U KoopouHayus UCNonb30BaHUA 3TUX PECYPCOB,
BblAeNeHne cneunanbHOro nepcoHana anga sawmnThl
KPUTNYECKN BaXKHbIX CUCTEM U B3aUMOLENCTBUE C APYTMMU
opraHusauuamm, obecneympaoLLMMn NN KOHTPONUPYHOLWMMU
pexxmm 6e3onacHoCTH.
[TonuTuKa BepxHero ypoBHA OOMKHA YEeTKO o4YepymBaTth cpepy
CBOEro BNMnsiHUA. BO3MOXKHO, 9TO ByayT BCE KOMMbIOTEPHbLIE
—____CUCTEeMbI opraHusauun (mnu gaxe borblue, ecrnv nonuTuka
pernamMeHTUpyeT HeEKOTOpPble acneKkTbl UCNONb30BaHUSA
COTPYAHUKaAMM CBOUX AOMALLHNX KOMMbOTEPOB). BO3MOXHa,
odHakKo, U Takaqa cuTyauus, Kkorga B cipepy BNmsiHUA
BKI1H0YAIOTCH NN Hanbonee BaXXHble CUCTEMBI. f, y
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[lonnTnka 6e30nacHoOCTH

B nonutuke gomkHbl ObITb onpeaeneHbl 00593aHHOCTY
OOIMKHOCTHbBIX NUL, MO BbipaboTKke nporpaMmbl 6€30nacHoOCTM U
NpoBeaeHUI0 ee B XN3Hb. B aToOM cMmbicne nosumuka
6e30nacHocmMu AABNSAETCA OCHOBOW NMOAOTYETHOCTM NMepcoHana.

[TonnTnka BEPXHEro YpOBHA MMEET AES0 C TpEMSA acnekramm
3aKOHOMOCSYLUHOCTU U UCNOSTHUTENBCKOU AUCUUNNUHLI. Bo-
nepBbIX, OpraHmM3aumsa gomkHa cobnoaaTh CyLecTByOLmME
—____3aKOHbl. Bo-BTOpbIX, crieayeT KOHTPONMpoBaTb AENCTBUS NNL,
OTBETCTBEHHbIX 3a BbIpabOTKy nporpamMmmbl 6€30nacHOCTMW.
HakoHel, HeobxoamMmo obecneynTb onpeaenieHHy CTerneHb
NCNOSTHUTENBHOCTU NepcoHana, a aAns 3Toro Hy>HOo
BblpaboTaTb CUCTEMY MOOLLPEHUN U HAKa3aHUN.
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[lonnTnka 6e30nacHoOCTH

Boo0OLe roBopsi, Ha BEPXHUU YPOBEHb CrneayeT BbIHOCUTb
MWHMMYM BONpocoB. [logobHoe BbiHECEHME LieriecoobpasHo,
Korga OHO CYJINT 3HaYMUTENIbHYHO 9KOHOMUIO CPeaCTB Ui Korga
MHaye NOCTYNUTb NPOCTO HEBO3MOXXHO.

bputaHcknn ctaHgapt BS 7799:1995 pekomeHayeT BKtoYaTh
B JOKYMEHT, XapaKTePU3YLLMN NONUTUKY DE30NacHOCTH
opraHusauun, crieayoLwmne pasgensi:

] BBOAHbIN, NnoaTBEPXKAAKOLWMN 03a604YEHHOCTb BbICLLEIO
pykoBoacTBa npobrnemamm nHdopmaunoHHon 6e3onacHoCTy;
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[lonnTnka 6e30nacHoOCTH

] opraHnsayMoHHbIN, coaepXaLlmm onmcaHme noapasgeneHun,
KOMUCCUW, rpynn 1 T.0., OTBeYaoLwmx 3a paboTtbl B 0b6nactu
MHopMaLMOHHON Be30MacHOCTU;

] KnaccudunkaumMoHHbIN, ONUCbIBAOLNNA UMEIOLLIMECH B
opraHusaumn matepmuanbHble N MHPOPMaLIMOHHbBIE PECYPCHI U
HeobXoaMMBbIN YPOBEHb NX 3aLUUTHI;

) WTaTHbIW, XapakTepusyloLmn Mepbl 6€30MnacHOCTH,
NPUMEHSIEMbIE K NePCcoHany (onncaHne gOrmKHOCTEN C TOYKU

—_3peHuns ntHdopmMaLlnoHHOW 6e3o0nacHOCTH, opraHn3auus
o0y4eHns U NepenoaroToBKM NepcoHarna, Nopsiaok
pearMpoBaHusi Ha HapyLLEeHUS pexnma 6e3onacHoCcTu 1 T.n.);

] pasgen, ocBellaoLnm BONpockl gousuyeckol 3awumal;

14
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[lonnTnka 6e30nacHoOCTH

O ynpaBnsoLwumn pasaen, onucbiBatloWwmnm NoAxXoa K yrnpaBneHuto
KOMMbOTEPAMMN N KOMMbIOTEPHBLIMUN CETAMMU;

] pasgen, onucbiBarOWKUA ripaesursia pa3zgpaHu4eHus oocTtyna K
Npon3BOoACTBEHHON NMHAPOPMaL U,

O pasgen, xapakTepusyloLunin rnopssook paspabomku v
COMPOBOXAEHUA CUCTEM;

O pasgen, onucbliBalOLWLMA Mepbl, HAanpaBneHHble Ha
obecneveHune Herpepbi8HOU pabomel opraHn3aunu;

L1 ropuanyeckun pasgen, noareepxaaroLnm cooTBeTCTBUE

NONUTUKN 6E€30MacHOCTU OENCTBYIOLLEMY 3aKOHOOATENLCTBY.
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[lonnTnka 6e30nacHoOCTH

K cpegHeMy ypOBHIO MOXXHO OTHECTW BOMPOCHI, KacaloLmecs
OTAENbHbIX acnekToB MHPopMaLMOHHOW Be30NacHOCTH, HO
BaXXKHble O pa3nUYHbIX SKCMNyaTUpyeEMbIX opraHu3aumnen
cuctem. [Npnmepbl TakMx BOMPOCOB - OTHOLLEHWE K NepeaoBbiM
(HO, BO3MOXXHO, HEAOCTATOYHO NPOBEPEHHBIM) TEXHOSOMMSAM,
aoctyn B Internet (kak coBmecTnTb cBODOOAY AOCTYMNa K
NHopMaLNKM C 3aLLMTON OT BHELLUHUX Yrpo3?), NCNOMb30BaHME
AOMaLLHMX KOMNbIOTEPOB, MPUMEHEHME NONb30BaTENAMMU
—____HeoduumanbHOro nporpaMmmHoro obecneyeHns mn T.4.
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[lonnTnka 6e30nacHoOCTH

[MonnTuka cpeaHero YpoBHS JOMKHA AN KaXKO0ro acrnekra
ocBellaTb cneayloLlmne TeMb:

OnucaHne acnekta. Hanpumep, ecnm paccMoTpeTb
npMMeHeHne nonb3oBaTenssMn HeoduLmManbHOro
nporpamMmMHoOro obecneyeHus, nocnegHee MOoXXHO onpeaennuTb
kak 1O, koTopoe He ObIfio 040DPEHO U/UNK 3aKynsieHO Ha
YPOBHE OpraHu3aLum.
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[lonnTnka 6e30nacHoOCTH

ObnacTtb npumeHeHus. Crieayet onpenenuTb, rae, Koraa, Kak,
MO OTHOLUEHUIO K KOMY U YEMY NMPUMEHSETCSA AaHHas
nonumuka 6esonacHocmu. Hanpumep, Kacaetca nn NonuTuKa,
CBA3aHHas C¢ Ucnonb3oBaHNEM HeodULIMANbLHOIO
nporpamMmmHoro obecne4vyeHusi, opraHmsaymn-cyonoapsgumkoB?
3aTparnBaeTt N oHa COTPYAHUKOB, NOMb3YOLNXCH
nopTaTMBHbIMU N AOMALLHUMM KOMMNbIOTEPAMU U
BbIHY>KOEHHbIX NEPEHOCUTb NHdOPMAaLIUIO Ha
—_MpOn3BOACTBEHHbIE MALUNHbI?
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[lonnTnka 6e30nacHoOCTH

[lo3uuma opraHusaumm no gaHHoMy acnekTty. [lpogornkas
npuMmep ¢ HeoduumanbHbIM NPOrpaMmMHbIM 0becneyeHnem,
MOXHO npeacTaBuUTb cebe no3mumm NorHoro 3anpeTa,
BblIpaboTKM npoueaypsbl npuemkn nogodHoro MO u T.n.
[Mo3nums MmoxeT 6bITb cdhopmMynMpoBaHa 1 B ropasgo bonee
obuiem Buae, kKak Habop Lenen, KoTopble npecnenyer
opraHmsauusa B AaHHOM acnekte. BoobLe cTunb A4OKYMEHTOB,
onpegensaowmx nosIMTUKY 6e3onacHOCTU (Kak U NX NepeYveHb),
— B pa3sHbIX OpraHn3aumnsix MOXeT CUITbHO OTIINYaTbCA.
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[lonnTnka 6e30nacHoOCTH

Pornn 1 obsaszaHHocTn. B "nonntmnyeckun” OoOKyMeHT
HeobXxoaMMOo BKITHOUNUTb MHPOPMaLNIO O OOMKHOCTHbIX NUuax,
OTBETCTBEHHbIX 3a peann3aumio NonnuTnkm 6e3onacHocTwu.
Hanpumep, ecnu ans ncnonb3oBaHnsa HeouumarnbHOro
nporpaMMHOro obecne4yeHmnsa coTpygHukam Tpebyetcs
pas3pelleHne pykoBoACTBaA, OOIMKHO ObITb N3BECTHO, Y KOO U
KaK ero MOXHO nony4mtb. Ecnn HeouunansHoe
nporpaMmmMHoe obecneyeHne ncnonb3oBaTb HEMb3s, crieayeT
—__3HaTb, KTO cneguT 3a BbINONHEHMEM JAaHHOro npasuna.

20
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[lonnTnka 6e30nacHoOCTH

3akoHonocnywHocTb. [onutuka gormkHa cogepxaTb obLlliee
onncaHune 3anpeLleHHbIX OeUCTBMA N HaKa3aHUX 3a HUX.

To4ykn KoHTakTa. [JJormkHo BbITb N3BECTHO, Kyaa crneayer
obpallaTbcd 3a pasbACHEHUSMWU, MOMOLLIIO U
aononHuternbHon nHgpopmaunen. OBbIYHO "TOYKOM KOHTaKTa"
CIY>XUT onpeaeneHHoe AOMKHOCTHOE NNLO, a HE KOHKPETHbIN
YenoBeK, 3aHMMatoLWnN B AAHHbIN MOMEHT AaHHbIU MNOCT.

21
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[lonnTnka 6e30nacHoOCTH

[Nlonumuka 6e3onacHocmMu HUWXHENO YPOBHSI OTHOCUTCS K
KOHKPETHbIM MH(POPMaLUOHHbIM cepBucam. OHa BKNOYaAET B
cebs ABa acnekTa - Lenu u npasusa nx JOCTUXKEHUS, NO3TOMY
ee Nopon TpyaHo OTAENUTbL OT BONPOCOB peanu3auun. B
OTNn4Me OT ABYX BEPXHMUX YPOBHEN, paccMaTpuBaemMasi
rnosiumuka gornkHa bbiTb onpegeneHa dbonee noapobHo. ECTb
MHOro Bellen, cneundnyHbIX Ans oTAenbHbIX BUAOB YCNVT,
KOTOpPbIE HEMb3sl eAnHbIM 0Dpa3oM pernameHTUpoBaTh B
—___PpaMKax BCeu opraHmsaumun. B 1o Xxe Bpems, 3TN BeELLU
HaCTOMbKO BaXKHbI A5 obecneyeHuns pexmma 6e3onacHocTy,
YTO OTHOCSILLIMECH K HUM PELUEHUS OOIMKHbI NPUHUMATLCS Ha
ynpasrneH4YeckoM, a He TEXHUYECKOM YPOBHE.

22
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[lonnTnka 6e30nacHoOCTH

[lpnBegemM HeCKonbKo NpumMepoB BOMNPOCOB, Ha KOTopble
crnenyeT gaTb OTBET B MNOMINMTUKE 6E30MacHOCTU HUXKHEro
YPOBHS:

] KTO MMeeT npaBo AocTyna K o0bekTam, NogaepXxMBaemMbim
cepBMcom?
O npn Kaknx ycrnosmnsax MOXHO Yyntatb 1 mognduumpoBaTb
NaHHble?
—[1 KaKk opraHn3oBaH yganeHHbIW OCTYN K cepBucy?

23
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[lonnTnka 6e30nacHoOCTH

[1pn dpopmynupoBKke Lenen NoONMMTUKN HUXKHETO YPOBHA MOXHO
NcxXoanTb N3 coobpaxkeHum LenoCTHOCTN, AOCTYNHOCTU U
KOH(PMOEHUMaNbHOCTU, HO HEMb3S HA 3TOM OCTaHaBMNBATLCA.
Ee uenu gomkHbl ObITb 6oree KOHKpPETHbIMKU. Hanpumep, ecnu
peYyb UOET O CMCTEME pacyeTa 3apaboTHOM nnaTbl, MOXHO
NOCTaBUTb LESb, YTOObLI TONLKO COTPYAHWUKaAM OoTAena Kagpos
n dyxrantepun NO3BONSANOCL BBOAUTb U MOaAnUpULMpoBaTh
nHpopmauuto. B boree obuiem cnyyae Luenu OOImKHb

_____CBA3bIBaTb MeXay cobon 00beKTbI cepBuca N OENCTBUSA C
HUMMW.

24
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[lonnTnka 6e30nacHoOCTH

N3 uenen BbIBOOATCS NpaBuna 6e30nacHOCTH, onucbliBatoLLme,
KTO, YTO W NPU KaKMUX YCNOBUSIX MOXET Aenatb. Yem
noapobHee npasuna, Yem boree dopmMmanbHO OHU N3NOXKEHDI,
TeM npoLle nogaepxatb UX BbIMOSTHEHUE NMPOrpaMmMHO-
TexHun4yecknmu cpeagcrteamu. C gpyron CTOPOHbI, CIIULLIKOM
XXeCTKne npasuna MoryT MewaTtb paboTe nonb3oBaTereun,
BEPOSATHO, UX NPUOETCHA YacTo nepecmartpuBaTb. PykoBoacTBy
npeacTouT HaUTU pasyMHbIM KOMMOPOMUCC, Koraa 3a
—___NpuemMnemyto LueHy oyaet obecnedyeH npmemMnemMbsin ypoBEHb
6e30nacHOCTU, a COTPYOHUKM HE OKaXKYTCHA YpE3MEpPHO
cBsaA3aHbl. ObbI4HO Hanbonee dopmarnbHO 3a4alTcAa nNpaea
O0CTyna K obbekTam BBMAY 0COOON BaXXHOCTU OAaHHOIO

BOMNpPOCa. p 25
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[Tporpamma 0e3onacHoCTH

[Tocne Toro, Kak cdoopMmynupoBaHa ronumuka besonacHocmu,
MOXXHO NPUCTYNaTb K COCTABMEHMIO NPOrpaMmmbl ee
peann3aunm n cCobCTBEHHO K peanua3auunun.
YToObI NOHATL N peanni3oBaTb Kakyo-nnmbdo nporpammy, ee
HY>XHO CTPYKTYpUpoBaTh Mo YPOBHAM, OObIYHO B COOTBETCTBUU
CO CTPYKTYpOUu opraHusauun. B npocteniiem n camom
pPacrnpocTpaHeHHOM crlyvyae OOCTaTOYHO OBYX YPOBHEN -
BEPXHErO, NN LEeHTPAasribHOro, KOTOPbIN OXBaTbIBAET BCHO
—___OpraHu3aumio, U HUXKHEro, Unn cny>xebHoro, KOTopPbI
OTHOCWUTCS K OTAESNbHbIM YCryram Unun rpynnam oaHOPOAHbIX
CEepBUCOB.

26
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[Tporpamma 0e3onacHoCTH

[1lporpammy BepXHEro ypoBHS BO3rnasnseT nuuo,
oTBevatollee 3a MHPOPMaLMOHHYO 6e30MacHOCTb
opraHusaumun. Y atom nporpamMmmbl cneayrowme rnasHble Lenu:

O ynpaBneHue puckamm (oueHka puckosg, Bbloop adEKTUBHbIX
CpeacTB 3alnThl);
) koopOuHayus neaTenbHOCTN B 0bnactn MHMOopMaLNOHHOM
6e3onacHoCTU, NOMNOMHEHME N pacnpeaeneHne pecypcos;
L] cmpamezauyecKoe nnaHuposaHue;
(] KOHMporsib esaTenbHOCTU B obnactn HdopmMaLMOHHON
bes3onacHocTu.

27
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[Tporpamma 0e3onacHoCTH

B pamkax nporpamMmmbl BEPXHETO YPOBHS MPUHUMAOTCS
cTpaTernyeckme pelueHmst no obecnevyeHnto 6esonacHocTw,
OLIEHMBAIOTCS TEXHOSOrMYyeckne HoBMHKN. IHdopmMaLMOHHbIE
TEXHOSOMMM pasBnUBaOTCA O4eHb ObICTPO, U HEOBXOAUMO
NMETb YETKYHO MOSINTUKY OTCNEXMNBAHUS U BHEOPEHUSI HOBbIX

CPeACTB.

KoHmporb gesatenbHocTu B obnactn 6e30nacHOCTN MMEET

—__/1BYCTOPOHHIOKO HanpaBrneHHoCTb. Bo-nepBbiX, HEOBXOANMO
rapaHTUpoBaTb, YTO AENCTBUS OpraHn3aumn He npoTneBopeYar
3aKoHaM.
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[Tporpamma 0e3onacHoCTH

[1pn aTOM crieayeT nogaepKmBaTb KOHTAKTbl C BHELLHUMMU
KOHTPONUPYHOLWMMKU opraHn3aumamMmn. Bo-BTOpbIX, HY>KHO
NOCTOSIHHO OTCJIEXMBATb COCTOSAHNE BE30NacHOCTU BHYTPU
opraHusaumun, pearmpoBaTtb Ha crnyyYan HapyLleHUn un
aopabartbiBaTh 3alUUTHbIE MEPLI C YY4ETOM U3MEHEHUS
0OCTaHOBKW.

CnenyeT NoAYepKHYTb, YTO NPOrpamMmMa BEPXHEro ypoBHS

_____J10IKHAa 3aHMMaTb CTPOro onpeaerneHHoe MecTo B
NeATenbHOCTU opraHmnsaumm, oHa AormkHa oduLnanbHO
NMPUHUMATbLCA N NoaAepPKUBATLCA PYKOBOACTBOM, a TaKXKe
METb OnpeaeneHHbIN WTaT U OIKET.
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[Tporpamma 0e3onacHoCTH

Llenb nporpammbl HUXKXHETFO YPOBHS - 00ecneunTb HaOEXHYI0 U
9KOHOMMUYHYIO 3aLlUNTY KOHKPETHOIO cepBmca nnn rpynneol
O4HOPOAHbLIX cCepBUCOB. Ha 3TOM ypOBHE peLlaeTcsd, Kakme
cnegyeT Mcnonb3oBaTh MeXaHM3Mbl 3aLLUTbI; 3aKynatTCs U
yCTaHaBMMBalOTCA TEXHNUYECKME CPEACTBA; BbINOMHSETCS
NOBCEOHEBHOE agMUHUCTPUPOBAHNE; OTCNEXMBaETCH
cocTosiHMe cnabbix mecT K T.n. OBbIYHO 3a Nporpammy
HWXHEro YPOBHS OTBEYAlOT aAMUHUCTPATOPbl CEPBUCOB.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

Ecnn cuHxpoHnamnpoBaTtb nporpammy 6€30nacHOCTU HUXKHETO
YPOBHSI C XXU3HEHHbIM UUK/IOM 3allnLLIaeMoro cepBuca, MoXxHo
nobuntbca bonbLuero addekTa ¢ MEHbLLUMMMK 3aTpaTaMu.
[TlporpaMMUCTbI 3HALOT, YTO A0OaBUTbL HOBYHO BO3MOXHOCTb K
y>Xe rOTOBOM CUCTEME Ha NMOPSIAOK CNOXHee, YeM n3HavarnbHO
CNpOEeKTUPOBaTh U peann3oBaTb €e. To e crnpaBeanmBeo n
anst tHopmMaLMOHHOM 6e30MacHOCTH.



CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

B XU3HEeHHOM YuK/ie NHPOPMaALIMOHHOIO cepBuca MOXHO
BblAENUTb creayloLne atanbi:

O MHuuyuayus. Ha naHHOM aTane BbIABNAETCA HE0OX0aMMOCTb B
nprobpeTeHn HOBOro cepBuca, JOKYMEHTUPYETCS ero
npegnonaraemoe HasHaJyeHue.

() 3akyrnka.Ha naHHOM aTane cocTtaBnsaTcsa crneundunkaunm,
—_nNpopabaTblBalOTCA BapuaHTbl NPUOBPETEHUS, BbINONHAETCS
COBCTBEHHO 3aKyrika.

) YemaHosKka. CepBuc ycTaHaBnmBaeTcsl, KOHUrypupyercs,
TECTUPYETCS U BBOAUTCA B 3KCr/lyamauuro.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

O Skennyamayuro. Ha gaHHOM 3Tane cepBUC HE TOSbKO
paboTaeT n aaMUHUCTPUPYETCH, HO N NoaBepraeTcs
MoaMndUKaLnAM.

[ BeieedeHue u3 aKcririyamauuu. INponcxoanT nepexon Ha
HOBbLIN CepPBUC.

PaccmMoTpum OeNCTBUS, BbINONHAEMbIE HA KaXXOOM M3 3TamnoB.,
—_0bonee nogpobHo.



CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

Ha atane uHuyuayuu ocbopmMnsaeTcsl NOHUMaHUE TOro, YTo
HeobXxoanmo NpUobpecTn HOBbLIN NN 3HAYUTENBHO
MOJEPHU3NPOBATL CYLLECTBYIOLLIMN CEPBUC; onpeaensieTcs,
KakKMMW XapaKTepucTtukamm n Kakom oyHKLMOHarNbHOCTbLIO OH
OOImKkeH obnagartb; OUEeHMBAKOTCA (PUHAHCOBBLIE U UHbIE
OrpaHnN4YeHus.

C Tou4KkM 3peHnsa 6e30nacHOCTU BaXKHENLLIMM OENCTBUEM 30€ECH

—_SIBNSIETCA OLEHKA KPUTUYHOCTM KaK cCaMoro cepBuca, Tak U
NHopmMaLnn, KoTopas C ero NOMoLLbI dyaeT
obpabartbiBaTbcs. TpebyeTtcs ccpopmynmpoBaTb OTBETHI Ha
criegytouime Bornpochi:
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

(] Kakoro poga nHgopmauus npegHasHa4vyaeTcs angd
obcnyXmBaHMsi HOBbIM CEPBUCOM?

] KakoBbl BO3MOXXHble NOCNeaCTBMUSA HapyLUEHNS
KOH(OUOEHUMANbHOCTKN, LLENTOCTHOCTU U OOCTYMHOCTUN 3TOMU
NHpopmaumnmn?

) KakoBbl Yrpo3bl, MO OTHOLLEHUIO K KOTOPbLIM CEPBUC U
—__VnHdopmMauma éyayt Hanbdonee ysa3BuMbI?

] ecTb N kakne-nmbo ocobeHHOCTN HOBOro cepBuca
(Hanpumep, TeppuTopuanbHas pacrnpeaeneHHoCTb
KOMMOHEHTOB), TpeOyioLLMe NPUHATUSA cneumanbHbIX
npoueaypHbIX Mep? | BTY2C



CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

[J KakoBbl XapaKTepUCTUKN NepcoHana, nmerLine oTHOLLIEeHNE K
be3onacHocTu (KkBanudukayms, bnaroHagexHocTb)?

0 KakoBbl 3aKOHOOATENbHbIE MOMNOXEHUS U BHYTPEHHMEe
npaBuna, KOTOPbIM JOIXEH COOTBETCTBOBATbL HOBLIN CEPBUC?

Pe3ynbratbl OLEHKU KPUTUYHOCTU ABNAKOTCA OTNPaBHOW
TOYKOWN B COCTaBMiEHUU crieymndukaunn. Kpome Toro, oHu

_____onpenensaT Ty Mepy BHUMaHUS!, KOTOpYLo cny>kba
6e3onacHOCTU opraHm3aummn OosmKHa yaensaTe HOBOMY CEpPBUCY
Ha NocneayrLwmx atanax ero XU3HeHHo20 UukKna.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

JTan 3aKyrnku - OAUH N3 cCaMblX CIOXHbIX. HY>XHO
OKOHYaTesnbHO copMynnpoBaTb TPEOOBAHMSA K 3aLLUTHbLIM
cpencTtBamM HOBOIO cepBuca, K KOMNaHnn, KoTopas MOXeT
npeTeHOoBaTh Ha Posib NOCTaBLLUMKA, U K KBanudmkaumu,
KOTOpPOW AOMmKeH obrnagaTb nepcoHarn, NCnonb3yrLwmn nnm
obcnyXmnearwLmn 3akynaembol NPoayKkT. Bce 9t cBegeHus
ohopmMnaATCA B BUAe cneundukaumm, Kyga BXogaT He TOSbKO
annapaTtypa 1 nporpaMmmbl, HO U JOKYMEHTaLMS,
—___obcnyxmnsaHue, obydyeHune nepcoHana.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

PasymeeTtcd, ocoboe BHUMaHUE OOMKHO yAensiTbCa BONpocam
COBMECTMMOCTU HOBOIO CEPBUCA C CYLLECTBYIOLLEN
KOHUrypauuen. NogyepkHemM Takxe, YTO HepeaKo cpeacTea
©e3onacHoOCTU ABNATCA HeobA3aTenbHbIMU KOMMOHEHTaAMM
KOMMEPYECKUX MPOAYKTOB, U HY>KHO NpocneanTb, YTOoObI
COOTBETCTBYHLLME NYHKTbI HE BbINanun n3 crneundounkauum.



CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

Korga npogykT 3akynneH, ero Heobxoaumo ycmaHo8UMb.
HecMoTps Ha KaXyLLyrocs NPOCTOTY, ycmaHoeKa SIBMAeTCS
OYeHb OTBETCTBEHHLIM OAenoM. Bo-nepBbiX, HOBLIN NPOAYKT
cnenyeTt ckoHurypmposaTb. Kak npaBurio, Kommep4yeckue
NPOAYKTbI MOCTaBNSATCA C OTKIMHOYEHHBIMW CpeacTBaMu
©e3onacHOCTU; X HeE0BXOOAMMO BKIMHOYUTL U AOSMKHbIM
obpasom HacTpouTb. [nsa 6onbLUon opraHn3aunmn, rae MHOro
nonb3oBaTeNnen N AaHHbIX, Ha4YarnbHasa HacTpouKa MOXET
_____CTaTb BECbMa TPYAOEMKUM U OTBETCTBEHHbLIM JESTOM.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

Bo-BTOpLIX, HOBLIN CEPBUC HYXXOAaeTcsa B NpoueaypHbIX
perynartopax. Cnenyet no3aboTuUTbLCS 0 YACTOTE N OXPaHe
NOMELLEHUS, O OOKYMEHTAaX, pernaMmeHTUpYoLnxX
NCMosib30BaHMeE cepBuca, 0 NOAroTOBKE MNfaHOB Ha cry4yau
9KCTPEHHbIX cUTyauuin, 06 opraHmsaunm oby4eHus
nonb3oBaTteneun un T.n.

[Tocne NpUHATUSA NepedncrieHHbIX Mep HeobXoaAMMO NMPOBECTU

_____TecTupoBaHue. Ero nonHoTa 1 KOMNMIEKCHOCTb MOTYT CIYXUTb
rapaHTuern 6e3onacHOCTU 3KClyamayuu B LUTAaTHOM PeXXuMe.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

[lepuopn akcrinyamauuu - camMmbln ANUTENbHLIN N CNOXHbLIW. C
NCUXONOrMYECKON TOYKN 3PEHNS HAUDONbLLYIO OMNacHOCTb B
9TO BpeMs NpeacTaBndaloT He3HavynTenbHble UISMEHEHNSA B
KOHUrypauum cepeuca, B nosegeHnn nonb3oBaTenemn u
agMuHucTpartopoB. Ecnu 6e3onacHOCTL He nNoaaepKuBaTb,
oHa ocnabeBaerT. [lonib3oBaTenn He CTOSIb PEBHOCTHO
BbIMOMHAKT AOMKHOCTHbIE UHCTPYKUUW, aaMUHUCTPAaTOpPbI
MeHee TlaTeNnbHO aHanM3npyrT PermcTpayMoHHYI0

— WHopMauuto. To ognH, To Apyron nonb3oBartenb nonyyaer
OonosiHUTENbHbIE NpmBunernn. Kaxercsd, YTo B CYyLLIHOCTH
HMUYEro He N3MEHMIIOCH; HA CaMOM e Aene oT ObINow
6e3onacHOCTU He OCTasiochb U criega.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

[1ns1 6opbbbl ¢ 3PHEKTOM MeaASTIEHHbIX U3MEHEHWUI
npmnxoauTtca npuberaTb K nepnognyeckum npoBepkam
be3onacHocTu cepBuca. PasymeeTtcsl, nocne 3Hau4nTerbHbIX
Moaudmkaumm nogobHbIe NPOBEPKN ABMSIKOTCS
oba3aTenbHbIMU.

[pu 8bI8E0CHUU U3 3KCITyamauyuu 3aTparmBatoTcsi
annapaTHO-NporpaMmMHbIe KOMNOHEHTbI CepBUca U
_____obpabartbiBaeMble UM AaHHble. Annapartypa npogaeTcs,
YTUNMU3NPYETCSH UNun BblbpacbiBaeTcs. TOMbKO B
cneunuyecknx cnyvyaax Heobxoammo 3aboTUTLCS O
dbn3n4eckom paspyLLueHnn annapaTtHbIX KOMNOHEHTOB,
XPaHALWNX KOHdMOeHUUanbHy MHpopmMauuio.
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CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

[1lporpamMmmbl, BEPOATHO, MPOCTO CTUPAIOTCS, ECINUN MHOE HE
npegycMoTpPEeHO NULEH3NOHHbLIM cornalleHUeM.

[Tpn ebieedeHuUU OaHHbIX U3 3KCrlyamauuu nx obbI4HO
NepPEeHOCAT Ha APYryto CUCTEMY, apXUBUPYIOT, BbiIOpackiBatoT
NN YHNYTOXaT. Ecnn apxmBrupoBaHue Npou3BOaANTCS C
HaMmepeHneM BNOCNeacTBUM NpounTaTh AaHHbIE B APYroM
MecTe, criegyeTt no3aboTntbcss 06 annapaTHO-NPoOrpaMmmMHON
_____COBMECTUMOCTW CPEeaCTB YTEHUS N 3arncu.



CuHXpOHM3aLUKMs nporpaMmMbl 0€30MacHOCTH C
XM3HEHHBIM LIMKNOM CUCTEM

NHopMaLUMOHHbIE TEXHOMOIMN pa3BUBaOTCA O4YEHb OLICTPO,
N Yyepes3 HECKOMLKO NET YCTPOMNCTB, CNOCOBHbLIX NMpoYnTaTh
CTapbl¥ HOCUTENb, MOXET NPOCTO He oKa3aTbCA. Ecnu aaHHble
apxXMBUPYIOTCA B 3aumMdpoBaHHOM Buae, HE0OXoaMMOo
COXpPaHUTb KIoY U cpeacTBa paclundgpoBku. [pu
apXUBUPOBaAHUN N XPaHEHNUN apXUBHOU MHOPMAaLUN HeENb34A
3abbiBaTb 0 NogaepXaHuM KOHPUAEHUNaNbHOCTN JAHHbIX.



