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AuanOrHayka gz MnaH npe3eHTaLum

HacTtb 1

3akoHogaTes/IbCTBO NO Bonpocam 3awuTtbl NAH




Ucnonb3yemble coKpalleHus

[MAH — NepcoHasibHble AaHHbIE

NCIOH - ntHbopMaLuMoHHas cuctema rnepcoHanbHbIX
OaHHbIX

C3l0H - cnctema 3awmTbl NEPCOHarnbHbIX AaHHbIX
OP[] — opraHnsaunoHHo-pacnopsgnTensHas JOKyMeHTaums




AUanorHayka OCHOBHbIe NOHATUSA
[\ ®3 «O nepcoHanbHbIX AAaHHbIX»

< OnepaTtop - rocygapCTBEHHbLIN OpraH, MyHUUMMNANbHbIW OpraH,
ropunanyveckoe unu usnyeckoe fimuo, opraHusyrLimne n (unm)
ocyLuecTengowme ob6paboTKky nepcoHarnbHbIX JaHHbIX, a Takke
onpegensiowmne Lenm n cogepxxaHme obpaboTkn nepcoHanbHbIX
OaHHbIX

O6paboTka nepcoHanbHbIX AaHHLIX - ENCTBUA (onepauunmn) ¢
nepcoHanbHbIMN AaHHbLIMU, BKNOYaa cbop, cncrtemaTtmsauuto,
HakonneHne, XxpaHeHne, ytoyHeHne (0ObHoBNeEHNE, NU3SMEHEHNE),
MCNONbL30BaHWe, pacnpocTpaHeHne (B TOM 4Yucne nepegady),
obesnunymBaHme, 6rnoOKMpoBaHNE, YHUYTOXEHME NMEPCOHaNbHbIX

OaHHbIX




3aKkoHoaaTesrlbHaa U HopMaTUBHas
©a3a B oonactu MNAH

depepanbHbii 3aKOH  «O  nepcoHanbHbIX  AAHHbIX»
Ne 152-®3 ¢ nonpaskamu

OnepaTtop o6Aa3aH NpMHMMaTb OpraHN3auuoOHHbIe U TeXHUYeCKue
Mmepbl, ang 3awutel NOH ot HCL, YHWUYTOXEHUA, WN3IMEHEeHUS,
BroknpoBaHus, KONMpoBaHus, pacnpocTpaHeHusd n NHbIX
HenpaBOMEpPHbIX OeNCTBUN

NMpaButenbcTBo PP ycTtaHaBnuMBaeT TpeboBaHUA K obecrneyeHunto
6e3onacHocTu MNOH npu nx obpaboTke

PepnepanbHble opraHbl B obrnactn obecnevyeHns 6e3onacHOCTU
NAOH (PockomHagsop, PCb Poccuun, PCTIK Poccumn) ocyLlecTBnsoT
KOHTPOMb U HaA30p

JNluua, BUHOBHbIe B HapyLleHUU TPebOoBaHUWN HeCYyT rpaxaaHCKY!o,
YIONOBHYI0,  aAMWHUCTPATUBHYO,  AUCUMMINHAPHYID U UHYIO
NpeayCMOTPEHHYI0 3aKoHo4aTeNbLCTBOM PO 0TBETCTBEHHOCTb




[ OKyMeHTbI, pa3paboTaHHble Ha
ocHoBe ®3 «O nepcoHarnbHbIX
OaHHbIX»

[TocTaHoBneHue lNpaButensctea P® ot 17 HoA0psa 2007 r. N 781 "O0
yTBEepXaeHumn lNonoxeHunst od6 obecneveHnn 6esonacHoctu MNOH npu mnx
obpabotke B ACI1OH"

[MocTtaHoBnenue MNpaButensctBa PP oT 15 ceHTabps 2008 . N 687 O6
YyTBEPXKOEHUM NONOXEHUS1 00 0COBEHHOCTAX 06paboTKM NEPCOHAaNbHbIX
OaHHbIX, OcyLlecTBngeMon 6e3 Ncnosib3oBaHUs CPeacTB

adBTOMaTn3auunn

[Mpukas PCTIK, ®CB, MmnHmnHdopmceeasm ot 13 depanga 2008 r. N
55/86/20 «O0 yTBepxaeHuu Nopsaaka npoBeaeHUs Knaccngumkauum
NCIOH»

[Mpukas ®CTIK ot 5 cpeBpana 2010 . N 58 «O6 yTBepxaeHun
[TorioxxeHna o metogax u criocobax 3awwnTbl Hpopmaunm B UCIOH»

OTpacneBou cTaHAapT Mo 3aLiuTe NepcoHanbHbIX AaHHbIX AN
onepatopoB cBsA3u (HUP «TPUTOH»)




AuanOrHayka ¥ @ U3ameHeHUA B 3aKOHopaTenbHOW 6ase
B oonactu NAH

[oTOBUTCA DONnbLUOE KonndecTBo nameHeHunm B 3 «O
nepcoHarnbHbIX JaHHbIX»

Bonpockl cbopa cornacmn Ha o6paboTky

Bonpocbl dopmupoBaHua TpeboBaHuin K 3awmTte [10H. Bo3amoxHo
OyneT nerann3oBaHbl OTpacreBble cTaHaapTel No 3awmTte MNOH

N3meHeHuna B hopmy cornacusi Ha o6paboTky




KnoyeBble NonoXxeHus
3aKkoHopaTenbcTBa B oonactu NAOH

Heobxooumo BLINOMHUTL  YXe AOencTBylwme TpeboBaHuS
$3-152

NHdpopmaLnOHHbIE CUCTEMbI nepcoHanbHbIX NaHHbIX,
co3gaHHble ao 1 anuBapsi 2010 roga, AomkHbI ObITb NpMBEAEHbI B
COOTBETCTBME C TpeboBaHMaMK HacTosuwero degepanbHOro
3akoHa He no3gHee 1 nona 2011 ropa

B NCIOH K1 npumeHatotca C3U, cooTBeTcTBYOWNE 4 YPOBHIO
KOHTPOJSISA OTCYTCTBUSA HeOeKNapMpOBaHHbIX BO3MOXXHOCTEN

B NCIOH npumeHatotcsa C3U, npoweawme npouenypy OUeHKU
cootBetcTBUA. Cama npouenypa B oTHoweHun WCIIOH B
HaCTOSILLIMMA MOMEHT He onpeaeneHa.

OueHka COOTBETCTBUS NCIAaH He TpebyeTcq, HO
PEKOMEHOYETCH




AuanOrHayka ' " MpoBepku Perynatopamm

[TnaHoBble 1 BHEMMNAHOBbLIE NPOBEPKM MPOBOAATCS B (hopMe AOKYMEHTAPHOMN UMK
Bble34HOMN NPOBEPKN

MnaHoBbIe:

«» [lnaHoBble NPOBEPKN NPOBOAATCA HA OCHOBAHUN €XEerogHoro nnaHa npoBeaeHns
NSIAHOBbLIX NPOBEPOK HA TEKYLLUUN KareH4apHbIn roq
+» [lnaHoBble NPOBEPKM NPOBOAATCA B OTHOLWEHUM OnepaTopoB, BKIOYEHHbIX B Peectp
ornepaTopoB, OCYLLECTBNAKOLLNX 006paboTKy NnepcoHanbHbIX AaHHbIX (aanee — PeecTtp), a
Takke B oTHoweHnn OnepaTopoB, HE BKMNIOYEHHbIX B PeecTp, HO OCyLLEeCTBSAOWMX
06paboTKy nepcoHarnbHbIX AaHHbIX
BHennaHoBbIe:

» WcTeyeHune cpoka ucnonHeHnss Onepatopom paHee BblAaHHOro npeanncaHmns ob
yCTpaHEeHU BbIIBNEHHOIO HapyLLUEHUS

[MocTynneHne B Unu ee TepputopuanbHbie opraHbl odpaweHnin 1 3asiBNeHnmn

HapyLeHne npas 1 3aKOHHbIX MHTEPECOB rpaxdaH aencrenamm (6esgencramem)
OnepatopoB npun o6paboTke Nx NepcoHanbHbIX AaHHbIX.

HapyweHnune Onepatopamun TpeboBaHu 3akoHogaTenosctea PP B obnactu
nepCcoHanbHbIX AaHHbIX




3anpalwimBaemMble AOKYMEHTbI

yuypeanTenbHble AoKyMeHTbl Onepartopa;
Konua yBegomMmrneHmnsa o6 obpaboTke nepcoHarbHbIX AaHHbIX;
nonoXxeHne o nopsake obpaboTkm NepcoHanbHbIX AaHHbIX;

NONoXeHne o nogpasaeneHumn, ocylwecTensaowem yHKLMM No
opraHu3aunu 3aluTbl NepPCoHarbHbIX AaHHbIX;

[OOIMKHOCTHbIE pernameHTbl NUL, UMerLMX AOCTYN U (Mnu)
OCYLLIECTBNAOLLNX 00paboTKy nepcoHanbHbIX AaHHbIX;

nnaH MeponpuATUIA Mo 3aliuTe NepCcoHarnbHbIX OJaHHbIX;
NnaH BHYTPEHHUX NPOBEPOK COCTOAHUSA 3anTbl [OH;
npuKas o Ha3Ha4YeHUM OTBETCTBEHHbIX NuL, no padote ¢ MNH;

TUNoBble OPMbI JOKYMEHTOB, NpeanonararLme nnu aonyckarLlume
cofep)kaHune nepcoHarnbHbIX AaHHbIX;




3anpawvBaeMble AOKYMEHTDI

XXypHarbl, peecTpbl, KHUru, cogepxaiiue MNAH, Heobxoanmele ons
OfHOKpaTHOro nponycka cybvekrta NH Ha TeppuTopmnto, Ha KOTOPOU
Haxoautcs Onepartop;

00roBopbl ¢ cyobekTamu MNOH, NMUEH3MM Ha BUAbI OeATENbHOCTY, B
paMKax KOTOPbIX OCYLLIECTBNAETCA 00paboTka NepcoHanbHbIX AAHHbIX;

Bbinncku n3 EMPHOJ1, cogepxalwme akTyarnbHble AaHHbIE HA MOMEHT

NPOBEAEHUS NPOBEPKU;

npukasbl 00 YTBEPKAEHUN MECT XPaHEeHUs1 MaTepuarbHbiX HOCUTENEN
NepcoHanbHbIX AaHHbIX;

MMCbMEHHOE cornacue cyobekToB Ha 0bpaboTky mnx MNOH;
pacrne4vyaTkn afIeKTPOHHbIX LWabrnoHoB nosneun, cogepxawme MNAx;




3anpalwimBaemMble AOKYMEHTbI

crnpaBKN O NOCTaHOBKe Ha banaHcoBbIn yyeT [NOBM, Ha KOTOpbIX
ocyLwecTtensietcs obpabdotka NH;

3akntoyeHuna akerneptmnabl PCHb Poccnn, PCTIK Poccmmn 06 oueHke
cootBeTcTBUSA C3U, NnpegHasHa4veHHbIX Ans obecrnevyeHus
b6e3onacHocTu MNOH npu nx obpaboTke;

npuKas o co3gaHum KOMUCCUKN U aKTbl NPOBEAEHNS KIaccudumkaumm
NCI1On;

XypHarnbl (KHUMM) ydeTta obpalleHnn rpaxaaH (CyobekToB
NepCcoHanbHbIX AaHHbIX);

aKkT 00 YHNUYTOXEHUN NepcoHanbHbIX AaHHbIX cyobekTa(os) MNOH (B
criydae OOCTUXKeHUs uenn obpaboTkn);

NHble JOKYMEHThI, OTpaxatowme ncroriHeHne Oneparopom
TpeboBaHun 3akoHoaartenscTea PO B obnactu MNAH




OTBEeTCTBEHHOCTb

Mepbl NO NPUOCTAaHOBSIEHUIO UMK NpeKpalweHur obpadotku MAOH,
ocyllecTBnsemMon ¢ HapyweHnem TpeboBaHum D3 «O nepcoHanbHbIX
OaHHbIX»

HanpaBneHue B opraHbl NPOKypaTypbl, apyruve
npaBooOXpaHUTESIbHbIe OpraHbl MaTepuarnoB 519 peleHnsa Bonpoca o
BO30Y>XOEHUN YrONOBHLIX AEN NO Mpu3Hakam NpecTynineHnn, CBs3aHHbIX
C HapyLweHnem npae cybvektoB [H

KoHduckauus HecepTUhLUNPOBaAHHbLIX cpeAacTs 3aWmTbl
uHpopMaumm (B T.4. OCHOBHOro obopydoBaHUsi M MNPOrpamMmmMHOro
obecneveHns WC, T.K. nepcoHanbHble AaHHble obpabaTbiBaloTCA
HenocpeactBeHHo B WC, a cpeacrea 3awmtbl UMHTErpupoBaHbl B
cTaHgapTHoe obopyaoBaHmne n nporpammHoe obecnevenme NC)

KoHdmckauusa ncnonb3lyembix cpeacTB WngppoBaHuUs

NpuBneyeHue K agMUHUCTPATUBHOM U  YrorioBHOM
OTBETCTBEHHOCTU ML, BUHOBHLIX B HapyLUEHUN COOTBETCTBYHOLLNX
cTaTen yrosioBHOro U aaMMHUCTPATMBHOIO Kodekca




YUTO AOoNXKeH caenatb onepaTtop

3apeructpmpoBaTbCs B peecTpe onepaTopos

Knaccudpuuymposatb NCT1OH
BoinonHute TpeboBaHma no obpaboTtke MOH

BeinonHuTe TpeboBaHua no obpaboTke NH 6e3 ncnons3oBaHmd
cpencTB aBToMaTu3aunm

[TpMHATL OpraHn3aunoHHbIE N TEXHUYeCKMe Mepbl no 3awmte MNOH

MpuBectn NCINOH B cooTBETCTBUE TPpeboBaHUAM Mo 6e3onacHOCTU
nHpopmaunm no He nosxe 1 nronsa 2011 roga




AuanOrHayka gL e MnaH npe3eHTaLum

HacTb 2

Bonpochbl 3awuTbl NAH y onepaTtopoB CBA3U




AUanOrHayka i UCTIOH y onepaTopoB CBA3U

Onepartopkl CBA3M, KaK npasuio, obnagatoT crieayowmmm
NCI1OR:

+» KapgpoBbin yyeT n byxrantepus

<% bunnuHrosble cucTemMbl

<% CRM

<% JInyHble KabUHEeTHI

«» 3asaBKM Ha NOAKMNOYEHUA Ha web cante
+» KOHTaKT-UeHTps.I




BUNnNUHroBble CUCTEMBI

Kak npaBunbHO knaccuduunpoBatb OUNNIMHIOBYO CUCTEMY

« TpexrnaBbIn MpUKas» He OaeT TOYHO OTBETA O TOM, KaKasi
kaTteropusi I'NQH obpabaTbiBaeTCcs B OUNMNHIOBLIX CUCTEMAX

PekomeHayem ncnonb3oBaTb OTpacneBon ctaHaapT Ans

cHmxeHua knacca VCI10H




INTnyHble KaOMHeTbLI NoNib30oBaTeneun

dopmarnbHO NUYHbIE KAOWMHETLI JOIMKHbI ObITb 0DE3NNYEHDI

nnn gosmkHa obecnevnBaTbCA 3aLinTa C UCMOSIb30BaHNEM
ceptudmnumpoBaHHbix CK3U

+» Ha pabouen cTaHUuK Nonb3oBaTens AOMKHO BbITb
yctaHoBneHo CK3




AUanOrHayka ‘ 3asiBKM Ha NOAKMIOYEHUS

+» B HacToawmm MOMEHT, npoLecc coopa 3asiBOK Ha
noakKn4veHne, 3anofnHAeMblX Ha canTax onepaTopos,
npoTmBopeyaT TpedboBaHnam P3-152

+» Cornacune Ha 06paboTKy nepcoHanbHbIX AaHHbIX OOIMKHO
ObITb NOMYy4YEHO B MMCbMEHHOM BUAae




AuanOrHayka " FonocoBas o6paboTka MOH

[1pn BeaeHunn ronocoson obpaboTkn MNOAH Heobxoanmo
NPUHUMAaTb P OpraHU3aLUOHHO-TEXHUYECKUX MEPONPUSTUN:

+» PasmeLlieHne nomMmeLLeHNA KOHTaKT-LeHTpa BHYTpKU oduca

% [lpoBegeHne 3amMepoB yTe4YeK No aKkyCTUYECKOMY KaHamny U
yCTaHOBKAa CPeACTB 3allyMIeHUs, ecnu HanpumMmep OKHa
LleHTpa BbIXOOAT Ha ynuuy




Maketr OPA

HasBaHue

CopepxaHue

MosAcHeHusn

Mpuka3 «O co3gaHnmn
paboyen rpynnbl No
NpUBEAEeHNIO
MHMOPMaLMOHHBIX CUCTEM
NepCoHAanbHbIX JaHHbIX B
COOTBETCTBUE C
TpeboBaHuAMMN
depnepansHoro 3akoHa «O
nepcoHanbHbIX AaHHBIX»

HasHauyaeT pabouyto rpynny no opraHusaymm
pabotr no obecneyeHno BHesonacHoCTn
NepcoHanbHbIX [aHHbIX, ee 00A3aHHOCTH,
MOMHOMOYMA, CPOKW.

Heobxoanmo nprHATL Npukas B OpraHn3aymm

[MTpunoxenne 1. Coctae paboyen rpynnbl

PekomengyeTca BKnuyatb B cocTtaB  paboyeln rpynnbl  nNpeacTtaBuTenem
3aMHTEepeCOoBaHHbIX NoApa3aeneHnin KomnaHum ydacteywlmx B obpabotke MNOH.

[Mpunoxenne 2. [lnaH meponpuATUIA No
3alMTe NepcoHanbHbIX AaHHbIX

Heobxogumo pa3paboTtatb u copMmypoBaTe nnaH paboT B COOTBETCTBMM CO
cneunukon Bawen opraHmsaumn. B Tabnuue npuBedeHbl HEKOTOpbie 3Tanbl
nnaHa B KayecTBe npumepa. B nnaH paboT OOMKHbI BXOAMTbH KaK MUHUMYM
npoBeaeHne paboT no paspaboTke JOKYMEHTOB COCTABNAKLNX HACTOALLMIA NAKET.

Mpukas «O cozgaHnmn
KOMUCCUM NO
Knaccuunkaymm
VH(OPMALIMOHHBIX CUCTEM
NepCcoHanbHbIX JaHHbIX»

HasHayaer Komuccuio no Knaccudukauum
MH(OPMALIMOHHBLIX CUCTEM MEpPCOHAaNbHbIX
NaHHbIX, ee 00A3aHHOCTW, MOMHOMOYNA,
CPOKM.

Heobxoanmo npuHATL Nnpukas B OpraHu3saunm

MpunoxeHue 1. Coctae Komuccum

PekomeHayeTcA BKnw4aTb B coctaB paboyen rpynnbl  npeactaButenen
3aNHTEpEeCcOBaHHbIX NogpasaeneHnii KOMnaHum yyacTeyrolmx B obpabotke MOH.

Mpuka3s «O6 yTBEp:KOAEHUN
aKTOB Knaccugukaumm
MH(OPMaLMOHHbIX CUCTEM
NepcoHanbHbIX AaHHbIX»

YTBepXaaeT M BBOAWT B [JENCTBME aKTbl
KnaccuduKkaumm MHMOPMAaLVOHHBLIX CUCTEM
nepcoHanbHbIX JaHHbIX.

Heobxoanmo ykasaTb Ha3eaHuaA Bcex VCTIOH 1 npuHATL Npukas B OpraHmnsaymm.

[Mpunoxenna: AKTbl Knaccudukaunm

Heobxogumo 3anonunte anAa kaxgow WCIMOH Opranmsaumm wabnoH Akta
Knaccnukaummn pykoeofcteyAck Mpukasom ®CTIK/OCHE/MUHUHGOPMCBA3N OT
13.02.2008 Ne 55/86/20 «O6 yTBepxaeHun MNopAagka npoeeaeHna Knaccupunkaymm
MH(POPMaLMOHHBIX CUCTEM NEPCOHANLHbIX JaHHbIX».

AKT WwabnoHa ABNAETCA NPUMEPHBIM U MOXKeT DbiTb M3MEHEH B COOTBETCTBUM C
XapakrepycTrkamm OpraHnsayun.

Mpuka3s «O6 yTBep:KOAEHUN
YacTHOW MOJENW Yrpo3
He3onacHocTn
NepcoHanbHbIX AaHHbIX
npu nx obpaboTke B
VH(OPMaLMOHHBIX
cucTemax
NepcoHanbHbIX AaHHbIX»

YTBepKaaeT v BBOAUT B AencTene «4acTHy
Mofaens yrpo3 6e3onacHOCTM NepcoHanbHbIX
[aHHbIX npwm nx obpaboTke B
VH(OPMAaLIMOHHBIX CUCTEMAX NEepPCOHanNbHbIX
NaHHbIX» .

Heobxoanmo npuHATL NpuKa3 B OpraHn3aymm.

Mpunoxkenne 1. «YactHaa mogenb yrpo3
De30nacHOCTM NepcoHanbHbIX AaHHbIX Npy
nx obpaboTke B MH(HOPMAaLNOHHBIX CUCTEMAX
NepCcoHanbHbIX AaHHbIX».

Heobxogumo ana kaxgon cneuwansHow WCTOH opranmsaymmn (ecnn UCTIOH
obnagarT OAUHAKOBLIMKM XapaKTepucTukamu, To LenecoobpasHo paspabartbiBaTb
ofHYy obulyl mogenb) paspaboTaTb YacTHYKO Mogenb yrpo3. YactHaa Mmogenb
yrpo3 BesonacHoctn [H moxeT paspabateiBaTtecA OnepaTtopoM, a MOXKET W
opraHu3saynen, obnagawwen nuyeHsnenn SCT3K Ha [OeATenbHOCTb Mo
TEXHUYeCKoW 3awmTe nHdopmaunn. B obonx cnyyaax YacTHble mogenu yrpos
noanexar YTBepAeHNIO.

Pa3pabotka mogenn yrpo3 npouM3BOAMTCA B COOTBETCTBMM C MeTtoankomn
onpefeneHna akTyanbHbIX yrpo3 6e30nacHOCTM NepcoHanbHbIX AaHHBIX NPU WX




TunoBou naket OP[1

HasBanue

CopgepxaHue

MoscHeHus

0bpaboTke B MH(OPMaLMOHHBLIX CUCTEMaxX NEepcoHanbHbIX AaHHbIX U ba3oBon
MOJenbl yrpo3 0e3onacHOCTM MepcoHanbHbIX AaHHbIX Npu MX obpaboTke B
VMH(OPMALMOHHbIX CMCTEeMAaX NepCoHanbHbIX AaHHbIX YTBepKaeHHbIX PCTIK (cM.
nanky «Metoguyeckmne JOKYMEHTbI»).

[MpuBeneHHble B WwabnoHe Mogenwn yrpo3 Ha3gaHuA WCIIOH, xapakrepucTnkm
WCTOH, yrpo3bl, BO3MOXKHbIE NYTU peanu3auun yrpos, NnpyMeHAeMble KOHTPMeph!
npvBedeHbl ANA npuMMepa W noanexar obA3aTenwHOW akTyanu3auum B
COOTBETCTBUM C XapakTepuCTUKaMK KOHKPETHOWM MH(DOPMAaLMOHHON CUCTEMBI.

Mpunoxenne 2. «<Mogens HapyLlwMTena».

B cnyyae wucnones3osanma B WCIIOH cpelciB. Kpuntorpauueckon 3aunThl,
Heobxoammo pa3pabotate Mogenb HapywwTend. Mogenb HapylwimTena MOXeT
paspabaTtbiBatbcd OnepaTopoMmM, a MOXeT W opraHusauven, obnagarwlyen
nuueHsnen ®CT3K Ha OeATenbHOCTb N0 TEXHWMYECKOW 3almTe nHgopMaunn. B
obounx cnyyaax Mogenwu HapylMTena NoanexaT YTBep:KAeHWNI0.
Pa3pabotka Mogenwn HapywuTena nNpou3BoauTcA B
MeToanYeCcKMMK oKyMeHTammn ®Ch.

lpuBegeHHble B wabnoHe Mogenn Hapywwutena Ha3eaHua WCIIOH,
xapaktepuctmkn  WCTIOH, yrpo3bl, BO3MOXHbIE MYTW peanu3ayuu  yrpos,
NPpVYIMEHAEMbIE KOHTPMEPLI KaTeropun HapylwmTenen npueeaeHsl ana npumepa u
nognexar obA3aTenbHOWM akTyanusauun B COOTBETCTBMM C XapaKTepucTuKamm
KOHKpeTHOW OpraHn3auum.

cooTeeTcteBun  C

[Mpukas
«O BBEEHNM B AeNcTBue
nepeyHa
obpabaTtbiBaeMbIx
NepCcoHanbHbIX AaHHbIX,
nepeyHa
MH(OPMALMOHHBIX CUCTEM
NepCcoHanbHbIX JaHHbIX U
nepeyHa nogpasgeneHnin
1 COTPYOHWKOB,
[ONyLIEeHHbIX K paboTe C
nepcoHanbHbIMU
JaHHbIMNY .

YTBepxaaeT v BBOAWT B AencTeune [epeyeHb
obpabaTbiBaeMbIX NEPCOHANBHLIX AAHHbIX,
[lepeyeHb  WMHMOPMALUMOHHLIX  CUCTEM
nepcoHarnbHbIX, lNepeyeHb NnogpasfeneHnin n
[OIKHOCTEN, [oNnylleHHbIX K pabote C
NepcoHanbHbIMU AaHHbIMK

HeoBxoaMMo NpUHATL Npukas B OpraHu3aumnm.

MpunoxeHue 1. MNepedyeHb obpabaTbiBaeMbixX
NepCcoHanbHbIX AaHHbIX.

Heobxognmo cdopmmupoBate nepeyeHb obpabatbiBaembix B OpraHusaymm
NepcoHanbHbIX AaHHbIX B COOTBETCTBUM C NpeanaraembiM WabnoHoM.

MpunoxeHne 2 MNepeyeHb
MH(OPMALMOHHBIX CUCTEM NEPCOHaNbHbIX.

Heobxognmo ccopmmporats nepederb MCIIOH OpraHnsaunm B COOTBETCTBMMU C
npeanaraembiM WwabnoHom. Xapaktepuctukn WCTIOH moryT ObiThb BbiDpaHbl
npyrue, bonee TOYUHO onpefenawLIne ee.

[MpunoxeHue 3. MNepeyeHb nogpasaeneHnii n
OOMMKHOCTHBIX MWL, OONYLIEHHBIX K paboTe €
NepcoHanbHbIMU AaHHBIMK.

Heobxognmo ccpopmmpoBaTh nepedeHsb nogpasaeneHnin n JOMmKHOCTEN, KOTOPbLIM
HeobXoAMM [OCTYNn K MepCcoHanbHbIM AaHHbIM ANA BbINOMHEHWA AOMKHOCTHLIX
0bA3aHHOCTEN

lNpuka3 «O6 opraHm3saymm
pabot no obecneyeHno
Be3onacHocTn

YTBepxoaetr W BBOOUT B JenCTBue
BHYTPEHHWE [OKYMEHTbl MO OpraHusauvmm
pabor 1 obecneyeHno He3zonacHOCTU

HeobxoamMMo NpUHATL Npukas B OpraHu3auymm




AUuanOrHayka

TunoBou naket OP[1

HasBaHue

CopepxaHue

MosAcHeHusn

NepCcoHanbHbIX JaHHbIX»

NnepCoHanbHbIX JaHHbIX.

Mpunoxenne 1 K lMpukasy. MNonoxeHne ob
0b6paboTke nepcoHanbHbIX JaHHbIX.

OcHoBononaramwWwmini JOKYMEHT, ONnpeaenAwliMii OCHOBHbIE MPUHLMMLI, Lenw,
3agauyn, NopAaaoK aBTOMATU3MPOBAHHOW W HeaBTOMAaTM3WpoBaHHOW 0OpaboTkm
NepcoHanbHbIX AaHHbIX pabOTHMKOB, KIMEHTOB W KOHTPareHTOB, ponu W
OTBETCTBEHHOCTb AOMKHOCTHbIX NNLL.

B nonoxeHun npuBedeHbl KaTeropun MepcoHanbHbIX [aHHbIX, Ha3BaHWA
nogpasfgeneHin  anAa npumepa. TpeboBaHWA MONOXEHMA OOM¥HbI OblTh
aKTyannanpoBaHbl B COOTBETCTBUM C TEXHONOrMAMK 06paboTku MH, B TOM yncne
HeaBTOMaTU3MpoBaHHOW 0bpaboTkn

Mpunoxenue 2 k Mpukasy. Monoxenhe o6
opraHmsaymm n obecneyeHun 3awWmThbl
NepCoHanbHbIX JaHHbIX.

[loKyMEeHT, onpefenAllnini OCHOBHbIE MNOAXOAbl, NPUHUWMMLI, Lenwu, 3ajauyu,
nopAgok K obecneyeHnio ©He3onacHOCTM npyM  aBTOMATU3NMPOBAHHOW U
HeaBTOMaTM3MpOBaHHOW o0OpaboTke nepcoHanbHbIX AaHHbIX  PabOTHWMKOB,
KIMEHTOB W KOHTPAreHToB, PONk N OTBETCTBEHHOCTL JOMKHOCTHBIX NNL.

Mpunoxenne 3 Kk [Npukasy. [NonoxeHune o
nogpasfeneHnn, OCYLLECTBAAKLLEM
hbyHKUMM NO opraHusaumm u obecneyeHnio
3aLUNThI NEePCOHANBHbIX JaHHbIX

TvnoBoe MoOMoOXeHWe O nogpasfeneHun onpefendAeT Uenu, 3ajadyn, npaea u
006A3aHHOCTM nogpasgeneHna, Ha KOTOpoe Bo3naraeTca 3alivMTa NepcoHanbHbIX
NaHHbiX B Komnanuu. HasgaHuA, opraHn3aynoHHasa CTpyKTypa otaena, (yHKUMn
oTaena npueedeHbl B [onoxeHun Ana npvmepa v TpedbyloT aktyanusauun ana
KaXaon  KOHKpeTHow  Opranm3aymm. OpraHmsauma  MOXeT  OOMONHUTb
npeanaraemblii  JOKYMEHT MNONOXEHWAMW B  COOTBETCTBMM CO  CBOMMM
noTpebHOCTAMMN.

Mpunoxenne 4 K MNpukasy. Tunoeaa opma
[OMOMHUTENBHOIO cornawieHmna no
M3MEHEHWI0  TpydoBOro  goroeopa C
COTPYOHWKaMW.

ConepKuUT JONOMHEHNA B pa3fenbl TNOBLIX TPYOOBbLIX OrOBOPOB O COBNIOAEHNN
KOH(PUOEHUMANBHOCT  MEpPCOHANbHbIX [JaHHbIX, a Takke [ONOMHUTENbHbIE
cornalieHna K TpyAoBbIM JoroBopam ¢ paboTHukamu OpraHusauun. OpraHusauma
MOXET [OMOMHUTL MpeanaraeMblil JOKYMEHT MOMOXEHWAMU B COOTBETCTBUM C
TPYOOBbLIM [JOTOBOPOM, 3aKIMIOYEHHbIM C KOHKPETHbIM paboTHMKOM U B
COOTBETCTBUM CO CBOMMU NOTPEBHOCTAMM.

Mpunoxenne 5 Kk lNpukasy. [JononHeHna B
[OMKHOCTHbIE VHCTPYKUMM nuy
yyacTeywuwmx B 0bpaboTke nepcoHanbHbIX
LaHHbIX.

ConepKMT M3MEHEHWA W [JONOMHEHUA B pasfenbl AOMKHOCTHBIX WHCTPYKUWIA
OTBETCTBEHHbIX MWL, W COTPYOHMKOB B 4acTu obecneyenma GesonacHocTu
NepcoHanbHbIX AaHHbIX. TEKCT AAaHHOro [OMOMHEHWA HeobXogMMo BHeCTW B
[OMKHOCTHbIE MHCTPYKUMK BCEX COTPYAHWKOB OpraHusaummn, MMeLwmx JOCTyn K
MOH.

Mpunoxenve 6 K [pukasy. WHCTpyKunmn
paboTHMKy no obecneyeHnio HeszonacHocTn
npuv paboTte c nepcoHanbHbIMW AaHHLIMUW

TunoBaa MHCTPYKUMA paboTHMKY no paboTe c MNOH. MHCTpykumA conepkut obume
TpeboBaHma W npaBuna no pabore C WMHGOPMALMOHHLIMKM CUMCTEMaMMK
nepcoHanbHbIX AaHHbIX, NpaBa, 06A3aHHOCTU W OTBETCTBEHHOCTL NOMb30BaTENEN.
B 3aBucumoctn ot knaccoe WCIOH TpeboBaHuA, NpvBeAeHHbIE B MHCTPYKUMK,
MOryT pasnuuyatecA. B 3aBucumoctn ot knaccoe WCIIOH, ux Konwuyectea u
KOnnyecTea nonb3oBatenein, gonyueHHbIX K Kaxgon MCIIOH BO3MOXHO BbIMYCK
ofHOM obuwen MHCTpyKunmn no pabote B VCTIOH Mnu MHCTPYKUMKM ONA KaxKOoun




TunoBou naket OP[1
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NCIax

Mpunoxkenne 7 K [lpuka3dy. WHCTpyKyma
agMUHUCTpaTopam He3onacHocTn
WH(OPMAaLMOHHBIX CUCTEM MepCoHanbHbIX
DaHHbIX.

TunoBaa WHCTPYKUMA copepxuT oblwue TpeboBaHma u npaeBuna no paboTe C
MH(OPMaLMOHHBIMKM CUCTEMaMK NepCOoHaNbHbIX AaHHbIX, NpaBa, 06A3aHHOCTN 1
OTBETCTBEHHOCTb aAMMHUCTpPaTopoB Ge3onacHOCTU. B 3aBMCMMOCTM OT Knaccoe
WCTNOH TpeboBaHnA, nNpuBedeHHble B WHCTPYKUMW, MOrYT pasnuyateca. B
3aBmcumocTy ot knaccoB MICTIOH, nx KonuyecTea 1 KonuyecTea nomnb3oBaTtenen,
nonyuieHHbIX K kaxaon WCIIOH BO3MOXKHO BbINYCK OQHOM 0DLLEN MHCTPYKUMW NO
pabote B UCTOH nnu nHCTpyKumm ana kaxaon MCIIOH.

Mpunoxenne 8 K lNMpukaly. MHCTpyKuma no
OEeWCcTBMAM B Chyyae KoMmnpometayumn
KNIOYeBor nHpopmaymm.

TunoBaa WHCTPYKUMA NO [AENCTBMI0O B Chy4Yae KOMMpOMeTauuu K4eBou
vHgopmaymn. Onpegenaet NOpALOK JeNCTBUIA NPU KOMNPOMETaLMW KIKYeBown
vHpopmMaumn. B MHCTpyKuMn Heobxoammo yyecTb TpeboBaHMA W MOMOXKEHUA
LOKYMEeHTaLUMW K KOHKPEeTHbIM rcnonb3yembim CK3W B Opranmnsaymn.

MpunoxeHune 9 K MNpukasy. [naH BHYTPEHHUX
NPOBEPOK COCTOAHMA 3aLUMTHI NEPCOHAMNBHbIX
JaHHbIX.

Tunoeaa (opma nnaHa npoBepok. CoOepXUT nepeyeHb NPOBEPOK C ONUcaHnem
obnactM npoBepkW, COAepXaHWA MNPOBEPKW, CPOKOB MPOBENEHUA MPOBEPOK,
pEecypCoB UCMOMNb3yeMbIX PY NPOBEPKe, OTBETCTBEHHLIX 3a NPOBEPKY, pe3ynkTata
NPOBEpKK, MEeponpuATUI pPEKOMEHyeMbIX [nA NPOBEAeHWA Mo pesynbTatam
NpoBEpKU

[MpunoxeHnne 10 K MNpukasy. [NepeyeHb mecT
XpaHeHUA  MaTepuanbHbiX  HOocuMTenen
NepcoHanbHbIX AaHHbIX, obpabaTbiBaeMbix
be3 MNCNONb30BaHNA cpeacTts
aBTOMaTU3aLun.

OnpepenaeT nepeyeHb MECT XpaHeHWA MaTepuanbHbIX HOCUTENEN NepCoHanbHbIX
[aHHbIX, obpabaTeiBaeMbix 6e3 cnonb30BaHWA CpeacTB aBToMaTn3aynumn

CPEACTB 33NThL.
MHDOpMaLMY,

dopma AkTta BHegperua|

Tunoeaa ¢opma akTa COAEpXUT pe3ynbTaTbl YCTAHOBKM W HACTPOMKW CPefcTB
3aWmThl MH(opMauuKn. B cootBeTCcTBUM C noTpebHocTAMKM OpraHvsaumnm TMnoeas
(hopma JomKHa BbITb M3MEHEHA.

Mpunoxenune 1. Hactponkn C3U

Tunoeaa dopma panAa oTpaxeHua Hactpoek C3W. B cootBerctBMM C
notpebHocTAMM OpraHn3auumn Tunoeas opma 4omKHa ObiTe M3MEHEHA.

Mpuka3s «O Ha3HaYeHUN
KOMMCCWM N0 NPOBEAEHNIO
OL|eHKM COOTBETCTBUA
MHOPMALMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX
TpeboBaHMAM
Be3onacHocTn»

Onpepenaet cocrae KOMUCCHUmn no
npoeegeHuio OLEeHKN COOTBEeTCTBMA
MH(OPMALMOHHBIX CUCTEM NEepCOHanbHbIX
[aHHbIX TpeboBaHnAM Be3onacHoCTH

HeoBxoaMmMo MpuHATL npukas B OpraHusayunm B criyyae npoBefeHns
CaMOCTOATENBLHOM OLIEHKM MO pe3yrnbTatam peanusauumn CMCTeMbl 3aLuThl

Mpunoxenne 1. CoctaB Kommccun

Heobxoaumo onpenennTs COCTaB KOMUCCUN.

[MpunoxeHne 25 3aknyeHne no
pesynsTatam OLIeHKM COOTBETCTBMA
MH(OPMAaLMOHHON CUCTEMbI NEPCOHAamNbHbIX
JaHHbIX TpeboBaHuAM no BeszonacHoCTK

TunoBaa opma 3aknyeHuAa no pesynsTatam OUEeHKW CooTBeTCcTBMA. B
3aBucumocT oT Knacca MCTIOH, ncnonb3yembix TexHonorui obpabotkm 1[0,
npumeHaembix C3U1 n CK3W, TpeboBannin oKymeHTaumm Tunoeas opma JomkHa
ObITb  gopaboTtaHa noa koHkpeTHyw WCIIOH. [lpuBegeH TunoBow Habop
TexHnyecknx Tpeboeanmin ana NCIOH knacca K. (MakcumManbHbii).




AuanOrHayka TexHu4YecKkoe 3apaHue

+» PekomeHOyem cocTtaBnAaTb TexHu4yeckoe 3agaHue Ha
co3faHue CUCTEMbI 3aLNTbI NEPCOHASbHbIX AaHHbIX

+» OueHKa COOTBETCTBUS, KOTOpasi AOIMKHA NPOBOAUTCS MO
TpeboBaHuam 1IN 781, npoBoanTcAa Ha COOTBETCTBUE
TpeboBaHMsM No obecnevyeHuto besonacHocTn MNOH
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. YneHcTBO B accouuaumsx

MexpernoHarnbHasa obLecTBeHHas opraHmsauma «Accoumnaums
3awunTbl HPopmaunm» (A3N)

Accouuaunm OoKymMeHTanbHou anekTpoceasn (ALJ)

CoobuectBo ABISS (Association of Banking Information Security
Standards)

CeptuduumpoBaHHbi napTHep BSI Management Systems

Accounauma IT komnanun «MHopyc»

npiss A3 BN SSi




JlnueH3nun n aTrectaTbl KOMNAHUU
«duanorHayka»

Jnuensna GCTOK Ha pedatenbHOCTb MO paspaboTke u (MnNu) MpomsBOOCTBY CPEACTB
3almTbl KOHMOEHUMaNbLHON MHdopMaLnK

NTnyeHsna ®CTIK Ha AeATENbLHOCTb MO TEXHWYECKOM 3awuTe KOH(puaeHUUanbHOMn
nHdopmaumu.

JNInueHsna &CB Ha ocywectBneHne paspaboTky, nNpom3BoACTBa LM pPOBaSibHbIX
(KpunTorpadmMyecknx) CpeacTB, 3allUWEHHbIX C  WUCNOMb30BaHUEM UM POBasibHbIX
(KpunTorpadmMyeckmx) cpeactB MHMOPMALUMOHHBLIX U TENEKOMMYHUKAUMOHHBIX CUCTEM.
PernctpaunoHHbin Homep 3237 1 ot 15 noHa 2006 r

JNlnuensna ®CHb Ha ocyuwecTBrIeHUe TeXHUYECKOro obcnyXxumBaHuUA WKdpoBaribHbIX
(kpunTorpaduyecknx) cpeacTs

Jinuensna &PCB Ha pacnpocTtpaHeHne wuUdpoBanbHbIX (KpunTorpacgpuyecknx)
cpeacTB

JnueHsua ®CH Ha npegocTaBnenuns ycnyr B 0bnactu wndgpoBaHms MHdopmMmaumm

ATTecTaT akKpeauTauum opraHa aTtrecrtaumm B cMCcTeMe cepTudmkaummn cpeacTs 3alnThl
nHgopmaummn no TpebosaHuam 6eszonacHoctn nHpopmaunm Ne POCC RU.0001.016M00
Anga nposeeHna aTTectaunm o6bekToB MHGOPMaTU3aLnm




AuanOrHayka Yenyrn 3A0 «uwanorHayka» B
a o6nacTtu 3awmTbl NOH

O6cnepoBaHue UCIIOH KomnaHuM Ha COOTBETCTBME TpeboBaHUAM
degepanbHoro 3akoHa «O nepcoHanbHbIX OaHHbIX»

PazpaboTtka cucrtembl 3aWiuTbl MNEepPCOHaNbHbLIX  AOaHHbIX,
obpabaTbiBaeMbIX B MHOPMALMOHHbBIX cCUCTEMaX 3akasdunka

NocTaBKa, ycTaHOBKa M HaCTpoOMKa cpeACTB 3awuTbl MH(popmaLumumn
ansa obecnevyeHns 6e30nacHOCTU NePCOHarbHbIX AaHHbIX

NMoarotoBka K ouLEHKe COOTBETCTBUA MHGPOPMALMOHHBLIX CUCTEM
3akasyumka rno TpeboBaHusasM 6ezonacHOCTU MHoOpMaLumn

OueHKa cooTBeTCTBUA MHAOPMALMOHHBLIX CUCTEM MNepCOHanbHbIX
OaHHbIX 3akas4yumka rno tTpeboBaHmsaM 6esonacHOCTM MHopmauum




KnioueBble knueHTbl 3A0 «nanorHayka»
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AuanOrHayka e [lpoekTbl NO BLINOMHEHUIO
N \e Tpe6oBaHun 152-d3

3aKa3uMKM ycayr No NepcoHasibHbiM AaHHbIM

Mpouune
3%

CBAI3b, TE/IEKOM

B MNeHcnoHHOe obecnevyeHne
M BaHKK

¥ [0CyAapCTBEHHbIN CEKTOP

B MeauumHa n dapmauesTmKa
B CtpaxoBaHue

HT2K

1 CBA3b, TENEKOMMYHUKALMK

¥ Mpouue




AuanOrHayka e [lpoekTbl NO BLINOMHEHUIO
o g TpebosaHun 152-®3

PacnpeaeneHue KOHEYHbIX CTaAMI‘;I BbIMNO/IHAEMDbIX NPOEeKTOoB

88 npoyeHmoe ot obLiero Konnyectsa 3akas4uMKoB
yTBEPAU/IO OPraHU3aLMOHHO-pPacnopPAAUTENbHYIO
AOKYMEHTaLUIO U Npusenu npoueccobl obpabotkm MAH B
cooTeeTcTBMe TpeboBaHMAM

46 npoyeHmMoe nNpoeKToB 3aBepLUMINCL BHEAPEHUEM
NMO/IHOTO KOMM/IEKCa CPEeACTB 3aLLUTbl, COOTBETCTBYHOLLMX
TpeboBaHMAM HOPMAaTUBHbIX ZOKYMEHTOB MO 3aluuTe

31 npoyeHm Bbibpanu nposeseHUE UTOTOBOM OLEHKMU
cooTBeTCcTBMA B BMAEe AobposBonbHoM atTrectauum UCMNAH

Tonbko 12 npoyeHmoe oT obuiero Konnyectsa 3aka34umMKoBs
NPUOCTaHOBUAN peanusayuo mep no sawmte MNAH nocne

B O6cnepoBanue
A obcneposanua (knaccndurkaumm NCMAH)

M Paspabotka OP[,
M TexHW4YecKkoe NPOeKTUpOBaHue
B BHeppeHne C3U

® OueHKa COOTBETCTBMA




AuanOrHayka pe.. MnaH npe3eHTaumm

UacTtb 4

OGcyxaeHue U BONpocChI




AuanOrHayka R A KoHTaKTbI

KoponbkoB Cepren, TexHmndecknn gupektop 3A0 «[unanorHayka»
Ten.: +7(495) 980-67-76 nob. 163, ®akc: +7(495) 980-67-75
URL: http://www.DialogNauka.ru, E-mail: sergey.korolkov@dialognauka.ru




