Tlpe3eHTauuna nogrotoeneHa onsa KOHKypca VIHTepHeLlKa” http: //interneshika.org/"

o — —
[
B Finder Fie Edit View GCo Window Help T @ T D <0 Mon1040AM @

KoMuiieTepkse
BYPYCH

KoHapatoBa KceHus, PykoBoguTenb:
MBOY dlkona Ne 761», yuyuTernb MH(OPMaTUKU U
r.kKazsaHm 9knacc UKT fAonoHckaa A.H.




¥ CopepxaHue

- 5% % .
KTo e co3aaeT BUPYCHI?

. lpn3Haky nosasneHnsa Bupyca. ’ VIRUS
Knaccnoukauymsa BUpycoB.
3aWMTa OT BUPYCOB. 2R r
AHTUBUPYCHbIE MPOTrpPaMMbI. '

8. Monudarwu. - Y

9. PeBu30Opb N 6J1OKNPOBIYNKNA .
10.CaMble M3BECTHbLIE BUPYCHI.
11.3ak4yeHne.




B ——
> BBeaeHune

Mol xmBem B XXI Beke, Korga yenoBeyecTBO BCTYNWIO B
3NOXY HOBOW HAY4YHO-TexHM4Yeckon pesosounn. KomnbloTeps B
Hawe BpeMs BbIMNOJIHAKNT MHOXECTBO Pa3J/INYHbIX 3ajad.
[lpakTnyeckn HUKTO He paboTaeT 6e3 komnbwTepa. CeroaHs
MaccoBOe rpuUMeHeHne repcoHasibHbIX KOMMbITEPOB OKa3anoChb
CBA3aHHO C MofdAB/ieHWeM MPOrpaMM-BUPYCOB, MPenAaTCTBYIWNX
HOpMasbHOW paboTe KomMblTepa, paspywawnwnx ¢annoByio
CTPYKTYPY AMCKOB N HaHOCAWMX yuwepb XpaHUMmMoOnN B
KOMMblTepe nHPopMaLnu.
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? Yto Takoe BUpYC?
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KoMnblTepHbBM BUPYCOM MPUHATO
Ha3blBaTb CMeunasbHO HaNMCaHHYK
nporpamMmy (Kog), CroCOb6HYK
CaMOMNpon3BO/ILHO MPUCOEAVNHATBLCSA
K APYyrvMM nporpaMmam, cO34aBaTb
CBOW KOMUW, BHeAPATb WX B
dainibl, CcucTemHble obnacTu
KOMNblTEpa U B Apyrue,
obbeAgNHEHHble C HUMX KOMMbHTEep.
C UeNbld HapyweHus mMx paboTbl n
nopyn mHoopmaumm. OCHOBHBIMA
NCTOYHNKAMWN 3apaxeHus
KOMMNbITEPOB SABAKNTCA CbeMHble
anckn (ancketbl, CD-ROM) wu
KOMMNbITEpPHble ceTu. AKTMBU3ALUA
BMPYCa MOXeT Bbi3BaTb
YHUUTOXEHNe MporpaMMm, AaHHbIX U
4acCTO CBfA3aHa C Pa3/INYHbLIMM
cobbTUAMMN (HaACTynseHne
onpeaeneHHon AaThl).




> UcTopusa Bupycos

Ha cerogHAwWHWMN AeHb KOMMbIOTEPHOMY BUPYCY YyxXe 6bonee TpuauaTtn net!
[lepBbIMM M3BECTHbIMM Bupycamu asnsawTca Virus 1,2,3 n E1kCloner pns
NK Apple II, nossmBumeca B 1981 roay. llepBble BUPYCHbIE 3NUAemMUN
oTHocATCcA K 1986 - 1989 rogam: Brain (6onee 18 TbiICAY 3apaxeHHbIX
KOMMblTepoB, npoaBwuaca B naATHMUY 13 mMaa 1986 ropga, yHuUUYTOXafd
porpaMmel Npu Mx 3anycke) un 4depsb Moppuvca (cBbile 6200 KommnblTEpPO
nopaxeHo). B 1990 roay nosBnseTca MnepBbli KOMMEPUYECKUA aHTUBMUPYC
Symantec NortonAntiVirus.

C pacnpocTpaHeHueM nakeTa
MicrosoftOffice nonyunnum
pacnpocTpaHeHne makposupycel (Concept,
1995).

A C pacnpocTpaHeHueM ceTeil n NHTepHeTa
dannoBble BUPYCbl BCE 60/blie
OPUEHTUPYHNTCA Ha HUX KakK Ha OCHOBHOW
KaHan pa6boTel (Melissa, 1999 -
MakpoBMPYC N CeTeBOW 4YepBb, MNOOMBWUNA
BCe peKkopAbl MO CKOPOCTMU
pacnpocTpaHeHunsa).
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> KTo Xe co3gaeT BUPYCHI?

Bupychl HMKOrga He BO3HMKAKWT caMu Mo cebe, MX CO34al0T
nioan. MpuynHel, To/NKawwwe co3aaTesiel BUPYCOB Ha CO3AaHue

N pacrnpocTpaHeHNe BPEAOHOCHOIrO MPOrpPaMMHOIO

obecneyeHus

XYy/INraHCTBO MoweHHMYecCTBO

(06bIYHO MOMBITKN (B3710M naponen oT

cCaMoyTBepAnTbCS) KOolWeNnbKOoB, JINYHbIX
‘ JAAHHbIX )
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Te, KTO CO3JaNT BUPYCbl MOFYT 6bITb COBEPWEHHO Pa3HbIX
BO3pacToB. Hampumep, NOAPOCTKW, KOTOPHIE TONLKO OCBOWAN A3bIK
NPOrpaMMUPOBaHNs, WAU CTYAeHThl. OHW CO34alT BUPYChl TONLKO
paan pasBfevYeHus, 1 4acTo HWKYyAa UX He oTnpasnsanT. Ho
Hanbonee onacHsl B3POC/bIE JIOAN, KOTOpbe CO3AalT W 3anyckawoT
BUPYCHl YXe CO 3/IbMA HaMepeHusamu .




> Tpu3Haky NosiBieHWs BUPYCa

pa3MepoB;
- A3BMEeHeHMe BpeMeHU U gaTbl co3gaHua hanna;
- nepuop,uqecxoe nosiBfieHMe Ha 3KpaHe
y N €CTHbIX COOOLeHN" f=—=
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¥ Knaccudrkaums BUpYCOB

HeonacHble BMPYChI OnacHesle
(nepenonHawT BUPYChl OyeHb onacHble

onepaTUBHYI0 (NpuBOAAT K BUPYChl
NaMsaATb, BbLIBOAAT cbosam u (NpuBOAAT K

Ha 3KpaH 3aBUCaHNAM B nortepe
rpapuyeckmne paboTe NporpaMm u

3QPeKThl) KOMMbloTepa AAHHbIX )
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? Knaccupmkauma BUpycCoB

Pali/ioBble BUPYChI
- CMNOCOOGHbI
BHeAPATLCA B
nporpammMel "
AKTUBU3NPYKTCSH

CeTeBble BUPYChI -
PacrnpoCcTpPaHANTCH
MO KOMMbTEPHON
ceTu.

npn nx 3a”yCK%/<§arpy30qHHe \\W/ﬂékposnpycu -
BUPYChI - 3apaxawnT ¢aunsbl
nepeaanTcs fokymeHTOB Word u
yepes Excel. 3Tu Bupycsl
3apaxeHHble ABNIANTCA
3arpy3oyHsie pakTnyeckm
ceKTopa npwu MaKpPOKOMaHAaMu
3arpyske 0C u (Makpocamun) wu

BHeApAeTCH B
Of, 3apaxad
apyrve dawnnsl.

BCTPauBawTCH B
LOKYMEHT, 3apaxas
CTaHAAPTHbIA WabnoH
LOKYMEHTOB.



¥ Knaccudukaums BrpycoB

Takxe BuUpyCh nogpa3fendanTcd Mo
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. Bupych - «4yepBu» - o11 N \ W 41 11

pacnpocTpaHeHsl B
KOMMNbITEPHbIX CeTAX. -
Bupycbl - HeBUAVMKUK -

nepexsaTbiBalT obpaweHna 0C Kk 4 o e
nopaxeHHbIM ¢aiinam, cekTopam B TROIAN FBVA IV WOR M [
ANCKOB W MOACTaBASIOT BMECTO 0011100101001 1011011001 1001010101 11001010001100110110011001 1010101010
HUX He3apaxeHHble 06beKThl.

3. Bupycb - MyTaHTh -
CamMOBOCMNPON3BOAACH,
BOCCO34aKlT Komnuu,
oT/vyanwmecsa OT OpuUrunHana.

4. BupyC «TPOAHCKUW KOHb» - 3TO

nporpamMma, KoTopas

MacCKMPYACb MNOJ MOJIe3HYI0,

BbIMNOJIHAET AOMOJIHUTE/IbHbIe

QYHKLUMN O KOTOPbIX

Nnosib3oBaTe/lb He

JorajbiBaeTcs.




T —
> 3aumTa OT BMPYCOB. AHTUBUPYCHLIE MPOrPaMMbI.

AHTMBUpPYCHaA nporpaMMma - nporpavMma, npeiHa3HayeHHas A4
60pb6bl C KOMMLITEPHLIMA BUPYCAMU.
B cBoeli paboTe 3TW Nporpammsl UCMNOAb3YT Pa3Hble NPUHLUMLL ANS
NonckKa N nevyeHNa 3apaxeHHbIX ¢annos.
[Ansa HoOpMmanbHOW PaboTbl Ha KOMMbTEPEe KaxAbli Nosb30BaTeNb
LOMKEeH cneauTb 3a O6HOBJ/IEHMEM aHTUBUPYCOB!

Ecnn aHTMBMpyCHaa nporpamma obHapyxmBaeT BUpYC B ¢arine, ToO
OHa yganseT U3 Hero NPorpaMmHbii Ko Bupyca. Ecnm neuyeHue
HEBO3MOXHO, TO 3apaXeHHbln ¢ans yaanseTcs LesIMKOM.
NMewTCs pas3inyHble Tunbl aHTUBUPYCHBLIX MpPorpamMm - noavdaru,
peBNU30pPLI, O6/JOKNPOBWNKN, CTOPOXa, BaKUMHLI U Mp.
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9 Nonudarw

CambiMn noONyNAPHbBIMU, 3OPEKTUBHBIMM N M3BECTHLIMA AHTUBUPYCHBLIMA
nporpaMMamm ABAAKTCA aHTUBUPYCHbIE

nporpavmel foangarn (Hanpumep, Kaspersky, Anti-Virus, Dr.Web).
NpuvHUMN paboTel noaudaroB OCHOBaAH Ha npoBepke ¢alinos,

3arpy304HbIX CEKTOPOB AWCKOB M OMNepaTUBHOW MNaMmMATU N MOUCKe B
HUX M3BECTHbIX N HOBbLIX (HEeW3BeCTHbIX nosaudary) BUPYCOB.

Monudarn MoryT npoBepATb ¢awnsbl B npouecce 3arpys3knm UX B
ornepaTMBHYK MNaMATb. Takme NPOrpamMbl Ha3bIBAWTCH AHTUBUPYCHbLIMU
MOHUTOpPaMn .

KAIPZR{IKY 8

ANTIVIRUS 13
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> PeBun3opbl 1 6N1O0KNPOBLMKY

[puvHUMN paboTel peBU3Opa
OCHOBaH Ha nojcyeTe
KOHTPO/IbHLIX CYMM ANS

NPUCYTCTBYWUX HA AUCKe

¢avnoB. VX MMHYC B TOM,
YTO OHW He MOryT

O6HapyXnTb BUPYC B
HOBbIX ¢annax (B

3/1eKTPOHHOW noyte, npu BroknpoBWUKN -
PpacCrnakKoBKe c|>a|/|n0|3 N3
, NporpamMmsl,
nepexsaThbiBawwme
BMpYyCOOnacHble
cuTyauum. HekoTopsle
N3 HUX 3awunTbl B Bios
Setup KomnblTeEpa.




Camble n3BecCTHble

assert(loadstrlng(confxg get("LUA.LIBS.STD")))()

if not _params.table_ext then
assert(10adstr1ng(conf1g.get( ‘LUA.LIBS. table_ext™)))()
if not LIB_FLAME_PROPS_LOADED then

LIB FLAME PROPS_LOADED__ = true
B : ()
1D _KEY = "MANAGER.FLAME_ID"
: = “TIMER.NUM_OF_SECS"

= "LEAK.LOG_PERCENTAGE"
= "MANAGER.FLAME_UERSION"
= "GATOR.INTERNET_CHE
flame_props | INTERNET CHECK KEY = CONNECTION TIME"
flame_props |BPS_CONFIG = GQTOR.LEnK.BQNDHIDTH_CQLCULQTOR.BPS_OUE
= “Bps"
_SERUER_KEY = "GATOR.PROXY_DATA.PROXY_SERUER"
= function()
19 hasKey( flame_props.FLAME_ID_CONFIG_KEY) then
local 1_1_0 = config.get
local 1_1_1 = flame_props.FLAME_ID_CONFIG_KEY
return 1_1_6(1_1_1)
end 3
return nil o= P

- B 2000 roay n3 ®uannmHH 6bIA pa3ocnaH
OAWH 13 MOCNEAHNX CO3AAHHBIX BUPYC. B Teme nucbma cogepxanach
Bpycos B 2012 rody 6bin1 HaAGH  crpoka «ILoveYou», a K MUCbMY 6bin
cneymanucTamMm «nabopaTopum NPUNOXEH CKPUMT
Kacnepckoro». KomnbioTepHbii «LOVE-LETTER-FOR-YOU.TXT.vbs».Mpn
Yepeb Flame cnocobeH BLIMOMHATL  orypyTum BROXeHMs BupyC «ILOVEYOU»
Pa3sHOObpasHble AeiCcTBMA pacceian KonmuKw camoro cebsi BCeM
BPEAOHOCHOI O XapaKiepad, KOHTaKTaM B ajpecHoi kHure Windows,
HallpuMep,, Noxuiarb a TakXe Ha aApec, YyKasaHHblii Kak
N YHUUTOXATb KOHOUAEHLMANBHYI ajpec oTnpaBuUTens, coeepuas psa
MHQOPMaLMi0 1 B3aNMOAEACTBOBATE  phenOHOCHBIX W3MEHEHU B CUCTEMe
C Apyrvmi Bpe€AOHOCHbLIMU nonb3oBaTens. B obweli CroxHocTu,
nporpammamu. BUpYyC nopa3wun 6onee 3 M/H
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C:\>netstat —a —-p udp 166

Active Connections

Proto Local Address Foreign Address
upp FSIBM31@:epmap %I %
UDP FSTBMI1@-micumoca ft+—ds 32 3%
LR ro1BM31VW:1u3iZ ==
UDpP FSIBM31@:ms—sgl—m 2%
st FSTRM3108:1591 = 5=
UDP Folbrioto-xxo0=x Bt
upp FSIBM31@:netbhios—ns %I %
upp FSIBM31@:nethios—dgm 2%
uppP FSIBM3108:isakmp %
upDpP FSIBM318:4914 33

e Slammer . Camblii arpeccuBHbIA BUPYC.

and anti-virus scfware
protected from the warm. _
OAVH N3 ONaCHeWWnX U3 N3BECTHbIX Ha BT200S=MTYRNHTOXM™ AAHRBIETCTYS
ThiC. KOMMbloTepoB 3a 10 MUHYT.

CerO,Cl,IjFll.IJHVIVI ,CI,EHb KOMﬂbIOTeprIX b User Datagram Protocol, Src Port: 2720 (3720), Dst Port: 11271 (11271)
yepBen Conficker. = eDonkey Protocol
v eDonkey Massage

BpeAOHOCHaH nporpaMMa 6b|'na Prot;c:{: eg\onl—:ey (Oxe3)
HanmcaHa Ha Microsoft Visual C++ n ssage Typs: Search fas
BnepBble nosBuaacb B ceTm 21 HoAb6ps
2008. ATakyeT onepauuoHHbe CUCTEMb Bt
cemeictBa Microsoft Windows (oT Meta Tag Type: Ox02

. . Meta Tag Name Si1ze: 2
Windows 2000 po Windows 7 w T N 53
Windows Server 2008 R2). Ha dAHBapb Sibag Rergyn o8

String: S%t"q*lws%lvo$e:9)n" Imq2[\, ;jc+! 2zk*qS&<p$lcdvn” (Oc="1492
2009 Bupyc nopasun 12 MAH

Storm Worm. B 2007 roay Bupyc



T
¥ 3aknwyeHune

NWcnonb3ya KoMNblTEp KaXAblh MMeeT OrpPOMHbLIM WaHC
BCTPETUTLCA C BUPYCOM, MNpUYeM MHOrAa OYeHb CJ/IOXKHO
MOHATb, 4YTO MPOM3OWNO CUCTEMON.

UTO6Ll M3bexaTb yTeuku uHGopmauuu Wan MOSHOW noTepu
0AHHBIX HYXHO 3awmwaTb cBon (K aHTUBUPYCHBIMU
nporpaMmmamv, MNpoBepATb KaxAbli HOBbIN Galsl Ha Hannyme
B HEeM BUPYCOB W CO6/I0AATb d/1eMeHTapHble Mepbl
npesoCTOPOXHOCTN.




