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YA3BMMOCTU NPUNOXKEHUN
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NMepenonHeHue 6ydepa

«TOHKN»

Micnonb3oBaHMe NpuBUIernii cepBepHbIX KOMMNOHEHT

MaHunynaymm ¢ AaHHbIMU Ha K/IMEHTCKOW CTOPOHE



NMepenonHeHune 6ydepa - Hanobonee
“1:-,\pacnp00TpaHeHHaﬂ aTaka YpPOBHS NMPUIOXXEHUI

1071 y4eHuUe KOHmMpo/is Hao 06 bLEKMOM amaku

MexaHu3m peanusayuu

3anyck kooa Ha amaKyemMoM y3/1e

MecmoHaxo0eHue amak yrouw,eeo

B pa3HbIx ceameHmax ¢ 06beKmomM amaku

Hcnosb3yemMbie ya3sumocmu

Owubku peanusayuu

CmeneHb pucka BBICORT




y [lepenonHeHune cTeKa

i f_vulner()
{

char local[ 3]

Bychep -

Crek



«MepenonHeHne cTeka»

. ,&‘ y
“int f_vulner (char arg)
-

char local[100]

B 60 1ica strepy(local, arg)
return 0

}

:"‘d make O6bI4HBIL X0O BbINO/IHEHUS MPO2PAMMBbI
char arg[200]

gets (arg)

f vulner (arg)

=) printf(arg) <
return ()

}

Crtek



«llepenonHeHne cTeka»

" t f vulner (char arg)

char local[100] strepy(local, arg)

[loOpaboTka

return 0
}
void main() [lepeno/siHeHUe cmeka
{

char arg[200]

gets (arg)

f_vulner (arg)

printf(arg) 47

return ( o
} Bmecmo Bo3Bpama TeK

3anyckK Kooa




«llepenosHeHne cTeKka»

BbI30B (PyHKUUI Aapa
(NnporpammHoe npepsiBaHue
: INT 0x80)

BbI30B (DYHKLUMIA 13 MOOYIEN
DLL

Aicnonb3oBaHue yHKLUMN
«WinExec»

N

Mcnonb3oBaHue NnepenonHeHunst cteka



1p1MUYnHbI NepenosiHeHnsa dycepa

cymcmesue Heo6xo0uMbIX MPOBEPOK HA KOPPEKMHOCMb
apayMeHmos

strepy(local, arg)

Omcymcmasue cpeocmes BblHUC/IeHUS OJ/IUHbI 6yhepa npu
pabome c ykaszamessamu



ocne,qCTva nepenosiHeHUa oydepa

\

leeHue AYeeK riamsimu, He npUHaane)Kanux Maccusy

Mooudpukayus ssueek namssmu

e CucmemMHblIe OaHHbIe (adpec so3spama u m. 0.)
e [lpya2ue nepemMeHHbIe

» UcnosiHsieMbll KOO

» Hecywjecmsyrowasi (csob600Hasi 0671acmb)



NMpepnoTBpalleHne OLLNOOK NepenosIHEHUS

m’ﬁonbsosal-me MEeXaHU3Ma CTPYKTYPHbIX
UCKNIOYeHUN

Hecywecmsyrowass o6s1acmb

Bygep

Hecyuwecmsyrowasi 06s1acmb

Mcnonb3oBaHue A3bIKOB NPOorpaMmmMmMpoBaHuA,
AenarLwmx HeBo3MOXHbIM nepenonHeHue 6ydepa

Ucnonb3oBaHue «Heap» anga ykasarteneun

OTKa3 OoT MHAMKaTopa 3aBepLUEeHUS



MeTtoAabl 3alinTbI
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| o

YcTaHOBKa nakeTtoB UcnpaBneHus

UcnpaBneHune ncxogHoro Kkoga c
nepekoMnunayuuemn

TecTnpoBaHue nporpamMmm cneuyuanbHbIMU
yTUNnNTamum



- Vcnonb3oBaHue yA3BMMOCTU
-4 ‘06pa6oTkn MIME-coo6LueHUS

OJiydeHue KOHMpOoJsisi HA0 06 bLEKMOM amaku

MexaHu3M peajsusauyuu

3anyck kooa Ha 06bLekme amaku
(B0 Bpems noceweHus Web-calimos 3/10yMbIW/1IEHHUKOB)

MecmoHaxo)X0eHuUe amakyrouje2o

B pa3HbIx ce2ameHmax c 06BbEeKmomM amaku

Hcnonb3yemMmbie ysa3sumMmocmu
Owubka peanu3sayuu Internet Explorer

CmeneHb PUCKA :=f: e e)it:);)




- Mcnonb3oBaHne ysa3BUMOCTMH
gﬁpa6on(m MIME-coo0OLueHuA

HACKER 1 Microsoft
200.2.2.6

/3 http:/7/200.0.0.123/ - Microsoft Internet Ex|

BHyTpeHHsA ceTb

| [ [ Wrreprer




Tema 21

CeTteBou ckaHep Nessus



v CeTeBoM ckaHep Nessus

Nessus-KnueHT
(Windows,

UNIX) Nessus-cepBep
(UNIX)

CkaHupyemas ceTb



w "‘sgCeTeBov’l ckaHep Nessus

[10JI53OBATEJIN
MPUNOXEHWSA
CYbBH

oC OKOJo
1000 npoBepoK

b



CeTteBou ckaHep Nessus

* MoaynbHasa apxuTeKkTypa

e A3bik onucaHmna atak NASL

e Cucrtema reHepaumm oT4eToB
 UpeHTUdMKauma cnyxo

XapakTepUCTUKHU



Nessus-KnueHT

 [lapannenbHoe nopknto4yeHne

N cKaHMpoOBaHMe

Nessus-cepBep
(UNIX)

CkaHupyemas ceTb



[TpakTnyeckasa padota 20
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13yyeHne BO3MOXXHOCTEN CKaHepa
Nessus



ObecneveHne
0e30nacHOCTU ceTen -
- UTOr

Ana sawumbsl cemu He06xX00UMO UCMOJ/Ib308amb KOMI/IEKC
cpeocmes 3aujumsbl, sK/04aroWuUll 8 ceobs:

| Cpedcmsa sawyumsl y3nos uJ/IBC, o6ecneyusaroujue
aymeHmudukayuro, passpaHudyeHue oocmyrna, wugposaHue u m.o.

| Cpedcmsa aHanu3a 3aujuwjéHHOCMU U ycmpaHeHusi
ys3sumocmel

| Cpedcmsa o6HapyxeHusi amak —



CpencTtBa 3almTbl NEpUMETPA
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Internet Internet




.CpencTtea aHanmsa 3aumLeHHOCTY
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Cpencrtea oOHapyXeHus atak
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